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_C/S-USA to Joint Chiefs, Subj tablishment of a
Joint Intelligence Bureau. Comment was coordinated
_wath AS-20 snd 4S-90. Note that I make no reference to_

GLINT material in comment, in view of ciassification of
_basic paper, which perhaps purposely left GLINT out of

the picture.
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Subject: Maximum Exploitation of
~hased upon the lst draft whi

COMINT. This paper,

was worked over with two collaborators who shall be

and approved for rel

014 pursuant to

SA on 01-2
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anonymous and who, I think, did an excellent job.

2. Suegest both papers be presented to D/I
with explenation that the 2d one has a bearing on
lgt. The latter would make an excellent first step
in a proper ocirection and would be most helpful to
the 2d. Both plans, If executed, would supplement
each other and put us a long way forward toward
egtablishing a really efficient intelligence service.
The last step woulc be to integrate and unify
cryptanalytic processing and the three steps would
put us at least on a par with British.(Daafyt aitucked)




BEMORANDUM FORs Director of Intelligence, G5USA
SUBJECT: Haximum Fxploitation of COMINT ‘ .

v

1, Herewith 1a & proposed memorandum for the Chairman ;f USCIB, Subject :
Maximum Exploitation of COMINT.

2. 'This paper has as its object the establishment of a single organization
for the evaluation and aismsemination of communication intelligence. It proposes
to do for COMINT, at least in respect to the matter of evaluation and disgemina-
tion, the same thing that you proposs for other intelligence in the paper on
the subject: “gtablighment of a Jeint Intelligsnce Burseau,

3. & Joint Intelligence Burean and a centrsl organization for the evaiua-
tion and dissemination of COMINT would compiement each other in important respects
and both steps would take the U.3. a long vay forward in establishing s much more
of fécient intelllgence gervice for the U, 8. Jovernment.

4e The final step would bes, of course, tha real integration of COMINT
proceasing, by unifying the operations of the latier processing agenclies

uncer a single head, either along the lines proposed by the irmy in the Stone

Report or along eimilar lines.

CARTEF W, CLARKE
Colonel, Si¢nal Corps
Chief, Army Security Agency




MERCBANDUE FOR: THE CYAIRMAN, USCID
SUBJECT; Maximum Txploitation of COMINT,
1. Under the presant organization of US COKINI, the goverrment
ig not provided with total intelligence derivable fram COMINT soirce
material,
2. A review of ths present methods of producing and disseminat-
ing intellligence from this source indicates that radical changes in these
nethods must he made if USCIB ip to fulfill all of its responsibilities.
3. s A study has hesn prepared by ID, GSUSA, which examines present
Us COMINY exploitation and disasmination with the purpose of determining
a method which will provide full exploitation of this source and insure
maximum sfficiency, sscurity, timeliness, and sconomy. In this study, the
fellowing recommeandations sre made:

(1) That a central SOMINT evalusting unit be wet up at one
of the VUSCIF technical agenciles.

{2) That this unit be responsible for the production of all
intelligence baped on COMIRT and for the publication and disseminstion of
all such intelligence to U, B, government .ersonnsl anthorized to receive it.

(3) That each USCIB member contribute personnel to this center,
such personnel to bs aduinistratively mbordinn;.a to their respective dmpart-
ments and operationally subordinate to the Chief of the tschnical agsuey
and % have the daal responsibility of producing tolal intellijence for the
Kational Smourity Council and intellizence of primary interast io their

respective departments.




. REF ID:A61194
M APmE

Ul ail Bt

{4) That upon the sstablishment of the central unit, all

existing COMINT evaluating units of the five USCIB members be dissolved.
b. The complete text of the study is sttached as Inclogure 1.
4 It is requested that the rscommendations made in this study

be placed on the Agenda for discussion st the next regular meating of
UsCYB.
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SUBJECTs Xaximum Exploitation of COMINT,

1, ¢ rroblem: To examine present US CONINT exploitation and
dissenination in order to determine z method which will provide full
sxploitation of this sourse with the maximum efficiency, mecurity,
timeliness, and economy.

2. t aring on the Froblems

8. The U.8. annually expends approximately 335,000,000 for the
technical produstion of COMINT raw materisl. It has roughly a $48,000,000
plant investment In the faciiitiesg of the USCIB technlcal agencies, ASA,
and CSAW,

b. Esch of the members of USCIB maintains a COKINT evaluating and
digseminating unit. For the most part, the work of these five units is not
coordinated and, to date, there has not been produced an integrated, compre-
hensive, COMINT estimate covering any given subjest from the point of view
of total U.S. intelligence requirements. Under the prasent arrangement,
there is no provision for the timely application of total COMINT to the
intelligence requirements of the National Security Council or the policy
planners of the departments of USCIB,

éO 3.3(h) (2)

PL 86-36/50 USC 3605
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#. The unigne snd vital nature of COMINT and fho cont of COMINT

3.

production require arrangements which can provide ths E%ited States with
maximum exploitation of this source., The prosment arrnnéumentn for the
evaluetion and dissemination of COMINT preclude such exé;nitation. They
are not efficient, not secure, and not economical, snd, %araovtr, they
fall to insure timely dissemination ef intelligence. é

(1) Bfficiencyt The five COYINT evaluation unitn produce and
digseminate a number of publications coverine fields of ﬁ?imary interast
to their respective departments--e.z., the MILITARY BIGES% {Army); the
SOVIEF INTFLLIGENCE SUk! ARY (Navy); the DIFLOMATIC sm»mi {produced largely
by 5tate under the authority of USCIB); ORDER OF BATTLY (mny, Kavy, iir};
and special studies {all departments), These publicatiomg contain svalusted
COMINT on various subjects. Occasionally, the same raw ma%erial—-dvaluatad
from the point of view of the Despartment lnvolved-«ias usudéas the basls for
reports from two or more of the units. To date, therse haaénnt been produced
an intejirated COMINT estimate covering any given subject prm the point of
view of total U.8. intelligence requirements. For azanpla,éthara is nat

available to the National Securlty Council & combined GDHIHf estimaste of the

military ocapabilities and industrial potential of th4 Nor, under the
present arrangements, could & combined eatimste be produced with safficient
speed to make such an undertaking practiceble, and policy lsvel recipients
of GOMINT receive a variety of-8EINI reports, which may duplicate, or
conflict with, one another, and which the reader himself must gynthesize.
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In addition te iia meparation from other GOI&M‘ units, sach of the five
svaluating units of USCIB funciions more or less apart from the general
intelligence unita within itas department and, of course, from the general
intelligencs units of the other departments, Buch arrangements, althongh
necespary for CONINI sscurity yoder pressnt sonditions, inhibit rapid, direct
application of collateral intelligence to COMIR' and militate against the
timely production of total intelligencs on & given subjest both within and
among the USCIB members.

{2) Timel t Glearly, the wvalue of a1l intelligence depends
to a large sxtent on its timeliness. This isx particularly true in the
cage of COMINT. A4 meamage Indicating impedding attack disseminated after
the fact is of scademle intersst only. Under the presgent arrangements,
however, the inevitable time-~lag resulting frem the separation of the
five evaluating agencies from sach other, and of emch of them from wne or
both of the prosessing agencles, effactively reduces the chances of
receiving such a message before it iz teo late to act., (I} is nssumed as
4 strong probability that no message will contain positive, sslf-evident
indication of hostile intent~«without evalnatiion on the basis of other
information available st one or all sf the intelligence units.) In addition,
the separatien of evaluating and technigal un;.ts makex imposaible the timely
pruparation of basic COMINT studies ou subjests of joint Interest and the
maintennnce of such studles at a current date lavel,

(3) gecurity: The distribution of COMINT raw material to
five intslligence units in Washington prasents an obviona physisal seourity
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the publication of individusl message texts, notated so as to reveal the
cryptographic system in whigh they were sent and the radio circuits from
which they wers 1ntercsptaa—"a. practice which reveals the core of U3

COMINT operations: specifis status of oryptanalytic attack., The possibility
cannot be ignored that thy #gld sscurity measures adopted by the USSR are

s divect result of the _{n}urity inherent in the present COMINT organisation
in the United States.

(4) Beonomyt The existence of five COMINI evaluating units
results in excessive expendiyfres for personnel and equipment and
conalderahles duplication ¢ gﬂ‘ort. This duplication of effort results in
a dissipation of the lhuﬂw, svailable, qualified manpower and limits the
quality and quantity of (MINT produced. In addition, it oreates the need
for publishing many copief ot the COKINT raw material, for a large courier
service, Tor seversl files #tthe same material, and for the publication by
the technical agencles of m@ items which could have besn discarded at the
firat stage of processing ﬂ:in evaluating group had been close at hand to
guide the work of the tedpicians.

b. The establishsent of & mingle COMINT evaluating unit, located
at one of the USCIB techygyl agencies, would eliminate the dipadvantages
described in para. ., 8b v and would insure full exploitation of COMINT
with maximum efficliency, litlinau, security, and economy,

(1) Effic;ﬁ:

{a} Sup s arrangement would provide, at the very least,

"

the physical conditions néigury for collaboration among the COMINT

evaluating personnel of
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{b) Basie COMINT evaluation would be improved, for the

Lollowing rsnsonst

{i) The raw material would be evaluated at itas
source~--an optimum condition for acsurate intelligence preduction.

(11) Integration of other source intelligence with
COMINT would be fscllitated. The technical agency, for its own cryptanalytic
purposes, must maintain central files of intelligence reports from all
sources. The single evaluating unit, through the collateral files of the
technieal agency, would have direct access to the material from other
intelligence socurces now meparately held by each of the five USCIB members.

{111) Exploitation of COMINT in the fields of primary

interest to each of the USCIB members would be improved by the proximity
of svaluators to transiators and traffic analysts.

{c) COMINT operations as s whole would be improved. The
quick and unimpeded sxchange of rew ideas, new developments, and new
intellligence or technical recquirements would greatly increame the efficiency
of both teehnical and evaluating personnel,

{a) Finished GLINT intelligence would be available for
dissemination to polioy-level recipients in a form designed to mest their
nsads-~i.e., they would recelive total COMINT on a jiven subject, in one
synthesized report.

(2) Tine '

(a) The proximity of evsluating personnel to technigal
personnel would parmit discarding of unimportant material at the earlisst
stages of cryptanalysis and, in so reducing the mass of material fully

— -~.

processsd, would expedite u@ [ lmtal mtarial

&JLUM‘Q’ i
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{b) Basic imtelligence astudies of Joint interest to =il
consumers could be sexpeditiously inttisled and currently maintained.

{e)} Elimination of the publication and delivery of meny
sopiss of COMINT raw material world mbstaitislly reduce the time lag beiween
nespage solution and sveluatlon.

(3} Segurity:

{a) The dissemination of COMINI raw material outsids the

.

technical sgencies would be reduced o a minimm.

() Xnowledge of the degree of specific eryptanslytio
success could mers easlly bs limited to working personnel with the nead to
know and, in the case of evalunating persennsl, confined to ons installation,

{4) Ecopouy:

(a) Dimoard of unimportant material st earliest stages
of eryplanelytic proceasing womld reduce the total cost of intelligence
produced in relstionship to total material proosasad,

{b) FPublication costs would be materially reduced.

{c) Puplication of intelligence file,, with its attendant
unscononionl use of limited space and psrsonnel, and ynnecessary duplication
of «ffort at the wylvation level would be sliminated.

4. Yoncipeions:
8, A central COMINT evaluating unit should hs set up at one of
the tu%mical agencies, with the responaibility for producing sll ihtelligence
based oa COMINT and disseminating all snch 1:\1tu111ganca to U.,S5. govermmant

personnel suthorised tov receive 1t,
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b. Each USCIB membar ghmld contribute personnel to this ceng;r
Such persommel should perform thé‘l .;iual PTanction of producing total intelli-
gence for the National Security Coholl and i@ielligance of primary interest
to thelr respective departments, R e S

o, Upon the sstablishment ef the gentral unit, &1l existing

COMINT evaluating units of the five USCIN mghpery ahould be dlmsolved.

~

5. Hegommendations: It is rmommnnh?d, tﬁgt: -

s. A central COMINT evalusting unit be wet uwp at ons of the USCIB
tschnical agencies. ‘ '

b. This unit be responsible Loy ’;hh proénetm;ﬁ of all intelligence
based on COMINI' and for the publication uﬂ htqminatﬂ,;m oi" all such
intelligence Lo U.3. government personnel wﬂwrhoﬂ tn ‘:aqaive it.

e¢. Fach USCIB membsr contribute pn'-onml to ‘l:hil ceniur, sach
personnel to be administratively subordinata to their respective departments
and operationally subordinate to the Chief of the technical agarm\y and to
have the dusl responsibility of produding total intelligence for tha
Retional Security Council and intelligence of primary interest to their
respeactive gepartments.

d. Upon the sstablishment of thas nen;'.rnl unit, 211 existing

COMINT evaluating units of the five USCIB members be dismsolved,
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