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: CRYPTOGRAPHIC EQUIPMENT FOR EITHER
- SINGLE~ORIGINATOR OR MULTI-ORIGINATOR COMMUNICATION

e

1. a. Progress in the cryptologic field during the: past
few years has led to a basic change in cryptologic phllosophy,
a change which has already been recognlzed by and is of im-
portant interest to the ABA.

b. The trust vhich has heretofore been placed in the
ordinary types of crypto-systems, the solution of which depends
upon, or is directly or indirectly correlated with, the number
of tests that have to be made to exhaust a multlpllcity of . .
hypotheses based upon keying possibilities, is daily decreasing

. The beginning of this decreasing confidence in the degree of
. - cryptographic security potentially offered by a vast number Of
-~ . . permutations and combinations available of keying possibilities
can be traced back to the advent of the application of tabu-
lating machinery to the solution of cryptanalytic problems.
Later, when specially designed cryptanalytic machines employ-
ing electrical relays came to be constructed and applied, success-
. fully to these problems, a real blow was struck at our former
concepts of cryptographic security. And, now, the assurance
o that electronic cryptanalytic machinery can be applied to -
speed up the solution of complex cryptographic systems is tend-
ing slowly to undermlne what faith was left in the systems or
‘crypto-mechanisms currently considered as being the best there
are, those u31ng rotors W1th complicated stepping controls.

c.- To sum thls up, it can be said that, save for one
eXCGQthH, cryptélogic theory and practice durlng the past ,
quarter of a century serves only to corroborate the theoretical
va1lidity of -the century-old dictum first enunciated by Edgar
Allan Poe: "Yet it may be roundly asserted that human ingenuity
cannot concoct a cipher which human 1ngenu1ty cannot solve.

2. lhe foregoing summation is, as noted, theoretical and
pessimistic in outlook. From a practical viewpoint, it can be
stated that, so far as concerns the currently-employed high-
echelon cryptographic systems of the U.S. Army, there is
every reason to believe that, despite the recent advances in
cryptanalytic¢ techniques and machinery, these systems are still
quite secure. But for how many more years this may continue
to be.true is a matter of serious concern. -The Ilead which our
cryptographlc techniques presently have over our cryptanalytic
techniques is not sufficiently great to leave no room at all .
«for speculation or apprehension as to the situation in which
we might find ourselves, say 15 or 20 years from now, when
the new cryptograpnic machlnes under development will have
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been completed. It is hardly necessary to note that the Research
. Laboratories Division is endeavoring to anticipate what the
future may hold in store and is bending all its efforts to pro-
duce improved crypto-equipment that will be secure against a
greatly advanced cryptahalytic art. Basically, these efforts

are in the direction of increased sophistication and conplexity
in the present types of equipment, on the theory that this

will always keep our cryptography in the lead of our cryptanalysis.
But what if it should happen that because of unforeseen develop-
ments, in electronics and related fields, progress in crypt-
analytic technlques and machinery has actually been greater than
that in cryptographic techniques and machinery? National
security demands that we take all measures necessary to guard
against such a contingency.

3. The sole exception alluded to in Par. 1lc above, in con-
nection with Poe's dlictum, appears to be involved in the case
of what may be called a "holocryptic" system, that is, one
which 1s theoretically absolutely unsolvable because a message
in it can be read only by actual physical possession of the
" key. In a truly holocryptic system, if the key consists .of a
perfectly random, unpredictable sequence of all the elements
- (letters or characters) of the language, the sequence being as
long as the enciphered text itselfr and being a primary sequence

(that is, one not derived from the interaction of a limited
number of basic components), the cryptogram appears to be un-
solvable in the cryptanslytic sense. It appears to be impos-
sible to present or to develop any practical technique foE the
solution of a truly hblocryptlc system as defined herein.

is to be noted that in the three foregoing sentences the phrase
"appears to be" is used. It is employed advisedly, for it
would be somewhat dangerous to insist upon a categorical state-
‘ment in the absence of experimentation to demonstrate the
positive valldity of the statements made. It is indeed p0351ble.
~to conceive a theoretical general solution for certain of the
so-called holocryptic systems, but no further remarks will be
made in thils paper on that phase of the subgect except to in-
~dicate the necess1ty for further study

4, a, It is to be noted that there are three conditions
which a cryptographic system must fulfill before it can be
termed a truly holocryptic system: (1) the key must consist of
all the characters found in the plain text of the language
involved; (2) the keying characters must form a perfectly, or
at least an entirely unpredictable, random sequence, so that it

1Even were telepathy established as a. practical reality, the

reading of a cryptogram by thils means would,not constitute a
cryptanalytic solution.




must be a primary séquence, not & secondary one derived from
the interaction of a limited number of basic elements; and (3)
the keying sequence must be used once and only once. In our
best rotor-type cipher machines the first of these conditions
1s fulfilled; the third is fulfilled to a degree which, for
‘all practical purposes, 1s quite satisfactory; but as regards
the sécond condition, it is obvious that although the keying
characters in SIGABA, for example, form an unpredictable
sequence, for all practical purposes in the present state of
the cryptanalytic art, it is not a primary sequence and there-
fore the SIGABA or any similar machine presently falls short
of competing with the truly holocryptic system in security.
As time goes on, 1t is possible that the competition will not
lessen in favor of SIGABA or its successors. This point is
worth some elaboration. '

/

. b. It may be stated in view of what is now practic-
able and of what may become practicable in the near future,
that, at least theoretically, whatsoever be the nature or
con§tructlon of & crypto-mechanism, if it embodies within it.
all the crypto-elements of the system, messages prepared by
it can and will ultimately be solved. Only when the crypto-
mechanism is controlled by some external keying means does it
present truly holocryptic features--and then only if that
external keying means is properly designed and employed,

Even 1f an internally-controlled- crypto-mechanism is employed
- in a manner such that the internally-produced. keying sequence
is employed only once, as in SIGHUAD for example, the system
is sti1ll theoretically solvable because that keying sequence
is produced by the interaction of a limited number of primary
keying elements, that number being very small in comparison
with the length of the secondary or resultant keys. Therefore
it cannot in the present state of the art be considered as
falling in the class of holocryptic systems and must be con-
sidered to be theoretically solvable. How soon it may become
practically solvable is a question that will be answerable
only with the passage of a few more years. ¢

5. From a practical viewpoint, it may be assumed that
messages in a holocryptic system will never be solvable, no
matter what the state of the cryptanalytic art may be. It
would therefore be wise to extend the usage of such systems.
Unfortunately, the last two conditions which must be fulfilled
in a truly holocryptic system impose practical limitations on
the extensive employment of such systems in militéry crypto-
communication. The large volume of communication required
and the large number of commands which must intercommunicate
maeke it wholly impracticable to prepare and to distribute

%,




the multitude of lengthy primary sequences that would be
required. Moreover, the keying sequences can only be used
once. If used more than once, even only two times in most
cases, such a system is quite insecure.

6. It is usual to refer to a system using a pad of sheets
of paper on which keying characters appear as a "one-time pad
system , and systems u81ng perforated tapes, such as the SIGTOT,
as a "one-time tape system". For the system using the SIGABA
or similar equipment there is no analogous designation based
upon the number of times a key is used though supposedly such
a system could be referred to as a "many-time system'"--a
designation technically too loose and inaccurate for the pur-

. poses of this paper. The real essence of the matter i1s that,

in the case of a one-time pad or one-time tape system, practical,
almost-absolutely-sure intercommunication is assured only when

. there are but two copies of a pad or tape, one held by the
originator of a message, the other by the addressee; and further-
more, an originator must not use as the keying sequence for

any of his outgoing messages a sequence intended to decipher
any of his incoming messages. So far as concerns the ability
to originate messages that will be absolutely secure, therefore,
a true one-time system must be limited in its distribution to
one originator; for this reason such a system will hereinafter
be referred to as a "one-originator system". A system such as
the one employing SIGABA, for example, will be referred to as

a "multi-originator system , because many holders of the equip-
-ment can originate secure messages and thus intercommunioation
among many holders can be provided.

7. a. The question arises: would it be possible, practical
and advantageous to have crypto-equipment which will, in the

same basic machine, provide for truly holocryptic, one-originator -

systems as well as for high-security, multl—origlnator systems?
In other words, what about .a single machine which for the
.greatest part would be used for multi- -originator communication
but which could, when special circumstances dictated, serve
also for single-originator communication?

b. The possibility that such a machine can be devised
has already been demonstrated in at least two cases. The first
i1s to be noted in.the case of the obsolete Converter M-134A,
wherein the angular displacements of the rotors of a 5-rotor
crypto-maze were controlled by perforated tapes. Multi-
originator communication was provided for by 1ssuing the tapes
in sets of 48 and using them acéordlng to the variations in-
dicated in a key list. To employ such & machine by the use of
individual tapes according to the single-originator system is
obviously possible, though 1t was ectually not done when
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Converter M-134A was in current usage.” The second example 1s
to be noted in the case of SIGSALY, wherein holocryptic,
single-originator communication was provided for by the use
of SIGRUVE records and high-security, multi-originator com-
munication was provided for by the so-called Busch machine.
The latter was hardly ever used, however, for various reasons,
mostly because of mechanical or electrical difficulties, not
for security reasons.

C. There seems to be little question of the practic-
abllity of the idea of & single machine capable of serving
both functions. If the basic equipment is designed to incor-
porate the idea, and is in‘:itself practicable, there should
be no problem about providing for the dual function by means
of suitable adapters or cooperating components. For example,
in the case of SIGABA, it is perhaps possible to provide a
"basket" or crypto- component in which the control and index

rotors are replaced by a tape transmitter through which could
.be passed a 1l-time ,tape. With the normal component (present
SIGIVI), the availability of SIGABA for multi-originator com-
munication would remain intact; yet, when occasion demanded

the ‘assurance of absolute security, this could also be furnished
by the special component replacing the SIGIVI.

d. As to the advantages and disadvantages of the pro-

posal, there 1s no doubt that it would complicate matters to
a certain extent, but the advantage of having a single machine
capable of performing the dual function and of affording not
only highly secure multi-originator communications but also
nearly-absolutely-secure single-originator communication is
obvious. Even now there would be a practical usage for such a
machine. Recent cases wherein question has been raised with

© regard to the securlty of specific messages demonstrate the
point. "Eyes Only" messages also demand specilal treatment.
But of greater significance 1s the importance of having such
a machine with which to face the future. For, should it turn
out that 15 or 20 years from now the actual progress in crypt-
analytic techniques and machinery approximates or surpasses the

- expected progress, we should not be caught unprepared. Our
security equipment could still meet the needs of security to a
better degree than would be the case if we proceed .on the
assumption that our cryptography can always be advanced, by
increasing sophistication. and complexity of construotlon .to
be sufflclently in the lead of our cryptanalysis to perlb our
confidence in the security of our equipment to remain undis-
turbed. In short, the proposal here made is in. the nature of
an 'insurance Dolioy agalnst unforeseen contingencies--we ought
not to allow ourselves to be caught in an unfavorable communi-
cation security position because of wholly unexpected develop-
ments or much more rapld 1morovement In our signal Intelligence

position.
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8. It has been suggested that as an alternative to the
development of adapter-type components in equipment designed
to be capable of performing the dual function ocutlined herein,
it would be possible to issue special key-lists and use a .
specific keying arrangement once and only once, this being
nearly equivalent to the truly holocryptic slingle-origlnator
. system under discussion. There is no doubt that such & scheme

would give added security, but it does not meet quite squarely
the issue presented herein. The point has been touched upon
in Par.. 4b and the aroument thereln presented is equally
applicable here.

9. 1If the prlnCLple or proposal Edvanced'hereln has
merit, it could be adopted as a general policy to incorDorate
it wherever possible and practlcaole

10._ It is recommended that:

a. The proposal suggested herein, viz., that future
development of securlty equipment be so directed a&s to *n-
corporate features or components which will alternatively’
.permit of single-originator and of multi-originator communi-
cations by the same basic machine, be studied to ascertain
its merits

b. If the proposal is found to'possess advantages
important enough to outweigh its disadvantages, it be considered
for adoption as a general policy.

¢. Consideration be given to the proposal in connec-
tion with the current revision of SIGIRA.

d. Some research and study be given to the question
of holocryptic systems to ascertain what might be accomplished
by the use of new machinery now only dlmly concelved but
perhaps nossible of belng constructed.’

e. Further research and study be devoted to a careful
examination of the nature of our present mechanisms for the
generation of our l-time keys and of the nature of the cipher
alphabets employed in connection therewith for the encipherment

of classified'communications.
wlﬁglAM F. FRIEDMAN

Chief, Communications Research
2 May 1947
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1ight weight in such a d971ce, issuing 1t to all holders for emsrgency use;
rather than to burden machines designed primarily for malti-originator use.
'Settlement of this question must obviously ‘await & more advanced stage 1n the
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, Co Improvemants in the methods of generating. porfectly random,
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study by Security Division.f :
‘3. In view of the abova, reaearch in the development of ail cryptographie
devices should include consideration of holocryptic pr1n01ples in the provision
of dual. single-originator - multz-orlginator equipment. In this connection it
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455Q50urrent Developments in Intercept Egulpment

‘Lt. Col Rosen mentioned a- device which is being construc—ﬂ"

s tedh for marking ‘thé ‘Baudot 'start..pulse position on undulator
. tapes, -.This. device if. successful, will greatly. facilitate

. the reading of: tape records of 5: unit code transmissions. At
4;¢GCCS this marking is done by hand ‘ . U -.-’

Mr Morris stated that the time delay recorder is under—

‘Tgoing test: at Vint Hill.} In a current security monitoring

";dtimission in which multitone teletype ‘transmission was trans-.

Y

mitted on one side band and:: “speech. on the other; the delay

" . device made. possible ‘an arrgngement by which all. telephone-
w;f*communication was recorded without: the ‘long intervals “Which
" ‘actually occur between' transmissions and without loss of any
_part of ‘the communication It was suggested ‘thdt this method
1s of. Sipnificance in cornection ‘with telephone monitorirg of -
. any..sort, " Mr. Friedman point outthat .this was a means of
’acoomplishing what Capt Rhoads: had suggested in.1935: that a’
. ‘message be copied by automatic .means only where such an 1denti-‘
fying word as ETAT appears An the transmission, thus saving ‘

monitoring time Capt. Wenger reported that the. P/L equipmentﬁ"
wW1ll be set up temporarily at. Skags I. until: something further .
develops on - scrambled*speech transmiss10n Mr.. Morris -said

fl‘none ‘of : the latter, i e Japanese origin, had been observed
. for a- year : , S : S

-, S Lo S

Y ft: R?
Declassdied byNSAICSS M
Eeputy Assocnate Director for Pchcy and Res.cnés . . ”
QQ.U. ;:l.& 3 by !2 E M
"‘]' ’

W’ﬁn emepET
AP eORE—



il TREORERET .
'.;:?}"“' e AT 'ﬁffﬁg U Lz,m [zﬁﬂa@;BmVXQQaff-«ifi“=i"'

",'EXTRAGT FROM FIFTH MEETING OF ARMY-NAVY CRYPTANALYTIC RESEARGH ;ii'rf5

AND DEVELOPMENT COMMITTEE 15 NOVEMBER 1944

.\A

"”'o o‘o o’o e £ K 3

‘f~;Current Developments 1n Intercegt Eguigment

L Lto Col° Roeen mentioned a: device which 1s being construco
ted for marking the Baudot start. .pulse position on undulator. -
< tepes. :This deviece, if sucoeseful, will greatly facilitate
- | the reading of .tape records-of 5 unit code trensmissionso At
o fGGGS thie merking is done by hando -:r.:a«u ou-:: EATENN

. Mra Horris etated th&t the time delay recorder 1s under=»
R going test .at. Vint Hill, :In'a current security monitoring ,
. mission.in: which- multitone teletype trensmission was trans-
<. 'mitted on one side: bend and” speech on the other, the delay
" device made poseible an arrangement by which a1l telephone -
- communication wés reécorded: ‘without the long intervals which
;- &ctually occur between: transmissions and vwithout: loss of eny
- part. of “the communication; - 1t was’ suggeésted that this- method

18 of eignifioenoe in connection.with telephone monitoring of .

" any sort. Mr. Friedmén point out that this ‘vas & means of .~
. - accomplishing what Capt. Rhoads had euggested in 19355~ that a.

. - 'message be. oopied by automatic means only where such an 1denti- ’
- ¢ fying word ag ETAT eppears in the transmission, thus saving- -
g -.'monitoring timeo, Capt.- Wenger-reported that the. P/5 equipment

© ¢ will be set.up-témporarily &t Skegs I. until ‘something further-‘V”‘;

. develops on sorembled speech transmission° Hr, Morris said -
., none of ‘the. latter, i eo Japeneee originp hed been observed
‘ ~;,for a yeero-;;egnl IR A NN . SR




