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APPL1CA!IOE 01 :ILII:mcA'L 
BBUJ.A'l!DIJ ~ D cmP.WIAL1BIS 

Paragraph 
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Punctloas of 'd1e puncbecl carcL • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • 3 
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General cryptologic applicadons of 'd1e IBM sysiBID... •• • • • • •• • • • • • • • •• • •• • • • • •• • • • •• • • •• • • • • • • • • 5 
AppHcadon in a typ1cal example ln cryptanalysis............................................... 6 

P~nunar~•••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• ? 

1. Illtrocluctioll. Blectzoical. tabulatiuc JBChiDea are wicJel7 uae4 1D 
CGIII8Z'Ce iiliDCtiitii to :re4uce tbe l.a'boZ' 1DYolft4 1D 'PZ'Oc:e88iDC 01" &M.l.Js• 
1D& a l&r• volw. of cJata, 01" 1D perf01"11111& a l&r• INiib81" of ..S.pulat1ou 
or teata oa a 11111ted --=at of cJata, ar both. b :r.maa.ntal 1&1& illbereDt 
1D tabul.at1DC eq,uiv-nt IUOh u tbat &nelopecl 'bJ' tbe IntenatiOII&l Bua1Deaa 
llach1•a Corpo:ration ia the Nccm11DS of a&ta iD the tom of bolea pmcbecl 
in a cazod.; tile holea azoe •eel to ••ta'bluh tt.ad electrical c1rcu1ta 'lhich 
coatrol the flmct:lou ot th8 nrioua acid.•• tJDtou8Ja 11h1ch the c&l"b &N tecl. 
!be C&l'4a an •tackecl in a l:lonez' of an IBl -.chiae &114 ..sa to pu~a 'be'liweD 
a Mt ot v1n 'brwlbea aD4 a 'bna• rol.l.ez'J the vreaa.c:e ot a bole in a col.um 
ot the Clll"d pem1ta the bruh ptll'ta1D1Ds to that colu.i to ..U contact with 
the roller, tb.WI cCIIP].etias a circuit aa4 operat1as u el.ec~t. !b:l.a 
~iDC ot an el.eotricaJ. c1rcu1t at a c1at11d.te t:S.. duri.D& 'tbe JUIIBP ot • 
C8Z'Cl tbzocN&b a .acld.De &114 trc. a t1xe4 -po~~ition on the ~ i8 the buia 
upon vhich the ftZ'ioua electz':lcal ta'bulatiD& ..obi•• flmctioD. 'l'ba sreat 
tla1b111 t7 of treat.IDt afto:rd84 'b7 the llll •JBtea Uea 1D the abili'tJ to 
U'I"UUp au.cl 1'8IIZ'Z'UII8 the ba1c data 1D a tona CODftllieat b •tu4J' 1 or to 
uaoc1ate the 'buic c1ata with ot!IR aitll of iDtcmation on the - ar c11f­
tezrent ·can. fOZ' the purpoae ot pr1nt1DS tile cJata 1 ca.piiZ':I.JI& :lte., aocu.a-
l&tins total.a 1 ••. 

2. b IBil cazo4. !be CIR4a uaec1. 1D the Illl a,atea are 3 1/'lt.• z T 3/8• 
aD4 an-. ot •PIC1al.l7 pJ:8p&'NC1 PL'P8Z' atock, •tnDs 1D ••:I.D& 4JI&].itJ' 
aD4 :me :rr. foreip p~.rticlea vh1ch llisbt act u collllucton of el.ectricitJ'; 
mzeanr, tbe eclpa baft been illpNpatecl with a ba1."deld.D& eawpoa1tion 11b1ch 
Nt&1"48 f'N.11118 of tblt elpa 'UIM18Z' _., &114 tlma aDa far l.oDpz' lite of the 
cazo4. Bach cazrc1. 'baa 8o .... .._._ col.u.aa 1D eaob of 'lh1ch ~ be punc'b.a. a 
•iDSle itea ot alpllabetical. 01" ..neal mroz.-t:LaD 1D ettba- -pl.a1D ca- ooa.c11 
fora. !1!18 col..-. COiltaiD l2 ~DC 1eftl8 Ol" ~itiGII8J of tileR, 10 aN 
1Dticate4 bJ the pzi.Dted. 41&1t8 - to 9 1D. the lloriSODtal lJm8 OD the cad. 

1 By "coello&" in thll coDDeCtlon ls meant a conveatlonal repesentadon of data that may reacWy be a4aptecl 
to IBM techldques. For e:umple. 'd1e IUIIDben 01 to 48 ID a speclfted pair of columns could be used m repre­
lellt the 48 Slaw: or the leiters "M", "P". '"C". or "T" in a pudcular column mJshtlland for "IDODO&lpba­
bedc". "polyalpbabedc", "code", and •ualllpolldon", respecd.vely. 
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!~be 11th azull2tb. PUDChiDS poe1UOD8 1 ~ reterncl to u tbe ~tz• ara4 
"7• -puncb.ea 1 rea-pect1ftl.71 aN at the top of tile car4 &114 an DOt 1D41catec1. 
b7 printed. nu.rala. A hole in oue ot tbe lev81ll :D:Oil - to 9 reaulta in the 
nCOl'Uus of tbat 'PU'ticular ...,teal 4at•1 1lhenu a bole in an "z" 1 ...,. 1 

01" - pmcb. (cal.le4 "zcme puncbea") ill COD3unction v1th a ~cal pmcb. 1D 
tU .._ col.11Wt reaulta in tba cotiDS of oae of the 26 letten ot tb8 &1-p'ba­
bet. !he liz" an4 "7• pmcbea 'b7 ~el:na haft conva:L faDctiou in certa111 
-.chine open.tiollll; ful'tbm.'IIDre, tbeae pwumea are &18o uaecl tor tbe cocliDg 
ot apecial. chazoac't;en on the 1'a'bulat01" aucb u a c~1 liD uteri.ak1 OZ' oth8r 
a1Jibol,8. Ill nc. 1, bel.olr, ia :Ul.Uitrated &D IJII C&l"C1, 2 a11shtl7 NClucec1, 
v1th alpbabet1cal. 1&114 ..-rtc&l uta 'P\DICII84 in avectt1e 8I"O\IP8 of colu.a 

111111111 I I I I I I I I I I 

:rtsuN 1. 

a.aipatea u •t1eJ.4a.•3 otteD. it ia CODTeld.eDt to uae ca1'tll a-pec1all.7 
printecl nth nrliical 11•• to 11141cate the tiel.d8; 1D addition, the cJa•S.S­
-UOD Of tb8 t1eJA. ~ be pZ'iDtecl OD tbe cazrc1. :.ch Uel.4 &lf11188 a IMCtiOD 
of the card in 'llbicb. 0118 plri1cular tne of ~tion v1ll &lwaJ8 appear, 
aa4 it ia uaipecl a 11Uftic1ent m..-.p ot colu.aa to iiiCluM the J.arpat 111111-
ber of alphabetical or __.ical UDita 'VId.cb it w11l be call w1 upm to accca­
ID1ate. 

• 3. :ractiou ot the JNIICh!4 car4. !1!18 Illl •711~~ IIIIP1071DS a DUIIber 
of 41:rterent -.cbiMa taken callectiveq to COII81iitute a vozot1DS Uld.t, ..a. 
poaai'bl.e .ul.tipl.e uaea ot a recozrt. 1D tile tonL of a pmchecl hole or a aet ot 
b.ol.ea :lD ~ Illl cara.. A a;pl»ol. p1111CM4 1D a CU"d CIID be proceaaecl tllrouP 
aD.7 operatiOD& aueceaainl.J', aince tba f'mlct1ou of tba ftZ'1owl IBC:Id.D811 
ue ~ t= thoee opel'&tiou tl11'ou&h PI"'P88' viriDC of their contl'ol. 
'JIID8.].a. 8pec1t1cal.ll', a a:I.D&).e vuzacW bole in a can. ~ cauae 0118 Ol" _.. 

ot aucb !!P!!'!tioDa u tM ~~ 
2 The priDtlas at tile top of die c:olUIIIDS wu perfonnecl slmu1taneously with the puncbfag by a putlcular type 

of a card pUDCh equipped with tbls capability; lD aorma1 practice, pUDChecl cards do DOt contaiD suc:b. pdDtlug. 
The sbldent may ftDd it illllrucdve to cover the prlndus above cols. 41-'71 oiiMI read lbe laformadcm. wlth die 
lle1p of tile IBM c:odfDI sbown In cols. 1·40. 

3 Note ill tlds cue the fte1cl compriJecl by coli. 1·40, aad tbat comprlled by coli. 41·'15: also DOte the •x• 
punch iD col. '16, aDd the -y• puacb iD col. 80. 

• 



• 

.. 

REF ID:A64556 
COIJ!DIIi!:r:tdi 

!.• 

b. -
c. -
!· 

!.· 

f. -

It.,- ac14 the lata Z'elift&•ted b;r it to .... otber uta; 

It -.:, subtract tbe 4ata ftl)l'e&eDted. b;r it ti"'OI aa. other clata; 

It -.:, .Uti'Pll' tbe cJata represented b;r it b;r aa. otbar c1ata; 

It ay d1Y14e tbe data repna•ted bJ' it into aa. otber cJata; 

It -.y cauae tbe data represented to be lJ.atecl (i.e. , printecl); 

It 87 cause tbe data represented to be auppzreaaecl; 

1.· It -.y npro4uce tbe cJata repreaenteclinto a 41:tterut t1el.4 ot 
tM - card, ~ on a d:lftarent card; 

!!.• It -.y cauae the lata :represented to be cluaitiecl, or to be aartecl; 

!• It -.y cause the cJata zrepreaente4 to be ae1ectecl; 

.1.· It a;r cause the data repreaentecl to be 'Pl"1Dte4 on the DK cucl; 

k. It a:, cause tbe clata npreaentecl to produce an autoiBtic b&lauce 
tarvar'cl; 

1. It a;r cauae tbe c1ata npreaentecl to be t1lecl vrop~rl.J' 8IDI8 otber 
data;-

!!• It -.y cause a palJ81" fona to tee4 to a pntlete1"1d.D84 -po~~ition or 
to be e3ectecl a~tic&ll1', ~ to apace trc:a one poai tion to uotbar; or 

n. It ay cause a total to be printed at tbe ellll of a SZ'CJU'P or claaa 
of aaia. 

"'· 1'118 -.cb1nea in tbe 11M autaa. -'"!.· '!be principal .-cllinea vhich 
COD&titute tile DM 878tela &N the ~owiD&: 

(1) 1'be Cazt4 Punch, Vith vhicb tbe Clll'da are pmcbecl With the 1Dfor­
•t1oD to be recardacl; 

(2) !be Y•if1er, which verifies the UCUI"BCJ of the prerioual7 
puncbecl car4a ~an operation a1m1er to keJ'.pmchh~&; 

(3) '1'be Sorter, vhicb aorta the aazrc1a in any srouP~• or cluaea 
cJeairecl (reterncl to u --.,or•, •1Dter.tiate•, &114 -m.uor• aorta); 

(Je.) ~ ~, vbich ft'PZ'Oclucea extra copies at a clack ot carts, 
Vith a ~Dt or ael.ection of the pmcbacl cJata u &tairecl; 

(5) '1'be Collator, vbich ver:ro:r- vviau opezoatioDa of .rpas, 
f111q, .. tcb1118, &D4 selection of eRda, aDcl vta1ch ~ al.ao be •ecJ. to 
check tbe aequnce ot a aOZ'tecJ. clack of e&Na; 
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(6) b Calcul.atiD& Punch, which pertoma operatiOIIII of lmltipl.ica­
tion aDd. 41ris:Lou, ua4 pmcbes the result 4:Lrectl7 OD tb8 card troa vhich 
:Lt aeues the data, or on a cJeaipatecl tollGWiDS card; 

(7) Tbe Interpreter, vhich pr:I.Dta recorc184 cJata 41rect11' OD tb8 card 
rn. vhich it "reada" the iDtOZ'IBt:Lon, aa an &:1.4 in certa:I.D -.niBl tU:LDs 
oper&t10D8; &114 

(8) 'l'be 'l'abulatar (&lao cal.le4 tile Printer), wbich -pert~ &eCOlmtiDI 
operatiODII of ftrioua claases of totala, &114 l1sta tbe data OD contiDUOWI 
tor. 'lalolrll aa •IBM Z'UIUI• or •IBM l1stiup. • 

b. In ad41 tion to the torego1D& starv'•rd machines tbe:re an sPIC:Lal 
18Ch:Lnes tor apec:Ltic purpo ... , e.g., a card-operated electric t;rpevr:L ter, 
.chines tor cODVertiq the pmcbecl holes of IBII cards into tele'PZ':Lnter tape 
pmcbecl vith tbe coding of th8 Baudot coae or rice '98Z'8& (tor use in certain 
aem1 .. ut011Bt1c vr.ocecJ.una), etc. llarecmlr, each of tbe ata.Ddard 1Bch1uea 
baa ava:Llable a nu.ber of extra dnices Vhich ~be iacorporatecl tor spt­
c:Lal1zecl opsrat:Lou, accortiD& to the aeeaa of the probl- at baD4. 

5. General wptoJ.os1c applicat:l.oua ot tbe IBM ayptem. -"'!,· S:l.ace 
el.ectrie&l. tabulat:I.Dg equ:L~nt la pr:L.nq La:Lped aa Lta proceas1111 
-.ch1111t1r7, we ay uae IBM .ach:I.Dea in cr;nrtaD&l.781a to tacU:I. tate aa4 ex­
Pidi te the U&ld.uat:I.OD of a large UIOUDt ot tratn.c, 1D order to isolate 
halllogeaeows ez'1Pto8;yatem&, or to prepare a group of balogeDeOua •ssagea 
:Ln ~ V1Q8 suitable tor at~ng the }'&tent or latent ph.eDoi8D& :Ln the 
trattic aDc1 thus aas:l.st us :Ln arr:l.ring at s018 cODClua:LoDII rep.rcl1q ita 
crntograpb:Lc as-pects, etc. AU the wm•l vork :Lac:l.dantal to the solu-
t:I.OD ot a crntoa;Y8teaa coal4 be pertm-.a. bJ .c:b:Lae •thocl8, but :1. t IIWit 
be apbaa:I.Hd that b7 DO •au C&D ve aaau. that the era of cleric&l vork 
:La a th:I.Dg of the past. ~:Lb:Ll:L ty, pract:Lcab:Ll1 t71 &D4 ettic:l.enq are 
tbe -points wh1ch v1ll c1eterm• vbat part of the vo:rk, or vbeth.ez' all of 
it, or DODe of 1 t, ahoW.cl be cJoDe b7' .c:b:I.De tec:Jmiques, 8114 it ia the IBM 
CI"JPto-techDlc:L&D (:l..e., an IBM expert vith a broa4 'backgrouDd. :Ln crntoi.og) 
vllo :La beat qlal.:Ltiecl to aclriae :Ln thla respect. Although ~ pbues of 
~:La 8Z'8 l108&1bl.e v:L th IBCh:I.Dea, aa.t:blaa a Judic:Loua proportion of 
.ach:l.ne work plus -.nual cler:I.C&l. labor v:l.ll pendt the solution ot a par­
ticular probl .. in the ~t I'QBS:I.bl.e t:t.--certa:I.Dl.¥ &D illportallt CODB:Lc1er­
ation :Ln p:ract:l.cal operatiOII&l crntanaJ.p:Ls. 

!!. • 'l'be prel.:l.m:l.DBZ7 grouDClvork tbat ,.. necesaa17 :Ln the cryptMa17Bi• 
ot tb8 VR:I.oua types ot crntoa;yate. COftl"84 :Ln II:Ll:Ltuz CmtaMJrt:Lca, 
Parts I &D4 _!!, 1B7' be 4oM bJ :.chine •tho48. l'or ""PDPPle, we caD t1D4 
all repetit:Loua v:Lth:Ln a •saaaa or 1111DJ8 a set of ••saps &Dd. :LIIdicate 'b7 
an uter:Lak tholle pol.JP'&})h:LC repet:Lt:Loua vh:Lcb. exceed a prescribed J.eDgth; 
we can prepare ••sap prints or work aheeta 8Z'l"'lrDp4 1D proper group1Dg& 
ot ch&nctera (e.g., bJ 'P81'1ocl-lfmgthll 1D the cue of zrepeat1DS-ke7 
c:Lpbera, 'bJ 41gra-pha 1D the cue of 41graphic SJBteaa, etc.); we cu ob­
ta:I.D tl'epJ1C7 coun'ta tor a:Lztsle letters, cl:Lgra-pha, etc., ot the cmtr-all 
text;, or colu.ar tNquenc;r counts ot the text CODB:I.cJ8r1DS :Lt to be written 

Ga&lb&aat 
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out on Ylll"1oua tr1al wicltb8; w can s-.rch far apec1t1ecl i41amrpha u4 
print~ tho8e sequences COI"N&'POD41DI to the spec1t1e4 patteru topther 
with their location 1n the trattic, ar w can search tar i8QDIOI'ph1c sequeDCea 
anc1 list their location; n can ca.pl.ete tbe pl.a1n-cciiiPDD8Dt sequeuce, both 
in •••J:phabetic u4 tJ011alpbabetic ciphezoa, &114 'PI"int tbe acorea oaq of 
thoae pllltl'&trices vhich eq-.J. ar ezceecl a certain pnc1etend.D84 tbresbol4 
on the buis of tvo-catesm7, aritm.tic, ar J.opritbmc nights; w can 
Pll"fOZ'Il the t teat on 41str1butiona 11114 'PI"int ~ thoae :results vhich ••t 
with pre-establ18b.ecl JliDilmJa staDdarcla; ve can •tch 41str1but1ou on the 
baais of tbe z cr other testa; n can, once an ad41tin ball been recanred., 
NDKm~ the e441t1ve fl'oa aupezrencipbere4 text aa4 COimiZ't a •ssap into 
a:moalpbabetic ten.; and f1D&117, baYiDI recoverecl all the kQ'8 to one -­
._or a f• •ssapa in a particular cryptoll)'lltell, n can clecrnt b7 •­
chiae •thoc18 the rest of the tratfic in tbat aa. crn»toa78ta. 

c. In tbB ~is ot the ..,. cQIIPlu C17Pto878'-, there mat 
J8D7 dftlleecl achine •tbocla aD4 tecbld.quaa, BCIIB of vtd.ch 1D'I'Oln the ap­
plicatiGDB of apec1al1Becl equi~ta. A 41scuasion of theae •thoU will be 
reaerncl tar subaequent 'I'Olu.s in this ser1M. 

cl. Illl. techniques are adllirablJ' suited to uaist 1n traffic Ual7111B 
stu41ia. 'l'.ratt1c anal;yais 18 so cloaely atf:l.liatecl Vith operaticmal (u 
41st1DSuiahe4 traa acadald.c) crntanaJJBia tbat it is ~t~· 41tt1cul.t 
to cletine Vhere the one leans oft and the other beg1na--in present-da7 
practice, these tvo tielcla of co-em1cation intel.lipDce are ~ntarJ'. 
In t~ of war vben there 18 a'l'&ilable far s~ a l.c'p '1'011.118 of trattlc 
ei8D&tiDS troll~ stations allocated into a 'P1ural1t7 of ra41o uets, tbe 
clata trca intercept lop aDd otber trattic &D&l.J'BiS recortls a,. be 1'e&Z'Z'&DP4 
in n.rioua JBJor, inter.d1ate, BDllliaor sorts on e~nts such u the 
transllittiag and recei'l'iDI call s1pa, the tile elate anc1 ti.IB, the group 
count the external •saap nmabera, ill41catar groups (if tbese be in the cJ.ear1, priorit7 ar aecrec7 class1t1cat1ona, etc. DJe use ot IBK Z'UD8 
tar such studies greatlJ' tac111tatea the group1us of statiODB V'hlcb. belous 
to the s.. net, aelectiDS trattic that 1a eznrtogr:oa-phi~ hollopDeoua, 
1cJant1tyiDB &D4 locatiDB duplicate •ssaaes or isolop, tilldiag ca-mi­
cat1on "service" ••saps" which are so illportallt to the CIZ'J'PtanalyBt, 
i&tntif)'iDS profora •saapa or •saaps conta1Diag atereotJ'P84 reports, 
etc. 

e. In the caap1lat1on ot cocles &1111 ciphers, IBM •tho4a fUrDish in­
Y&luabl.e usiatance. IJ.'broush the •e of JBChine tecbld.ques, cocl8 'boots are 
eu117 ccnp1.1e4 several e41 tiODB in aclftllCe of current IMI8c1a; r&D4aa al}tba­
bets for stri'P syat.. 7AJ' be pnerate4; aa4 r"'ICJaa. keJ11 for 'l'lll"ioua cipher 
&)'lite.& ~be proclucecl with tacUit7 an4 in '1'01,... !be use of IBM equi'P­
•nt elild.uates tbe larp expeudl ture of t~ 11114 labor tbat is conccm tant 
v1 th the pr'Oduct1on of cryptos)'llte. 'bJ' _,.,,., •tWa. 

4 A service message is a meaage between communications penonnel perta:lnfng to any phase of traffic 
handllog. cryptographic operations. communlcatioa facilities. or circuit condidons. 
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6. AVDl1cat1on in a t:JD1cal ""1U1UDle in crypta.na],yaia.-1,• J.et Ull 

uaUDB we baTe ava1labl.e for atudl' tba fol.lalr1DS tift •••ase•, 5 interceptecl 
on t• ...- 4&7 on a lair-echelon sr0UD4 net: 

Meaaap lo. 1 

BIZ DB LU 598CES l.8o730Z 
• 

IR1VB :nmru RMBIO XBJM.T VGJIIII WBZLV UDOllf PJPCIK DLAIIf JIIIIIZB 
DUrP BQVWB RSIIIQ BKJifl UQUII ZBBBD IVBII B8Z1II WRIIIZ Tl'D'.S 

lleaaap lfo. 2 

tJZIC DB BIZ 5980XCS 18o855Z 

onvu ZRDQI ABliiB RR8JG IGBD LCIPL mr&J I'.JBZ!r VUZ8I' ONVB 
1'QBAP mDT ICQADr ('.ZBI.L L1MQJt &1liiC BftRJ GDYIS IRUCQ ltUUIU 
BZBPB IVCJI: DllAJ: IIIZQL KDRAS VTBGIC 811UZ .JXCJQ WIBGQ BZPlZ 
I~ mm.nc Qtma BIBQD JZWP IILQ1)'! Y.lVRI ZAPQI' ro.TJQ IVCMIC 
BZBBII DRVR f 

lleaaap lo. 3 
D 

ZVB DB UZIC 5980KCS 18o92QZ :. 

MBBZH LA8Wll IUPBB AB.1BI .1KMLP I£IRB liiPJI RUifY DEC SACJA e 1UU I'QZ1JJ 'Dili.JX CJIWK: IEBAP BPUB QWJB WBAIQ UQVD LI.BGJ 
VJKD KBOA8 JUl&L 1ICifl'G QDRA 

lleaaapllo. lt. 

BIZ Dl YGII 5980ml J.8J..OOOZ 

xc.ll UlmB8 .lZIJir ...u: BQBI JIC.1VG KD'.I!UI QVIIYQ PCPlfQ IMD 
LLtD! liiZD YQttJJ QYDDI !'lUll JDDCS :r.rPGit ZZIIIJ .IKDB 8AIJl\J 
ZDIPL RLMIJC WLJZW D1'PJIH JJNQ JGCCB :IBRIQ ZAlUH IJIJU!r .lL1UT 
ZRC8R BJQIM WBIAG UGnQ BJIGll DLLJ'C H 

lleaaap llo. 5 

BIZ DB LV 5980KCS J.81JJI.5Z 

DQDr 1lKBIII NOBI DCl8J CBIBR D'mQV SPBIA ADf¥)C Jm,Q1 TIIIZU 
UJDO BLDl XPBPB ZBIIIX BAIIBJI yqu.s XMQIZ Ul8PQ JIIIIP ZBBBD 
BDJIBX BICID JMLt.L lJIODL JCQ .. 

5 In actual practice. lt would hardly be wonh whlle 10 proc:eu five short meuages by mac:bf.ne methods. :! 

It will be uodentoocl 1bat this expolio.on applies 10 a larger volume of traffic. 

c:GKPIE 'Ill& 
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CWLAIIIIL 

!be tint th1118 to be aatend.D84 1a whether or uot tbe ••aesea are crnto­
sraphically hc:llgpaeoua 1 1e8e 1 1n tJ1e ... pDIII'&l. 8JIItea arJ4 8p8Cif1C 
keJB• In the abaeDce of 1ncl1catora from vld.ch concluaioua coulc1 be &~raw, 
w .. t a.:rch tor zepet;1tioDa between •••ase•, aa vall aa tar NtM~t1tioaa 
within ill41rid1al ••aasea; Wa 1a IIOCO'Ipli aW by prepar1Dc u Ial 1Ddaz. 
to be cleac1'1be4 be1alr. 

b. We viU besin b;J }NIICbiDI each ••aase on car4a. The interce-pt 
uta \&Del preu'bJ.e 1ntozoat1on, if~), topt'b8r vith a sequential. IWIIber 
(otten callef tbe "wm-kabeet IIUIIber") ua111_184 to each •aaap,_ are puachecl 
Oil • •1Dsle caN. kiiCMl .. • "bea41118 carcl. "6 b -aaae text 1 1a tnmebecl 
on •una carda • CODta1Dill8 a precJetend.aecl wxt•• D11llber of text characters 
per cardJ in th18 cue 1 tbe 11• cazrc1a v1ll CODtain 2,5 letten 1 except for 
poaa1bl.J tbe lut liue card.. (In 11441tion to tbe •••aae text, liue cards 
v11l contaiD a reterence Uae-letter or nUIIber, aa wll u the •••ase ma­
'b81' to vbich tbe liue carta pertain. 8) !hull, 1D recOl'tiDI tbe c1ata trca the 
ftw ••aaae•, w v1ll bave a total of 5 hea41118 card& 8.114 31 line ca.rcla; 
tbeae carc1a an then checkecJ. tor accuracy of punch11J8 on the Verifier. 

c. But, by __. of a proceaa kDcJim u "ott•t PJISPUIICb1aa" iDYOlri.as 
tbe uie ot tbe Collator IUI4 tiMI Beproaucer, tbe 31 liM cuda an spaiM1e4 
into a &lck ot 736 c8Z'Cle, rtrpNaent1DS cme can. tor each letter ot the tin -use•· JI01" iutaDce, col8. 21-'1..5 of the t1rat line carcl ot Jleaaap llo. 1 
eontaill tbe tint 25 1ettera of tbe cipher text, !!:!, • , 

vta11e in tbe tol.l.c:lllr1D8 "dat&U carcl" paerate4 :rraa tbe fONgoins line c&'l."d 
(1DGl.u41Dt~ -pickias up the 26th letter of tbe cipher text fl'aa tbe aec0114 
11118 C&l'd) ' - ab&ll. haft 9 

1D cola. 2l.Jt.,5. !'be DBt &lt&U cazr4 a:rte tbat, pickias up two cipher 
lettel'a ti'C8 the aeCOD4 l1De aal"4, v1U contain tbe to1l.Gir1J:Is letter• 1D 
cola. 21-'5: 

6 Tbele heacUIJI cards are Uled for traffic analysis stuclles. ll is customary 10 mark beading cards wldl 
an "x" p1D1Ch In a specified column, In order to cludugulsh tbem f10m line caldsln various macb!De p10-

celllng operadons. 
'l InclfcaiDI'I, if any, mJght be p1D1cbed on the head!Ds card; In any case, lndlcamr g10ups would be de­

leted In die subsequent indexblg procedme. 

8 lnformadon common to several line cards u punched automaa.cally In the line cards f10m a prepiDlched 
muter card fmened In tbe "dupllcad.Dg rack" of 1he Card Punch. 

9 Note bow each letter is offset oue position to the left. 

COIH''WBUa 
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!'bus for the 100 ei~ l.ettera of lfeuep Jfo. 1 n shall ban pnented. 
100 cards, each l.ette of tbe ••sap &'Pl*U'iD& in col. 2l of a PIZ"ticulail­
can\. In 8441tion to the lettel"a of the ci-pher tezt, each cazrd v1lJ. contain 
tu:rtbe:r data u to the - .... ILUIIber, azul &lao tbe pitioiL 1IL tbe •••ase 
ocaupie4 b7 tbe letter appi8Z'iq 1IL co1. 21 of tbe cazoc1.10 !beN an turtbez' 
p:roceaaiDS a,mbala incorporated into the cu-cla, u an aid to subaequu.t •­
cbiae tzreatlmat. 

4. UaiDS tbe Sorter, tbe 736 oftaet c&lld.a ti"'11 the tin ••••• an 
DOW pit into alpbabetie&l. cm1er acccm1iuc to tetraarapha. !hia operation 
takes tour alpbabetic ao:rta11 OIL fou:r ccmaecutin col.lSUI SOiDS troll :riSht 
to left, u tor exnpJ.e cola. M-23-e2~. In other warda, a -m.IIOI"" ao:rt 
1a c1oDe OIL col. 2lf., "11Lte:rmetiate" aorta on cola. 23 11114 22, ana a .._.1o:r" 
ao:rt OIL col. 2l. When this ia t11L1sba4, the so:rtecl deck ia put into the 
hoppa:r of tbe !Bbulatm:, the cont:rol pmel. of 11h:1ch baa been prope:r:q wired 
tor ttd.a '(JU't1.cul.al" pJ:OceasiDS ope:ratioD.. '!he 11atiq vbich :results ia kDalm 
u an "IBK s1118le-poe1t1on 11.1&1a:•, or, m:re a1DI(al7, an "DIIilll18z"; the tint 
pap of tb1a 1Daaz ia illuat:ratecl in fts. 2. Brezy letter of the tift ••­
aapa sppean u the tint lettel" (cal 1 eel the 11CODt:rol letter•) of the t:ri­
s:rapha in the colu.. labalecl "4 •; tile -aase ILUIIIba' 11114 tbe poaitiOD of the 
controll.etW:r in thll •sup azoe fOIDIA in the col1818 label.e4 •a• &114 "b", 
rell'pectivel.J'. b 7 l.ettera llbich precec1e tbe CODtrol letter an listed in 
tbe column labeled •c•, vbUe the 1' letters 11hich toll.Gir the control. t:ri­
SZ'&'Ph a:re liatecl in the colua l.abelecl "e". In OI'C1a:r to tac111tate --. .... 
tioiL of tbe Illl run, 11M control. letter Ulll tbe two foll.alriDs lette:ra an _.. 
aepa:r&ted u an ia!eptnaa.t t:ri.sl"&'Ph tzr01I the 11118 of 2' letters; this, bar­
ever, 1a an ar'bitl'az7 cOILnntion ilL this pa:rtiaal.a:r case, siDCe aD7 apaciq 
coul4 be uea. u a.a1:recl ln the llat1uc, the apac1uc not belaa in aD7 1ra7 
a.penaant 'llPOIL tbe ~t of the pmcbe4 4ata on tbe carc1..12 'fbe u­
sra'Ph1c and t:r1S:r&Pb1c tzrequanciea ( 11iD'Iien841ate . totala n 8DCl ..... DO:r totala n, 
N~~Ptctivell') an heN printed at the r:l.sht on tbe liatiDS, in colUIIID8 "t" 
aD4 •s•, :reapectift17, 11hel'eu the UD111te:r&l. trequen.ciea (11a.1or total.a") 
an recorded at the aDd of each srouPiDC ot A's, B•a, etc., of tile control. 
1atte:r.13 lor ez:wnple, it 1lill. be seen in the run tbat there an 2' .A•a in 
the tift •saagaa; tl:lere azoe tin caaea of 41cr&Pb1c repetition in the "A" 
block 1r1 th two occurrences each, aa wu aa cme cue 1n wbich a d.:J.sra'Ph jl'a> occurs four tt.a; ana there are tbNe occurrences of t'be tz'israph 

c• An aatft'iak (*) in tb8 co1UIIIIl labeled "h• 1a b8re empl.oJe4 to iD41-
cate a tetnsrapb1c or loDger :repetition, aa ~ be aeen 1D the cue of the 
sequence .ASifllc. 

10 Tbe message number fmm rbe UDe cards II gaugpuncbed iD all rbe cletan caadl; lbe posldon Dlllllber II 
punched iD d1e caadl by an auromadc numbering cleYice in d1e Repzoducer. 

ll In sort~Ds alpbabetlcalinformadon. it II uece•ary to IOrt each column twice. once for tbe numerical 
punch and once for the zone punch; in numerical sorda& a s11J8le son per column 111fflce1. Thus a mtragrapbic 
sort on llceral text requiles 8 mccellive sordog operadoDI. 

12 It will be l.'eCalled lhat tbe cipher letters are punched 1D a 10lid block of 25 COlUilllll; tbe spaclog dedled 
il accomplilbed through pzoper wir1Dg of tile TabulaiDr conuol panel. It is of coune also poldble 10 rearrange 
l:he data punched on dle cads in various ways in tile llsdllg; dds again II clepeodent upon l:he wiring of the con-
1101 panel. 

18 1be ldnds of totals. as well as tbe particular locadon 1D tile printed liii1DI of rbese totals. are goveraec1 
by lhe wfr1ng of die TabulaiDr control panel. 

• 
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(a) (b) (c) (d) (e) (f') (g) (h) 

11 i~! aM¥~~~~ ~A9 ~isiR~~Mt~~~~~~ 
03 047 YWBESCS AC~ ATLFXYFGZUJYMNJ 
02 063 TGNHJKQ AD GZBLLLXMQX~JHOK 
05 036 QVSPBIA AOQ OCJLKQPTNW ULGI 2 
03 109 JKKNKBG AEJ UOLLWCMTGQORA 
03 074 JVWKMCH AFB PZAHQNWJEWRAIQX 
04 137 BEBRIQZ AFU HLWFGTALJUTZRCS 2 
04 164 JQXMWRI AGU ~FYQBJIGNDLLFCH 
02 011 WUZNDQI AHI WBRRSJGIGHXNLCN 
03 079 CHAFBPZ AHQ NWJEWRAIQXJQVDL 2 03 088 QNWJEWR AIQ XJQVDLLRQUWJKKN 
04 146 UHLWFGT ALJ UTZRCSREJQXMWRI 
04 097 JIKEEES ALT JZOIPLRLMUCWIJZ 2 
05 072 EZEHWXB AMR HYQZLSXMQXZULSP 
02 187 TVAVREZ APQ FFOJJQKWCMKHZHB 
02 054 JWVHTQB APT GNHJKQADFGZBLLL 2 04 047 QPQIMQI ASJ BLLLOTNWZKBVQRJ 
01 043 FJPGKDL ASW HHHZNINUFPEQVWB 
03 007 MSHZHL ASW HFGPEBABJSXJKML * 02 124 IZQLKDR ASW TNGKEWNUZJXCJQW 4 3 03 050 ESCSACJ ATL FXYFGZUJVMNJXGJ 
0~ 18t PHLQ~TV AVR EZAPQFFOJJQKWCM 
0 11 VCMC NH AXM IZQLKDRASWTNGKE 
03 015 SWHFGPE ei~ JSXJKMLPMCIRENW 
05 071 PEZEHWX BAM RHYQZLSXMQXZULS 
02 053 OJWVHTQ BAP TGNHJKQADFGZBLL 3 
05 099 MGKPZHS BDR DHHXRIQZNJMLLLI 
04 024 SFLCBNH BEB KJWGKDTRHQVNVQP 

e 04 130 PWQJGCC BEB RIQZAFUHLWFGTAL 
05 022 WMNQSJC BEB RDTBQV~PBIAAOQO 3 * 03 042 IRLMWYW BES CSACJA LFXYFGZU 4 
05 008 DQEEWUK BFM JWGHWMNQSJCBEBR 
01 0~7 URMBNOK BFM JWGHWMWEZTVUDOI 2 2 * 03 1 7 UWJKKNK BGA EJUDLLWCM GQDRA 
02 143 JXCJQWI BGQ EZPDZIQMPEHNHJK 2 
01 078 UQXKHZH BHO NVREEESZBWWRHEZ 
02 204 WCMKHZH BHO NVR 2 2 * 05 033 DTBQVSP BIA ADQOCJLKQPTNWZU 
02 105 RRURZEP BIV CMCENHAXMIZQLKD 2 
04 171 AGUGFYQ BJI GNDLLFCH 
03 017 HFGPEBA BJS XJKMLPMCIRENWPJ 2 
04 026 LCBNHBE BKJ WGKDTRHQVNVQPQI 
04 050 IMQIASJ BLL LOTNWZKBVQRJJQV 
02 068 KQADFGZ BLL LXMQXEJHOKBPTRJ 2 2 * 01 063 EQVWBRS BMQ HKEWNUQXKHZHBHD 
04 021 HFNSFbC BNH BEBKJWGKDTRHQVN 
01 013 FNDWU M BNO KBFMJWGHWMWEZLV 2 
05 063 NLXHXXP BPE ZEHWXBAMRHYQZLS 
02 081 QXEJHOK BPT RJGDYISNRLKQRLR 
03 076 WKMCHAF BPZ AHQNWJEWRAIQXJQ 3 
02 168 QRTKFEN BQD XZFVPHLQDTYAVRE 
05 028 CBEBRDT BQV SPBIAAOQOCJLKQP 2 
05 0~4 NQ~JCBE BR~ TBQVOPBI~AYQOCJ 04 1 2 QJ CCBE BR QZAF HLW G ALJU 
02 015 DQIAHIW BRR SJGIGHXNLCNFLTH 
II 060 UFPEQVW 9RS ~MQHK~WNUQXKHZH 4 

089 VRE ESZ WW HEZT DTX 
J 04 060 LOTNWZK BYQ RJJQVDDIYTLRMEC 

35 

~ 

Figure 2. 
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e. At th18 atap the IBII •1Dsle-poeit10D 1lldB wal4 'be ._1; to tbe 
~t, 1lbo woal4 •tilJq it to see wbat lae coul4 -·14 Be woal4 aote 
t'bat tbm'e are ...- -po:qpoapbic repetitiou 'between _ _.., -.D7 .... tball 
voal4 'be ezpectecl 'b7..,.. chace; W.s ia p!"OOf tbat tbe tnttic 18 llom&e­
D8CNII, auppart1DS the pi"Obab111tJ ot ...,.._11;)' t'bat,... 1apue4 f'&'ca tnt­
tic &D&l.pi• iD.tonatiOD. Be vould al8o DOte tbat 1ihe1'8 i• a JMID'Iap'alfld,c 
repttitiOD 1D lleasqe Bo. 2, at u intenal of 99 (obtaiDecl tn. the nD 'b7 
subtnctiq 'the ~ie&l pitiOD of 'tbe tiNt occurNDCe tna that of 1ibe 
aecODiL oceul"Nace) , augeatiq facton ot 3, 9, or 11. OD ....._,"'DC t• in­
...._... of tbe np~tit10D8 'be't1nleD •ssqes, be voul4 t1D4 that 9 1a a factor 
ca_, to all the zoepet1tioD8, 'PJ"OriD8 tbat the •uaps _.. iD tlaab c1ep1;b 16 
aa4 11141cat1aa that tile czntoaJ8tea 18 probabl.7 a ~al:pba'betic ciplaer of 
9 alpbabeta. 

f. Vi th the }1eriocl1cit7 eatab11ahe4 u 9, vark abeeta of the ••...-
are ~ accor41aa to thie ver1o4; 'this •tela _, be ptrt....a, 'b7 IlK if 
the nliiiiMiz' of •sll8&8• varn.Dts, V1 thout tba aecea•i ty tor rartbtlr wn•wJ 
cud puDCh1118• i'he ftrst ewer-all. Illl iD4a 11M sern4 ita purpose, tbat of 
a1c11aa tbe ~t in J.ocatiaa retM~titioD8 aD4 cttasnoa1DS tile czntoaJB­
tea; •o DOll' a ..., 1Dda i• 'PftPIZ'841 to u•i•t in aolutiaa. ot the pla1D tat. 
!!d.S S8COD4 ruD (the tint pllp Of 'llbich ia 1Uuatrate4 1D fts• 3) ia 8ll iD­
c1az 'bY alp!eb!t prepurecl 'b7 ftrat sortiDa the c&1'C1a back into their orisial 
••ca•uce in each ••aase, collatiDS thelle C&l'48 CJC11call7 into 9 bl.oca (each 
ccmta1Diaa &ll tba aarta belon&iaa to a. '(lllrticv.lllz' al'PIIabet) , aa4 vertond.D& 
a tetzoasrapld.c sort OD tbe bloclal; 16 tbe c18ck ia then 11atecl OD the Tabulator, 
71el41118 vllat ...:nmte to au elaborate tr111teral fnqU8DC7 41atr1'but10D •balrS.Dc 
~prefix u4 sutftx 1ettera of the caa.trol tripoa}lh, 1D ad41t10D to tbe rn­
qaaeies 'b7 al-phabet of the siaste letters, 41sraplul, aD4 tr1fP'&"pba. Dd.a 

14 I! may be pofatecl out that die cryptanalyst at dill dme 1s really not sure of what he expeca to aee fa 
rhis flnt fnclez. 1be iodez was ordered as a meaDJ of exaiJlildDg die over-alllmmeclfate pbenomena auocl­
ated with the wdllteral. dlgraphic. and IZJgraphlc frequencies. as well as fincUDg all polJBrapblc repetltloal 
pre.ent 1D tbe cipher text; i.e. • tbe cryptaoalyst bopes by tbis first fnclez to find ev1cleDce of oooraadom cbarac­
terlstics Ill die cipber ~ext or Ill its over-all frequeodes. ID acldltloo to tbue obvious elemeots (wbich CODitl­
tuted the maiD rea10n for which tbe f.odez was ordelecl). any ol:ber characterlstlcs which appear to be oonraodom 
woulcl be searcbed for by the cryptanalyst. Por example. fa a particular ca~e he Ddght note that polJBrapbic 
.epeddoos occur ln die maiD only between meaaps orlgloati.Ds from the same aamnd.tdog station. or bea.=n 
messages IZIIDIDlittecl widdn certaiD periods of dme1 or between messages haYiDg l.cleDtical or nearly Identical 
elemena fa the p.eamble such as serial aumben or orher poups. etc. 

All of Ibis emphasizes the flnt two of the tine baafc p!Oeedmes In cryptanalysis as let fOith fa fooiDOie 2 
OD p. 18 of Military Cryptanalydcs, Part I. '!!!.·: (l) uraupment aDd reanaupmeot of data m dlsc1ole DOD• 

random characterlstlcs or manifestations (i.e.. fa frequency coma. .epedtloos. patterns. symmetrical phe­
nomena. etc.): (2) recogoidon of die o.cmranclom charact.edstlcs or maDlfestadDos wbeD. cl1sc1osecl; and (3) 
explanation of rbe nonrandom characteristlcs wben recoplzecl. 

16 If die messages had been off.et oo a key1os cycle of 9. the lnlleiVals of .epetldoDI between me1111es 
coulcl haft been factored 1D 91f a constant equal to tbe off.et were flat subtracted tiom the fat.erval; lh1s 
could have been noted fmm multiple repetitions betweu. twO messages. 

16 'lbe appmpriate alphabet IUIIDber 1s gqpunched fa each block; this alphabet I1UIDber 1s Ustecl fa tbe 
column labeled •t.• of tbe nm. 
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(a) (b) (c) (d) (e) (f) (g) (h) (1) 

03 109 JKKNKBG AEJ UDLLWCMTGQDRA 1 
05 028 CBEBRDT BQ9 SPBIAADQOCJLKQP 1 

02 064 GNHJKQA DFA ZBLLLXMQXEJHOKB 1 
05 001 DQE EWUKBFMJWGHWMNQ 1 
05 037 VSPBIAA DQO CJLKQPTNWZULGIF 2 1 
05 100 GKPZHSB DRD HHXRJQZNJMLLLIW 1 

02 190 VREZAPQ FFa JJQKWCMKHZHBHDN 1 

04 127 HJJPWQJ GC~ BEBRJQZAFUHLWFG 1 
04 181 GNDLLFC H 1 1 
03 073 GJYWKMC HAF BPZAHQNWJEWRAIQ 1 
03 010 HZHLASW HFG PEBABJSXJKMLPMC 1 01 046 GKDLASW HHH ZNINUFPEQVWBRSB 1 
04 163 EJQXMWR IA~ UGFYQBJIGNDLLFC 1 
02 010 YWUZNDQ IAH IWBRRSJGIGHXNLC 1 
04 046 VQPQIMQ lAS JBLLLOTNWZKBYQR 3 1 
04 091 GKZZRWJ IKE EESALTJZDIPLRLM 1 
03 028 JKMLPMC IRE NWPJIRLMWYWBESC 1 

02 019 HIWBRRS JGi GHXNLCNFLTHTNJF 1 
04 172 GUGFYQB JIG NDLLFCH 1 
04 064 WZKBYQR JJQ VDDIYTLRMECWKSX 1 
04 08, MECWKSX JPG KZZRWJIKEEESALT 1 e 01 03 VUDOINF JPG KOLASWHHHZNINUF 2 2 * 1 
rt>2 0~7 LTHTNJF JRZ TWUZSFOJWVHTQBA i 04 0 8 BNHBEBK JWG KDTRHQVNVQPQIMQ 
03 064 GZUJYMN JXC JYWKMCHAFBPZAHQ 1 
02 136 GKEWNUZ JXC JQWIBGQEZPDZIQM 2 2 * 1 
04 100 EEESALT JZD IPLRLMUCWIJZWDT 1 

10 
04 001 KCE WNUNDRSJZYHFNSF 1 

1 
04 019 ZYHFNSF LCB NHBEBKJWGKDTRHQ 2 1 
03 0~7 ENWPJIR LMW YWBESCSACJATLFX 1 
04 0 3 QVDDIYT LRM ECWKSXJPGKZZRWJ 1 

II 109 ZEPBIVC MC~ NHAXMIZQLKDRASW l 0!0 EEWUKBF MJW GHWMNQSJCBEBROT 
01 0 9 MBNOKBF MJW GHWMWEZLVUDOINF 2 2 * 1 
02 1 9 OJJQKWC MKH ZHBHDNVR 1 
01 064 QVWBRSB MQH KEWNUQXKHZHBHDN 1 
02 073 GZBLLLX MQX EJHOKBPTRJGDVIS 1 
05 082 HYQZLSX MQX ZULSPQXMGKPZHSB 3 2 1 
05 073 ZEHWXBA MRH YQZLSXMQXZULSPQ 1 
03 001 MSH ZHLASWHFGPEBABJ l 03 118 JUOLLWC MTG QORA 

10 

Pi&ure 3. 

481 
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:1114a Ran, ~ eznpl•, tbat tbtrn an 10 J'a :1D the tint alpilabet, aa4 
:J.DU•tea two .. g of~ that bei:J.D vitb the letter J :1D Al.pba'bet 1. 
V:1tb tb:J.a MCODI ZUD the CI)'PtaneJpt cu. vrocee4 to locate all tb8 ca--.1. 
'l'epet1t1_. 1D tile tin --..a--i.la1'om&t1cm wld.eb, vb8D aoup1e4 vitb tbe 
atat1at:1cal 1Dtozw.t:1cm pftll :1D tile 1D&tz, ¥111 cou~ as..pl.1fJ 1101u­
t:10D ot t-. CZ7Ptoapt.. 

1. l'alrt.._. N~~Rta. --!.· Ill cue thB CZ7Ptpe,lpt a :1D..__tecJ. ~ 
:1D ~ ot YU':lou c1a.-. (UD11:1tenl, 41&npldc, etc.), COII4euec11at1Dp 
.Waa ~ aueb clata ~ be pnpa'N4 'b7 a pzroeeaa kllalrD u •ta'bulat:J.aa• a't; 
W:1ae tl.- qee4 of OZ'4111&17 latilll• If, OD the o1;bezo b&D4, tile COII4811HC1 
clata azre 1;o 'be &l"ftDpC1 :1a, l8t • R7, cJ.acea4:1Ds 01"C1er of tnca-nc7, a pzo• 
cecblre ban u ·~ pmch'na• :1a 811pl.oJe4. lD tbU cue a Reproclucer 
:1a e011118ete4 el.eetrical1.7 to t'be !'alNl.&tor; tot&la aecuall.atel (&114 ,_.bllpa 
pr:J.Dtecl) 'b7 tile !'abul.ator an PIJilCbe4 b7 tile ~ Oil •a~ cazrc111•, 
toptll8z' vitb t1:ae :111fomat:1GD u~:J.aW. vitli tile total8. !laa tealud.p ~ 
ofteD ~ 1lb8D oerta:1D :1DtoNat:1oD 1a cJ.a1Nd. vitbout the YOl._. of clata 
tllat ~ ..,.. a1oDs frltll tile •1al Ill& :1JMIB. 

!!.• If tiiMIN an a 1.-p IIUIIIIber ot •aaapa to be :1Dila84, &114 :1.t all 
tile ~t cJM:J.na a to f1ll4 all Npet:1t1olla of a apec:1f1e4 J.enatb or 
10118&1", :1t 1a voaa:1'ble 1;o obta:J.D • eoii48DM4 ra pY:1DS oza:q tile DHeaA17 
1Dtonat:1oa, auppz•a:1118 the 1azop ~ ot 1Diftlltecl cJata. :ror nnpl.e, let 
• M7 tbat :1D tbe t:J.nt 11at:J.na (ftc. 2) all w via to fta4 an tev-.rapld.c 
npet:1t:10M Ol" loDpl'; aWib a latina a :J.U•tntecl :1D fts· -., 'IIIMIN:1D an 
aliGn all NP81;:1t:1_. ot tt. apec:1t:1e4 least;ba tar the Mt ot ftft _._a. 
Bote tlat f01IZ' of the uteriaUcl npeUt1oaa abaft :1D ftc· 2 ban 'beeD auv­
vnaaecl :1D fts. -.; ~ U. 10118 zrepet:1t:1olla 111d.ah ~ :1D tile colua ot the 
coatrol letter an :1Delw184 :1D t1:ae 11at:J.Dc of :rsa. ~'a of cour• cuu 
c1alrD. OD ftil!ft4,t :11'1fo:Nat101l, aD4 a111pl:1t1M nWD .... t'be epw1•t:1oD of 
tbe ZOUD.I'1 

!.• !t. enwple• aliGn of IBII :1'11118Da b&ft Ilea a'y'•-po!:1t101l :1111aea. 
'lbeN 'the II"JPtop&Jid.c Uld.t coaaata ot two or _.. cllllneten, 1Dinea an 
..Ut1e4 ac~. :ror ._.,,., :1f a crntoaptea :1DYol:ncl a fOU"-lettezo 
coa., tii8D • f0111'10!:1t:10D :11148 1ftN14 be -.18 of tbl tratn.c, aWDS a 
eoDVol colu.a of foar:teite ..S. pooupa vitll.,. or_.. vnce4:1DS uc1. 
toll.olr:1Dc foar-lette azraqa. 

!• ID - .... , :1t mpt be a4Y:1Ab1e to ~ :1"MMaM vitll the .._,01" an em ...... ll1llllbR J :1D otMI." ..... , a :I.Dd8Z .a.pt 'be 'PI"8llU'e4 ot 
a • .._. ot •a .... a 8ftllll*l toptbc- 'bJ :1114:1•t0l" :rel.at~'ld.PI, Ol" proupe4 

17 Tile way ill wblch dW run was prepared may be of lDtelelt. Tile u=uagrapbically IDrted deck 11 paaed at 

: 

tabulattns speed lD tbe Tabulator, wtlhout priln:tllg. Wheoe.ver a teuapaphic colDcidence is ootecl by tbe com- t. 
parlsoa bi'Uibel in die Tabulator, die machlDe lelllel tbe letter Immediately 1D tbe left of the control letter of 
die hiO reuasrapbl; if lhele letren ale fdelltf.cal, it lbows 1hat the mpedtloa exteudl in dlat direction. aDd will 
thelefo~e be plclced up again at an offset; but If lbese letters are df.fferent. it shows 1hat the mpedtloa begiDilD .... 
die control column, and tbe Tabulator will prlDt die Uaes belooglog m th1l teuagraphic repetf.doD. Aootber way 
lD which this could be accompllahecl is by alfDg dae Collator m remove cards With lbe proper cofnc1cleaces liom 
tile aortecl deck, and dlen listf.Dg only lhele cards on the Tabulatm; thislatrer procedure mfsht be used in llma-
doDI lDvolYIDg a lalp YOlume of cards, 1D take advantage of die high speed of operattoa of the Collator. 

CCMflWiflAL 
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(a) (b) (c) (cl) (e) 

04 050 IMQIASJ BLL LOTNWZKBYQRJJQV 
02 068 KQADFGZ BLL LXMQXEJHOKBPTRJ 

04 129 JPWQJGC CBE BRIQZAFUHLWFGTA 
05 021 HWMNQSJ CBE BRDTBQVSPBIAAOQ 

01 084 HBHDNVR EEE SZBWWRHEZTTDTX 
04 093 ZZRWJIK EEE SALTJZDIPLRLMUC 

04 082 MECWKSX JPG KZZRWJIKEEESALT 
01 037 VUDOINF JPG KDLASWHHHZNINUF 

04 065 ZKBVQRJ JQV DDIYTLRMECWKSXJ 
03 092 EWRAIQX JQV DLLRQUWJKKNKBGA 

03 064 GZUJYMN JXC JYWKMCHAFBPZAHQ 
02 136 GKEWNUZ JXC JQWIBGQEZPDZIQM 

05 007 DQEEWU KBF MJWGHWMNQSJCBEB 
rn 016 WURMBNO KBF MJWGHWMWEZLVUD~ 

~ 

01 067 BRSBMQH KEW NUQXKHZHBHDNVRE 

e 02 130 RASWTNG KEW NUZJXCJQWIBGQEZ 

01 074 KEWNUQX KHZ HBHDNVREEESZBWW 
02 200 JJQKWCM KHZ HBHDNVR 

03 006 MSHZH LAS WHFGPEBABJSXJKM 
01 042 NFJPGKD LAS WHHHZNINUFPEQVW 

02 058 TQBAPTG NHJ KQADFGZBLLLXMQX 
02 157 ZIQMPEH NHJ KQRTKFENBQDXZFV 

05 106 BDRDHHX RIQ ZNJMLLLIWODLKQ 
04 133 JGCCBEB RIQ ZAFUHLWFGTALJUT 

05 046 OCJLKQP TNW ZULGIFONLXHXXPB 
04 055 SJBLLLO TNW ZKBVQRJJQVDDIYT 

02 072 FGZBLLL XMQ XEJHOKBPTRJGDVI 
05 081 RHVQZLS XMQ XZULSPQXMGKPZHS 

.J l'1pn ... 

COliimtm 
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'b7 elate o:r per1o4 of tzoaD811:1.8810D1 etc. WbeD a cc.pari80D 18 -.18 'betwa 
&11 ••...- 1D a large YOl~ of tzoa.tt1c to c18teni1De J0881bl.e hompaeit7 
o:r relat10118h1pa, the 1Ddex :N8ult1ag troa thia operation 1a kDalm colloqu1-
&117 aa a "brute tone.• Such an 1Ddu IBkea ezoz'bitant cJMand8 011 ...,,•bla 
-.:biDe t~ with 8t&D'vd .ch1nea; 'but OD tt. otbar ball41 in extzread.a it 
Jd.sht 'be the ~ guRaD.tee ot ao1ution in a comp1.ez crntoa111tea. 

e. Bzemple8 of IBN 11at1zrp ttl tra:rt1c ~18 8tu41ea aze 1DClud.ecl 
1D tbi ZaDC1.1aD Pro'bl.aa 1D Appeldlz 8. 

t. In CODCl.uaion, it 18 bopd tbat tbe atudellt hall p:l.aecl u appncia­
tioll Of the IIILtuft of tba a14 tbat caD be &i'ND 'bJ' IJI( tec'bld.quaa 1D C17P1ia­
D&lp1a; 'but at tbe ._ tiDB he 8bau14 alao :real '• tbat t;lJere ~ 'be a 
aaJ.icate '(J01Dt ot 'tiniUiitiOD vbere ..,.,., •tbocJa leave ott &114 lJII •fiboda 
beSS.n, ar rice ftl'll&· !!d.a 18 eavec1al.l7 t:r'U8 VbeD tbe YOlw. ot •88apa 
ar other aata to 'be ezem nee\ 18 -.u. 

WiilLAflAL 

.. 
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Paragraph 

~alnunar~••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 1 
Solution of rneuaps enc.ipbered with completely fUiecl rectaagles............. • • • • • • • • • • • • • • • • • • • • 2 
Solution of meaages enc.ipbered with IDcompletely fWed rectaagles.. • • • • • • • • • • • • • • • • • • • • • • • • • • • • • 3 
Soludoa of meaages wilh similar begiDDfDBs. • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • 4 
SolutloD of meaages wilb. sfmUar eudl.ags. • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • 5 
Recolllll'uctloa of limral keys fmm 1111111erlcal keys. • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • 6 
Solution of meaages of icleDtlcalle1J8th aDd In the same key ••• ••••• ••• •••• •• •••• •••• ••••••• ••• •• 'I 
CoacluclfDs remarlu on traaspodtlOD cipben.. ••••••• •• •••• •••••••• •• •• •••• •••• •• •• ••• •••••••••. 8 

1. GeDeral re.rk&.--!,• Tr&Daldition ciphers are like Jipav puslea 
in that all the pieces of Which the vbole orisiaal. is COJIIPOBecl are preHnt 
but an~ cl:18&Z'l"&Dp4. The pieces of the picture form:Lug a Jipav puz­
zle an irregal.ar in aiR ancl abape, but the pieces of the plain text fond.DS 
a tl"&DQo8i tion cipher Dlllt be au.ch mozre :replar, tor the !lake of practica­
b:111 t7. 'l'be7 IIUBt be e1 ther ainsle letters or pairs of letters, or seta of 
lettel"a in :replar groupiJIIII, or, in an exceptioaal. cue, vbole V01"Cla • Moat 
tZ'&Dapoait1on •thocla, bollever, c!eal. with iD41ri4U&l. plaintext letters and. 
are therefore temad JIODOI[!phic •thoU; when the •thocla invol.ve the tnu­
'POBi t10D of 'pl.a1Dtext lJDita pteate:r than aiD&].e letters, the7 a:re called 
R01Ypaph1c •thocla. 

A b. Practicall¥ aU IIIODOgraphic or "POl7sraph1c transposition ciphers 
W 1nvolva the use of a clesign or of a sao-trio figure (such as a square, rec­

tangle, tr1&118le, or trapesoi4) in which the letters of the pl.ain text are 
first iDScribecl or written accorcl:lDS to a '(JI"8Yioualy agreed-upon direction 
of writiDI aa4 then traaacri'bed or l"ft1"1tten accord:l.DS to &DOther &Del dif­
ferent,- previouaq agreed-upon 41rect1on to fOl"JJL tbe text of the c:zyptop-aa. 
In neal"q all cases the specific ka7 controls (1) tbe uae of clasiSDB of a 
specific uature 11114 4118DaiODB, aa4 (2) variation 1n the clirection or an­
Dar of iDBcription or tr&Dacription, or both. When a traaapoait:l.on cipher 
invol.vea ODl7 a siugla process of iDBc1'1ption, tol.lowa4 b)' a single process 
ot trauacription, the a)'lltea -.y- be refened to aa mnOPha&• trauapit1on, 
COIBOIIl.T call.e4 aiDSle tr&DSRO!it1on. When, hcMIYer, oue or more ot these 
vroceaaea intemae between tbe orisiD&l iaacription aDd tbe f1Dal. tran­
scription, the a;rataa 11&7 be reterrecl to as RQ].yphaae traD&pO!ition. 

c. ..AmoDs the 11011t ~Dtaey fDriiiB of tZ'&Daposi t1on ciphers are those 
tDalrD-as route tr&DBpoaitioaa, vbich involve the iaacr1ption of the plain 
tezt into a square or rect&IJ8le by one prearr&ll88d route, aDd tbe transcrip­
tion of the cipher text b7 tolloviug B.1l7 other prea.rrallpd route. The prin­
cipal routes are shown in the c11aszoa- bel.av, vherein1 tor the sake of ease 
in foUawiDS the route, the pla.1n text is us1JJII8d. to be DBreq the sequence 
ot letters ABC ••• X, iDBcribecl into a 6x4 rectangle • 
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(l.) Simpl.e horizontal: (2) S!mple vertical: e 
.ABCDBr nDCBA SiVWX 1WVUTS .AIIMCIJ UCIIIEA DliLP.el :ePLBD 
GBIJJCL LKJlliJ MNOPQR RQPOBM BJ'JIRV' VRBJFB CQICOSII vsomc 
IINOPQR RQPONM GliiJKL LKJIJI) CGKOSil WSCICOC :UJIRV' VDJPB 
S'l'UVWX XWVUTS ABCDEF FIDCBA ~ X'fPLBD ABIMCIJ Uca«DA 

(3) .Al.teraate horizontal: (4) Alteraate ftZ'tical: J;. 

ABCDIP FBDCBA :xwvmB mJWX .ABIPQI XQPIBA DllHLV tmiL1ID 
l&TilD GBIJKL MNOPQR RQi(Bl BGJ<Rl WROiJGB CPKISV VSBKJC 
HIOPQR 1\QfOIM UCJIBG GBIJKL CI'DSV VSBKPC BCJJCIII VRO.TGB 
»mr..B smwx ABCDII' FBDCBA IBM'lV UDILBD .ABIPQX XQPDIA 

(S) S1mpl.e d:l.asoDBl: (6) Alternate 4:l.asonal: 

ABDGKO OimDBA GKOBVX XVSOKG AVGRO OIGPBA. GROOVX XVUOIG 
CBBLPS SPLBBr: DliLPlW 1ft'PlJD) CEBMPU UPMBIC :rJIIPJ.W W!!'MBP 
PDIClN ~ BBIMQU UCIIIBB DILQ'.N ftQLID Bm.QS SQT·TICB 
JRRUWX XWURIJ ACI'JIIR RRJJ'CA JK1BIX DBRKJ ACDJKR RKJDCA 

ACFJNR .RIJICA JlGUlX • JHUlUfJ ACDJKR RKiJDCA JICRSWX DSBICJ 

-~ ucamm PllllN V'NID' BBII.QS SQlrll<B DII4N = :mn.P.1V ftPLBD CBBl.PS SPLBIC I'BMP'lW ftPMIIr CBBMPlJ 
OKOSVX xvsam AB1XBCO OKGDBA GlfOUYX XVUOKG .ABPGBO QRGPBA. 

(7) Spiral, cl.oclariae: (8) B"Piral, caunterc:lockv1ae: e 
A'BCI8' IMROPA DBFGBI IJKLMR APOBML nDCBA BMUCJI IBOJZD 
PQRS'M K.WXQI CBSmJ BUWXO BQlWVIC G'!SRq.l' ODMJB: JU'JBRC 
ODVUB .rumRC BQ1IfVK GmRQP CBSTUJ BUWXO PQRSm XVWXQB 
IMI&TI IBGFBD APOmiL P.IDCBA DIPGBI IJKUII A!m1Br LIIROPA 

KI.MROP XLlKIK smvwx PQBSTU POIMUC MU{JlX IWVU'.l'S tr.IBRQP 
JABCDQ WBABClf RBPGBI QDBFGV QDCBAJ 1'fCBAJil lliGtiR YGJIBDO 
Il:DPBR VGPBDO Q1)ClW RCBAIII RBI'GBI ODBFGV J.ABCDQ VHA!CR 
XIMJiliS UTSRQP POIQWC MLKJIX S'l'UWX PQ181U ICUINOP XIJlCUl 

a. ODe ot the very coma1 tnea of trauP081 t:l.on c:l.pbera :La tbat 
'lmcllnl-aa 111.u.r:LcaJ1 :r-keyed col.UIIIDBZ' traus'D081 t:l.on, ar, aa 1 t :La mre oftell 
call.e4, km4 col.'WID&l" tZ'BDBpoa:l.t:Lon. In th:l.a type, the l.ettera are usual-
l.y vr:l.tten :l.n a pomatr:l.c clea:Lp, 111)8t often a rectan&le, 'b7 1nacrib1ng thea 
in tbe orcl1D8.17 JBDD.er, i.e., :l.n horizontal liDes troa lett to r:l.sht aD4. 
from tba top dovlnrar48,; the letters are then trauacr:l.bed b7 taking ott the 
Co1UIIID8 :l.D the sequence UterJI1necl by the 11'.-r:l.CaJ. ke7 • If the CZOJPtoiiJB-
tem. at:l.tN].atea a compl.etel.y t:l.Ued rectangle, enoush 41DD,Y letters or DUll8 
are e4aecl at the em\ of the ••aase to t:l.ll. the lut l.:l.De of the rectangle. 
Por example, giftD the prearraDpd key vor4 WASliiiiP.rol trma vtaich :La 4er1'N4 
a nu.r:Lcal lte)', the text of the ••aase :La vr:l. tten :l.n resuJ,ar l.:l.zaea ~th ;: 

the DUII81"1cal keJ, thwl: 



.. 
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VASBIIGTOR 
1018 34 52 976 

SIXPRISORB 
RSCAPTURBD 
TBISMOBBIR 
GBBARRBWTO 
IBYOifBOPOU 
BPATBOLSBO 

!be CJ'7Ptosraa Pl"oclUCed b;y takiq Oft the co1WIIUI iD key orcl8r vouJ.4 be 88 
tollon: 

ISBD PSURB OLP.AS Jti1!BP MRDI 
wrss Rmtm 

In deci~t 1 a recta.ngl e V1 th the -proper nudler of cells 1 determined 
b1 the leugth ot the mesaap &114 the leugth ot the ke;y, must first be pre­
pared. In the toregotq example, siDCe the cipher text consists ot 60 let­
ters aDd tbe key length is 10, an approtJl"iate diasra is ac1e aDd the cipher 
text is inscribed 'nl'ticall;y 4avn the colUIIIDS accord1DS to the order of the 
~nts ot the llUIIBl"ical. ke;y. ihua the first two cipher grou-ps vbeD in­
serted into the rect&DSle would look as tol.lowa: 

10 1 8 3 4 5 2 9 'l 6 
I s 
8 u 
H B 
I' B 
B 
p 

When all of the columns have been inacribed. the entire plaiD text ot the 
crn»togr&m vUl reappear. 

!.• It is not n.ecessa.r;y tbat the trauposition recta.Dgle be completely 
t1ll.ed, as in the foregoing case; in tact, the security of the a;ystem is 
aupanted if the rectangle is not completely tilled. Tbe same pDar&l pro­
cedure tor enciphel"JIIent an4 da'Ciihenent applies in thia cue, v1 th -perhap1 
a stipulation that if the ead of the plaintext •••ase t1ll.a the last llae 
of the rectangle, nulls are to be a44ed to -.ke the last line incomplete. 

t. In this Append1x ve &ball treat oDl;y manographic, IIIODOPbase tra.DS­
tJOSitfon of -plAin text (excluding coda text or other intermecl1ate textL and 
we shall l1JD1 t our exposition of solution in the IBin to those systems in­
YOlviDS rectangles (both compl.etel;y aDd incompl.etely tuled) tor the trans­
tJOSition matrices. 

2. Solution ot •ssses enciphered Vith cately f1lled rectans].es • 
--a. In solviDS a cryptogra known or ass'UJiad to n been enciphered b;y 
keYed columaar tr&DSposition vith a compl.etel.;y tilled rectangle, the cryptaua­
lyst first factors the n\Wber ot letters in the 118S&ap as a •ana of deter-
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' 
mini'DI probable c11Ens1ona of the rectangle. Be establishes the correct 
recta.ngl e b7 considering the vonl. percentages of the ron of tbe ciphel" 
text vhich baa been inacribed into the various trial rectangles; in the 
correct case the 1"CIIf8 should contain ~vowels, without excessive varia­
tion. Be then cuts a'P&l"t the Ci"Phertext colUIIIDII &Del aaagr._ th-. so as 
to fora combinations ot "good" digi'apha and trigrapha, vhich are expancled 
into longer polygraphs untU all the colu.a are cornctl.y &DIISl"..acl to 
)Pie1d the original plain text in the rCMI of the cOIIpl.eted recta.Dg].e. AD 
exampJ.e v1ll make these steps clear. 

!!.• The tollOIIing intercept is available tor at~: 

Nl'l!BI' Li'DSR TSSW MDCm DRBXS 
CJ'IJI( BDSBA Rit:PJ AOmB WRL110 
BIIN'lL BFLAU RABDI O'l'O'l'S SOSYS 
m 

WHOliO B1ADJ OUUFI RRRBS RBRO'.r 
BPIIIA WBRUV AADA TSDDS OIOAC 
TDCG DtB'l."l YDDR DOOB BIB'S 

1'hia baa all the earmarks of a transposition cipher.1 The nWiber of letters 
in the ••ease, 153, bas the factors 3, 9, 17, &llCl 53; it keyed columoar 
transposition with a compl.etel.y t1l.lecl recta.Dg].e is illV01Yed, the 1110at proba­
ble d1mensi01l8 are 9Xl7 or 17X9. The cryptogram is inscribed accord1JJ8l.1' 
into the colUJIID8 ot the tvo trial rectangles, as shown in Fiss. 1 and 2, 
below; the number of vowels in each ra.r baa been recorded in tbe colU1111l 
label.ecl "a" to the right of tbe rect&Dg].e. 

123456'789 (a) (b) 
BCUPGANSD 2 1.6 
BBOIBATSY l 3-le. 
TTUEWILOR .... 
BDUMKI'BSR 2 1.6 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 (a) (b) 
FRPBLAPYB 3 .6 HRBOUNMPLBTCAORYB 8 1.2 
LBIDBTLSB 2 1.6 BTTBUBBJBRSBUTI'DR 6 .8 
T:X:RSOSATO 3 .6 TSDOFRDAOUDBRSCYB 6 .8 
DSRBBDUHO 3 .6 BSRBIOSOBVDI'ASGRS 7 .2 
SWRAPDRNB 2 1.6 FTBBRTBBPASTBOBRT 6 .8 
RBRRMSACR 1 2.6 LFXARCAGMAOLBSMNB 5 1.8 
TOSTWOBGB Jt. .Jt. TMSDRFRBWIBBKYEEI 7 .2 
SBlfCABBBS Jt. .Jt. DDWURITWAlfOFOSTOB 6 .8 
SOBPWONMT 3 .6 SCBOSBClfWAALTTTOR 5 1.8 
T.BRJBAOBB 1.1e. -5 8.4 
FBOARCTTI Jt. .4 
MATOUEOTN 5 l.Jt. Figure 2. 
DDCEVBTYR 2 1.6 -20.8 

Figure 1. 

1 The melhods of cllfferentiating transposltlcm fi'Oill subftitulion have already been treated In par. 25 of 
MWtary C!yptanalytics, Part L 

e 
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In lis. 1, since there are 9 letters 1D each rov, the expected nUIIber of 
vowel& is 9 x .4o • 3 .6; in J'1s. 2, V1 th 17 letters in each raw, the ex­
pected n\llllber of vowels is 17 z .4o • 6.8. Fis· 1 IBilitesta atrikiDS va;ri­
ation in the ranp of 1-7 vovela troll the .an of 3.6 vawela in the 9-let­
ter rows, while ll'ig. 2 e:xhibi ts a consistency of ..Uer variation in the 
range of' 5-8 vovela tram. the liiBan of 6.8 vovela 1D the 17-letter ron; 
therefore the rowa of Fig. 2 are Dm'8 like vbat ve woulcl expect in a rec­
tansle of the correct cl:lmlnsiODB. .As turtbar clemnstration, ve m:l.Sht a­
amine the co1UJDD labeled "b" at the ript of each 41agram; thia colua 
containa the deriations of the number of Tovela in each rov from. the ex­
pected number, V1th the a'UIIL of these cleviations at the bottom. of the column. 
lor Fig. 1, the a'Vft'Bge of the dev1ationa ia ~78 • 1.22, whil.e tor Fig. 2 

the averap ia 894 • .93; thia de111onstratea more clea:rl)r that the rectangle 

ot Fig. 2 baa a greater probab111ty of be1DS of the correct c11111Bnsions.2 

c. In solviDS tranapoai tion cipbers, aclVBDtaaa ia taken of all the 
cbaraC'teriatica and idiosyncrasies which are applicable to the languap of 
the eDe~D;Y, because they often afford clues of considarable aaaistance to 
the cryptanalyst. Firstly, in all laaguapa there are certain letters, 
uauall7 of liiBdima or lov trequenc7, which combine vi th other letters to 
tom. digraphs of high f'requeney. For instance, in Bosliah the letter ll 
is of lllldiUIIl frequency, but it &lao combines vith ~ to form the digraph m, 
vbich is of highest frequency in li teraey text; it aJ.ao combiues vi th C, a 
letter of •dium frequency, to form the f'airq frequent digraph CR. The 
letter V is a.l.mat in the lcJv-trequency categozy, ,at it combines vith B 
to form the digraph VB, vhich in 111111 tary text is the 14th 1D trequenc7. 
Consequently, in vortiug with tr&D8'PQ8ition ciphers in Eagl.ish, when tbere 
is an R, attempts shoulcl be -.cSa to combine it f'irst vith a T or vith a C; 
a V should be cOlllbined. first vi th an B; a K should. be combiued first vi th 
a C; and so on. SecoDdl.y', there ia uaual.l.7 in every l.aDpap at leaat cme 
letter vhich can be follcnred onl7 by certain other letters, forming what 
ay be termed an obliptoq seg,uence, or an invariable dip@. In all 
Buropean J.anguases baring the letter Q, the combination QU cODBti tutes such 
an inva:riable digraph. In bona fide worc1s of' Geran, the letter C is ntmtr 
used b7 itself'; when present, the letter C is invariabl)r f'ollovad by an R, 
except on rare occaaions vben the digraph CK is eJIIP].o1ed. In EasJ.ish, the 
letter J can be followed OD17 by a vonl; the letter X can be -preceded 
only 'bJ" a 'VORl. ancl, except at the eDd of a vorcl, can be aucceeclecl only' by 
a vcnrel, or by oue of' a li.Dd.ted. number of' conaODBDts (C H P T), &Dd so on. 
Letters vh1ch bebave in this IIILDiler 1 that is, letters which bave wbat m.y 
be called a l.im:l.ted af'f'1n1ty in cOIIbiniDS vith other lettera to form digra-phs, 

2 A more precise metbod of cllicrimlnatlng among various trial recta1J8lel11 to square the averase of the 
devlanons, and obtain a ratio of dlis square to the expected number of vowels in the rows; the higher the rauo, 
the more likely It Is indicative of tbe correct case. Thus for FJ.s. 1, we get --!.L. = 2. 4, whereas for 

6. 8 (1.22f' 
Fla. 2 we get (. 93)2 = 'l. 9. 
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coutitute soo4 points of' 4epaz'ture f'or solution UJd. IIZ'8 therefore of' 
auf'f1ciant 1mportaDce to varrant their beius usipated b;y the JIIOl"8 or 
leas dascriptiYe -. of' pUot letters. !ba pnsance of' pilot letters 
in a traupoai tion cipher o:rten f'~ the baaia f'or the aaaWDption of' 
probable vord8. Obrioual.y, a apec1&l lookout ahoul.cl be kept f'or voraa 
of' rather high trequenc;y in 111111 tar;y correapondance Vhich contain letters 
ot lair or .a.tum trequenc;y. For example, the 111portaut VOl"Cl AftACK aus­
pata i tae1t if' tbe cryptogram baa a K, a letter of' low trequencr, aDd a 
C, 0118 of' .aiua tNqueDC7. 

d. We 'DOW look tor a a tart 1D the aaasra-iDS proceaa. We note tbe 
J in col. 8; thia ahoul4 be foJJ.awecl b;y a vovel, pzretera'bl7 a U. Colu.aa 
5 and 13 haft a U in the correapondiDs 'POIIition, so w ~uxtapoae co1. 8 
ap.inat each of' tba tvo colUIIID8 in turn, vaishtius the disrapha thua pro­
duced in orclar to be able to select the pair that baa the hilhest proba­
b1111i7 of beiDS correct. 3 This is abcnm belolr: 

8 5 813 
PU 33 PA 6J. 
JU 25 JU 25 
AF 38 AR 82 
OI Ita OA Ita 
BR 911- BB 81. 
GR Ja2 GB 6J. 
BR 911- Bl' 99 
WB 25 WO 67 
I'S Iii ·~ ...21 

617 

The h1sh aaore of 617 aa compared vith lt64 attests to the correctness of 
the choice of' cola. 8 aD4 13 to be paired together. 1'he dis:raph JU shoul4 
be f'oll.cMtcl by a couoDBDt, pretarabl;y I' or S; these letters are contained 
in cola. 15 anclll. We DOW 3uxtapoae cola. 15 aDd 11 in tura. apiut our 
8-13 pair, ancl, in the absence of aftilable trigraphic vaiShts, ve vaipt 
the digraphs formed b;y the cambiaation ot col. 13 with the 11ft trial colUIIIDII, 
.. tal.lGira: 

,..--. slaii' 8 13 15 
PAR 89 PA~ 83 
JUI 68 JUS S8 
ARC 53 ARD 6Jt. 
OAG 45 OAD 13 
BBB 81. BBS B6 
GBII 6J. GBO sa 
BBB 87 BliB 87 
vo~ 67 voo 45 
-~~ ..§1. :ITA ...I! 

618 628 

3 The wfsbta used hem ue die cendbm wef&htaglven In Table 16 of AppeJUilx 2, Mlll!IIY 
Cryptanalydca, Part L 

... 
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The c0111bination of' cola. l3·U )'iel.cla a higher score tbaD does tbe COBibi· 
nation l3 ·15; Dm"ecmtr, the tr1szoapbs toma4 by cola. 8-13-11 look .... 
like plaintext trigrapba tban do those f'or.cl by cola. 8-13-15. l'rca here 
on the 8.Dap'8111111ng progresses very rap14ly, v1 thout the uae of' weipts 1 b7 
expaa4:1ug the tr1P"aphs into the words vhich bave bepn to -.nif'est thea­
selves, such aa PAmOL, JUS~!, ROAD, etc. Tba cQIIPl.et1on of' the solution 1a 
ahalm belalr, together with the :recovered tr&Dapoa1t10D key: 

36H1~8~U2U9Wl~45U 

EBBNYPATROLBBCOUB 
TBRBDJUSTTBRBBHUI 
DRBDYARDSSOUTHOFC 
ROSSROADSSBVBIBIG 
BTTBRBBSTOPAPTBRB 
XCBANGBOFSNALLARN 
SFIRBBBBNYVITHDRB 
VIITOWOODSABDPURT 
BBRCOITACTWASLOST 

3. Solution of' messaps enc1Rhere4 with 1ncampl.!teb ftllecl :rect• 
!Diles.·"'!.· The next caae to be considered is that of' k8784 col'IDIID8Z' traaa­
'PO&ition With aD incampJ.ete.q t1llecl rectangle. This case is DOt a'PPI"eci­
ably more clif'ficul.t than tbat of' a completeq f1Ued :recta.ngl e; solution _.,. 
be achieved by oue of' several metho4s, e.g. 1 aaaum:lug a probabl.e vor4, u­
sUDd.ng the length of' the tranapos1 tion key-, and by- a pneral. mthod of' au.­
graaaing wtthout regard to the key- length, &1IIDDg others. lor this particu­
lar demonatration it v11l be assumed tbat the •"DeJ~W baa 'been uains traDBposi· 
tion keys traml0-15 elements in length, with 13 beiq the DIOC1e or .,.t tre­
quent leDgth. The f'ol10111ng ceyptosram is available tar stuq: 

.AFOOR QYS!Il SDBRN XCRDA VAOlll 
ESTill VIFSB UFIGU RXPLS ELAIO 

Since the message 1s 100 letters long, this meaDS that f'~ a :recta!JS] e of' 
a width of' 13 there v1ll be 9 long co1UJIII18 of 8 letters etch and Jt. short 
col'WIIDB of' 7 letters each. If' the long col.\1111118 comprise the first 9 columDB 
of' the tra.Dapoaition rectansJe, we v:l.ll haft the diagram u illustrated in 
Fig. 3!, belOW'; and since the col'WIID 1'breaks• (i.e., tlJe points ¥bare oae 
col'UDID. enda and the next begins) are 1n this case lmalm, the col'UD'UI coul.cl 
be a.DSSriiiiiDBd from this diagram without auy trouble. If, bGnver 1 the first 
9 col.UJIIDII are DOt all long col'UJIID8 1 BD a4.1uat•nt :must be -.ae to accOUDt 
tor the possibWty' that some of' the tJ.rat 9 col.umJ& are short co1UBI8; 
this -.,.be compensated tor by coutructiDg vb&t is knolrD as a hat cli!IL"am 
(also called a crOWD d1as;ram) 1 i¥ustrated in Pis. ~· In this latter c11a­
gram1 it '11B7 be seen tbat it tba t!rst colUIIIl ia a short col'UIIID1 tbe second 
col'UDID. v111 begin with an s, not u B; if both col.s. 1 and 2 are short, col. 
3 v111 begin vith the letter B; aad if oraq cme of' cola. 1 &Dll 2 1s a abort 
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col.UIID, col. 3 Y.l.ll begin vith the letter X. It IIWit turtherJion be ob­
aerncl that a 1etter in arq &teaipated row -.:y be •tcbecl ODl7 vith those 

1 2 3 4 5 6 ., 8 9 10 l1 12 13 
AKCKYANIUAMMR 
PORBBJ'CPRIClfP 
OSDOWOBS:X:OTSR 
ODARSOSBPLRSB 
RBVFBITULIBTB 
QRASBTIPSHPTR 
l'BORIBBIBUIBO 
S:X:RITOVOL 

J'igure 3!.· 

1 2 3 4 5 8 ., 8 9 10 l1 12 13 
1 teitu1 
2 aaetifai 
3 noriehiehp 
4 a:z:nitovsl.uie 
5 ABCMYANIUAMMlf 
6 PORBRPCJ'BICNP 
7 OSDOWOBSXOTSR 
8 ODARSOSBPLRSH 
9 RIVPBITULIB1'B 

10 QRASITIPSBPTR 
ll YRORIBBIIUIBO 
12 SXIITOVGL 

1ettara vtd.ch 81'8 a ax'•• ot (n + 1) 1"0if8 1"8111DY8Cl, vhel"a !!. 1a the nUIIIber 
ot ahart col.'UIID8 ot the ract&DS].a. Dlua the hat 41asraa caapanaates tor 
the poasibUi t7 tbat aD7 bsipatecl nUDIHn:'ecl col\1Dil vU.1. either be abort 
or 101181 aDd ao tacWtataa the subsequent &118.11"811111118 ot tbe col.UIIID8. 

b. We DOte the Q in col. 1; this shoul4 be toUORcl b7 one ot the 
tbreelJis in the cipher text, in cola. 8, 91 aDd 10. We will take the U 
in col. 8 aa a s~t, 8114. w v1ll bave the •tchecl -pair ot colUIIID8 aa ahown 
in ns. ~ bel.alr. Ifov the QU should be toJ.J.ancl b7 a YOV8l.' preterabJ.7 
B. Ot tbe 11 B•s in tbe cipher text, 0J117 tbe 6 B1a in Z'CJV8 7-10 ot cola. 
2, 5, 7, 11, aD4 13 ca. into couaidaration. (Wb.7 tbia is so v1ll be ex-
-pl.a1Decl in subpar. S.• ) We DOW DBka trial mtchiDP ot these col.WIIDII vith 

1 8 1 8 2 1 8 5 1 8 6 1 8 ., 1 8 l1 1 8 13 
Ay Ava Av~ Avi Ayt Avu Ave 
:rf :rfl FIR rff F r e Ffil FII 
o:r oro 0 o:rw OI'R o:ro ore OPP 
OS oss oss OSW osi OST OSR 
RB RBD RBI RIS RBC RIB RBH 
QU QUB QUB QUB QUB QUB QUB 
rr YPR '!PI l'I'B l'I'S l'FP l'PR 
S I SIN SIT SII SIT SII SIO 

-(a) (b) (c) (d.) (e) (t) (s) 

P1sure 4. 

4 
Note 1hat we clo DOt zecol'd 1be letren above V 1D col. 8; dDce 1be ftnt letter of col. 1 II A. we Jmow 

thai thll A mUll be 1D 1be flnt row of 1be uaasposltlon :rectaugle. dlens:fole it woulcl be lmpoaslble to form 
dfsraphl wl1h an:r of lbe leltell above V in col. 8. 

.. 

e 

. .. 
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tbe &1zteac1¥ eatabllahecl p&1r 1-8, aa aholm ill l'ip. 4b~. It caD be sea 
tbat time a:N 

1111apoaaibl.en trigra-pba in n.p. 4~ ~ -,!_, azul" lea'riq ODl.7 
Pip. ~ aD4 1. to be CODSiaered; of these tvo, Pis· "£ )'iel.U better lookiDS 
tZ'israpba. ~ ~DS proceaa contimaea, atll the tall.Gir1D& tiDal. 
c1.1asna 1a reached (.ahown he:re v1th au the ~· ot the bat 41asr'D, t~ 
purpoaea ot CDJ~PR18011 vi th ns. ~ : 

c. 

n 1s 1 8 5 4 6 s 2 12 ., 10 s 
t • 1 

taae t u 
iroin e1t 

1 hintxapoa1 
heAvYMACB11es 
uBPIBBPBOIIClU 
.MPOJ'VOODSBBAR 
CROSSROADS& IX 
!rBBBBFIVBS~OP 
REQUBS~AR!ILL 
BBYFIRBOB~KIS 
P 0 S I '! I 0 B XI B V B B 
I G UL 

In the precediq aubpa.ragra'Ph w took the U in col. 8 to be matched 
v1th tbe Q in col. 1. Rote in Fip. 5!. azul~ 'belalr, tbat the other tvo u•a 
in the cipher text could DOt 'P08Bibl.7 so vi th tbe Q. The U in col. 9 ia 
JIIDN tban (4 + 1) ron remond from the Q, ao tbat it it ia juxtapoaed apinat 

1 9 1 10 1 8 4 1 8 6 1 8 8 1 8 9 1 8 12 

A AI Av Avr Avh AvR AvB 
Pu 1'0 I'Ia FlO :rfv .r r x :rrs 
Ot OL oro oro OI'I OI'P o:rs 
0 1 0 I OSn 0 S I OSF OSL OS'l 
Rl, RB RBM RBT RBS RBS BBT 
QU QU QUB QUB QUB QUB QUB 
YR 1' 1'1'0 YPO YI'U YPL yp 
sx s SIB a I ail' a I a I 

(a) (b) (c) (d) (e) (f) (s) 

l1pre 5· 

the Q it vUl leave the tint disre;ph, A-, incOJIPlete; aD4 the U in col. 
10 ia at the end ot the colum, ao that oDl.y 6 41sraphs are forEd 'b7 the 
combination vheD. we expect either 1 or 8 disrapha in each pair of columua, 
depeD41as on whether they U"a abort or J.oas. It wu alao uotad tbat only 
6 of the U B'a in the cipher text coul4 poaaibl)" so Vith lle a8tabliahe4 
QU in the pair of col'UIIDB 1 aDd 8. In 1'11• 5!,, col. 8 for the B baa al­
reacly been used tor the U, ao this tipre 18 ilapoaaible. In Fig. 5!!,1 col. 
4 1a ahort 'b7 one letter at the tov, vher- in 1'1g. 5S.. col. l2 ia ahort 
b7 at leaat one letter at the bottODL, 80 tbeae fiprea are &lao rejected. 
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fts• 5t 1s re.1ecte4 becaue tbe B 1s 10 letten aR7 troa the U (u 'a7 be 
s•n tra. fts. 3!) , aD4 :rig. ~ 1s zre.1eetecl becaue the Q 1n cal. 1 1s lt.J. 
ava.7 troa tbe B, since ue1tber-l0 D01" 41 caD be .a. up b7 AD¥ c011b1zlat1on 
ot :l.ntesral Elt1-pl.es o:r 8 11114 1, the leaatha o:r the col.au in this e:aa-
l'le· 

4. 1'be siapl.est solution o:r keJecl col'DII&I" transpoai t:l.on v1 th 1111 1n­
cQIIPl.i'telJ tilled rect&JII].e baa .1uat beu dlmalatratecl, Yis. , b7 the JDBtbad 
ot usU111q tblll leqth of the tl"aDII'P081t10D keJ aD4 aaasrfijj,1ns u 'baa been 
treated 1D the t0l"eso1ns subparasrapba. It vu ia41cated at the bes1DD1DS 
ot subliU"• a tbat there wu also a geaeral •thod o:r ~'D& without 
rep.rcl to the ke7 leDSth. 1bis a.:nmts to uothins mre tbaD searchius in 
the ci}»her text tor a pilot letter such as Q, vri tins several of the pre­
cedins letters ot the cipher text in a colu.a OYV this letter, &D4 seftl"al 
ot the tollovius letters below this letter; then a letter vhich is us~ 
usociated v:l.th the part:l.eul.ar pUot letter is located aDd placed uxt to 
the pUot letter, aptn reco:rdins the prececl1ns &Del tollavins cipher letters 
in a col'UIID as betore. b resultant 4:1sravba are then exaa:l.necl tor vossi­
ble clel.1neatiOD ot the upper &D4 lORr 11Dd.ts ot the col\IIDII, based OD t1nd-
1DS "111poas1ble" disrapha vb:l.ch would ill41cate these 11111 ts, and. the d:l.srapha 
an expa.naad into trisraphs a.Dd lcmpr poJ.Jsrapba atil the solution is coa­
pl.ete. In the abaeuce ot pUot letters, ve ld.sht use the t:l.rst tev letters 
ot the ci})her text (vhich must b1mt ccae traa colua 1 ot the tr&Dapoaition 
rectusJ.e) , or the last :rev cipher letters (which JU~t ban ca. troa the 
end ot the lut colum) , cOJipBI"ins these ses-nts both as prece41ns &Dcl tol­
lorins letters ot other sepants taken Pl'osr•sivel.7 throushout the cipher 
text, aDd veishtins the digrapha thus tOZ'IBCl as a --.aure ot the ftl.idi tr 
ot tba •tch1ns; vbere tabula tins ~aehiDe17 is aYail&ble, this •thod con­
stitutes an illportant and eftectiYe &D8l.7tical aP'Pl"Q&Ch. 

4. Solution ot massages with similar beginniya.--!,• It is not un­
usual 1n m1.l1 t8l"J COIIIlUilicatiou that two messases will begin vi th e:xactl.J 
the 8&11111 vorc1s, so tbat the :tirst two, three, or so lines ot the encipher:I.D8 
rect&DS].e ot a transposi t1on cipher ue uactq the s._ in the two •ssaps. 
When a siDS].e col.'IDID&Z' transpoai tion •thocl uains incQIIPletelr tilled rectan­
sJ,es is beiq employed, the f'indins ot two such Dessaps v1ll 'ftr7 greatl.J 
hasten the solution because the ic1eut1cal portiOD8 in the tvo ••saaes eaable 
the CI'JPtaDaJpt to divicJa up the cipher text into the exact colUJIIl8 ot the 
encipherins rectansle, thus el.ild.natins the c!oubts concerning the J.ons and. 
abort colUDID8 tbat would otherwise h11Jder h1JI in ettectiDS a solution. 

b. Bote the tollovtns two •ssapa, v1 th the UD4erl1ne4 c011111011 'POlJ­
sraphic ses-nts; the tact tbat there are 12 such aes-nts incUcates that 
the trana"PQsi tiou rectangl • baa l2 col.UJIIDS. 

Messap "A" 
NOSMO BOOOI TBABS 
BUUBS ILA'T•t~•ATODO 
TTRS~i~'BMBAA YENCO 

1 CCPAD TUGSI 

PBDEO 
LYIBR 
PBPIO 

BPOOL GDTIF 
ARLIN Cl'IMC 
NYIIC lfDSRY. ------

... 



:. 
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COl1ffBIIifi& 

........ I'JI" 

BOSBA CLITC 
SDGBT ILALB 
B S G OA 'P---'~B=-=-L C T T 
AAIOA SUOJ'B 

OITFD ILBAI BDBOI LLVBC 
lkBSI TBTSf llBTO DOMLS 
BBTOR IICTFI BTPa••a_..J~KBAB 
PIIIUB BOBIC BVYBI DAICP -----_!BBOA RPRI 

Theae ••sages BN DOV rewritten ao u to briq 1cJent1cal. '(IOI'tiou all ou 
the 88118 linea, U ia ahalm iD fts• 6, bel.all: 

Mesaase "A" 

1 2 3 4 5 6 ., 8 9 10 11 12 
IODGliTAIIMOIC 
OIBISORCifcr 
STOTIDLTABBA 
MBBILOITAPDD 
OAPPALMBYIST 
BROBTYCSBORU 
OSOU'l'ITB!IBYG 
OPLUABIBCYCS 

R B I B 

ftsure 6. 

....... "B" 

1 2 3 4 5 6 ., 8 9 10 ]] 12 
IODGITAKIIOIC 
oxilsoicltct 
STOTIDL!Aill 
BJ'IITOClBPVI 
ADLLBMTIAilYB 
CBLATLTBABBO 
LLVLBBBTIUIA 
IBBB'l'BRPOBDR 
TACBBSTRABAP 
CIBKPGOBSOIR 

BD BORJUR I 

It ia clear fra. a comparison of these 41-sr- 1 u4 cou14eration of tba 
:tact tbat the 10D8 colUDIS DIWit of aeceaait;y so on the 1ett·ba.D4 aicJa of 
the rectansle, that the nUIIIbers 2, 6, 10, &D4 12 occuw the first four 
poe1 tiou ot the ke;y, and that the nUIIIbers 1, 41 aD4 U occuw the lut 
tbree pos1 tiODB of the keJ'. IJ &D8Sl"a.1DS colu.u~ 21 6, 101 aDCl 12 and 
colUIID8 1 1 4, aDdU ve euil;y cJatend.De the ezact orc1ar of these n'UIIIbers, 
u ahalm in Pis. 7, below: 

6 1012 2 
TOCO 
OJ'J'I 
DBAT 
OPDJ: 
LITA 
YOUR 
IBGS 
BYSP 
BIBB 

• • • • • 11 1 4 
fifo 
COl 
RBT 
DMI 
SOP 
RIB 
YOU 
cou 

....... "B" 

6 1012 2 
to co 
OPFI 
DBAT 
OPBP 
MMBD 
LBOB 
SUAL 
BBBB 
SBPA 
GOBI 
OR II 

• • • • • 11 1 4 
1id 
COl 
18'1' 
VII 
YAL 
BCA 
ILL 
DII 
ATI 
ICK 
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eOl& lJBiJftl\L 

'Dle reat of tbe aolutiou follon quicltl7, &D4 the trau'POII1 t10D ke7 1a 
4aten1D&4 to be 6-10-12-2-8-9-7-5-3-11·1~. 1'b.e ti-.1. 1z'allll-poa1t1on 
rectansJ•• are ahon ~ow: 5 

610122897531114 
TOCOMMAIDIIG 
OPFICBRSBCOB 
DBATTALIONST 
OPDBTAILBDKI 
LI'.rARYKAPSO'f 
YOURBBCTORB:I 
IIGSBITTOYOU 
BYSP:ICIALCOU 
RIBR 

6101228 97 5 3Ul4 
TOCOKMAIDIIO 
offiCBRSBCOI 
DBATTALIOBSf 
OPBFPBCTIYII 
IIKBDIATBLYAL 
LIOlfBATTLBCA 
SUALTIISVILL 
BIRBPOBTBDII 
SIPABATBCATB 
OORIBSOPBICJt 
ORIBJURBD 

5. Solution of ••ee• with a1111lar eD41M!.•-!,• In tbe preced.iq 
pa.rasraph it vu abc:nm that the aolution of two kepc1 col.._. tnaepoaition •••aae• hartq a1m.1lar begizm1:ap 18 au_,. •tter. IJ.'b.e cue of a i81r of 
••aap8 banDS 811d.l.ar eD41DSB i8 even aimpler; the 14autie&l plain text 
contained in the bott011 linea of the rectaDS].e v1ll afford cl•• to a c11rect 
zrecoutructiOD of tbe truapoai tiOD kq 1 vi thout the 118Ce88i ty for aJr1 aD&• 
sr-iDI vbataoeYer. 

b. Let ua 8Didne tbe follolr1118 two •••••· We t1D4 betwen theae -•ai•• lit. aeta ot c11sraph1c or lODPI" repeti tioDB; theae repet1t10118 clo 

lleaaap •An 

CYMRS TUBIT OOARB BOD JIB DYTSD BTBOV 
1 2 3 4 5 

SBIRB BAVUB BOIBD DDCBB IAL:II SllLOO - 6 7 8 . 9 
MBRPB RBRAS URAPB IAOIB BlBBI RICBC 

10 11 12 13 14 

........ ns• 
NT IUS RLROM IBBAB IPJSU RYSBS RBIBB 

1 2 3 4 
OIAOR BTTOI BBKDB llJBKB BOCBC SCVI!.,.. 

5 8 ., 8 
BBPI'O STSD.I ROTOV SI':IUS OOAII POD HI 
9 10 u 12 13 
BORST 

14 

6 Note that tbe last letter of the common polygrapbic segment GNTI in col. 4 II a chance co1Dc!cleDce, 
and does DOt belong to the Identical beg1D.n1Dp of tbe two meuages. Such coincidences are frequent ln dlil 
medlod of analyst• aDd must 10metlmes be takea inro COIII1cleratJoa wbea allocatlaS tile INt laiD rbe columDI. 

ee&ll&IIUL 

• 

\ 

~ 
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not occuw cOZTespoa41JI& aecp~ntl&l ~i ticma u vu the cue in the ••­
aases in tbe 'Pl"eri.ou 'PU"81l"•P1· ID OI"C1er to facUitate our atuq, w 
mnn'ber the co-DD aes-nta Hl'ial.q in each -•••, u ia aholm &bon. 

!.· We DOte that a..-nt .lo. 1 (RS1') in Jleaaap "A" correa-poa48 to 
ae-nt Bo. 1.1t. in Meaaap "B"; 11kniae 1 aes-nt lo. 2 (OOA) in Measase 
"A" cCJZTeapoa4a to ses-nt lo. l2 in Meaaap "B". It ve aet f'OI"th the 
poaitiozaal equiftl.eD.eiea betveeD the aes-nta in lleaaaae "A" .e.ptut tbe1r 
iuntitiea in llesaap "B" 1 w v:l.l1 ban the tollCJiriDS: 

12 3 ... 5 678 91011121314 
~1213~11 2 6 4 1 1 3 59 8 

Jleaaap "A11 contaiu 90 letters, which •au that fOI" a traupoaitioa. zrec­
tansle of 14 co1WIII8 tbere will be 6 loll& co1UBIII of' Tlettera each, aDd. 8 
short colu.aa ot 6 letters each; Mesaese "J• conta1na 95 letters, vhich 
•au that there v:l.l1 be lllOD& colusa of Tletten aa4 3 ahoZ't columu 
of 6 letten. Relat1Ye to the position the lut letter in each nctaasle 
OCCU'Piea in the bottoa rtN ot the rectanale, 1 t 1a o'bYioua tbat tbe tiDal 
letter of Jlessap "B11 1a tift colu.a to the ri&ht of the tiDal letter ot 
lfesaap "A •. Usias this clitterence, !1!.• 1 51 w cu. buU4 up a key secp~nce 
troll the aeries of equivalencies SiYeD &bon. !hua, the equinl.ent of' aes:­
•nt Bo. 1 ot Meaaap "A" :1a •s-nt Bo. lJI. of Meaaap "J•, ao ve place 1,.. 
:tin apacea to the ri&ht of the number 1 vhicb vu arbitraril.¥ pl.ace4 at the 
lett; tbe equivalent of Bo. 14 in .Meaaap "A• ia Bo. 8 in Meaaap "B", so ve 
-place 8 tift a-paces to tbe Z'isht of the 14 Just enterecl a m~Bnt before, u 
is ahovn beltN: 

1 2 3 4 56 T 8 91011121314 
1 lit. 8 

1'he equivalent of aes-nt lo. 8 of Message "A11 is lo. 4 of Message "B", so 
a ... is til&cecl :five a-paces to the ript ot the 8 in the clia&raa above, tr•t­
iDS the sequence qcl1cally. Tbis process ia cont1nuacl, untU ve have con­
structed t'be tollov1q ccapl.ete sepnce: 

\ 

1 2 3 4 56 T 8 9 ~1112~" 
1 4 6 5 13 14 lD 2 11 9 8 7 12 3 

1'b1a sequence 1 1_...-6-5 ... 1 1a either the truaapoa1 tion k!y i tselt, or a 
c;yplic penptat1on of the traDBpoaition key• 

a.. The Ullder11ne4 aepenta of the •aaapa in aubp~r. b 1Ddicate the 
elld ol the co1'UIIDII ot the tranapos1t1on rectaasJ.e, since the-1cJant1cal plain• 
teXt port1ou are located in the tiDal ron of the rectua1e; for exaaple, 
the first col.UDl of Jlesaaae "B" auat contain 7 letters, eD41q in SRL. Since 
a 1a1ov that Mesaaae "B" has three short co1UIIl8 ot 6 letters each, ve can 
1ook tor these columaa delineated in the cipller text by the eDC11111 aes-nta; 
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ve t1D4 these to be col. 5 (BIDUG), col.. 13 (IIPQ!)ll), 8lld col. 14 (D'ORS!1').6 

Since these shal-t colu.aa mast be at the ript of the traaapoaition •tr1x1 

the actual transposition ke7 ESt then be 10-2-U-9-8-T-12-3-1-4-6-5-13-14. 
1be ci-pher texts ot the two •••ase• are DCJif iuerteclinto the appropriate 
rect:ansl •~ &D4 the plaiD texts .. rp aa ia shown in the mutration 
'belaw: 

1021198'11231 46 51314 
OURADVAHCBBBIB 
GHBLDUPBYDB!l'BR 
MIIliDBIBMYRJ:SI 
STA.NCBBOR!l'KOJ'C 
ROSSROADSSBVBI 
fouiiiGiTblslc 
BAR LIB 

....... "B" 

10 2 11 9 8 ., 12 3 1 4 6 5 13 14 
FBISHBIBKYRBIB 
PORCBMBBTSBBII 
GMOVJ:DUPIIITOPO 
SITIOlfS.TUSTBOR 
TBOJ'CROSSROADS 
slviBfouiiidl'l 
DASHCBARLII. 

6. Reconstruction of literal km f'rCIIL nu.ric&l. ke:P·--!,• It the 
eDeJV 1s ua1ng lllllm"ical keJB vllich haft been 4er1nd troll literal kep 1 

it aoea v1thout aayiq tbat tbe c:ryptau'JBt should tey &114 reconstruct 
these literal ke7B aa the lut step in the aolutiOD. !his reconatruction 
~ be of .mt thaD acacledc 1Dtereat, a1nce the OZ'1s1nal 11 teral. ttqe _.., 
furll1ah clues aa to the ._D71S th1Dld.q aDd ita possible 1Dtluence on h1a 
C17Ptograpb1c habits ar 141oa)'DCZ'&Cies. Pol' example 1 it the crypta.Dal)'llt 
deterld.necl tllat the •Dell¥ uaecl the DaMs of flowers tor the cler1Y&t1on of 
ke)'a for ftye aucceaaift cla7a, on tbe sixth cJq the cryptanalJBt voulcl prob­
abq couul.t a botanical uthol.og &lid perbapa sue•• tbe probable ke7 tar 
the c1&7J this •tho4 of crntaDal.JIIi& ia 'YfJr7 reva:rdiDI vben it VOI"ka--&Dd 
it does. 

b. When nu.rical. keJ& are der1ftcl trc. literal u,. in the uaual -.n­
llft' 1 r.e • 11 bf &88ip1J18 D'UJiber8 tO the letter& in &CCorc1allc8 v1 th their reJ.a• 
tift poai tiODB in the nor-.1. alphabet, 7 the sequence of key numbers forma the 
'buia tor a kp!p£4 reconatruction 4181E!!• The 41asra tor the key deri:t'ecl 
in subpar. 2£ ia ahcnm in Pis. B!f, in vb.ich the 1n41¥'1dual key ll'UIIIbera are 
written rrc. lett to r18ht on ditf'went leYela so that each leYel conta1u 
ODl7 llUIIIbera nora1J.1 in sequence. 

6 Note tbat die thild column of Mesuge "B'" must end lo TSD. and not TSIE; dle extra "E" at dle eocl of 
dill sesmeot iD dle two me~~a~a was a fortuitous colocf.deDce. as polDted out iD dle pzececliJJS footoore. 

'I See ID dill coDDecdoo par. 38 of MUIWI Cryptanalytica. Part L 

soo 
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2 

3 

4 

5 

6 

7 

8 
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u ~ 1 8 5 4 6 3 2 a 7 ~ 9 
1 2 

3 

4 

5 6 'l 

8 9 

10 

11 12 

13 

Pipre a.. -
On tbe first level, tbe nud)er 1 repreMnta a letter near tbe ftl"7 begin­
DillS ot tbe alphabet, ancl is 1110at l1kel7 an A; the nUIIber 2 &l.ao represents 
a letter near the very bes1DD1111 of tbe alphabet, &D4 this too is quite pro'b­
abJ.7 an A, alt'bou&h it Dd.ght be a B or C. On tile second leYel, the equin­
lent ot 3 IIIBt be at l.eaat one letter to tbe right in the DOl'al sequeDCe 
attar 'Whatever letter the 2 represents; likevise, on tbe third lenl, tbe 
equivalent of 4 mw~t be at 1-t one letter after tbe eCJ,U1Yal.ent of the 41g1t 
3. It is alao clear tbat the number 11 1111111t represent a letter in the lut 
haJ.f Of tbe alphabet 1 BD4 that l2 .:lght be thiS S- letter 1 OZ' ODe further 
to the right in tbe alpba'bet; the n'UIIber 13 IUit of course represent a let· 
ter after that represented b;r 12. The probable ra.Dge& ot tbe '981"ioua na­
bers or tbe kfl7 are thus recoracl in tbe ke}¥orcl reconstruction cU.asr .. , as 
ahovD in Pis· ~ below. It clesirecl, the ra.nses of the letters COJIIPl"i&iDS 

1 

2 

3 

4 

5 

6 

1 

8 

GQWJ'•PJ'IMa 

u ~ 1 8 5 4 6 3 2 a 7 w 9 
1 2 

A·C A-c 
3 

B-E 
4 

C-G 
5 6 'l 

D-1 D-1 H·M. 
8 9 

H-M. L_-8 

10 
N-T 

11 12 
P-T IR-U 

13 
R·W 

Pigure Bb. -
501 
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the equivalellts of the key numbers Jllpt be 11ate4 &I Shan 1D lis• ~ 
'beJ.cJir 1 which eo. atudants v1ll t1DC1 to be a 1101"8 CODftDient cJ.:I.asraa far 
select1q combiaatiODII of "goocl • lettera tond.DS trapanta of the 11 teral. 
k.e7= 

Ul318 54 63 2121108 
PRAHDCDBARHRL 
QSBIJ:D.ICBSIOII 
R!'CJPBFDC!'JPlf 
SU KGPGB UKRO 
!'W LHGB LSP 

III I K!R 
s 

nsure ec. -
c. The DeXt step is to t1114 a aooc1 vor4 (or vorc1 f'rapnta, if the 

JIUII81'i'Cal ke7 ball been c1.e1'1:nd troa two or ll)l'e Y01'&I) troa ..,118 the 1811¥ 
poss1bWties; in this ste-p ve _,be a1c1.ec1. bJ' tbe relatift freCJ.\18DC7 of 
initial &Del tiDal letters of V'Cml8 in the laDpap.B If va stuq the endiDS, 
we can see that ION is a possibilit1'1 vhich ia then ezpaaded prosNsaiftl1' 
into '.riOif, A'l'IOB, aDd CA'l'IOif. At th1a point w m18llt cODBult a list ot V01'Cl8 
8Z'I"IUI88d in rhJaiDS order &ccorc11DC to V01'd leagth1 

8 or ft Jll.&bt IBke tr1ala 
tor various possible bepmd.ag 41grapha (which ~mSt be toll.cJirecl 'bJ' A, since 
the titth letter troll the eD4 baa been establ.iabed aa an A); vbeD QUA ia 
tried, the ward ~.ALIFICA!'IOlf e.rgea, vitbout aD7 incouaiateDCiea. It mut 
be pointed out that if the nu.rical kfr1' is rather short, there ._,.be IIUl.ti­
ple poaaibilitiea tor tbe choice of literal ke78· With n..-rical UJII of 10 
or mre DWibera, it is ua18l.l.y posaibl.e to reCODBtruct the origlDal li teraJ. 
'ke7 used; turthenore, the loDgel' the DU181"ical ke7, tbe easier it is pll81'­
aUy to reccmtl" the literal key. As au exerciae for" the atu4ent, it ia lett 
to him to recoDStruct the literal keJB frail the rest of the uw.rical ke)'ll 
in this A}rpencl.ix. 

1. Solution of •s!!l!s ot identical leyth aDd in the aae keY·--!.· 
In the IIIBCbaDica of t1"8'D8poai tion ciphers 1 the esaeutial teature lies in the 
cbaDps ill poai tiODS of the letters consti tutins the pla1utext •••ase, the 
cbaupa beiDS detend.ued by- a key-. It toJ.l.ova ;Jhretore, tbat the letters 
of two or mre IIBSS!Ies of uactlr the ... le _, &u enciphered by the 
.._ k!7, vUl Ulldergp exactly the same chaDDs in pi tions. If ve bave 
several such •••sse• 1 soJ.ution E7 be ach18ftd ~ vritiDS them UllCler oae 
auotb.e:r and &Dagr'&lmld.ns tb.e coJ.uma thus ftlft8d/-O this •thod holds uoue 
reprdl.esa of the size or shape of the traDBpoaition •trlx, or whether the 
traDBpoaition 1DV01Yea JIIODOpbaae or ~bue tr&DSpoaitiou. 

B Cf. Tablea 2•D 1111 2•E of AppeDIIIs 2, MJ11tuy Cgptaua1:y!lc•• Part L 

I Cf. Secdon B of Appellldlz 3, MUltary Cryptanalydca, Part L 

lO Tbfs PJOCe• is Jmown as muldple anwammg. 
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!.• Let us aaau. tbat ve haYe intercepted four 50-letter ••-e• on 
the •- cla7, and that there ia reason to belieYe that the &818 transposition 
&J'8ta and a-pacific k8)'8 :ad.pt baYe b,an used f'or aU tour •••ase•. bae 
tour •••ase• are superillpoee4 u f'oll.olr&, toptbar v1 t'b a notation of' the 
poei tiona the Cipher letter& OCCUW' iD the •saaps: 

123466189WUR~U~~"RU~m~~M~~HHH~ 

Mag Bo. 1: R U R I L 0 R R B M B 'f D 'f B B 0 'f G A R U U D B I D I I 0 
Mag lfo. 2: I P S L T 0 L L B 0 X T R B I U R If B L Y S T B B A 0 'f T A 
Mag Bo. 3: 'f Y T P 0 I B R R I B B If R U 1'1 S P B R 0 If B B A I R G 0 A 
Mag lo. 4: F T If 0 I 'f 1'1 B S B B M 8 R VA B I IT A I 1'1 A I C B I II F 

m~~M~OO~UU~GG~"~~~-d~ 

Mag No. 1: B IV D M B Z I I I A C A B TATS B R 
Mas lo. 2: B R U C S C I I Q B B B B 0 I L R Y I T 
Mag lo. 3: E T S W G 1'1 R S L E B K P 0 B T A A 0 T 
Mag Bo. Ia.: P I I I I R A S R T R P 0 I B W 0 K T 0 

In Message No. 2 ve B.l"e fortunate in haYiag a Q; this shoulcl be pairecl v1 t'b 
one of' the two u• a in the •••ase, as shown in Fisa. 9@ and ~ below. Siuce 
Fig. ~ proclucea better cligrapba, va conclude that thePatr of colUDIDs (39,33) 

39~ 3933 3933~ 39 3316 3933 49 
IB IV IVA IVE IVB 
QU QU QUI QUI QUI 
LN LS LSP LSU LSO 
RA Rl RBO RIV RET 

(a) (b) (c) (d) (e) 

nsure 9· 

is mre likely to be correct tb&D ia the pair (39 ,16) • The QU ahoulcl be 
f'oll.oved by a vowel; if' the vonl is B, the o'Dl7 colUIIID vhich 4oea not pro­
duce an impossible trigraph with the combination (39,33) is col. 1t.3, as 
sb.ovn in J'is. 9£; if' the vowel ia I, the only possible combinationa are 
ahovD in Fisa. 9cl and e. Ot the f'oresoiag tbree poaaib111 ties tor trigrapha, 
the beat looking -set 1i that in Fig. 9!.· On tl71ns ftrioua continuation& of' 
QUI, ve £rive at the f'olloving trap8nt: 

39 3349~12 
llsg Ro. 1: ••• I V B A T ••• 
llsg Bo. 2: ••• QUI B T ••• 
Mag Bo. 3: ••• L S 0 P B ••• 
Mag lo. Ja.: ••• R B 'f 0 M ••• 
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Attar a little further ~ntation, all tour maaapa are cOIIIp.l.etel.y 
&llap'-..cl, 71el.d1DS the to11cnr1111: 

GW~U14UH"H~1~~~~fill~M25ffi~R~"8m~ 

Ills Bo. 1: A N N U B I !r I 0 B !r R A I B S C B B D U L B ]) !r 0 A R R I 
Mas Bo. 2: B 0 S !r I L B A R 'f I L L B R Y B X C B P 'f I 0 I A L L Y Q 
Mas No. 3: K I G B !r P R I S 0 N ' R S !r A JC B B B Y 0 U R P A '1' R 0 L 
Mas Bo. 4: R I I B P 0 R C B ll B I '1' 8 I ll P B R A T I V B I -, W B A a 

~d~~M~86~uamfi9~~M~"u 

Mag No. 1: V 8 A '1' Z B R 0 B I G B 'f B U B D R B D 
*8 No. 2: U I B '1' I I S 0 U T I B a I S B C T 0 a 
Mas No. 3: S 0 P B R A '1' I N 0 B B A a B B W '1' 0 B 
Mas Bo. 4: B '1' 0 ll A I I T A I B P 0 S I T I 0 B S 

c. The k87 recoYerecl iu the 41agraa aboYe, .U-10-35-23 ••• , represents 
the order in which n JmUit read the ea.nts ot 50-letter •ssaps ao aa to 
)'ield the origlD&l. pl.ain text; in other vor4a, this is the cipher-to-pl.&in 
(abbr. C-+P) aequence tar •••ase• ot thia leifth• It n examine thia se­
quence, n ¥111 DOte a -pa.ttern re-peated at an iit8rnl. of 16. Let us copy 
this aequea.ce in 1iuea of 16 UD4ar -.ch other, aa abon iu Pig. 1~ below • 

.u 10 35 23 1 4 14 26 17 29 45 7 20 38 32 ..a 
112 11 36 aJI. 2 5 15 27 18 30 Jt6 8 2l 39 33 49 
lt-3 l2 37 25 3 6 16 28 19 3l 47 9 22 Jto 34 50 
4413 

rtgure 10!_. 

It ve DGV uaign numbers to tbe colUIIDB of l'ig. 10& in the order of the 
uceDdiDS aeries ot el.Gants 1u tbe columaa, u shOwn in 1'11· 10~ we viU 

14 4 12 8 
41 10 35 23 
112 11 36 24 
43 l2 37 25 
4413 

1 2 5 9 6 10 15 
1 4 14 26 17 29 45 
2 5 15 27 18 30 lt6 
3 6 16 28 19 3l 47 

8113ll16 

haft the actu.l tr&Dapoaition ke;r. The tranapoaition rectansJ e tor Meaaap 
Bo. 1 is therefore as toll.ova: 

14 4 12 8 1 2 5 9 6 10 15 8 1 18 ll 16 
AHKUlfiTIOITBAIBS 
CBBDULBDTOAaBIVB 
ATZBROBIGBTBUBDR 
BD 

With the tra.Dapoaition ke;r recOV"ered, n v1ll be abl.e to read &117 further 
maaaps in the •- key, vithout regard to the leusth of tbe masapa. 
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~· 1be fOl'e&OiDI •tbod of multi-ple aaasr..-1111 COIUititutes a general 
solutiOD tor all tr&IUJpoaitioza ciphen, aDd is one of the reuou tbat tr&Da­
poai t1o11 ot plain text is DOt otteD eDCOUDterecl in actual op~zoati0118. Mora­
fire, an.. the c-..P sequence hu 'been nccwered, it ia poasibl.e to recOD­
struct the tr&D8poa1tiou •trix, rep.rdl.esa ot s'bat~M~ or 4ea1p, as veJ.l u 
the traaapoaitiOD ke7 or keJa ill'fOl.vecl; these topics v1ll be reaerncl tor 
exteuin tnat.nt in M111tarz CmtaDal.ytics, Part IV .n 

8. Concl.udips remark& on traupoaiticm ciph!l"s••-!.• We 'ba'l'e seen how 
e&BJ' it is to solve Jte18i colUIIIJIIZ' traupoaition ciphers uains rect&Dgular 
•trices. It lll.sht be •ntioaed tbat the securit7 of such ciphen 18 en­
hanced it na.l.lll are incorporated into tbe •trix; these DUlls are aorbi tr&Z'J' 
letter& (usually high- or 18CU.wa-trequenc,. letters) illH1"tecl in certain cella 
4eaipated tor this purpose, w1 tb the intent to contue the c:rntanal7&t in 
the BD&Sl"amad.D8 process, cauaiq him to cliacard caab1uat1ou ot col'UaUI 11h1ch 
Jld.sht actuall.7 be correct17 •tche4. Au 8'I'8D mre ettectin •aaure tor a'UI­
•ntiq the czon1;oa8CUI"i t;y ot traDapoai t1on ciphers is tbe iDCOrpol"ation ot 
bJ.anke in tbe •tr1x, i.e., certa1D 4eaipatecl cella vllich uoe left unoccu­
pied; this uaap sreat17 impedes the crnt&Dal-18t in ascerta1D1DS the lastha 
ot the co1'1a18 aDd. cODB~ complicates the &nagr...S.D8 process. 

!.• We han shown the Yal.ue of special solutions in dealiug v1 th trana­
posi tion ciphers, tald.DS 14'1'au.tap of special cirCUI8taD.ces such as cases of 
•ssases vi th s1lll1lar begiDDiDp or 8D41DP. In trana'P08i tiOD ciphers, per­
haps even JII01"e so than in aubsti tutioza ciphers, special solutiona azoe ot ez­
ceptiODal impar'tance; aa.tt.a the only poaaibUit;y ot solution of a d1tf1-
cult s;yat• llea in t1D41q a •••aae or a pair of isologa anitestiug an 
untoward situation, correct17 interpretiDg the phenomaua, aDd capitaliziq 
on the CZ'JPtosrapbic id1087DCZ'&Ciea exhibited. A]a)st 8D'1 k1D4 of an isolos 
situatiOD, &D4 ea-pecial.l7 cme in which sCIIIIt k1Dd ot C~TPtosrapbic error baa 
been c0Jmld.tte4 vhich is then follavecl b;y the corrected nraion, •'1 be of 
inest,wble Yal.ue to the CZ')'PtaDa1.78t in leacliDS b1JI to a quick solution. 

c. b solution ot route traDapoaition ciphers such as those illustrated 
in subpar. lc is .rel;y a •tter ot experwntiug with rectangles ot nrioua 
cliJaJsious sUggested b7 the total number of letters in the •asap, ancl thaD 
ius-pectiq these rect:angl es, seU"chiug tor pozotions of words by readiq hori­
zontal.ly, di.asoD&ll.;y, '1'8Z'tical.l;y, sp1rall;y, and so on. In J8117 ot tbe routes 
no ~t is enn nece888Z7 to 4eterJII.ne the di.uaiona of the rectaDsJ.e 
in order to pt a starting point. For example, consider the tollov1.ag message: 

FISIT VIARA DCDKP RlW.'T StnWI 
!B1BL UBTBI BSRCR BWI'O BSAOr 

DISI SOOOB WEIPH NPION YABOA 
LP~ DAAO EOL!I.W T.ILOO B 

U lllboulcl be uoted that lhe simple c:haracrerkdcs paelleD.t 1D lbe dlasram 1D Pig. 10,! are typical ooly of 
monopbase keyed colUIDJW transposition lJl'folriDg ~ectaogular matrices. Olber types of tr8Dip0sition cipben 
yield c-.p sequences of much gmat.er complexlly. aud may po• coDdderable difflculdesln lhe way of 
IOlUtioD. 
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It n start ott b)' aasUIId.DS an alteraate 41asonaJ :route tor the traDapoai­
tion, the first two groupe Jield good ~ta, u is a'bon in Pis· lla. 
We continue the •thocl until there U"e c0Df'l1cta, u in l1g. ll!J this 1n-

FIVB 
S!A 
BR 
A 

risure ua. -

J'IVBPRISB 
S!AICBIIO 
BRDAYSI 
ACTIOP 
DTWOI 
S!OB 
UIP 
WI 
B 

J'IVBPRISOBBR 
S!AICBBIIYBS! 
BRDAYSPATROL 
ACTIOIBSCAP.I 
DTWOBOURSAOO 
STOPALBBTALL 
U.IITSLOCATID 
VBS!OliBWTOI 

l'ism'e llc. -
41cates that the mthocl, vbicb vorked tor col.u of 8 letter&, doe& not work 
tor 9· We therefore aaaum col'UBUI ot 8 letters and so back to the point 
where the aenae broke; troa fts. llc it can be seen that the &lteraa.te cU.aso­
D&l. roa.te vu the 0118 tolloR4 in the tr&D8cr1ption, u4 tbat a 12 x 8 rec­
tangle vaa uaed. Ot course the ~t Jld.ght not hit upon the correct 
•thocl until after be bad tried senral. other route&, but such tr1ala take 
o~ a "1t11:7 tw Dd:rmtes. It is to be noted that J.arp recta.Diles ot thia 
type han not often been used because in ~ ot the routes vhole pl&1ntext 
vorc1a shov up in the cipher text. 

!• A tne ot transpoai tion that ha8 occaa:f.onaJ '7 been eDCOUDterecl ia 
that iDYOlriDS the uae ot a square sheet ot "pAt*' or cardboard, called. a 
grille, in vblcb ..U square cella baTe been cut out 1D det1D1 te but ir­
regular "POBi tiona; the letters ot the plain text an iucribecl on a sheet 
UDClerDeatb the perforated cleaisn. Uaual.J.7, the Brill• is ret"ol'Y84 900 in 
tour successive operatiOD& so that the renltiDS aqua:re of letters inacribecl 
beneath the gr11l.e ia cQ111Pletel7 tilled, anc1 then the letters are taken out 
in groups ot ft:n, read1ua hozoizontall7 or otherwise accortiag to ~eemnt. 
b pertoratiODB in the po1lle au~t, ot course, be correct17 disposed on the 
po1lle ao as to produce the result tl:lat f1Yf1r1 apace on the sheet aver vbich 
it is placed in iucribiq the letters aball be f1lle4 after the tour turDS 
of the poille have been cOJDP].eted. TechDiquea exist tor solriDS enn aiDSle 
mssapa in such ciphers; vhere senral masapa ot i4entical leDgth han 
been interceptecl, the general so1ution sf.ven in par. T _.,. be a'PPlled. ihe 
po1lle _,. then be raconatructed 'b7 aa. &D&l.ysia and c()llp8rison ot tbe cipher 
text W1 th 1 ts correspcmcl1DS '(llain text. 

!.• Monopbaae traD.Bpoa1 tion 1s cha1"acterizecl b7 a relative sillpl.icit;r 
ot the •thoda of 811&1.1t1c&l. attack, as baa been cleJioutratecl in the -pre­
ceding pazoasrapha. fol7pbaae trauapoaition, on the other haDcl, produces 
ciphers of tormicJable compl.exit7, vhich UDder certain circ:u.tancea -.., aa­
tr solution. Tile :most :trequentll' encOUDtered tOI'IIl ot pol.7Ph&ae traDBpoai­
tion ia the clouble traDSEQ!it1on cipher empl.oyiag rectaasJ.es tor the JD&trices; 
after the pla1n text hal been inacribed in the ftrat rectaagl.e, the letters 
of the colUIIIDII (taken in the order ot the znmmoica1 ke;y) are iDBcribed hor1-
zontal.l.7 into a second rectaagle (based upon the s- or a different ke;y) , 
trolL lett to right &Del tram the top c1alrDinlria J the cipher text is then taken 

... 
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'716328594 
I'IBSTBBCI 
MBNTCOMMA 
BDPOSTBAS 
MOYBDTOIB 
WLOCATIOI 
SOUTBOI'IB 
WTOI 

'716328594 
IBDOLOTTC 
SDABSTOBC 
TIIAS.&BBB 
KBOIPBBPV 
OUOI'KIMVS 
VBOTTTOGM 
ABOB 

ft&un 12b. -
ott trca the col'UIBII ot the aecond rectaDsJ.e 1n the Ol"4er ot the aeconcl 
keJ• In the 1lluatrat1on a'boft, Pis. 12!, 11 the ftzoat tnDI'P011tion, Pis. 
l2b the aecODCl. The ftaal. ciphezo text vou14 zoea4 u tollova: -

IDIBU RILSS PMTOB AII'TI CCBVS MTONN 
MODAl OOOOI STMOV AOTBB ITTBB PWG 

Althoush auch a double traupoa1tion ci})her 11 theol"etical.l.7 eztrcmel7 dit­
ftcult to aolft, D8ftl"theleaa there are cezot&in d1aii4Y&Dtapa to the 1;yateDL 
when uaed in 11111 tary cryptogra}lby. The greate1t claDger ia the fa:lluzoe on 
the part ot careleaa clerka to execute both t:r&lllpoai tiona. 'l'he intercep­
tion and aolution ot a aiDS].e ••aap vhich baa unclersone but one tranapoai­
tiOD ¥1U 1..U&tel.7 'PI"ovicle the kq tor the aolution of all the othezo ••­
aapl even t'bou&h tbe;y' han been correctl;y enciphered. Ap.ln, the intercep­
tion of tvo or ..-e •aaapa of exactl;y the ... J.eDst;h v1ll prOYide •terial. 
tor an ettectift 1olution. .Again, the interception of a •••aae vbich il 

· baaed upon a pezotect lqu&1'8 1 even thoush both ti"&DBpoaitiODI baft been ef­
fected p:operJ.71 w1ll eD&ble aolution; &114 the lolution of cQilpletely filled 
-.tricea, thoqh the)r ~ not be perfect aquarea, ia &lao poaaible. Other 
aptcial aolutiona ban been cleYiaed, to take ad:n.ntap of cezotain cizocua­
at&Dcea. 

t. In cuea of tl"&ll8poai tiOD ciphera vbich emplo;y a mre or leaa izo­
resulit- seo-tric deaip accomocJating exactq n letten, a 10118 -•ase -.y 
be apllt up into aectiona of n lettera ad tileD theae identical-length aec­
t1ona 1B7 be attacked aimultaDeoual;y b;y the lllllltipl.e &DagZ"umiDS .tho4. 
'l'hia poaaib111 t;y ahoulcl not be forgotten in deallq v1 th a tr&Dapoai tiOD 
171'tea tbat ia lmCM1 ozo uaUIBl to incorporate a •tr:lx ot t1xecl ~DBiODB. 
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Cylindrical cipher devices; strip systeml. • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • 8 
Tbe~Zybanm~......................................................................... 1 
~e.,s1e~ •••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 8 
EDCI~code~~.................................................................... 8 
.._cbiaeclpbel~aun~ ••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 10 
n..e Ha&ella macblae. type c-aa..... •••• ••• • • ••••••• ••••• •• •••• •• •• ••••• ••• •• ••• •••• •••••••• n 
Wired rotor macbines. • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • 12 

TbeB-2ll cl~ mmacbiae••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 13 
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1. IatracJuca!fhzo..ru. ID the tcmal portiODII fd ll:llltarz Cmt!Da• 
lltica, PRta I ~ tM ezpoeit:l.oa ot the c1ata1la ot aol.utiOD ot 'ftZ'iou 
mDOIIl.J)Iabetic &114 ver1o41c ~pbabetle aW.titutiOD •18'- vu p:ecec18cl 
'b7 a cl1aauaaioD of th8 CJ7Ptosrapb1c upecta of theM a)'ate. 1 III1Cb in th8 
._ 1187 t'bat aaatoJQ' &D4 pbpioloQ pnceaa 1101'8 tCJI"'al. .atcal aD4 «U.apa.­
t:l.c atu41•. hzotbel' czonfiolraphio treabent .... iDCl\11184 1D tb.ia pNMD.t 
text: in pc-. 99 a 'brief iDtzrocluctiOD to tile 'bU1c p:ineipl.ea ot apezoiocUc 
aubatitutioa &JIIU. vu preMDtecl, an4 1D AppeD41x 5 the •ch&Dica of tnDII­
poai tion .,...._ n:re ouWII84. llalnv 1 tbe atu&tnt bu DDt ;vat been iDtZ'o· 
4uced to tbe utuzre ot coc1a BJII'temll or -.ch'• a)'B-., D01" baa be eDCouutend. 
1a. hia ata41ea t1wa tar cezotain other BJIIte. which are zoevze•a.tatift ot :la­
poz1;aa.t tone• ot ozntoszoapiQ'. ID tll8 pc'881"1Lpba 'ldl:l.ch ~ tbeae acJ41 t1011&l 
upecta ot czntosrapb.J' vUl be treate41 ao tbat the at11118Dt ~ :rouD4 out h1a 
perapect1N &D4 eclucatioD iD pD81'&1. CI"J'Ptosr&p!Q', :I.a. cmler to proricJa a atep­
pillptoae to tunbR a4vaDoe4 crntoJ.osic atu41H. 

2. Cam'b1aat1on apte..-""!,. ac- CZ'JP1;oll;p._ iDYoln aunrenciph!!P!t1 

i.e. 1 the pla:ln tat ot a •aaap 1DIC1ergoea a ftnt or pZ'18z7 eDCipbe:r.a.t &D4 
the reault1DS cipMI' tat tluta. Ulldergoea a aecozd or aecOIUJa:ey enc:l.~t, 
for tiMI purpoae ot aupantiD& tba c1asree of' CI"JPtoaeeuzoiQ". It tb8 tvo pro­
•••••• aN wll ael.ectecl, tile ob.1ect1n ia actually :reache41

1 &D4 the reaultiDB 
crntos:r- PNADt a nlat1ftl.7 snat c1asree of czntoaecuz1.t7; but aa.u.a 
th:l.a 1a not &CCCIIP11aba4 &D4 tbe aua-nted 88CU1":I.t7 ia fda 'PUNl7 UlUOI'J' 
cbal"acter.2 b f1-.J. aoipbaMnt 'MJ1 1D tan, 'be DO poeater in ti81N• tbaD 

1 Cf. additive eacJpbermeut of ~mderlylog dlnome aDd moaome-dlllome rut uealeCl in Chaplerl XI aDd XII. 
which endpbermem NPIBIIIltl a conslclerable IOphlatica~ over the bade system of tbe flnt subatitudou. 

2 Cf. the dlleulllon bn repetitive aac1pbermelll in subpar. 84j of Mlllta!Y Cryptanalytic!, Part 1. 
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if a aiugl.e enciphenent bad been effected, aD4. in unusual cases it •Y eftn 
be leas than before. It is illpoasible to cJescribe all the cOIIbinationa of 
&)'Bte• that Jll1aht be e:mpl.O)'ed; oDly a yery fev typical cases can here be 
considered, and these Vill be selected vith a viav to 1llustrat1Dg general 
principles. A cryptos)'Btea incorporating auperenciphe~nt •yiDYOl.ve 2, 
3, ••• successive processes of substitution; or it -.y 1D.'IOlve 2, 3, ••• suc­
cessive processes of tr&ll8poa1tion; or substitution ay be followed by traua­
poaition, or vice veraa.3 'lbeae cues vill be taken up in the subparagraphs 
belaw. 

b. MoDO&lph&betic substitution follovecl by another IIDnoalpbabetic aub­
sti tution obviously does DOt -.ke any c011tribution to ceyptoaecuri ty.; the 
traustormation 8C1 _...,. sC2 still ~~~~~ 1110noalphabetic in cbaracter. Mono­
alphabetic substitution followed by polJ&lpbabetic substitution, or vice 
versa, likeViae does not add BDJtb1DB 1110re to crntoaecuri ty than ia already 
iaherent in the pol;yal.pbabetic s)'8tea. It periodic pol.)'alpbabetic substi tu­
tion is followed by pol.Jalpbabetic aubsti tution of the &8M period, no in­
crease is .a. to cryptoaecuri tr; if, hcnrever, the key tor the aecODdar)' en­
cipherEnt is of a different leugth from that for the pria:ey enci~t, 
tbe results are quite different, in tbat the period of the resul.taDt crypto­
gram bec~a the least caamn multiple of the tvo keJ lengths. Par example, 
if the leugth of the keJ for the priary encipher.nt is 4, aDd tbat for the 
aeco'Dil.a'ey is 6, the result is the &81111!1 aa thoush a ke7 of l2 e1a.nts had 
been employed in a siDgle enci~nt. It the ke7 lengths sel.ected an 
relatively' prU. to each other, the •thod. _,.. give rise to crntogru. of 
conaiaer&ble aecuritJ'J thla ia the principle of the two-tape cipher tele­
printer 41scuaaed in paz'. CJI. 

c. COIIIbiaatiODB of aubsti tution and tranapoai tion •tb.oda can take 
~ tor.. It is possible, of course, to apply substitution tirst, then 
tranapoaition; or tr&ll8position first, then substitution. 'l'be 1110at ci)W!OU].y 
encountered &J'l't .. , however, are of the fanMr t)'Pe, i.e. , sCl --.. sc2 • 
Purthermore, it can be stated that aa a rule practicable SJ8t- in vllich 
both processes a:re comb1Ded uae •thou tbat are relatively ailllple in them­
ae~ws, but are so selected aa to produce cryptograms of sr•t aecurit7 aa a 
result of the combination. To give a veey rough &D&l.OQ, in certain cOIIbiaa­
tiona the effect is J1111Ch mre than equiY&l.ent to the aillple a441tion of COII­
plezitiea of the order x and ,., giviua x + y; it ia .:n-e equivalent of the or­
der q, or even (xy)2. 8018 of the moat effective cCIIIbined aubstitution-trana­
position a}'8ta. make use of Dlltil1teral aubatitution tor the first encipher­
•nt, follc:nred by a traua-poaition of the :multiliteral el .. nta ao aa to !!J!!.• 
~these el.-nts and distribute them thz'oushout the cipher text; that is, the 
tractional parts of the cipher equivalents an thoztou8bl1' d1aa.rraDged aDCl dla­
tributed eyeDl.y or irregularly tbrougbout tbe text. Such ayateaa are kDOWD aa 

3 It wiD be conYeldent to adopt die sym.,;,l C U, ~ d;. cJpber text piOd~d by ;.., 0111peclfled proce11 

of enctpb.ermear. The symbob C1, 11· C3, • • • wW then n:pnueat die auc:ceadye cem p10duced by IIICCesdYe 

piOC88el fn aupen:ucfphermeat. Tbe aublc:rlpt letter.!. or l may be pn:fbed to 1be C to fDdlcate dlat a glvea 
proce• II oue of substitution or lralllpOiidon. Thus, 1be seeps In a IJifem wbere a first aubatltudon Is followed 
by a aecolllll aubstltudoa can be ~epiUelltecl symboUcaUy by M -A· In a dmilar maaaer. A - M 
n:p~eseutl a double craolpOildoa. Tbe aotadoa ~1 - A 1118&111 dlat lbe text fivm a flat pi.OCell of aub­

atlmtkm mulelgoea 1r1111poaltlon as a ~ecoad proce-. 

;; 
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3. rz.act1cmat1M •:P"--· --!,· All t.ract1oaat1ua .,.._ lla'N 1Dheftnt 
111 their crn»tosr&Pb¥ a •ub•t1tut1oD pllue :l.n ftlall eacb 1'].a1Dtezt letter 1• 
rep1.acecl b7 a cipller equlYBleDt COJIP08e4 of two or :mre ~Du or •:r.rac­
tiou •, &114 tbeD tbMe ~Dta liN •ubJecte4 to a turtber enci~Dt, •u­
alll' tr&Dapoa1t10D1 :I.D & •coarltJ'bue• tb.:l.8 latter ~'be faUORd 'bJ' a 
th1rcl phue, acalbiaat:I.OD of tnupoae4 ~nta, &114 a fourth tJ]:Iue, the 
1"8pl.aca~Dt Of tb8 NCOIIbill84 ~Dtll lJ7 81DS].e C:l.pb8rtezt lettezw; th'U8 
8UCb a 11J8'tea ..,- a.brace a tir•t •Ub•t1tut10D, a traa.p1t10D, a rec011b1aa­
t10D, 8114 a MCOII4 8ub8t1tut1oD. 

l!.· Let • cou1a.r tbl tollolr1ua ......,le of a tactioDatills •:rata. 
Ill ftc. 1!, tb8N 18 1U118tl'ate4 a 'b:l.pu:t1te 8q'URe 11bicb. 18-- to eDCipber 
a ...... u •han in J'is. 1~ tile 'b1JU1;1te cip!aer ~nu ban been re­
C01'd84 u 'NZ'tical. cttna.• Ulldal"llll&th tbeir tJl,a1Dtezt -.u:Lftlnu. !be tvo 

12 .. o•• PLARB a•roa~•D LOS2 
1 JIYDRA ,. .. 3 Ji.21Ji.3 13 .. Ji.l.S31 2411-5 
2 ULICB 211 32511 Ji.132 .. 113 2251 

f BI'GKM 
BOPQS P1pre 1'b. 

5!'YVXZ -
l'ipre la. ..... ,.. 21 ..3 13 ..... 15 31 all. ... , - Q 1: u p D Q A • c 8 

21 13 25 u Jt.J. 32 Ji.l 13 22 51 
u D B B • I' • D L !' 

ftpn 1c. -
ron of ~ &114 e1 e'LeNnu azre ..., :reeallb1De4 bor1soatall7 in pain, at 
tbe pain an reccmvertecl into •1JII].e-letter eipbR eptftl..nt• 1181111 tbl 
... 'b11JU't1te •qu:re; th1• 18 .~~an 1D nc. ls., • 
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a.. AIIOtlm' •tllol toZ' Nemlb1Jd.Da tale b1JR"tite ~ 1a bJ' a 
a,..,:;.;. zrelat1cD8ld:p, u abGirD 'b7 the 8Z'I"GR 1D ria• 1!. belarJ fl'fflq el 

OB3PLABBBBPOB~BDLOS~ 

~ ~ 3 ... 2 1 ~ 3 1 3 ~ II. 1 5 3 1 2 "' ... ,(J,.) 
1/l!l/1/l///11/1/1 I 
21132511~132 .. 1132251 

CDBWUXDBPBEUSDBlCCZR 

J'1pre 1!· 
1a :reCCIIibiD84 WS.tb tba ti of 'b tallGid.Da pla1.D'Iieq lett. 1 UDtU 1;be a4 
of the •• ...,. 1a ~, at 1lb1cb. U. b lut alta Neellb1Dec1. With 1ib8 
yeq tlnlt et. !be ftnt MftZ'&l l"80GGIb1D84 paiN ce M 13 V. 32 21 ••• , 
11bieh 'beca.a CJiliU ••• vben eonfti'MI 1$ •ia&le ~tten 117 - of the 
b1panite ·~ 1D ftc· 1!.· "- lut e:;, 1, 1a eaiii1Da4 wltll the tint e!. 
4, to )'iel.cl u B fOZ' 'Uie l.ut letter of tbe ft-.1 cipl.utl". ADotber ft7 of 
aeccapl1llh:I.Da tld.a •tb.ccl 18 to Mt clan the 'b1,.-tite equi'ftolellta llol-1SOD• 
tall7 &114 NCIII'bS.. tbaa u allan below: 

0 B B P L ••• 

•v""1v-v""v• 
C D B r ••• 

!.• !be aptaa a'ban 1ll au'bplira. 'b aD4 ! an aper1o41c 1ll •'lm'e, 
a1Dce tbe tftetio11at1:aa t;reat.at; 1a aPilJ,ea. to tbe ...... u a 'llllole. 
It 1a &lao JCU1ble to a'PP17 bM prooeaaa to srouP1DP of tize4leqth, 
:renltills 1D a 1!!!'1c41c fnct1aaat1as a:ratea. 4 IW .,...,l.e, let tbe •• ._ 
&114 tbe 'b1'J111'1;1te •..-re be tbe - u 'betozre, Ul4 let tile UDit ot encd:pbezo· 
I8Dt 'be fin J.etten. Dae le1;ten ot tile plaln text an Vl'1tteD ill ~ 
ot ftn, aa4 tM b1pu1i1te o1JbeZ' ~are vrS.tteD u nz1;1oal cU.__. 
'bel.Gir tbeiZ' plaiDtezt eqlli'ftoleDUJ t111a 1a a'ban 1D ftl• 1!,.. 'bel.Gir. ID the 

OBBPL ABBRB POB~B DLOS~ 
,.,..3,..2 1,..313 ,.,..153 121+1+5 
21132 511~1 3211-11 32251 
QKLBP BBMBB QAGCB TQVL2 

ftsuzre 1!.· 
nCCIIb1D&t1oD proaeaa, tba b1pa:rt1te ~- 1D th1a eue ce tabD lu:llri·­
SODtall7 1r1tbia tbl tMIZ'iotic mul)111PJ tlma 1M ~DU of th8 t1rat tift 
-plaiDtut iiftiioa an 1'884 u JM. 34 22 11 32, Ji.el4:J:as fiCLD u tbe t1D&l 

4 The invention of periodic fracd.oaatiug systems ts commonly attributed to tbe Ft:each cryptologilt 
F. Delastelle. wbo described diem In hll excelleDl aeattse. Tralt4 ~mentafle de cryptosraplde. Parfl. 1902. 
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c1pller. !be - tnat.at :l.a appU.ecl to eaeb neeee'1na INIIP ot tin 
pla1atat letters 1 matU tile atin - .... :1.a euezn1;ec1. 

!• In the tozeao1DS ...,,., b t.raeticaatiDa .._. 11l9'0l.ft4 
'bipmtite al.pba'beta. Jl1a)ler Ol"d8n of .altUltenl alpba'beU ~ &1.8o 
'be 11884, u 18 8Jian 1D fiJie 1JR1oc11c fftcticmattca .,.._ 'belalrs 

BlU B2ll P311 OIBPL AIBBB POB~K DL081f 
'1112 8212 Q312 2 2 2)3 1 1 2 2)1 2 3 2 1)3 2 11 2)3 3 
Dll3 :r213 8313 3)3 1 1)3 2)3 1 2)1 1)3 2 2)1 1)3 3 1)2 
lll21 G221 11321 3 2)2 1 1) 2 2)2 1 2) 1 3)1 1 2) 3 1)3 3 1) 
Al22 J222 Y312 JBPZB AAQAB '!~YDI IX XIlX 
UJ23 K223 V323 
Ll31 K231 X331 
I 132 1232 Z332 
c 133 0233 • 333 

!!Ia .alt111tenl. c1-p118r el 1nt1 U'8 'IIZ'itteu u nrt1-.J. ~ 1111118r· 
118&tb the pl.a1atezt JM;tezoa, &114 thea tbaM ~au _.. nCCIIIb1Dit u bari­
saatal. ~ fttb.iD the -pariocl:l.c P'OIIPilas1 U Uon bJ' tbe JIINRtlle-
ia tll8 1U•tzoat:l.oa a'bon; t.1al the~- ot the :ftrat :rln pla:l.atezt 
letten IN 1'8114 u 222 313 311 332 211, J:l.eW.118 .JBPZB u tile ftDal c1Jbc-. 
I:t ill tba NCGIIib:I.DatioD JI"C)C88I & 333 11 ~~ tla:l.l _,. e:l.tber 'be ftli!N• 
aente4 'bJ• 27tb c:l.pber ~,which 1a DpracUcal., OZ' we a eouea­
t:l.oD .. , 'be ..... UliOil nab .. tllat 332 W11l al.'lla7ll 'be l"ePI-Dtel 'b7 II 
u4 333 w1ll al.np 'be 1"8Jft88Dtecl bJ' II'; the a.c:l.pwr:I.Ds al.Rk w11l tileD 
tab the DBt letttll" :l.uto a.cc:cnmt 1lpOD eacoaten.ac a z, 'be:tore bl claeoa­
JORI W. o:l.pber lettezo. 

1.• PNc'liiOD&tiOD ~be CO'ND8Cl wit;b ke,.t. eo].,..- ~:l.'t:I.ODJ 
au.ch a ayatea vu U8ed Vitb CODIIia8nbl.e 111CC811 'b7 t1ul 0....... -., 1a 
1917-1918 u :l.ta h:l.sb-M sm cipbm:t. tld.a IJ8"-.,... Jman to tlae A111• 
u tile ADJUVX 1711tea, "beca_. 01111' t!Mt8e 1ettezoa appa&Nd. :I.D till c:l.pber Wzt 
ot tba -....-. &aeati&l.:q, :l.t :llawl:ncl a 6z6 b:lpart:l.te •tr:lz, tile co­
m.rc11Datea ot wb:lcll ,.... tbe lettezoa ADJUVX (cbolell ..._.. tlleir lb:ae 
et11J.ftleDta an -~ tia~ :rrc. ..- aotbez'), tbl :I.Dteriozo ot 

ADPGVX 0 I • P L A B B B • 
AGTB51lK U. 8 W W ~ ~ 8 • 8 

=~~:{;~ P 0 B T B D L 0 S ~ 
GB8I9J- 'lG VP AV D AP 1'1 VD VI 1X D 
VKLOPQS 
x~uvwxz P:l.pre 2b. -

DBU!I!SCBLABD 
3 5 UlO 9 2 6 1 1 8 4 
VJDJA:rYGVDD 
AD:rAJ.AVAFVO 
V:rAVX.AAPPFY 
D V P V X X AI 

ftpN 2c. -
51.5 
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tM •tnz aont&1D1us a 'keofnz'cl--' zeA ...,.uce CGIIpl"iaiDS tile 26 letten 
IUI4 10 4181ta. !ba 'bUi'tez'al cipher eCJUiY&lenta fltal the 'PI"~ aciJbR· 
..at WN 1aaczo1be4 into a :rectaDpl.ar tn.D8poe1t1on •viz, &D4 tile col­
..,. tuen ott aeeortius to tbe llUIE"ia&l tnupoaitioA DJJ thia accoa­
pl.illbel liD ettectiw tnctiouation of the pro~ eDC1(illrl.ant. In ftc· 2!, 
&bon, 18 IIIIGI'D a anpJe 'bipll'tite •viz; iD lPis• ~ the 'b111tezoal eDCipbelo• 
Milt of a - .... J aa4 in :ns. 2!_, tile tnzu~vo-iti.OA nctanpe. b t1D&l. 
cipllez' tat, tn.Daitteclin P"'11lNN of tin letten, ia VJII'A AJ.VAV ••• 

Ja.. Cipb!£ 48rioea u4 e~ntary ~-· S111ple cla'ri.cea 
llaft lMieD uecJ. :lD CZ7Ptolo&1c pnctioe 11bich pz'acluae .,..1o11c pOlJ'&l:plla'betic 
euci~tJ w baft ~ -u tnical """'p1ea ot *•• neb u tb8 
prillitiYe tiac cipbezo c1n1ce c1eaczo1'be4 1n pa:r. 10, aa4 the ~Dta'J' atnp 
a.riae 4aCZ'i"becl in pa:r. 76. 'J.Iben &'N certa:I.D cipllez' c1ert-, 'bGIInv, 
11h1cb opente in ncb a -..mer tlaat pezo1ocl1c1 v ia &Y01c1e4 or 81IPIIIN&ae4. 
Amll8 1ill8a tb8 .. t inteNatiac of til.- azre tbe Wbeatatoae cipher cteY:I.ce, 
ql11M1rical. c1}1bel' &m.cea, 11114 the lt17ba :.chiae; tbeae vUl be 41aeaaae4 
in preater cJetaU in tbe av.coee41DS ~. Aa a Z"'ll.e, bcNewe:r, cipher 
c1nice., 'b7 tbeiz' 'NZ7 uature, caa hu'4l.7 aY014 be1DS qclic 1D opezoatioD, 
1ilma ca•1DS a.- ld.ll4a of ..m.teatatiODa of pezo1otic11;J' to be ahi'bitecl in .. ~. 

5. 'Die 1ftleatatcme ciph!r c1erice.-"'!.• !td.a c18Yiee, ilmlnte4 b7 Biz' 
Cb&rlea Vb8atatoM5 in 1867, :La a little _.. tbaD :tou 1Dabea in ~-, 
&114 coaaiata of a c1ial W1th tillo baa4a, u allan 1D ftc· 3, 'belalr: 

• 

nsu:re 3· 
5 Czedlt for lhe fDvendon of lhe devtce aad sy~rem described In lhil parasraph belongs not to Sir Charles 

Wbeatstoue, as is commonly thought, but m an American, Declus Wadswon:h, who fD 181'1 coaatrucred a de­
Ylce Identical In principle with that described on pp. 842-848 of lhe Scfentlftc Papen of Sir Charles Wheatstone, 
publllhed by the Physical Society of London In 18'19. Tbe Wbeatstoae device used a 2'1-element outer alphabet 
and a 26-element Inner alphabet; 1he Wadsworlh de'rice used a sa-element outer alphabet (261etren and the 
clfglll 2-8. IDcluslve) aad a 26-element lnner alphabet. Purtbermole, wbemas ln 1be Whea1110ae device only 
the cipher compoaent could be varied. In tbe Wadsworth device both compoDeDU coulcl be varied aCCOidlag to 
tclent:lcal or DODidentlcal m1xecl sequences. Wadsworth la1el' became Chief of Oldoance of tbe u. s. Army: 
Wbeaumoe. It W1ll be recalled fmm footnote U on p. 138 of Wli!UY Cryptanalyd.cs, Part I. was tbe man 
who dlcl DOt J.DYeDt lhe Wheaurone bridge. 

' 

.. 
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1'be 41al. ia cc.poeecl of t.1ro iD4epeDdant cil"clea ot letteN. In the out. 
c11"cle, vlaich conati tutea the plain COIIPODeDt, the letters propreaa elock· 
viae in DONal &l.:phabetic HCJU8Dee, but tbere ia an atn cba'ractao 'betwen 
the Z and the A vhich :La ue4 u a VOI"Cl aepa:rator, mMins a total ot 27 
cbazoactera; tarthenon, the 411ita 14 an iuczoiW toptlaer witb the 
letten A-il u4 alao 11-W, tor enciphel-:Lna DlDI'ben. In tbe inner circle, 
'Which coutitutea the cipber COIIPODent, tbe letten an anup4 in a 
ld.xe4 .....-. u4 an iua-:Lbed. eithtn.- on a aurtace Vbicb. ,...S.ta of 
eraa'Ul"'tt, or on a aatac'bUJ.e C8Z'd.boazr4 circle vllich can be remn4 &114 
rep1.acecl 'b7 another circle 'belll':l.D& a c11ttennt aequeace. 

!• i'ba two baracla are piYOtecl concentr:LcalJ7, after tba tuh:Lon of 
the hour aD4 lliuute haD4a of a clock. In a clock, vbeD the llinute baa4 
.Ua a cCIIIPlete revolution, tbe bour baD4 .Ua ODl7 1/12 ot a cOIIPJ,ete 
rnolution; tbe action in the cue ot thia c18Y:Lce, balreYez', :La a---.t 
different. Tbe abort laaD4 :La t.ree to be aet ia4epell48ntl7 ot tbe loDe oae, 
altbou&b tbe .atioD ot tile latter attecta tbe tozo... 81Dce the outer cir­
cle bu 27 apac• &D4 the :Lrmer oae ODl7 26, 'bJ' a airlple par uaellbJ.7 each 
ca~~pl.ete NYOl.utioD of the loos baDcl cauaea the ahart baD4 to -.u 1 1/~ 
rwolut10D8, thua caua1ug the ahoz't baD4 to point oM place in a4nace of 
vhere it pointed at the ea4 ot tbe precetiug r8YOJ.utiou of tbe loug llaD&l. 
Por ezeap'lte in Pis. 3, 1lb.eD. the loag baD4 :La onr B ot the outer cirole &D4 
the ahRt !um4 "POiDta to R of tbe iDIUIJ" circle, :Lf t'be 10118 baD4 ia pube4 
clock.v1ae arow:l4 the 41&l., -.kiDS a .-pl.ete N1'Dlut1on, the aboz't baD4 ¥111 
also au a complete reYOl.utiou clockv1ae plua cme apace, thua pointiDI to D. 

c. 1'o encipher a -•ap, the 10118 baD4 and. tile ahort baDd. are t1rat 
aet tO pN8Z'1'aDpllinit1&1. poa1t1oaa, or aet acCOZ'CI:Lq to u. 11141cator 'PI"O· 
ceclure; ~ 1 'b7 preYiOIIII aszree•nt 1 the 10118 baD4 18 iDft11'iabl.7 to 
be mncl:Lu tbe .._ 41rectioa, u.:LJ.J clockViae. BuppoH tb8 •••- to 
be eue1phere4 ia SliD AIKJliiTIOII. Dae loDe llaDcl ia .we4 clockViae UDtU 
it ia cl1rect17 OYW 8 OD tbe outer aequence; tbe l.etter to vbich t'ba abart 
haD4 points ia the cipher equiftl.eut ot 8 &114 ia written cJavD. !'bell the 
10118 hall4 :La mn4 cloclar:Lae to a pollition OYeJ" B, &114 the letter to 11'h:Lcb 
the abort baD4 pointe :La uotecl aD4 vr:Ltten claim; the next two letters an 
enciphered in the .._ .umer. After tbe enc1pb.trnu.t ot each word, the 
loq baD4 :La .mid clockw1ae to tbe uter:Lak, &114. tba cipber equ1ftlnt of 
thia 1fG1"d aepu"a'lioz' ia zecozr484; vben a 4oubl.e4 letter occurs in t'be pl.a:Ln 
text, aa in the cue of the cloubl.ecl II of AIIIJIIUOI, •~ :Lntrequn.t17 ue4 
letter auch u Qp Jal8t be aubat1 tutecl tar the aeCODCl ocCUI"l"ence ot ~ let­
ter, an4 noi~nt procee4a u before. ~ c18c1Jbm" a -aaae, tile baDb 
are tirat aet to their ~aapa :l.Dit:Lal poa1t1on, &114 then the J.oDs baD4 
:La .,.,.a. clockViae until the ahon bu4 po:Lnta to 'UHt fiz'at c1phel' letter; 
the loas baD4 :La then 41rectl7 OftJ" the pla:Lntext equivalent. !be PI'Oc:e.a 
:La contill\I8CJ. untU tbe •a•aae :La cc.pl.etel7 clltc:Lpb8ncl. 

a. !be ... reaulta u an obta:LD.al b;r 1111:LD1 the WbeatatoDe &mae 
C&D bi' obta:Lael 'b7 •:Las al141as alJbabet atr1-pa, PI'OY141as tbat tile opera­
tozo ¥111 ~ 1D .S.Dd. that fl'lflr7 tt.a a 8p OD tJse pla:Ln cowponent :La a:Ltu­
atecl to tb8 lett ot tba p:recei1Ds ep, 'b.e .. t 41aplace tbe cipber CCIIIPOMDti 
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0118 poeit10D to tbe left., if the ~- 'baft acr-4 upoD • al.ock· 
viae ~t of tbe loD& 'baDI, ar 'Uie l'i&bt, if b7 baw ...-c1 upcm a 
couatazrcl.oakv1H ~-t ot tbe 1o1as baDI. llllat ..ua tb8 Vbeat8t0118 a.­
rice vartie11l.&Z'l.J" 1Dten•t1Ds ill tllat tiM •tioD of tibe c1Jbez' ~t 
1• 1a1p:q 1neplaZ' u4 upzreclletabl.e, 4epeD!ias u it cloe• upoa the plaiD 
text beiDa enc1phare4 ac1. upoD tile ~t of the l.etWn 1a the pla1a 
c011()0"8Dt; at the tU. of it• 1BYatiOD, the WIIM.ta._ dniee wu con­
•1a.rea 'b7 tlMt Cl"JPtoloaic 11'0Z'l4 u •u.o1ute17 :l.DI18eipbez'abl.e. • !file •tu-
48Dt 1• used to •ucla appN.:I.Ala 'b7 11011'•-tllll ~1• of W• cJarioe 
v1U be tnatecl 1D. the D.G1; text. 

6. CJUD4r1c:al. e1llhe£ c1n1oe•; strip apt-. --a. II& 1891 _. 110tecl 
PNDCh er,ptoJ.os1Bt C&pta1D.fi1 ... Buer1• 1D.Yftte4lr liD 111pDiOUII (far 
1u 4&7) cipher cleYlce 11111cb be C&lle4 tM •ql1D41"1e&l. cr,rptosrapb. • 
Buer1• propose4 tbl• •111t• to tM l'l"eeiCh OeDel"al Staft', vblcb 'tunl84 
1 t c1Dim alODS 91th 'Pl'ft'loua p:ropoaal8 ot his; Jueri• ,.. cou14el"abl.J' 
piqued, u4 in 1901, Dar a ~ar, he &aft YeD.t to h18 teelinp 1D. b1• 
'book, "Le• Chifl'rea Secfttea ~, •'l 1n Vb.lcb be cJe•cr1'becl fUl.l7 b1a 
"cbiftn 111Ucb1ttra'ble. •8 Bee&USe tile pr1ac1pl.e upoa Vb.lch. the c1phez' 
87B'ta. 1a 'ballecl vu tll"at c18Bcr1'bed 1n print 'b7 Buerie•, 1t 18 uaull.J 
:reterrecl to 1D t'be literature • th.e :&aezt1e• l'l"iDCivJ,e; tar the Bake of 
biatozo1cal. acC111'8C7, hcJireYw, 1 t Bboul4 pzoopel"l.J' 'be cal, eel the Jettel"aOD1ala 
pr1Dc1'PJ,e. b cln'1ce vu 11M18pe1148atl7 1DYeD.te4 tar tM tb1l"cl tt. 1D 
1914 b7 Captain Parkel" Bitt, u. s. An,; aa4 Bince t'b.eD, 1t baa been in­
ventecl aeftrlll. a7:re tt.a. 

~· Baa•t1all7, tb.e Buerie• dartce, 1Uuatrate4 in l'i&• 4, 'below, 
CODBiatecl ot 20 418C8 muntecl OD a 8p1114l.e 1 eacll. of the 418C8 beU'lDS a 
41ttereDt &lpbabet easraved. on ita tMI1"1pilei"J'; the c118c• ,... 1D4aa.t1t1abl.e 

6 Czecllt for lhe original Invention of dW cipher device and crypmsysmm belongs m Thomas Jefferson 
afler there was discovered. In 1922. a descrtpnon of lbe device amoos Jefferson's papers iD die IJbrary 
of Cougre11 (vol. 232. lmm 415'15. Jefferson's Papers). For a phomgraphlc reproducdon of lhls blstorlcally 
inmrest1Dg item. see pp. 189-191 of Articles on Cryptography and CryptanalysiS Reprlnled from The Sjgnal 
Corps Bulletin. OCSigO. Wubfngmn. 1942. 

'l Librairie Charpentier et Fasquelle. Parts. 1901. 
8 Bazerles apparently was not aoublecl by dJe fact tbat a geoeralsoludon had been arrived at by lhe 

Marquis de ViarlS and published ln the Iauer's book, L 'art de chlffrer et ~cbiffrer les d6.,!ches sec~ms, 
in 1893. The l:heory of solution founu1ated by de Vlarlsls one of the most bnlliant pieces of cryptanaly­
slsln blsmry. considering tbe stale of dJe art at die tlDle. 
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b;r a 11D1cpae llaber traa 1 to 20 u11pt14 to eaeb tile. Ill uaias U. 4e­
Y1ee 1 the tiiCI Wft f1r1t 8Z'Z'&1IP4 OD 1ill8 lp1114le &eeOI"tiDc to a ,..... 
te:ra:I.D84 ord8r, 11114 the ftrlt 20 letUrl of tb8 pla1atat - .... ,.... At 
up 1D a I"GGI UI"OIB * c18Yice. !be 418cl ot tba c18Yiee ,.... tbea locka4 
1ato )J08it:l.on, u4 the ci}iael" tat wu ob'lia1M4 b;r reacU.aa ott, 1a aroutta 
ot t1n letter•, !l!l ODe ot tile zwa1n1y ran or I!D!Z'!trice1. b •­
tzrea._.t wu appl1e4 to tbe 1ecoDd, 'l:ldN, • • • Nt• of 20 plaiatezt let­
ten, until. tile -up wu COIIPletel7 eac1Jben4. Ia c18c1pMnat, tM 
20 cU.•a• were f1rllt U'Z'8Itpc1 ou the lp1D41e aaa01'41as to tM 1pec1ftc D7, 
8114 tbea tile t1r1t 20 cipllertat letter~ nN Bet up 1a oae rflfl oa the c18· 
rieeJ tba, b;r 1utM~Ct1oa, tile cJacipllltrias clerk 1ftNl4 ftD4 tba oaa aa4 ~ 
0118 zrow ot letten that NB4 plaia ten all the R7 ....,.. , 'llld.eb proe­
voal4 'be Npeatecl untU the atizre - .... wu aae1pMna. 

!.• lue:riel' dni.ee i~U:Gl-JOZ'&tecl 20 .,.-.tic 25-latter al-pbabet., 
1ae111111111 1J,. k8Jtnm1.clze4 ••.--a, • ._ ot Vld.oll. ,.... caleulated to ap­
peal to a patrnotia ~~9 Jettei'IOD 11 c18riee -. 0011111"1184 ot 36 
lila, em tile per1Jtber7 ot each tbRe wu to be tn~t •a11 of the letter• of 
tbe &lJb,abet, DOt ill tbeir ••tuliiW ozdez', but 3•z+lacl • WS.tlloat Ol"4lar 
10 'libat DO two 111&11. 'be a:1.1D • J Jl11;t 11 c1niae lul4 25 tiiCI CODI1Bt1DC ot 
1711W.tic ~- of tlMI YGINll 11114 COUCIIIIUIU. C&ptaia Bitt bzrouPt 
1111 4ftiee to tile attention ot IIIJor J. o. Mauarpe, ia the Otftae ot tile 
C1d.et 81pal ott1C411" J lfa~or Jlaubcao- un..a. 25 YWq tbaZ'oalbl7 d.1llaftup4 
al.Jbabetl wb:l.eb aupaatd aOJWia.nbl.7 tile Becarit;r of the &m.n, aDI be 
11M 1i1ae 0118 NIPODiibl.e tor the ...tactuN u4 proluct10D ot tihe U. 8 • 
cipher 48rice ot 25 al.UIII.na tile•, JmGn u the C1Jber Deriee, ~ K-911-J 
tiWI wu 1r1c1e17 811P1oJe4 ill tba u. a. 111l.itaz7 •enice• u4 to a _... ua­
itel. atat 1D otl:lm' u. a. Ml'rice~ tl'OS 19123 atil 19'12, *- it ._ ••· 
,....a.! b;r 'better 48rice•. 

4. A IDU.f1cat1oll of tile JettenoaiaD Jl"iacittle wld.cb. bu t01ID4 ...S.t 
ill pNet1cal crntosraviQ' is tbe Btl'ip cipher IJB1iaa• !biB il DDtbills _.. 
1iJiall a •eri• of pz'1Dtecl, ruula~-al.plaabet 1triP11 to take tbe plaae of tlut 
cJiiCI of a c;rlJ.Dazoical. c1plulr cJericeJ thMe ltZ'iPII, '-riDS 1aat1f11111 aa­
'ben1 111c18 treel;r ill a strip boazr4 wld.cb.-.., 'be .U ot ..tal, ftOCI., or 
plutic. '!be •tr1PI are 1illpl.R to pro4uee u4 _.. eaaaa.teal to npl.ace 
thaD •tal 41BC8J 'but, _,.t illport&Dt of all, ¥11;11 the-· of Btrip 1111"­
it iB poiiSibl.e to 1DCOI"pol"&t8 cenaia Billple .,.Uft•tiOIIIJ of .. Jefter­
IOidaD principle wll1cb rea'Dlt 111 a ftZ'7 aou14ea1ale __.tatiola of tJae 
eecul"it;r of t!l8 1,at... l'il'lt ot all, ill q111lc1riaal e1Jbel' a.rtcu the 
llUIIiber ot 41•• .. , be l.1111te4, for tile l8b ot pzutieaM111;Jl &114 tar­
tbelw»re all D 41aca (20 iD tbe luez'i• ~ce, 25 1D tbe K-911-1 anal­
n.ya uae4 toP\ber, •o that tbe lateat verio4 is alnp !.• But Witb. a •trip 
1;rstea, it 1• poiBible to e.pl.GJ, ~' 100 or_.. e'lil"iPI 1a tb8 'buic •JB­
t-., all4 thea ollooM, for enaple, 30 ot tlaese •tnPII for a~ keJ; tar• 
'lilm"llore, it i• posaibl.e to -.pJ.o;r a YR"iable ke71118 ~t tor eaab ••­
!!1!,. ., t'bat a8ftl'&l ot tile 30 strips an elild.aatecl betaN uezont;ioa be• 
11•, aY0141Ds tbe po~~s1'b11.1t7 ot tbl eDCI'J'Pt10D of two ••••• ill aaeU,J' 

~Twa of tbese aequeace• were bued on "Allons eDfaata cle la patrle, le jour de globe €'at arrl-" and 
"Dieu ~ge la Fraace "; a little barder to ratfoaalfze we~e tbe sequence• based on "EYlra lei couraotl 
d'afr" aDd "J'aime l'OfgDOD frit ~ 1 'bulle." 
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ewaat;a. 

tbe 8- kq, u4 ill pJMiftl. 'Niul.t1Jis 1D a tlaible latat ptl'iocUei'tJ' 
ot Pll'ba'PB 'betwa 20 &114 30. ftn•' '7, 'becaue ot tile eue ot ~U• 
ot li&PR atripe, it ia po~~aibl.e to ban .U.ttwat; aeta ot atript tea- 41t­
tereat proupa ot 'llol4en, or tor ftZ'ioua t;n.a of 'fzafftc, tlma N41lc1DC 
the YOl.U. Of tfttt1c iD &Ill' OM CI'J'P'toQ81iello 

.... tbia -.cbine, 1DY8Dt;e4 bJ' A1ezenc1er YOD 
xz.pa .. ~------- i apriac-operatea JIOllalpbabetic cipher •-
ald.• 11b1ch bu - ita vnnci-ple tlut ift'elll].a1:' 41apl......-ut ot two CODCeD• 
tric cl1ac8 fticll oc.priae tbe plaiD Ul4 cipher OQ1IliOMilta. (Act'll&l.q 1 tbe 
cipller CCI"'PP"ftfi 18 a 52-elenea.t 41110 Wb:l.le tile }tl&1D CCIIPO•IIt 18 lD tbe 
abape ot a aea1-c1rcul.ar :rn. ~uzta.pou& apiut the nt'Ol'fiiiS o1Jba' cw.­
-poaeDI:.) !be let._a of t:be two CCJIIIPOD8DU U'8 'Pl"iDW • ...U ..-tal taba 
vbich an 1naerte4 ill llota OD tbe two 41ao8 ao tbat the .....-. ot tbe 
lettmoa 1D tbe ca.poaeDta _,'be YU'ie4 accozo41DS to pNIIrZ'&IIP4 keJB• !be 
41a-pl...-nt ot tbe al:pbabeta OCCUZT1Dc after -.ell. aci,.__.t la acc•­
pl.i8becl tbzocR18b a ael.eotor vlleel. 'barilla on ita p81'1Piez'7 17 tootlle4 aectGZ'a 
COII8i&t1Dc ot boa aae to a1z teeth eacll, tbe aeetOI"II 'be1Dc ct.aipatecl. bJ' 
tba DUIIfbera 1-l T. ftelle teetll sene to 41aplace tbe ~ta a U.tance 
equi'ftl.ellt to the DUIIiber ot teetll ill tb.e aeotozo; hontiiiZ', CIII'1DS \o t'be -.. 
1181" or apaclq betftell the tootbecl 'POI"tiou ot the Vbee1, u ac!41 tiODILl 
c11a~t of tour po8itiou 1a IM1da4. at each openti• ot tbl .mtne. 
!he Hlectozo vbeel 11M the tol.l.cRr1Ds ettect1n cUaplacaMDta 'betvaeza ita 
17 ll\lllberecl. poa1 tiou: 

loa. : 1 2 3 4 5 6 'l 8 9 10 11 12 13 14 16 16 l'l 1 
7 6 7 5 6 7 6 8 6 10 5 6 5 7 6 5 9 

Since tbe 8,_ ot tbeH c11atdac:e.uta 18 m ( • 7 1 ..S. 26) 1 it tollGn tbat 
aftezo a CQIIPlete revolution of tile ..:t.eatozo vbeel. tile two OOJIPODIIDta wUl 
be c11aplacecl7 po~~itiou to the :ript (.....- OD tbe clpber ~at) 
fl-ea tlleiZ' o:r1&1Dal. .1111ttal'OIIi tioD; Ul4 aillce tbla D1llllibe, 7, 1a pn. to 
26, there w1ll 'be 26 aer1ea ot 17 c11a'P1"Caal81lt8 eacll, •k1q the period ot 
tba achille 17 X 26 • 4112. 

~· Aa u 1Uuatzoat10D of eaelpllemaat, let ua ••,_ tllat tile COIIPO­
IIIIIL't8 of tbe -.cbill8 haYe 'been arr&Dp4 aa fauc.a: 

P: A B C D B P 0 B I J K L II 11 0 P Q R S If U V V X Y Z 
C: B Y D R A U L 1 C B :1 r 0 J It II 11 0 P Q 8 '! Y V X Z 

If the 1D1t1al 3uztapoait10D of the Cc.po118Dta 18 tllat abaft allan (i.e., 
in the 1te7 o'l B) , the flnt plaia.tat lettel' ia ac1pbel'e4 1D. tbl B al:pba­
bet, aDd a atevviDs buttoll 18 v:reaaecl to 'briDS the DBt &l.}Jb&be1; into po­
a1t10D. It tile HttiDS of tlae ael.ectGZ' wbeel. vu at poaitiaD 16 at t'be 
bepnn'-ns of tbe enciplulnat, tile next al:pba'bet to be broll&ht iDto "P1a7 
v1l.l 'be 5 to tbe rl&ht of tbe B al:pbabet (1.e. 1 the U al"Pb&bet) J aD4 tbe 
oae afteZ' that w1ll be 9 "Placet~ to tbe :risht ot tile U alJbabet (l.e., tile 
JC alphabet) 1 aa4 80 ODo 
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!.• A nbaequeDt a.l ot the KZ7ba IMid.De ille:OZ'PONtecl a Hlectoz' 
w.eJ. nth 52 a4Juata'bl.e &CZ'ftB or •stope," eaeh aarev bariaa tbe tUDcticm 
ot br1D81118 1Dto Pla7 a 'PR"tieulair diapl.acaat ot the alpllabeta. A-q eca­
biD&ticm ot these 52._._. -r- 'be UHC1 to prMR"ate a aepace ot auccea­
ain diapl..._ta. !be ca.plete qcJ.e of tb:la acbiue ia depm&ta.t oa. t.be 
D\lllber ot atopa tlllpl.OJ84, 8114 ia ua-.l.l7 equal to 26 tiala tbe ,._. ot 
atop& selected.; tbe CJCl• tbeNtozre l1ea betwell 13 or 26 (vb.ea. ODl.7 OM 
atop ia 11884) aD4 1352 (vbn &1.1 S2 atop& ce uaed) .1o 

!• Die uaua1. cla1 • ot ial18a1pbvab111t7 wve ot coune .a. b7 tbl 
:l.a.ftlrtCil" tor thia acb1a.e--- voulcl be ftZ'J' JaiCh IIUZ"pl"iaed 1t tbeJ wna.•t. 
1'b8 izmmtor cJewoutratea ~~ticall711 that the mJPber o't voaai'bl.e keJa 
v1 til h1a -.chine is 1.4 z lob'; this DUdJer COJIPIIN&L ftZ7 f'a.YOZ'&'bl.7 V1 til 
tbe llUIIber ot ata. in the UDi.Yel'lle, ••q, 3 z 107•. With tld.a bii'PP:r 
DOte n v1ll so oa. to the DeXt aub~ect. 

8. CocJa mW..•-!,• A coc18 &J&tea11 ia a lm"e or leas b1sb17 a-pec1a­
l1sed. tOZ'IL of aubat1tution. !'be 'bailie principle Ull4erl;r1ug co4e &JIIte• ia 
the :repl.acewDt ot entire 1IOI'U 1 l.oll8 pbraaea, OZ' caapl.ete Hntea.cea coa.­
atitutilll the -pla1n text ot a •saap 'bJ' uobitzvil.7 ael.ectecJ. equi'l'&l.enta 
bari118 little or DO :relatioa to the e~a.ta tlul;y replace; these ecp1Y&lellta 
~ 'be otlMtzt 1rOl"b, sroupe of letters, groupe of f1suns, or caabiuatiau 
thel'eot. It is 01117 ezceptiC)DILll7 tbllt tbe replace.Bt OZ' aubatitutioa. PI"'­
ceaa 18 appliecl to ea..ta ,_,, e:r tbaa. vbol.e VOI'da, aa4 vbeD this 1a claDe 
the ~· azre aiDS).e J.ettezos, pooupa ot J.ettera, o:r 87llabl.ea. It it 
,... possible to ..orize a loac 11at of vozrcla, pbraaes, Ul4 aea.teaces, to­
ptber Vith the uobitraz7 equiftJ.ea.ta call.e4 cocJe poupa us1pecl to repre­
aea.t tha., there voul.c1 be DO D8ecJ. of bari.D& vr1 tteD OZ' priute4 cocle 'boakll. 
In a cocJa book, the voraa, -plaraaea, aDI1 aa:tences an listed ia. a sp~­
tic __. &114 acccmpa.n' e4 'b7 their cocJe equ1'9'8lents; cornspcmc18Dta ..t 
poaaeaa i&lntical copies ot tile 4ocu.a.t in order to be able to ea-mtcate 
with oae uother. .An ordiDaZ'J' clictiODIL!'J' '87 1 &114 otteD cloes, sene t1:1e 
pgrpoae ot cocJe con-m1 cation, so ta;r aa a1JaSl.e vo:r4a azre CODC8l'DIId, but 
u a nal.e a apec1al.l.7 prepazrecl cJoc1ment coa.ta1D1118 the VOZ'&I 1 phnaea, BD4 
aezatencea, au1tecl to p&Z"tic:ul.ar tnea ot cOZ'NapoD&laDce, 1a uea.. Such 
cJacaanta are calle4, in the Uza1te4 Btatea &DcJ. in ON&t BritaiD, code boota 
or sillpl..y coclea. ID other couzatr1u 'the7 haw been cal' ecJ. !!§'tOZ'ies. 
1forC1 books, cipher 41cticmar1ea. etc. , &1. thou&b tb.e tera "cocJa 18 bec0111aa 
vzreyal.eD.t thzroulbout the warl4. 

b. DMml a:re ftl'ioaa tne• ot cacJH each suited to particular tne• 
ot coft.eapoaa.nce. B~ are J.arp boob used tor pDal"al. bU81Deaa or aoc1al 
cOft"ea'PC)D4aDce; others &1'8 inteza4ed for particular 1D4wltriea--tor example, 
Z'Ubbel", aupr, ateel, &114 automb1le--aa4 contain higbl-7 aptcial.ized. teclm1-
C&l YOC&lnll.U"iea. lfoat laZ'se ca.m-c1&l firma baft their CND pr1nte cocJea. 
coutru.cte4 eaptc1al.l7 tor their use. While the naMbl.aBc• between the 

10 If aeveralstops are UJBd aDd die sum of the dilplacements isl3(mod 26). tbe leDBth of tbe cycle will 
be only twice tbe number of stops used; If die sum of the stops 11 26 or a multiple tbereof. tbe cycle will be 
equal to the number of stops used. 

U Cf. subpar. 11;!!. MWtary Cryptanalytlcs. Part I. 
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Ol'tiDa:r7 co rc:lal coc1e1 u4 tbe u-.1. 11111 'taz7 ao48a an .a-ked, tlleil' 
Pl'iar7 }NZ'POI88 a:re 41ftcellt. Co&l 1a ue4 iD OClW Z'C:lal eow-•1•t10118 
pril1ci~ to effect 8CODOJPI' iD C08t of ea-m1 catiD&, aeenq 'beiDS of 
1eea&17 '111poz1;&Dce. lD. ma.n llll1.W7 1ip&l. cc-·1•tiou, eoc18 18 
ue4 to etteot 1eareq, bzreri.t7, &D4 1,..a., eaveei&ll.7 1D fl'cmt-11• eoa­
.mieatioDa. Jlalrenla, ill 1eDatJ:t.7 ....,D1I'I:ratift -ll8p8 1 the 8001101Q' &f• 
to:rte4. 'b7 a 111'0'Pe1"17 coutncte4 coc1e 18 :l.llpoz"tat. 

!.• •1aap1 eJI.CI'1P'tec1 'b7 •au of a coc1e 'book a:re aeeun ODl7 vlla 
the 00118 book 11 tept aeozret. ~ an, ban'NZ', coa. • .,.._ iD. 'Wid.cb 
HCNCJ' 18 DOt & f'acfmo. SucJl 878-- aN iDteDcJacl fol' 'bNri'J' ~, iD 
tnaatu1on 'bJ' ~ rc:lal teJ.esrapJa, tea-~· coa. booU attOI'd. a 
..... t~ u'bftri.atill8 ~ coadallaiDs tbe w:Ltizls DeCeU&I'7 to COimtJ' tn­
tozwatiCD. A aiD&le, COJIPN'&ti~ allan lf01IP ot coc1e clla'L-actea 87 
repnaellt a vbole wm:4 of u auv u 15 ~ _.. J.etten, a J.oDs pllrue, • 
a cc.plete -teDce. !tml 1 u a rule, the tat of a coc1e ••aap 1a -* 
alm1ieZ' t.baD tbe J].ain tat, 8114 tbcetozre co.ta l.eu to aeD4. lat111'&lq 1 
tbe CODdanliy pc!!!l' of a coc1a 'book YG'iea Yitb tile exteluliftDeaa ot ita 
'!O!!bul.!!7 1 ai.Dce iD a 1all book tben caD 'be Uatea. oDl.7 tlul .,.t c~ 
'VOI"d.a &114 01117 a tw ..,._. •• &114 leDteacea 1 wbezeu iD a lal'p book ~acti­
CIIIll.7 aU tbl worc1a UkeJ7 to be 111ed. in teJ.esrap!d.c ca--m1eation, topt!aR 
W1 tb ~ CG"'D1l Pbz'ue1 &114 aatacea 1 -.,. be 1DCJ.U&18cl. Vb8D. a coc18 book 
:La uaecl to ecDJaae tut 01117 tar VUZ'POI•• of 8COIICIII' 1 1 t 11 call eel a ~­
aecret coc1e. hapl.• of auch coa.a an tlle Ol'tiDa:r7 ~cial. coc18a aol4 
1n 'book atona. A co4e 'book '87 cOII'biDe tbe :teaturea of 8COIU.Wl' 8114 aecnq 1 

ln vllieh cue the book 1taelt .. t be 1ateguarc1ed tma the •1111111' aa a aecret 
cocJe. In a441 tion to IIIDDQ' aa'ri.D&, eoc18 178'- 1an tt. 8Dil labar in 
iftiiaataa1on 8.114 reeept1a, aa tile m..,. of cbaz'acten ball4l.e4 in cocle IJII• 
...._ 1a ...:Uw t1um 1D c:Lphezo &JBU.. !!.'be aariDs ot tba :La au illpol"t&Dt 
factor 1D tl'ont-~1118 eon-m1 cat10DI vlut:re apee4 1a ••at:Lal 8114 a_.t:lau 
outvaipa HCUI"1 't7 CODII14erat10DII. 

cl. In .U.ita1'7 erntocratab71 the peateat &tgree of coa48uatioD. 11 
attozriecl 'b7 ~--•aase coa.a, • l'bNn,t,- coc18a 1 • &1111 tbl l.1D. A F•!!'!'!DI!Cl--••• coa. :La a tactical coa. a4aptecl to tbe uae of UDlta 
requ1rllll aptcliiJ. 01" tecbD:lcal. vocabulariea; it 18 c011p01ed. &l.llaat aclu­
a1'ftl.7 of &I"OUP8 repn1ent1Ds cawspl.ete or ~~e&rl.J' cOJipl.ete •1111p1 aD4 1a 
1nten&tc1 t01" ahortaiD& ••HP• IUid coneeal1DI their content. A bl'ft'1 t1 
code baa tor ita aole purpoae the aborteD:lag of •1aapa. A t1elcl coda 11 
ii"iDar117 a a-.:u. tact1e&l. code vbich cODtaiDI a lazop DUJiber of coela sroupa 
:repreaent1D& 'VOrdl and a tn ccn-:ta abort pbraaea, tzroa vllich aenteacea can 
be compoae4; a arllabary.. vhlch 1a a 11at of co&l II"GUPI NPI"••t1DS 1n-
cl1 vidual let ten 1 COIIIb1aat10D8 of l.ettera 1 or arllab.l.ea 1 ia uauall.;r 'PI"O­
'ri.ud tor al'8111D& out VOZ'U 01" pl'oper _.., uot preant 1n the YOC&bul.al7; 
nu.r1cal tabl.ea, ~ l.iata ot cocla sroupa Npz"eaant1118 n\Dibera 1 clatea 1 u4 

· UIOUDtl, an allo 1Dcl.WS84. A jaraon co&l :La anot'ber 118M fflr a aillple, 
very ahart cocle in vbich bOD& t1c18 41ctiODU7 ftl"44l, bapti-.1. -.a of par­
sou 1 the --• ot ri'YC'a, lakea, etc., are uaec1 u coa. Sl"G'lpl. A wice 
cocle ia uae4 f01" tnDaiaaiOD 'b7 tb8 -u ra41o-tel.epbone •ta uaecl 1D coa­
;-~ aaa. _.,be a ~--•aace cocla, a brerit7 co4e 1 or a .1ar­
&OD cocJe. other -• uae4 to ua:Lpate ..u .u.itla7 eoaea are co*at 
co4e, IUUl operatioDI c:oc18. 

... 
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•· In encoc11DS a ...... , a ao&l cl.eztk .are1.J zrql.acea tbe ftl'1ou want.; }lhnaea, Mntaeea, 1.114 DUIIIben of plain tat la7 1ibe1l' cola equ1n­
lnt8. !!18 coa. tat i8 'bu:l.lt up :rrc. .,. UDita each npn8•t1DI tbe 
loapat poa8ible llla1Dtat UDit tile ca&t book attarda. J'ozo Glts"'ple, it 
the .. teDce IIIII! roRCm E!DIAS A'l OD BAr.W:.IOB Bll:aiiBDD 011 IIIL'I 
SOU!JIIAft OP ~ i8 to be e~~ea&lcl, azul tile coc18 book l18t8 the 
pbzue :alllr ~ E!IJWI'ID Nl, tbe coc18 8l"01IP :repNMD.tiDS t'bia Jbz'aM 
vaul4 be ..a. n'li.Mz' thaD 8epante coaa II'CNP8 :repzreaentills tile 111111Y14u&l. 
1IOZ'C1a --, JU~m, E!r.IJWI'ID, 1.114 a I all ot 11h1ah ld.Sbt al.8o be "PN••t 
1D the ea&t. !be vozrcl 0Riai'IILLI110111.4 be eDCOC184 b7 •iDS the eq,111nl.at 
ot tile ward CIIUBI, tal.l.on4 bJ the srout tar the 8Jll ule VILLI, ar, it 
tbi8 latter i8 DOt 1D the eo4a book, la7 8pell1_118 oat YILLB u V .p.r...s ar 
V-IL.Y 'b7 - ot the 8J'lla'baz7 of tbe eocJe.12 !be pnce88 of 48co41DS 
i8 the Nftl"M ot that of enco41DS• :.cb coaa sroup i8 loo1rAI4 up 1D tbe 
coc1e book, ita .ui• tOUIId. ..a wri.tten ckllrD. Wilen tbe 8Z'I'OZ'8 1D trau­
a:l.88iOD e:re :r.r, the procea8 18 n.p14; 'but ann a aau --.. ot 8Z'I'OI'8 
in a --- 87 ob8cun the ..m:as ar l'8ll4az' a _._ '11111D1aellllibl.e• 

f. ~ ~8 of 11h1cb .,. ~ an GOJipOae4 _,. be ot oz. 01" 

IDN 0t the follc:m.DS tnea: 

(1) Bolla n.aa vordl--r.J. '11'01"411 taken ti'OII the 41etioDIIri.• ot OM 
ar _.. l.allpap8. 5 un&l lallpap8 ~ u aOG"C• tor co48 wora. 
ot th1a tne e:re Datcl:l., :laslillh, Pzoench, Oezwu, ItaliaD, latin, Partupeae, 
au4 Spm1ah. 

(2) .Artificial worc18--sroupa ot letten haYiDS DO Z'-.1. •'"'"'' eon­
atzouctecl mn 01" leaa 8)'11telat1call.7 b7 ~ta ot YGII8la aDC1 eouo­
D&Dt8 80 u to li'nl tbeae sroupinp the appeaz'auce Ul4 ~1l1t7 ot 
boD& tide V01"4a. 

(3) Oroupa of letten pzreaentiq DO appearance ot bema fic1a ar arti­
ficial vorcJa aD4 naabliDS cipbar groupe. 

( 4) Groupa of &l"'lbic figurea. 

"1'01" apec1al pm'IM)IIea, coc1a groups CQIIP08ec1. ot intez'a:l.zt11rea of letter& u4 
figurea within sroups _,.be use4. Call sips ffll! :radio stat1ou, auch u 
W2ICA au4 WSAZZ, azre ezamplea of auch 1Dterml.xt'u:rea otteD ued in :ra41o caU­
aip coc1aa. lD ce:rta1n h1shl7 apec1al.isec1. uaYBl f1l! .Ui tarJ' eoc1aa, the in­
tend.zture of lette:ra au4 ftsgrea ia IIOIBtS.a aeceaaBZ7. Bach 1Dtend.z­
tu:rea, hoRVV, azre either DOt accepted. ar, it accepted, e:re abazop4 tar at 
a s:reatl7 iiiCZ'8Ued nte nan the)' appe&l' in---· tnua1tte4 'bJ' cOII­
.:rci&l. COW''"' cation8 apnciea. 

1.• A coc1a _,. contain tvo 01" IDrtl panllel aeta ot coCia srouPB of 41t­
te:rent tnea. "1'01" 8X'81BPle, in -.zll' cOBIIIU"ei&l cocJaa aD4 in ... 11111 t8Z'7 
8.114 uaval coc1aa, tbe:re ia cme aeries of coae poups of tile bolla ficle o:r 

12 Many codes contain a small block of code groups de&Jpated as "supplement groups", the meanf.Dgs of 
which are deff.necl in special lists which are effective for spec1flc datea or for 1peclfic geographical areas. 
These supplement groups may contain equlvalenta for speclftc name~, places, Ol8anizatlons, and die like. 



REF ID:A64556 
cwmtiKL 

8Z"tif'1dal VUI"4 type aDCl IIDOtbttr aeries of the ft~~ZN-sr'OUP tne, both 
&ppl.JiDS to tbe .._ sel"ies of vcml8, •-•, &D4 sentences of the coda. 
!ben an Hni"Bl NUOIUI tor this. 111. .,.t pez1;a ot the varld 1lhe1'e 
ital.1c or ra.u. letters en uae4 tal" witius, letten paaaeas sreater 
aa:natapa in &CC1R"&C1 of zreacUus IIDCl haD411DI bJ' te1esr&ph peraODDel. 
!fta1a 1a uece&BBZ7 tor conect trnprlaeion aD4 zreceptiOIL of ••aapa. Jbr­
ft81", in &CII8 parta of the VD1"14--for "DDIple, Russia &D4 Cb1Da--tele&r&llh 
penODD81, except in l.u'p citi•, are 'lllltall1l.1ar with the BacUah al:pba­
'bet aDd heiLce -.uy- errors 1IL t1"allald.saiOD a:riae. But arabic 41&1 ta an 
a.la)st unift1"sal.J.)r :recopisecl &Dd uaecl, so that tor COIIIIIm'cat1olul 'betnell. 
obscure porta aa4 ...U cities iJl tareip countries, t1su:re pooupa an 
pzretene4 Oftl" letter sroupa. 1'b8re are certain •thocJa ot aoDdaaiDI coc1a 
proupa cc.poae4 of tisarea into still -uer groupe CCIIP08ecl ot letters 'b7 
--.111 of coD4eD8ers, ao tbat ~ f1zwa use figure poupe for such vurpoaea 
in expeui Ye tl'&DaiaaiODB. Pia•l 1 1, in certa111. •thocJa of eD.CitJb,erius 
cocle •ssapa tar the sake of sreater &eCZ'eCJ', t1sun P'01IP8 oftell tora the 
basis for tile eDCipbal"'Elt more reacU.l¥ tbau c1o letter poupa. Prior to 1 
Jan'USZ'7 1934, in practical.l7 all ..ae1"1l codes COIUitructed. 'b7' experts, let­
ter cocJe groups nre ot the artit1c1al-vcml type. OD that date .., rules 
in intei'Dat10D&l cow-m1cat101L ~ eftectift,13 perattt1Dg the 11M of 
letter cocle groups 'V1thou.t restriction iD their toJ.-.atiOD, u clua (3) iD 
aubpuo • .[, abcmt. 'l'be Ja3orit7 of tba coaes publishe4 aubaequentl.J' to the 
taresoius c1ate ecmta1n letter co&t p-oupa ot the Ulll"8&t1"1cte4 tJpe.14 

11. 'l'be sreateat adYBDtap poas•ae4 bJ' letter sroupa f1Vflr t1pre 
srotiPi lies ilL the &ftilab1l1t7 of a tar poeatel' DUIIIber of '(181'mtati01l8 1 
or iZLterchupe, ot letter groups, becaUH tM:re an 26 letters 'llhich -.,. 
be -permuted to fOI'II letter code sroupa, vb8reaa there an OIL17 10 41si ta 
wbich B7 be 'p8Z'JIIlte4 to fOl"ll t1p:re groups. If coa. groups of tin ele­
..uta are uea, then there are a'ftilable 265, or U,881,376 sroupa of tift 
letters, 8114 01117 105, or 100,000 sroupa of f1Ye tiprea. BOll' sillce the 
ILUIIIber of pez'JIIltatiOIUI ot 26 letters taken in groups of tin is ao sreat, 
oa:cy- pe1"altatious conf01"111DS to special tnes 'a7 be aelecte4 for uae, Ul4 
there v1ll still reJBin a au:tticieZLt 'INIIIIer ot co&t groupe for enn the 
larpat coc1ea.15 Certain types of coCie sroupe a:re aelecte4 ao tbat possi­
b1e error in telegraphic truallission can be reduced to a a1D1Dml.. If 'the 
coc18 groups have beeiL cODBtructed ac1e~~.tit1cal.l7 it is poasi'ble to correct 
such errors quickl7 w1 thout haYiDS tbe •ssap :repeatecl. 

i. 'l'be 18D&th of code groups •eel, Vhetb.ez' the SL"CJUPS coaaiat of two, 
t11:ree-; four, or fiYe e~ts, &lpmda upon the aiu of the co&t. !bia 
applies a.la)at excl.uai'V'8l1 to field 11111ta:r,. or uaftl. cocles, vbere tnDa­
lld.aaion is tbroush a soY81"D118iital IIPJIC7i 1IL ~ical. ••asses or in 
IOftZ'IIIEltal cc.amicatiODB t1"a.D81d.ttecl OYeZ" printel7-opezate4 11aea, tift­
letter or ti"n•fisure SL"OU'PII an uae4 almllt ezcluaiftl7 beca•e of the 

13 See Telegraph Reguladoos, lntematfoaa1 TelecommUDlcatfon Convem:ton. Maclrld, 1932. 

14 For a treadle on the development of cocles aee "'I'he I:Ustory of Codes and Code Laopage, the Inter­
aatfoaal Telegraph Regulatioos pertaiDlng tbeleto, and the beadag of tbll history on the Cortlna Report. " 
by MaJOr WWiam F. Friedman. SiS· Re1.. Govemment Prlndng Office, 1928. 

15 A real whopper in codes is the Wesrem Unfo.n Code. comprisfDS nearly 380, 000 sroups. 
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:replatiODS adopted 'b7 the Iuten&t10DIIl !'el.epraph CODfa:NDcea u4 'bJ' ec.­
.rc1al telepra.Jh &114 cable CO'IP""'•. All a 8IJMiftl Z'Ul.e :l.u the tz'auld.a­
a:I.OD of coc1e aD4 c1-phta.- ••...-, -.ch P"OUP of :f:l.n letters :l.a coate4 u 
oae VOl'd rep.rdleaa of the D1llllber aD4 llft"MI"NDt of TGifela; -.ch sroup of 
t:l.n t1surea :1.8 COUDted u oue word. • 

.t• Coda ptOUps of JD!erD coclas an COI18tz'ucte4 'b7 .. of tables wll:l.cJl 
J8Z'II1 t ..-. Or leas autc.at:l.c arul &JBt-tic coaatructiaa. :l.n the fOZ'II a.­
a:l.:recl. bae an caJ.l.ed }J!l'J!Itat:I.OD tables. Because theJ' '87 be •eel to 
conrect BH~t errozoa -.de :l.n ti"&DBid.aaiOD or vrit:I.Ds, IIUCh tables an u-.ll.7 
:I.DClud84 in the cocle book aD4 11ft calle4 •t:l.l.at:l.ou tables, p:rble tabl.ea 1 
ezrozo-4etector cbaZ"ta, etc. Before the :l.uYaDtiou of pezomtat:lon tables, 
cocla u a &Jita of CQW!m1 cation vu not 1lllo1l.7 rel1able. Sc:l.eut:lt1call.7 
CODatncted tables, 'ban9'e, :I.ILCl.\lda a feature vb.:l.ch baa re.cl1e4 w.a tault 
to & sre&t extent; th:l.a vUl be Cliacaaaecl :I.D the DUt pansraph. 

k. !l.'o .a an error 1D a group of t:lve letters Ia DOt UDUBU&l. OD tile 
'(1&1'1; ot the anrap telepraph OZ' n41o OlMR"&tor'. It a tittennce ot oaq 
cme le'tter diat1Dpiahe4 cme cocla group tzooa aDOtbar in tb8 .- coc1a 1 u 
ABABA &114 ABABE, 1iheiL aez'ioua errors a:r be intl-o4uce4 in the •MiDI ot a 
•aaap, ar the •asap ...,. be IBde UDill.teW,gible b;y OD1;y a tw 'trallaa1a­
aioD. arran. It, bavn'er, rterJ co&l sroup 1D tile cocte book :1.8 tiat:I.Dpiabecl 
troa all other cocJe srouPB 1D tb8 .._ coc1e 'b;y a tiftereuce of at ~t !!!, 
letters, then there voul4 have to be two errors 1D a aiDSJ.e group &114 tbeae 
t1ro errors YOUl4 lla:n to procluce a coc1s srouv actual.17 vreaeut in the cocla 
before a vroDS ..mas 'VOUl.4 be cou'NJWd. !his priDcipl.e of -.tillS cocla 
sroupa v1 thin the 118118 coc1e c11:ffer trOll -.ch ot!ulr b7 a ld.Dillml of two let· 
ten 1a called the two-lettel" cl1f'tel"eDt1&1.. It 1a .. t -UJ' 1ucorpol"atecl 
:l.u coae srou'P8 b;y CODBtruct:las tJie -peratatiou tab1e to thia eD11. !'be 41t­
terent1&1 'a7 be the absolute 41ttereDCe ill the :l.clautitiea of two letters 
or tile relative }10111 tioua occupied. b7 thai. r~ exnpJ.e, BACOP, &114 BACUG 
titter tram each other 1D the 1c1ntit:l.ea of the t1D&l pair of letters; COD• 
a:1c1erecl u a cCIIbiuatiou of lettera, the t1ro grroupa pnaeDt a two-lettezo 
titfereace. the two SZOUPB BACOI' &114 BOCD, ~ 1 titter in tile relatift 
poa:l.t:I.ODB occupiea. b;y two of their letters 1 but CODB:I.&rrecl as a pt~WltatiOD 
of letters, these two P'CNVB as nll as tile tWD srouP8 BACOI' aa4 UCUG, pre­••t a two-letter tiftereace. In •ll.ol"t, vheD. at leut tva COI'1"8apoadias 
letters 1D a pi1Z' ot oocla groups 41ftel" in their 14ent1t1•, the tvD coda 
sraupa 81'8 aaicl to pzreaeut a 2-letter 41fterellce. ..,.ara R181118 troll tbe 
ac'banp of poe1 tioza of two lettera, v1 thout a cb.,. in tbe:l.r :Lc1eut1 t1•, 
aft zreterred to 88 e1"1'01"8 of tnD8P0!1t10D. b)' 11ft DDt UDUIIual. but tar­
tW.teJ.7, as a rule, tlle7 111Yolve ODl7 lettezoa vhich are either 1Ml3acent ar 
&lteraate. Fm: ezesple, 1n t'ba }B1r of groups BACOI' u4 BOCA!' tbere :l.a a 
traDapoait:I.OD of tbe al.teZ'Date-letter "Qpe. lD receDt codea, atteapta 'baTe 
beeD ..a. to c18Yiae p81Wltat10D ta'bl.ea '11111cb vill eJSwtnate ODe of the two 
--... of f1Yf1r1 pd.r of P'OU1'8 wbich titter f'l'olll each otber 'b7 the .are 
tZ'&DB-po~~i t:l.on of two ac1Jaceut or alternate lettera. Codaa uai111 srouv• 
baaec1. upoD a perautat:l.oa. tabJ.e v1ll siiGir the tabl.e and expl.a1D hall' to,.. 
1 t in cornetiDS tlle 111111&1. •t1lat1ou of sroaPB. !l'be 1111e o:t the two-let· 
ter 41ttereDt:l&l ~- tile poaa1b111 ties fm: coutruct1118 letter-cocJa 
sroupa troa 265 to es+ ( • 456,976) , but CODB1Ml"1118 tbe a4ftlltapa, the 
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aaal"Uice ia 110Z't'b8bil.e. Pezomtation tabl.es tOI' the CODIItnction of tigure­
coc1e II"GGIPPI a:re •'"' l ar 1D D&tun aD4 purpose to tanea tOI' the coutnction 
ot letter-cocJa p-oava. Bannr, becau.e of tba mzre llll:l.tecl D.Uiil:ler of cbu-­
aatezoa 8Y&ilable ~ })eZ'Jmtatiou, t'tJe .r-- nUII'ber ot 2-tipn 41tterence 
sroupa poaaibl.e ill a 5-fi&az'e code 1a , or l.O ,ooo. 

1.. In their cOIUI'truction or ~t, co&la &N ~ ot two 
tnea'i' 

(1) Oae-118Z"t, ar' alpbabatical cocJaa. !lie pla1a.tezt sroupa azre ~4 
1D alpbabetie&l. orcJer accc.pan' eel by tbair cocJa sroupe ill al]tlla'betical or , 
111Dm'ical. CJ1"der. Sucb. a coae servea tOZ' dacocl:LDS aa ...U u tor ~ins. 

(2) 'l'vo-J)!!"t, or nncJom'sed co&la. !'be pl.aintezt grroupe a:re IIZ'I'aupd 
in alpba'betical orc1ar accompen1 e4 by t!leir coae P'01IP8 in a DOII&l.phabetical 
orc1er. The coaa sroupa a:re aaaiped to the p1.a1n1;ext sroupa at zuclO" by 
dra1Ds the cocJe sroupa out of a box 1D vhicb. tbey ban been tllorousbly 
wtzed, ar' by aa- otber -.zmer in vbich the el.eJEit ot cbauee operates. Such 
a list caD aern ODl7 tar.' eDCOCliq. l'or dacodiq, uatb.er liat IIUBt be pro­
T1c1ac1. in vld.cb. tbl coa. sroupa a:re ar.ra.Dp4 in al-phabet1c&l or ~ic&l or­
cJar aDd. a:re acccmpmjed by tbeir .an:Snp u g1V8Jl in the eucocl1aa section. 
Par this reason a two-part coc1e baa often been called a eroaa -retlll"ellce cod.e. 
'l'ba tol.lGviDS brief extzoa.cta froa tJP1c&l cme-part &Dd two-part coaea illus­
trate tbe ditteNnce betwaen them.: 

A 
Abaft 
AbaD4DD. 
•••• it 
Ab&D4oned 
•••• by 
Abu4oniDg 
Aban4omaent 

••••••••••••••••••• 
••••••••••••••••••• 

l\ro-part cocJ.e 

Bncatiq Sectioa. Deco41q Section 

OAJVt A .ABABD Obatractecl 
TOOU Abaft; ABN::'I !'era 
PBIIIL Abandon A1WDt Zero 
~ •••• it .ABAJL It it baa not 
ZlZB AbaDIJODed ABAUI 'lo be aent by 
I!SYZ . ···'b7 .ABAMP .Acceaiaa 
DWUZ AbaDcloD1ns ABAWZ Bu:ll41ns 
RUIIJO Abandoa.nt .ABBAD Do DOt attempt 
••••••••••••••••••• • ••••••••••••••••••••• 
• •••••••••••••••••• • ••••••••••••••••••••• 
ABABK Zero ZlZlZ .Aban4oned 

Jeti1'881l the two eztre.a &re cocleS 1fb1Cb. haft ft&t1Jre8 of both; tbat iS 1 

camplete aecti01l8-.., be arraupd 1D random aequence, but YithiD each sec­
tion tbe contents azre arraupd in &01111 ayat-.tic 01" J.osical. orcle1". Thia ia 

.. 

.. 

true 1 bonver 1 only' ot eo. ot the oJ.c1er co4ea. In J1DC1erD. tnea, the two- .. 
put CODStl"UCtion 1a mre CQ'Ia)D. 

m. WbeD a strict alphabetic ~t ia 'Wied ilL tile aequence ot the ; 
pbraaea, the code ia 8&14 to be a atrictll alphab!tic&l. coda; Vben tbe phruea 
are listed UD4er aepL"rate headiD&B baaed upon the priucipal V01"Cl 01" icJaa in 
tbe vbol.e expression, the code ia aaid to be a caption cocJa. !l.'be tollalrias 
extracts v111 88Z'V'8 to 1ll'Witr&te tb.e tvo tnea: 
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Caption coc18 

AaaiataDce 
Gift uaiataDce 
Require uaiatance 
lo uaiatallce required. 
Aaaiatallce baa been Hnt 
Aaaista.Dce tor 
Assistance troll 
Lsiatallce to 

AaaiataDt 
Aaaiate4 

etc. 

Strictlf alpb!betical 

.Aasiatance 
Aasiatuce tor 
Aasiatance trca 
.Aaa:latallce baa been aent 
Aaaiatance to 

Aaaiat&Dt 
Aaa1ate4 

••••• 
Gin 

lo 

Gift uaistaace 
••••• 

Bo uaiatance requi:re4 
••••• 

More precise all4 ecoDOIIical enco41DC ia possible 11'1 th a caption cocle thaD 
vith u alphabetical cocle. With the captioa. co4e it is -ier to aaaellbl.e 
an exte'Dded ftl"iety of ezpreasioDB &D.Cl abaclea ot me&D:I.Dg UDder apecit:lc 
hea41ap thaD 'V'ith the alphabetical cOlla. On the other 'balld, the uae of a 
caption co4e illVolfta mre tt. &D4 labor :ln enco41DC, eapecial.l.7 'b7 'UD­
traiD84 or uukW..d pereoa.Del. 1 tbaD the use ot u altJbabetical. code. Where 
the pbraaeolog" of cQ1WJD1 cation ia ataadarcl1H4 or etereotnic 1 the JIIOIIt 
COIIIIDil expresaioDB ~ be listed in an alpbabetical code u :rea41ly u 1D 
a caption cocle. In both types ot cocles there -.y be tabul.ate4 •terial1 
such u ta.bl.ea ot IIUIIbe:ra 1 cJatea 1 equi~t 1 popoaphical or peraoul deais­
Datiou, either tOl"JJiag 1aolate4 aectiODB in the cocle or iDBerted in the 
'IOcabliJ.az7 Ul14er appropriate heacl1J188. 

n. Two-part coclea are uaed by -.ny ~uta tor their secret diplo­
•tic-; llili taz7, aDd aa:nl c~m' catiODB because the aclYaDtapa they otter 
over cme-part codes are sreater thaD their diaadYaDtapa. Tba diaaclftDtapa 
are: a two--part code ia bal"4eZ' to haDdle thaD a oa.e-part cocle because it ia 
at leaat twice u larp in content, aince each code sroup aDd each plaintext 
el...u.t .aat appear twice; the coat of printiDS ia approxiatel7 double; aDd. 
the am~~Dt of labor in compUiDS a two-part code ia aear]¥ four tt.a sreate 
because ot the ~~eceaa1t;y tor prepariag the accurate c:roaa-reterence arraup­
JEat vbich ia ita basic principle. OD the other haDcl, the adY&Dtapa of two­
part codea are sreater secrecy, aa4 sreater &cCUI"&C7. 

o. In a one -part code the plaintext proupa propreaa troa A to Z in a 
reaulir al'Ph&'betical sequence, aceompan1ed 'b7 their code SZ'OUP&, &lao in a 
replar alphabetical or lllllm'ic&l aeqwmce. If the vor4 ABAPl' ia represented 
by a code group vboae iD1t1&1. letter ia A, or whose illiti&l llUIIlMir ia 1, then 
the var4 ABAliDOB will be repreaate4 b)' a group vboae iD1t1&1. letter ia &lao 
A, or whoM initial nUJIII:.er ia alao 1. In other VOZ'Cla, the eii8Jil' czyptaul)'llta 
haft c1et1D1 te clues to tollov in breakiDS 4olm the code because ot the par&l­
leliaa of the two sequences; the cletend.Dation ot the Y&l.ue ot oDe code SZ'OUP 
aftorda clet1Dite clues to the ftl.• of JBD¥ other code SZ'oup8• In a two-part 
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coc1e 1 honftZ' 1 the 'Varcl ABAft Jlipt be NpNHDtecJ. 'b7 & Sl'OU'P 'VboM iDitial 
letter is 1' 1 ~ vbcae illi tial IIUIIbeJ' ia 8, aD4 the wozo4 .AlWIDOI .S.&ht 'be 
represented b)" a coc!e grou:p vboae 1lli t1&1. letter is P 1 or vlloae 1n1 t1&1. 
I1UIIber is 3. In otber 'VOl"4a 1 the two secpmcea an 110t alJ.ke in prosrea­
sima; hence tbe cleteniD&tiOD ot the nlue ot one cocle pooup Y1ll. s2:n DO 

clues to tba nlue ot &117 otber FOUP• 

lt• In COIUiicler1DS the poeater accunq of a two-}MIZ't coc!e cmtr a one­
pa"t co48 1 the follolr1Ds pair of phru• (in a Jltpothetical. one-pll't coc!e) 
are P'ND as an ezewple: 

WOYMl VUl be r~ to attack 
VOYD Will DOt 'be reaq to attack 

Such an ~nt is subJect to two sources of el'l"OZ'. A cocle clerk 
VOZ'kiDS 1III4R preat cl1tt1cult1es, in a hUZ'Z'J, ay accicJat&ll7 'ft'ite clan 
VOYAII iuteaA of VOVBR as a result of 1ibe cmatiguitJ of the two aeta of 
letters 11111ch are at w1 1 v 111 &ppeaNilCe aa4 are so close toptller on the 
pap that his e,e -.,. take the p-ouv freD the VI'ODS: liue. .Asain, on ac­
count of the s1111.1ari t7 in sOUD4, his e&1." _,- 4eceive hill into 'ft'i tiD& 
vovu vbeD he should baw written WOY.AM. low the -.~liDS of the one sroup 
1a the uact opposite ot the --.niDS: of tbe otb.eZ' &ad., since either MA"'"I 
87 t1 t in conectl.y v1 tb. the context of the •ssap, tbe error _,. r..S.D 
UD41acovere4 tor same ti-. 1 thus cauaiDS HZ'ioua incmavellience 01." 1 1D the 
cue of cOIIbat, actual loss of life. Pun~, &lthous11 the mald.DS: ot 
tvo en~ in a siagl.e IZ'OUP is rather unua-.l in t1."&1l8Dd.sai011 or reception, 
aevez1iheless it does hapJen &ad., in such a case as the abon, voulcl DOt be 
detected. 1'b.is is especial.lJ' true in cozmaction vi th tabul.aZ' -teZ'ial. such 
u lists of n'UIIbeJ."s, dates, IUid ~~~~as, in wbich the context often tails to 
)'1el.4 clues to the conection of prbles ~ errors, 01." to giw cODcluaift 
eridence of tbe presence ot &D en"OZ'. But in a tvo-pa"t code such e1."1"ors 
are 1Jiprobable. In the tirst source of error .antione4 abQYe, the clerk 
'VOUl4 be V81."J m.uch leas likel7 to cODtwle tvo entirel.7 clifte'l"ent groups of 
lettez'a; 1D the secODCl source, it tvo lt1."1"''0"S azoe IB!e in the tzoaDul1ss1on 
or reception, and if these errors iDYolve tvo letters procluciiJI a group 
which actual.l7 ball a •alliDS in the coc!e, this --.iDS is so UDl.ikel7 to 
t1 t in correct17 vi th the context tbat its pl"obabili t7 of ocCUZ'rence a., 
be neslisible. Thus, if this sort of 8ZT01." aoes bappen, the ..m.q of the 
SZ'OUP ta11a to tit in with the context 11114 at once iDdicates u error. 
ICDavleCip ot such an error, even if it is imposaibl.e to correct it, is mre 
preferable than igaoraa.ce of ita existence, vith a 'P08&1ble action bue4 
UpOD 1DCOl"'NCt clec:ocluBDt • 

g,. Tb.e follalr1DS are s~ closiDS oba81"fttiou on the sub3ect of codes 
aD4 co4a ayat .. : 

(1) In ca..rc1al. code ••sases t'bere is a018t1Jiaa encountered. the 
practice of llixiDS: plain text 8.1d cocle text; in gove:rm.ntal cocle •ssapa, 
11111 tBz7 or 41plaatic, such int81"111xtures are toaa., ao rare tbat their 
presence in telesraa iDClicatea abJ88]. iporance of sCIII of the :tuDdaaeD­
tal rules of c!'7Ptographic aecu:rit.,. Because the plainte:zt 'VOl"4a give 

c 

• 
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dat1D1te clues to tbe •aD1DS of the adJacent coda sroupa, tmm thousb the 
tor.r J87 apparentl.J' COD.Yfl7 DO illtelliSibW t7 in t-.elna (such wozrda 
aa aDd, but, &, .-, tor, !!,, period, atop, !!!!!,, the, etc.) their 
presence couatitutea a fatal d&Dpr, &D4 DO ci'J'Ptogra}lher who ia avana of 
thia daDpr w1ll counteD&DCe auch inteZ'IIixturea. 

(2) It otten happeD& tbat correapoDCJenta 811Pl07 a coda vbich -.tea 
DO pro'liaion for encocliq proper -.a or UDU&ual vord.a DOt iDCl114ecl in the 
YOC&bul.aey of tbe coc1e book. Rather than lean tbe UDeDCocJable tezt in 
pl.a1n la.Dpase in the ••sap, since ita appean.nce 1l'ill aure3.1' lead to 
clues to UD&uthorizecl reacliD& of the •••ap, the cor.rea'PO""•:ta encipher 
auch vor4a &Dd proper 118M& 'b1 •aD& of 8.11¥ pr8IIZ'I'&Dpd cipher a;vat•. 
Al.ao, in ac.e caaea, when the cocle ia lilli ted in ita YOCabulaz7 and the 
VU'ioua intlectioua of words 8Z'e not represented, the correapoadents a;y 
auttiz the proper intlectiOD& ( "ed," "ing,. "tion, n etc.) 1D cipher. 1'bis 
proceclure, hDinmlr, ia DOt to be recc.aell4ed, beca'U&e it couiclerably re-
cluces the crntosra"Phic aecuri t7 of the whole Q'atea. ' 

(3) ao-tias cCJI':Napcm48Dta -.Jte uae of two or mre coc!ea V1th1n 
the .._ •••ase· Tbia is occaaio~ the cue Vb.en they aze -.ld.q •• 
ot a general or ccaiBI'C1al coc!e vbich cJoes aot ban all the apec1al uprea­
aiOD& ueceaaar7 tor their b'U&iaeas, the latter upr•siona beiDS contained 
in a a-.u private code. S~tt.ea, banter, the interaixture of code tat 
freD several. coclea ia 4oDe tor the purposes of seczrec;r, tlJousb it 18, aa a 
rule, a rather poor n.btertup. 

9. Bncipher!cl code apt-.-'"!,· Soaett.ea the coc1e pooupa of a coc1e 
•••ase UDC!erso a further process of enciphezwant; the reaultiq cl")'ptograa 
couati tutea an encipbered code •••!I!. Both of the tvo piUIZ'&l claaaes of 
cipbar •thoda, trau-poaition aDd substitution, -.:J be uaecl in enci-pb.eriD& 
coc1e. Bacipb.ered code ia used UD4er the follCJII'iDS cil'cu.tancea: 

(1) When the buic cocle has bad v:l.cle d.istribution aD4 the code Jlipt 
tall into UD&Uthorized baD4s. COIIIIIU'e1al coclas sold in bookstores, &114 nen 
special codes d.istributed v1d8l.;r tbztousbout goftZ'ImBDtal ott1ces, llluatrate 
the 'I;J'pea of cocJea to vhich this a4de4 satet7 factor ahoul4 be applied. 

(2) WJJen 11lcreaaed aecuri t;r is D8Ce&&IIZ7 tor h1shl7 claaaitiecl caa­
IIUILicatiODS. Althoug)l the basic coc1e book _,. ~ be secret, further 
encipherment voulcl greatl;r c1ela7 the solution of the cocJa it it tell into 
the bancla of ~ c~ts. 

b. '!rB.DIIpoai tion .tho411 wtlareiD 1lhole code poupa or aeriea of tbea 
are shifted about according to so. k.e7 aze uot trequentl1' eDCOUDtered; 
traD&poaition •thoda applied atrict17 v1th1D the code groups, 'b1 Z'e8Z'Z'&D8iDS 
or shittiras about the letters or :fisurea c~ai111 thea, ba'n occaaioll&l.ll' 
been used. 0118 of the 110at c~17 uaecl transpoaition •thoc!a for the en­
ci~t of code is UpcJ. col.UBI&'l" traupoaition, eithv v1th apecial 
•vicea, c1ea1gna, or f01'1111 bariDS llUlla or blaDts, or vithout these fea­
tures. !'.raDapoaition aci~Dta of code, bGVn'er, are 'YflrT aub,3ect to 
error &Del require h1gh-gr&U peraormel tor tblil' pnctical. operation. Tbe;r 
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an, of c0\11'8e, vbol.ly unsui tecl for pn.ctic&l. militazoJ' uaap 1 though ther 
can be upl.OJIId for other purposes. Solution of such SJ&te. caD be a Yf1r1 
41tt1cult •tter iDC18ecl1 especial.l1 it the basic co4e book ia DOt kaan. 

c. All of the •thocls ot substitution appllcable in the case ot ciphar 
a:yat- ._, be uaecl tor the encipherJalt of coaa 1 r&Diilll troa aillple mouo­
al.phabetic •thou to the 1108t complex pol.yal.pbabetic •thocla 1 incl:udiDS 
-.chine enci~nt. Disraphic •tho4a --r also be uecl; calbiuatiou of 
Ugraphic and JIIDILC)gl"&phic •thocla an trequentlr eDCountel"e4. .A fu'orite 
method in one-PIIZ"t co4ea haYiDB both letter-code aD4 tipre-coc1e SJ"OUP& 1a 
that in vbich the lettel"-coae group ataD41DS at a pre&Z'l"aupd internl. be­
tore or after the lettel."-co4e group repreaentiDS tbe act\1&1. vord or pbrue 
intenclecl to be cozrre1'14 is substituted. D1e inte:rnl ay l"eJain t1ze4 vith­
in a s1D&J.e ••sap 1 or it '87 '1'&1"7 &CCOI"41118 to aa. precJaterained k.e7; 
nDII"ical coae ll"'UPS IBke the ue ot larp internl.a practica'ble. Dais 
•thod, With JD11tieati01111, ball &lao beeD wse4 tor the enci~t ot two-, 
PG"t coaes. 

4. Substitution tables of Y8Z'1ou8 aorta IIZ'e otten eJIP].oJed. Par ezaa­
pJ.e, Ua1D& a table appl1cabl.e to co4e P'OUP8 of 5 t1guna 1 a table li'riDS 
proDOUD.Ceable cCIIbinat1ona ot letters for the COIIb1DatioD8 of c11&1ta 'a7 
result in convartiq a group such u 75152 into the letter group KOBAL. 
Tables tar aubatitutizlg COIIbinatiou ot lettel"a into other eollb1Dat1ona of 
letters 111'8 equal.lr feasible. Tba substitution ._, be at:rictlr c11sraphic 1 

c011bin1DS two 5-J.ettel." or 5-tipre sroupa into a aeries of 10 41&r&ttba; or 
it ..-r be a c011b1D&tion ot trisraphic and cU.graphic aubat1tut1on, each 5-
cbaracter group beiq split up into a 3-charactar an4 a 2-c'bara.cter coa­
biD&tion. other c011b1nationa are 1 of course 1 &lao possible. In all of the 
faresoiDS •thocla the chief obJection 1a tbat tbe a4Y&Dtap of the 2-lette:r 
41tterenti&l. feature ia mre or leas cliaaipate4 bJ the enci~t1 but 
this ia true of &llloet enrr subst1tutin •tbod tbat 18 au~e4 on 
code; this 41aad.Y&Dtap ia absent in those cues in vbich the enc1:phenent 
operates ..ntlr to substitute other coa. sroupa ot the •- book tar tbe 
••aase coc1a srOilPB. !he mat cOIIIIDil•tbocla of this tJPe IBke 1111e ot the 
tipre-coc!e sroupa, the latter beiq -.nipulatecl in ftl'1oua....,. to chanp 
thea aDd the reaultiDS sroupa then beiDS g:Lnn their letter-coc!a equiYalenu. 

!. • 'lbe 11108t i.Dipart&Dt ot the ftrioua •thoc!a of enc1pber1q coaa en 
ar1 tm.tical. •thods, 11b1ch v1ll DGif' be d18cuaaecl. It the code srouJ8 are 
=-rical, the a4d1 tion (uuallr IIIDCl 10) of an arbi trarur selected n1mber 
to each code group 1n the code •••aae cout1tutea a a111ple far'll ot enci­
~t. It Ja7 be ftl"1ed bJ Pl"eaz'Z'&118818nt between correapoJMlenta, aia­
pl.J 'b7 cha.Ds1DS the 1'1Dd number u trequentlr u ~ be ._4 nece&B8Z7 1 

or bJ aoa euur arraupct a;yatea of cba.Dp. 1'bl group of 41sita cc.poains 
tbe I1UIIber vhich 1& a4da4 to the pla1n coae val:uea 18 cownonl7 ~a. an 
ac14it1Ye group, or, Dm"e often, an a4clit1Ye, or aamet~a aiJiplJ ua adder. 
In cleci~nt 1 the additin 1a .n11 :reawe4 fz'om. the rece1vecl enciphered 
co4e srou})a 'bJ aubtraetion, lea'1'1111 the plain cocJe sroapa, vbich can then 
be cleco4ecl 'b7 reference to the cede book. Often the cJate or 8018 n'UIIIber 
c1ar1n.bl.e troll the date 18 empl.OJ84 .. the ad41tiye but •'WL1.17 the ILWIIber 
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ia ·~ 1m U"bi trU"Uy cOJIPC)HCl grCJIIp of clipta. Becauae tile •- nua­
ber ia 8IIPloJe4 1il'lrollshoUt t'ba encipberMDt of the eDtizoe co4e ••AP, 
aucb aD ad41tin ia caU.ec1 a :t1Dd 11441 tin. 

l• Methoda such as the tozresoills are particul.arl.7 nat czntosraph­
icall7 it the buic cocle book au4 the coc18 sroutta eab~ l1lll1 tatiOD& i11 
COIUitruction. Por UMpl•, 8houJ.d it be t111P1o7e4 1D CODDection 'Vith a 
cada ha'f'1Ds ODl7 3000 ll"'OIP8 llUIIbered couecutivel7 froa 0000 to 2999, 
then the iDitial 41&1 ta of the groups en lUd. tecl to the three c11&1 ta o, 
l, aad 2; the application ot a t1xecl ad41tin C&IL therefore procluce oD17 
tbree titterent 41gita as the iDitial 41Bita ot the enciphered coc1e text. 
tis ~DOD voulcl, of course, qu:l.ckJ.7 lead to the cletend.aation of the 
iDi tial 41g1 ta ot t'ba plain code groups. One rather a11aple •=- 1DY01'1'1D8 
the uae of t1zecl aad.1 tins il1 the cue of coclea ha'l'iDS alphabetical as nll 
as nu.ric&l code groups is to atrP17 t'ba t1zec1 ad41 tive to the nu.ric&l 
cocSe ll"GU'P8 repreae11tius the 'PlaiDtext 1f01"4a or pbraaea &Dcl then tate the 
&lpba'betical. code group~~ correapond1 nc to tbe au. u the f1D&l. encipberecl 
code groups. In codas of this t)'Pe, tba a441tina -.y be rather l.arp n•­
bera &114. the procesli of t1D41DS tbe &lpbabetic&l code srouPB corresPODtius 
to tbe SUD8 is yeey eaa7. But in coc!as VhereiD onl7 &lpbabetic&l code 
croups are liate4, that is, no fi&ure-cocJa or ~ic&l groupe are alao 
&ivan, the 11441tivea emplOJ84 mat 11atur&ll.7 be ratbsr ...U llmlbera. It 
vould be extreaal7 laborious to eo1mt 573 sroups torvarcl, tor example. In 
cues such as these, &4ditins 11m1te4 to n\lllbers f'l:tom 1 to 20 or 30 are 
aa-~Dil. 

1.• Instead of eddiy a t1ze4 number in encipherJB1t, the latter 1a7 
be subtractecl, in vhich caae, in decipl:aerl8nt, the f1zecl znamer DUSt be 
84484 to the encipherecl co4a groups as received. Such a group -.y be terJBl 
a subtractive FOUR• or subtractor, because subtraction is the process used 
in encipberlllent; in &tciph..-nt the SL"'UP bec~a, of course, an additive. 
A thircl •thod involves the subtraction of the plaiD co&l group fZ'OIIL tbe ke7 
to 7ield the enciphered code sroup in enciphenBnt, and tbe subtraction of 
the encipherecl cocle group troa the ke7 to 71e1c1 the plain coc1e srau.p in ae­
ciphenent; t111s •thacl, lmaVD u the JlinueDCl •thocl, is quite prenlent in 
crntosraplaic practice. Adcl1 tion Ul4 subtraction of a f1xe4 D1Dm'ical group 
._.,be &l.teraatecl vithin the ,... •saap, acc01'd1DS to &DE sillple sub­
si41&r7 ke7; tor example, a sari• of atlc11tin groups correspozd1q to the 
keJWOrd BAD a:l.&bt, b7 ~nt, couist ot the n'UIIbera 200, 100, 4oo. 
'Dulse llisht be used in repetitive mamaer, or the correa'POIM1•ta mpt asree 
to use these ke7 DUIIbera &lteraatinl.7 1D IUJ4itiw &Del subtractive DBDD.er, 
Such U .t20() 1 -100 1 ..Jaoo 1 -200 1 tl00 1 .Jaoo 1 40() 1 -100 1 tli()() 1 etc • 

b. IDBtead of a t1Xed 11441tin, it is poaaibl.e to empl.OJ a sequeDCe 
ot c11i1ta used in the -.rmer of a repeatiag lte7 tor ad41tion or subtraction, 
the sequence beius as;reed upcm. in advance or clerivable f'l'oliL a literal ke7, 
etc. If a 9-cli&i t ke7 were employed 1D con.1UD.Ction v1 th a.-c11c1 t code groups, 
tbe ke71DS eycle would repeat after the eDCr7PtioD of 9 coae groups. It, 
holreftr, the ke7 vera cQIIpOaed of 10 clisi ts, then the ke71DS qcle 1IOUlcl re­
-peat attar ODl.7 five cocJe sroupa, s1DCe the co.aa factor 2 cuts the poten­
ti&l ke71D8 length in bal.t; &114 it a 12-41&1t ke7 were 811(1l.opa., the ke71D8 
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qcle voulc1. repeat after tbree cocle sroupa 1 'becauae of the c~ factor 
Jt. betveen the n'WIIb81"8 12 &114 Ji. 

i. When apec1&1 tables are eaploJ'ed u the source of the a&U.tivea 
ar aubtractora far encipheriug cocle 1 a lllCh .,:re secure a;yatem is prOYi4ec1.. 
b tables 'a7 be conta1necl1D a book ar 4Dcu.nt called a kg booltJ an 
a441tive book, or a aubtractor book. On each pap of such a book, srou'PB 
of DUIIbera are zreplarl.7 cliapoaecl 1D ron and columa on the pap. By ap­
talJ'iDS iclntitJiug aJIIbola called iD41catora to the papa, u vel.l. aa to 
the ran 8114 tbe colUIIIDa on each pap of the lr.eJ' book, it is possible to 
prortda tar the sate encipherlent of a large vol:w• of trattic. AU cor­
reapoDdenta IIIIBt 1 of course, be prov14ed vi tb the sa. baaic co4e book &D4 
the ... ka,. book. In employ1q the U,. book, the in41catars tell tbe re­
cipient of a •asap vhat lr.eJ' srouPI ....-e used; that is, where to bepn 1D 
the deci~nt of the enciphered cocle. A pap traa a typical lr.eJ' book 
of this aart 1a aholm in r1g. 5; tbia figure containa tvo seta of 100 Jt.­
digit 1tq sroupe, disposed in D1Dibered blocks each containinl 10 ran 8114 
10 colwma of groupe. To 48aipate a group as the initial one to be em­
ployed 1D encip~nt or decipber~Elt, it ia .relJ' uece&&IIZ'J' to give the 
block number, the raw number and the ColUIID number ot tbe &l'OUP• :ror eDIL­

pl.e, 0116 i8 the in41cator for the sroup 8790.16 It i8 uaual. to tate the 
successive groups in the Dozoal. order of readiug, tbat is, trca left to 
right and troa the top cloWmrarcla 1 al.thousb &IV other orcler of reacliq _,. 
be agreed upon betveen correapon4enta. Die book from vhich this aample 
vas taken conaisted of 50 papa each conta1D1ug 200 sroups, -.lt1uc 10,000 
in all. Tbe groups thGI&elves, ot course, cODSiat .rely of 41pta selected 
at random vhen the key book ia in preparation • 

.t• If a U,. book for an ac141tive or a aubtractor &J'Stem is used 2!!9!, 
aDd ODJ.y once, security of an absolute orcJer is ilapu1;ed to the •aaagea 
e"t'8n it the basic code book ia knon to and paeaaed by the eD!!l• It is 
not even neceaaa17 to use indicatara except vhere a question _,. azoise as 
to the aerial order ot one of two or Jll)l'e •asaps &ZTiviug at about the 
.,.. tiJIB. In such a cue the &J'Stea is referred to u a one-t~ ayatea 
aDd the ke7 book is called a one-tt. pa4 becauae the papa are usually 
taatenecl aecurel,- in the form. of a tablet or pacl ancl are deatl"O)'ed aa soon 
as it is certain tbat the recipient of a •aaage baa properlJ' deciphered 
and decoded it. ihe diaad'l&lltagea of such a system are tvo in n'UIIber, botb 
ver:~ serious. In the first place the production &D4 distribution of the 
pads present 'V8r:f ditticult problema in composition, printing, assembly of 
sheets 1 etc. For voluminous correspODdence IIILIV' pads are necesa11r7 and the 
mere question of the production, timel.7 distribution, and proper safekeeping 
of the pads is a serious one. In the second place, a system such as this 1a 
aui table far only tvo correapandents and even in this cue there usually 
muat be tvo pac1s, one tor incom:l.ng, the other for outgoing 1111ssagea, other­
viae it w1ll occaaionaJJ Y' ar trequentl,- bappen that both corres'()C)Ddenta Will 
use tbe sa. aeries of additives or aubtractars. 

l6 In actual practice, indicators a~e often disguised or encrypted by a special key or set of keys; 1his 
procedure adds considerably to lhe security of the system. 
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6 

7 
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9 

0 

1 

2 

3 

4 

5 

6 

1 

8 

9 

0 

1 

0378 

7185 

5037 

8004 

928e 

1259 

2878 

l62o 

3868 

li-319 

1 

9328 

2297 

36llo 

1456 

1751 

3611-3 

5875 

.... 555 

0183 

5012 

2 3 

9197 3260 

0135 6091 

3365 12911-

5199 3859 

6893 11229 

9399 0769 

9963 7911-3 

5879 0218 

1905 2500 

3298 7819 

2 3 
1135 3811 

9550 5033 

3964 3299 

9614 5520 

~54 8479 

o4lt.5 11673 

0'110 7652 

9772 0128 

2959 3751 

4llo5 4128 

REF ID:A64556 

BLOCK 00 

... 5 6 1 8 9 0 

3607 2699 9053 9'133 1644 6622 la213 

2387 4957 3113 7284 0750 3501 1911-5 

8261 211t-9 0718 3678 2.510 7238 5268 

1293 5311 3550 9915 0512 1.518 3776 

9736 0927 1418 1930 9864 0090 8974 

31lK 9801 1378 4'132 5134 1435 5282 

4519 31104 9610 0190 ~7 7069 53la8 

1064 9560 5732 6661 0883 1883 261.9 

66~ 0824 3710 3875 6332 1503 7259 

8721 1549 6630 6301 5701 3586 1907 

BLOCX 01 
4 5 6 1 8 9 0 

15lt.9 0839 8790 1771 8251 3274 1173 

0102 6817 5597 o847 lto38 1200 2911-9 

1181 3811 88114 2500 4557 4133 01187 

8312 19'1-l 2417 1098 lw39 3~3 8282 

8647 2684 5511 868o la66o 3858 11266 

6178 5250 Ji.310 9580 olf81 1005 4J.oo 

5415 6851 6001 9668 2109 811.71 3276 

2171 6835 ]lite 9514 1478 9746 7625 

7481 4398 4586 8143 8049 7478 8417 

9068 5023 4374 TI!u 6313 9454 7733 

l'ipn 5· 

533 



--------------------------------------------------· 
REF ID:A64556 

k.. !lw fozoe&Qilll titn.cul\iea .tte it 48a1Z'&'ble to mlifJ the •1•- · 
tea so tbat wb1le ita aecurit," ~ uot be absolute it cu be 8JIP].oJe4 b1 
a J.azopr I11IIIINz' ot correapcmanta, cuttill8 c1Gim on tile n1mber of pa4a re­
qu1recl &114 perllitt1q of 1D~cat1on &110118 all correapon&mta. JW 
auch ue, iD41catol"a are abaolutel.)r eaaentiaJ. in arclaz' to tac111 tate the 
prc.pt clec1~t ot ••IIIIP• :rece1Y8C\ fl'ca a8'f8l"&l. titfeloent COZ'N&poal­
•nta. !be aecurit1 of a •=- such u the tonao1as 1a ctepeaaat upon the 
...uaer in wb.ich the 1DA1cator1 _.. treated in the enc1pheriq procaaaea. 
It tb.e 1D41cator8 are given in clear, that is, vi.thout cl1ap18a of 0118 sort 
or aother 1 it beCOIBI po&li'bl.e to at~ a aeries of encipbend coc18 -­
upa 11114 perhaps to solve t'b.ea, ft'eD without poaaeaa1on of the cod.e. OD 
the other baD4, it the iD41catora are ~elY8a cl1apiaecl bJ euc1pher1q 
tbea accortiDS to a veU..Ua1pecl •thocl, the a;yatea u a Vbole beaa.8 
Yf1r7 secure 11114 _,, 11U1eec11 be .a. illprepa'ble apinat attack. fOJ: a Yflr1 
l.oDc t~. 

1. It cau. be perce1ft4 'b7 th1a t~ tbat the foresoias &l"itimatical 
•tbois are, in Z'Ml.it;r, aubatitutiOD •thod.a. Where a f1ze4 srouP 1a 
adda4 or aubtl'acte4 frail the pl.a1D cocJe p-oup this is eu;r to see. For 
-apl 81 if the f1D4 a4diti'l'e 18 3089 &114 tbe plaiD coU ll"OU'P 18 87521 
the encipbazed. code P'OU'P 18 1731. 2h1B 1a the .... u aayiq tbat a 4-
alphabat &78tea is 1DYolvecl, uA tbe alphabet& are u tollon: 

P.lain code •••••••••••• 1 

i~ ~ 
Alphabet lo. 3 9 

.. 0 

2 
5 
2 
0 
1 

3 
1 
2 

7 ... 
2 
3 

5 
3 ... 

6 
9 
6 
Ja. 
5 

7 
0 
7 
5 
6 

8 
1 
8 
6 
7 

9 
2 
9 
7 
8 

0 

Bote that •rel.7 a aillple C)'Clic 41apl.ac-t of ftluaa 1a 1DYOln4 1D the 
proceaa, the UIND.t of tiapl.acaat be1DS IOft!'D8Cl by tile tJIIZ't1cul.ar clipt 
1D each poa1tiOD of the 11441tive SJ"OUP• Wbat this &IlNDt to, 1D cznto­
srapb.ic tams, 1a a tour...:Lpbabat anci~ uaiD& tirect ataluJvcl alpba­
betal vhel'a the "DOnal alphabet" is 1 2 3 4- 5 6 7 8 9 0. '.l!le proceaa coul4 
be .a. JmN ditticult b7 -.pl.oJ1Ds ._,zecl alpbUata• ot couzoae, but tben 
the feature of 81'884, which ia DOW poaai'bla (in riw o't eerl.J tniDiDS in 
aa41t1on, VberebJ the ~tal arithmetic 1lft'Ol.Ye4. beCOI88 aecOD4 uatuzoe) 1 

voul4 be lost, since coutaDt reference voW.4 haft to be 1848 to enc1pher1us 
&114 a.c1pher1q tablea. 

m. It be=-a clear that "'ben a aerie• ot 41fterent ad41t1'98a or Bub• 
tractO'ra 1a uaecl, u when a 1£87 book ia ap1o,.a., then the number of alpba· 
beta involved corzreapoa48 to tlul nllllber of cl1glta apla,vecl. !hua, c1eap1te 
the 'tact tbat the eDCi~Dt vroceaa 18 heze 0118 tbat 1D'Iol'988 Dm'el7 the 
D.U181'1cal equiftlenta of tiract ataDdRd. &l.pbabet8 1 the &JBtem caD. bave 
g•t CZ'JPtosraphic aecurit71 dapeD41Jl8 upon {1) haw l.oD8 the k.eyi.Dg se­
quence ia, tbat ia the n\Diiber of groupe COIIPJ"1a1q the ad41t1ve or aub­
tzoactor aeries; (2J the COJIIPO&ition o't tb1a ke71DS aequeace, that 1a, vbether 
it conaiata ot r&D4cal 41glta or ia &JBte..tic in ita couatrw:t1on; aDd (3) 
wllether tbia aequance or parts of 1 t an uaec1 0Dl7 once or aeveral timea. 
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!he J.ut-.u.tiOD8Cl factor is the .,.t illportaDt ot the tbree, tor it the 
keJ1us aeq;uance or parts ot it are uaecl but once or a ftl'1 11111tecl nUIIber 
ot t~a, S&J' 2 01" 31 its l'8Ccmtl'1 'bJ czontaDaJ.ytic processes is 41:tf1cult 
ar impo8sibl.e 11114 therefore nen it the sequence 1a SJB~tic in its con­
struction, this fact lllisht DOt bee..- lmalm. JIGRver, aa a rule the ac141-
ti'fts or subtractora are ..-.:Ly 41g1 ta selected 'b7 a ~ razu1oa ... , 
such u 41'aiDS thea out ot a boz, ar equ:lvaleDt .-au. The J.easth ot the 
sequence ia guided ODl.y 'b7 the ~UD~Dt ot tra:tfic to be encipheracl; tor a 
YOlUid.Doua tra:tfic, key books conta1D1DS thouaan4a of sa-oups are DeceSIIU'J, 
even vi th a fJOOCl iD41cator syatea, &114 eYeD theD the ke7 book& EBt be 
cbaDpcl at frequent intenala. 

n. Aritlm8tical •thocls are tavorecl above JD~t other •thocla ot en­
cipur-n.t ot code because ot their s1lllpl.1city and relatively better speed 
ot operation tban in the cue of alphabetical •tboda· The speed factor 
is, ot course, attributable to the tact that pzoactically neZ'Jbocv can add 
(or subtract) rapidly aD4 accurately vhen aiasle 41S1ts are iJl'I'Ol.'ftd, Uld. 
although 'Yflr1 a1 .,, ar processes could be avgl.iad in crypt;osraphic processes 
in'I'Olviug letters of the alphabet, the operatiODB ot a4d1 tion or subtraction 
voul.d proceed '9'81'1 mw:h BIOre slOII'lJ because early tra:1n1ng does not de'I'Ote 
8111' time to ar1 tblatical processes invol.riug letters. l'or example 1 every 
child i88Z'Illl that "8 plus 5 eq-.ls 13" but DODe 18U'IUI tbat "H plus B equala 
M. • Bonver, these arithl8tical •thocls baYe two aerioua 4iaaclY&Dtases. 
Pirst, there is the tiaadvantap that the tiDIJ. encipberecl code text is 
CQ11Posed of numbers. i'he latter are aot 01111 mn subJect to errors in 
telegraphic bandl.iDB thaD are letters, but also it ia JIIDI"e ditticul t to 
correct prbled sroupa vheD t1surea are invol:ncl tban wben letters are in­
'I'Olved. 1bese diaadvantapa are, it IIWit be admitted, mn serious in 
Alm'ican practice, vben aphasia in train1DS ia laid upon the telegraphic 
trana'lld.saion ot letters aD4 DOt figures, tban they are in other 'Pl"&eticea; 
they -.y not hold in regard to countries vl1ere the empbuia in tra1D1q ia 
in the other direction, figures being pre:terred to letters. SecOD4, the 
physical procedures invol.ved in the preparation, reprocluation, clistribution, 
11114 accountiug ot tbe neceaaa:ry k8)' books ot ad41 tift& and aubtractora are 
teclioua, costly, &lid ti.a cODBumiq. Wbere prorl.aion JIWit be mc1e tor 
vollDiinous inarconmmication 8IIOD8 ~ UDita &Del tor relat1n]Jr 10111 per­
iocla of tU., these •ttera constitute a 41tf'1cult it not illpoaaible prob­
lem tor the COIIPiliug apncy. 

10. Machi• cipb!r apte.. --!,· Crntoaral'bic principles or •thocla 
which are too complicated. for baD4 operation _,. nonetheless be read.1l.7 
mechaDisecl IIDCl bee~ hiSblY practical. lb.ectrical &114 elect~cbaDic&l. 
cipber achiuea ban been &rleloped vtd.ch are capable of pro4ucius crnto­
sr- of great c:c.pl.exity; tbeae cipher -.chiaea are to be c11:tterent1ated 
from cipher cJ8'1'1cea, vtd.ch latter are relati'ftly a111ple •chan1cal con­
trivances for enci~t &114 c18ci~nt, 1111ually bald-operated. or •mpu­
lated bJ the t1DPJ'&, such aa alic11ng atr1pa or rotatiq 41aca. 

b. llachiaa cipher systems -.y be cl.Used into tvo broad categories ot 
&JIIt-u (1) literal aut-, 1D vhich the plaintext aDd ciphartext aya­
bola produced or accepted are the ~ al•betic&l. cbaracters &114 dip ta; 
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and (2) noDl.iteral axate.a, cleaiped tor the tranam1aaion of cJata in which 
the aJJibola or signals proclucecl or accepted are other than the nor.l alpha­
bet ancl 41g1ts (e.g. 1 teleprinter 1 cipholll', citax1 c1'9'1sion, etc.). 
Purtherllore 1 literal cipher Jaehines a'T be cliricled into t:tle general claases 
ot ~ pnerators and &lpb,abet paerators 1 or a cOlllbiD&tion of the tvo; non­
literal .chines are ala)at alva711 of the keJ' pnerator cl.aas. 

c. Tranapoaition cipher machines are rareJ.7 encountered; the tiles of 
Ulli ted States patents diacloae but two exampl.es ancl so tar u is kllGVIl no 
actual machiaes bave been conatructed contormias to the speciticationa 
ccm~red tberein. SiDce substitution •thoda lend tbaaelYes so 8ICh more 
reaclil7 to aut018tic encipbe:rment than do tr&DSpoaition •tbocla 1 the possi­
bilities tor the conatruction of cipber macbiDBs tor ettactiDS trauepositione 
are al.mat c01Dpl.etel;r onrlookecl. Buicall;r it would seea that a -.chiae tor 
ettecti113 transposition would haft to incl:u48 s~ •ana tor storins up the 
letters untU all the plain text baa been ted into the Jaehine 1 1fhereupon the 
transpoaiDS process is besun and the letters an tinall.J' brought out in vbat 
u:tera&lly appears to be a ruclolll1secl order. It is conceivable tbat a •­
chine :ad.gbt be clev1aed in vb.ich the disarr&DgUBnt of the letters is a :tunc­
tion •rel.J' of the n\Diber of letters comprisins the •saap ;l'l clail.J' changes 
in the raDdomlzias -.chiner;r could be proyidecl tor b;r resettiDS the elements 
controllias the process. 

d. The substitution principle lell48 itself 14aall;r to •cballization b;y 
cipher' -.chiDes; these cipher -.chines range :f'roiD tbe 11011t pri:ad.tive t;ypes 
which afford ODl;y a maoal.phabetic substitution to wr;y COJIPlex t;ypea in 
"Hbich the llUIIber of alphabets &lld the leasth of the ke;riDS c;ycJ.e run into the 
llilliona. Little need be said of those achinea in which the ordiDIIZY te;ys 
of the k~oard are •rel.7 covered Vith remvable caps beariag other letters 
or cbaractera (such "-chines n ban act..U;y been patented!) • Bnn Vben the 
•cballi• is such that a vbo1e aeries of alphabets can be brought into pla;y, 
if the encipbermant is mnoaJ.pbabetic tor a succession of 20 or mre letters 
before the alpbabet cbanps, the degree of cr;yptoaecur1tJ is relatinl;r lav 1 

eapeci&ll.;y it the Yarious alphabets are interrelated as a result of their 
4erivat1on trCIII a 1111:1. ted llWiber of pr~ c011()01lents. In s~ cipher •­
chin• on the coa8l"Cial -.rket the llUDiber of secoDdar;r alphabets is quite 
11m1ted, but the •thod of their emplo,-nt, or rather the -..mer in which 
the •cballiaa operates to brias the cipher alphabets into pla;y is ao inpn­
ioua that the solution of cr;yptogr- proclucecl b;y •&DB of the •chine is 
ezcee41D&11' di:tticul.t. Tbis point should be cl.earl.J' recognized aDd uncler­
stood: other thiys beiy ea,ual, the DBDDer of ahifti¥ about or Yaryiy 
tbe cipb!r alpb&bets contributes more to crzptoaecuritl thaD does tbe num­
ber of al.~beta involved or their type• For example, it ia quite possible 
to erapJ.o:/ direct sta.Dil!rd alpbabets in such an irregul.lg seq..-nce as to 
;yield sreater securit7 than ia attorcled b;y tbe use of 1,000 or mre differ­
ent r&ll4om....tud alphabets in a Ngular or an .. u,. aacertaiued. •thod. 
1'be importance of thia point ia aot always recognized b;y innntors. 

l'l A furdler variable would have to be intiOduced in cues such as these, to avoid or eUminate the possi­
bility of producutg two or mo~e messages of exactly the lallle length in exactly the same key • 
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e. In the tol.loriDI parasrapba w wU1 d.iacuaa tbe laplin C-38 cipher 
DBChiaa as a typical k8J pae:ratOI", Vire4-rot01" ..abiaea u typical alpbabet 
pneratora, the B-211 cipher macbi• u a tnic&t tractiouatiDS achi:a.e, 
three -.chiaes which are repreaentatift ot t;rpical cipber teleprinters, &D4 
w v1ll d.iacusa the priDCipal DOtio:a.a inYOlncl in the eDCZ')'ption ot speech, 
tacs1JI1le, aad. teleriaioa. aipal8. 

11. Tbe !yelln achiue, type C -38. -"'!,. This .acbiae, oae ot an G'NJ' 
ot ingenious :achiaea innnte4 anA BDutactund b;r a 8nc:U.ah ensi.Deer With 
the reaoUII41q ~ ot Boris Caesar Vilhela llage1in, ia a ..U, CQIIIIP&Ct, 
b&D4-oparated, ta~-pr1a.tins, •cbaa.ical cipher -.chine, we1gh1ag 6 poUDCla, 
vith clb8uaiou 7t" x 5i" x 31". !be m"JPtosraph1c principl.e embodies pol.;r­
alphabet1c substitution, aplo)'iDS a c~ •ch&D.ical ~nt to pa.­
erate a loDS I'Uiluiag key vbich is uaed. 1D conJunction Vith Nftl"Becl st&DC1ard. 
alphabets fOI" the priaey cOJIIpOD8Dts. Ill encipherlaa.t, the achiae etfectiw-
17 subtracts (.ocl 26) each 9p from the ke7 to )'iel4 tbe &c, aDd aubtracta each 
8c f'rall tbe ke;r to ;riel4 the 8p;l8 because ot this, the C-38 aa4 -.chine& ot 
a1w11v pare han -tt.s been called "letter subtractor II&Cbiaes." 

b. Tbe C-38 baa aix wheels or rotors ot identical 418Eters; these 
vbeeli are ao couatructed aa to ban 1D41Yiclual periocla ot 26, 25, 23, 21, 
19, &ad 17. Bquicl:l.ata.Dt aroUDl tba peripberiea ot the 1tlwela an eagra'Nd 
the toll.ov1q sequences ot letters: 

Rotor I or "26 wheel": ABCDBFGBIJKLIINOPQRSTUVWXXZ 
Rotor II or "25 wheel •: ABCDIFGBIJICIMOPQRS'BJVDZ 
Rotor III or "23 wheel": ABCDBrGBIJICI.I«NOPCJISTUVX 
Rotor IV or "21 vbeel 11

: ABCDBPGBLJKLMNOPQBS'lV 
Rotor v 01" 1119 1rbeel. II: ABCDBPGBIJICUIROPQIS 
Rotor VI or "17 vheel •: ABCDBIUBLJKLIIIIOPQ 

At each lettered position there is aaaoc1ate4 a ...U. pin 118&1" tbe edge of 
the vheel, vhich pin -.;r be pushed to the lett (or "1uactive" position) or 
to tbe right (or "active" position). Tb.e aiz vheelsl9 ot the C-38 move one 
step Vith each encipherMnt or clecipher~Bnt; if tbey are init1a.ll.,- al.igned 
at AAAAAA., tbe aecoDd &lism-nt v1ll be BBBBBB, the 18th 'Vill be RRRRRA, a.n4 
the 27th w11l be ABm'BJ. Since the wheel.& are rel.ativel;r pr18 to each other, 
the eycl.e ot the machine vUl be the product (26lE25X2]:21zl9Zl7) or 101,1to5, 
850; in other YOI'da, the wheels v1ll aot returD to tbeir 1D1t1&l position 
until after this number of lettera baa been enciphered. 

c. Juat behind the aiz Yheela is a revolrtas drum sa.thiq like a 
sq,uirNl-cage, compoaecl of tvo circular retaiDiDS -platea holcl1118 27 hori­
zontal. bars ,20 on each ot vhich are tvo lup ,21 one or both ot vhich a;r be 

18 The machiDe actually ,.!!!!!! the key to the complements of the plain or of the c1pher. 
19 The formal name of dJ.eae wheels is "variable pin rotors. •• to distf.ogmsh them from "faed pin roton" used 

in some types of cipher machines. and from "'wiled rotors"' used in elecatcal cipher machines. 
20 Tbe retalniDg plates actually have 29 slots. anclsome models of the C-38 have been equipped With 29 bars. 
21 Some models of these machines were equipped with only one movable lug on each bar. other models have 

been made wluch had one lug. permanently fixecl. on each bar. 
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aet at aiz effective poaitiou (correapondiug to tbe six vbeels) on the bar, 
or to DeUtral poaitioaa. Tb8 piu, When in the "actift" poaition on a ape­
citic wheel, sene to aapp those lup vtlich bave been aet opposite tbat 
vbeel,22 cauatDs tba particular bars to be displaced slightl.J to the lett; 
tbeae cliapl.acecl bara act aa teeth of a gear vbeel, cliapl.acilll the rneraecl 
ata.D4ard al:pbabeta23a correapoiUlilll IIUiiber of posit1oD8. ~ number of lup 
in tbe path of a particular vbeel ia kDOVIl aa the "kick" of t'bat 'Vbeel; the 
total kick or keJ is tbe aum of all the kicks contributed at a given position 
of the six ke7 wheels, as goverued bJ those keJ-vbeel levers vbich are in a 
position to contact the lup on tbe clrua. When ~ lup on a bar ban been 
aet to ettective poaitioaa, tbe actintr o~ either one or both of the vheela 
involved will still contribute oul.J' one kick for tbat bar, since the bar 
acta aa one tooth of" a gear. 1'bis situation is kDOIIIl as the "double lug 
ett'ect," and. the &IDDUilt of the "overlap" (i.e., tbe number of displaced b&r8 
haviag two effective lup) mut be subtracted .t.roa the total number of lup 
actuated at a given settiDS to ascertain the actual total ke7; for example, 
if wheels With kicks of" 1, Jt., &D4 7 are the ODl7 ODe& at a g1ven position 
v1 th ettectin kicks, aDd if ~ the bars cl1apl.ace4 there is an overlap 
of 2, the total key is (1 + 4 + 7) - 2 • 10. 

4. The encipber!Blt (or cJeciphar.nt) of a letter ia accomplished b7 
obtaiii'iq the sua (:mod 26) of the ke7 and the compl.e•nt of the l.etter. 
For example, assumins the juxtapoai tion ot the reversed at&D"ard. alphabets 
to be t1Xecl .. 

(P) : ZDWVUTSRQPODLKJIBGJ'BDCBA 
(C): ABCDBFGBIJKLMN0~1VVWUZ 

if Rp ia enciphered at a setting of the machine wbere tbe total k8J is 5, 
the cipher equivalent is Nc, measured 5 intervals to the right of the com­
plement, I; if' the ke7 were 6, Ep would be enciphered as Be; etc.24 The 
relative juxtaposition of the reversed standard alphabets ~ be varied by 
what is known as the slide, which has the ef'tect ot adding a constant to 
all the elements of" key beins generated bJ the mach1ne.25 In the example 
above, the slide vas really A • Z i• -~ mod 26). It instead of" K - P • c 
ve express the Hagelin formula as P + (K + S) • c, where P is the complement26 
of' the plain and S is the slide, aDd if ve use the mod 26 scale 

22 In actuality, the activity of the pins (at a leDSing or "reading" position) 11 transmitted to key-wheel 
,!!!!!! beblnc:l each wheel. A lever wluch is pushed back engages the lugs in that wheel position and causes 
the bars to move to the left: a lever in the forward polltion does not come into contact wub the lugs. (Jf 
Roton I-VI are aligned at the apparent or "window" setting of AAAAAA on the bench mark, the effecdve 
posuions of the six wheels Will be at PONMLK. ) 

23 nu: alphabers comprise abe inclicatlDg chslc (for sen:tng dle plain or me c1pber) and the type wheel, 
which pnnts lhe enciphered or deciphered !etten. 

24 
It wiU be noted rbat in the operation of the C-38, 1be Icicle lmpaned to the type wheel ia 1n the order 

of the ascending alphabet, whereas 1be sequence on the inlbcating disk moves in the reverse direction. 
25 

The slide Is brought about mechanically by adjusting 1be relative chsplacement of the type wheel and 
the indicating duk. 

26 
The complement of a nwnber !.• mod !!!-• Ism-a. 
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ABCDEFGHIJKLMNOPQRSTUVVXYZ 
1 2 3 4 5 6 'l 8 9 10 11 12 13 14 15 16 1'1 18 19 20 21 22 23 24 25 • 

it can be seen that it Rp is enciphered with a kick ot 7 anci a slide ot 
22, then o 

ip + (7 + 22) • (26 - 18) • (7 + 22) • 37 (; 11, mod 26) • Kc; 

likewise, it Bp is enciphered vi th a kick ot 9 anci a slide ot 22, then 

ip + (9 + 22) • (26 - 5) + (9 + 22) • 52 (; -~ mod 26) • Zc• 

Since the C-38 employs reciprocal alphabets, the operations ot encipher­
•nt and deci})herJEnt are compla.ntary; therefore the clecipherEDt formula 
is C + (K + SJ • P, as is shoWn by the exampl.e 

Kc + (7 • 22) • (26 - 11) + (7 + 22) • 44 (5 18, mod 26) • Rp• 

!· As an illutration ot the pueration ot k.e7 in the C-38, let ua 
uaw. tbat; the six vbeela haft the toUoviDS pattern ot active (x) pins 
anci inactiYe ( ·) pins: 

Rotor I: ABC DB P G B I J K L M I 0 P Q R S !f U V V X Y Z 
• • X X X • X • X • X • • • X X • X X X X • • X • X 

Rotor II: A B C D B P G B I J K L M 11 0 P Q R S T U V X Y Z 
• X • X • X • • X • X • • • • X X X X • X X X X • 

RotOl' III: ABC DB P G B I J lC L M I 0 P Q R S T U V X 
• X • X X • X • • X • • X X X X • X • X • X X 

Rotor IV: A B C D B P G B I J K L M 1'1 0 P Q R S T U 
X X • X • X • X • X X X • • • • X • • • X 

RotOl' V: A B C D B F G B I J K L M B 0 P Q R S 
• •XXXX•X•X• •X• • •XXX 

Rotor VI: A B C D B P G B I J lC L II 1'1 0 P Q 
X• •XXXX• • •X• • •X• X 

Let u al.ao uaume that the l.uga have been set up ap.inat their reapectift 
vheela as ahGvn 'belav (with tbe overlap diatributecl as is illdicatecl bJ' the 
bracketa): 

I II ni lV V VI 

r2-,.....-- 1 --....., 
8 9 .... 1 6 
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The &UJI of the kicta of the iDdiriclual vheela :l.a 30; th:l.a DUIIber llinua tbe 
three overlaps abun that ~ bara haft been uecl. (With th:l.a particular 
overlap pattern, vban vheela I aDd II are ettecti'n, tbeir CCIIbiuecl kick 
ia 15; vllen II and V an ettect1ve, their cod)illecl kick 1a lie.; aa41fhen 
'Vheela I, II, aDd V are ettectinJ tbair cOJibiuecl.::k1cJt 18 20.} It the 
rotors are aligned ao that tbe ettecti'N aettiq ia at BIIDIKI' ,2'1 aa4 it 
the alide 18 - (i.e. , the iD41cat1q BDil pr11Lt; wbee1a ure aet at A • z) ,2s 
the pneratiOD of the tint 30 ke;y ~nta ia ahon il1 tbe toUGVing 
cl1agraa:29 

2
r- I 
L II 

I III 

1L X: 
VI 

Total. ke;y: 

1 2 3 4 5 6 7 8 9 10 11 12 1314 15 18 17 1819 20 21 22 232425 2627 2829 30 

• 8. 8 ••• 8 8. 8 8 8 8 •• 8 0 8 •• 8 8 8. 8]· 8. 8 
• 9 • 9 • • • • 9 9 9 9 • 9 9 9 9 • • 9 • 9 • 9 ·] • 9 • 9 • 
4 • • 4 • . 4 ... 4 4 ......... 4 Ja. ..... 4 4 ·]4 • • 4 •• Je. 
• 0 • 1 • • • 1 1 1 • 1 • 1 • 1 • 1 1 1 ·] • • • 1 • • • 1 1 
•• 6 ••• 6 6 6 •• 6 6 6 6. 6. 6]· • 6 ••• 6 6 6 •• 
2 2 • • • 2 • • • 2 • 2 2 • • 2 2] 2 2 • • • 2 • • • 2 • 2 2 
8 17 6 20 0 2 10 19 25 16 15 27 16 25 14 16 26 3 21 10 4 24 10 19 1 14 20 14 12 15 

It the t:l.nt vord of a •••age vaa ADVAWCB, it voul.d be enciphered aa 
liiJBLD With the keJII 6 17 6 20 o 2 10. Bote, i11 the 41ll&l"BBR aboft, that 
the ke7 ot 26 il1 col. 17 ia equ1'1'Bl.el1t to -' aD4 that the key of 27 in 
col. l2 18 equi'IBJ.eDt to 1. Al.ao uote that tbere are aeveral 'RJII to ob­
tain certain keJII, auch aa a 1te7 of 10 in c~. 7, 20, aDd 23.30 .Aa au exer­
cise in decipherant, let the student reccm~r the plaiD tezt t.rom the tol­
lalr1q cipher vhich vu 8DCZ'J'Ptecl vith tbe keJ11 above, aDd cODtiDUiDg tor a 
total of 50 ke7 el .. nta: 

BMJSL YBSBA OKBXU KZQLV YXCAV IFBKA 
GJLYU GZNKB VSPKU OKSAB 

t. Die tollov:lq &1'8 the cJetailecl &tepa perfOI'Weclin the 8DC1pher• 
aut ot a •• _. vith the C-38. 

(1) Pirat of all~ ot course, the p1u aa4 lup an •t up accorcl1118 
to tba key tor the particul.aZ' c1ate. A slide ia aelectecl (either at rauc1om 
Ol' accordias to a prearraDpd ke;y) and ia aet 011 tbe achille. AD 1111 tial. 

2'1 The apparent setting m dw case would be SSQBSM (cf. fooiDOte 22). 
28 If the sllcle wen= any value but I. 1he total key would be lncn=asecl by a constant equal to dJe amount 

of the sllcle. 

29 The brackets In tbe IDdiviclual key stleams mark lhe cycles of the n=spective key wheels In terms of 
the mitial alignment. 

30 There are 64 possible combinations of six lblags taken from 0 to 6 at a time, ancl since then= are oDly 
26 cliffe~ent displacements possible of the primary components, there is of necessity a ccmsl.clerable duplica­
tion of key elements. With this particular lug arrangement, there are 7 key values (2, 3, 4, 5, 23, 24, 25) 
that can occur in only one way (consicleriDg that 26 = 0 and 2'1 = 1). 6 key values that can occur in two ways, 
8 key values lbat can OCCID' in tbree ways, 4 key values lbat can occur In four ways, and 1 key value (15) dJ.at 
can ocCID' in five ways. Wuh some lug arrangements, certain key values might be impossible to produce. 
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•ssage rotor ali&DEnt is selected, uaual.l7 at randam, and recorded tor 
future reference; this ini ti&l aligulent, toptber v1 th the slicJa uaecl tor 
the message, v1ll be incorporated 1D tbe 1D41cator groupe vhich are u&uallJ 
placed at tbe beginniug of the ti'D&l crJPtogram.sl 'l'be letter countel' is 
reset to uro, aDd a ..U. encipber-dacipber lmob is set to tbe "C" posi­
tion. Tile acbine is DOW' reacQ" tor enc1pherMD.t ot tbe •ssap. 

(2) !he first letter ot the •saage plain text is nav set on the 
iD41catiug disk apinat a bench .ark, azul the dr1Ye knob is given a clock­
viae turn. This caues the c1rula. to -.ke a complete revolution, .1Japartiug 
a kick to the print-wheel uaellbJ.1' eqm.l to the IWIIIber of bars Yll1ch have 
been displaced bJ the action of the piDB aga1Dat tbe keJ-vbeel levers, and 
the enciphered letter is printed on the ta-pe at the end ot the operatiDS 
C)'Cle. 32 ibe six keJ vtleela ban IIOftcl oue step each during the process, 
and nev pins bave c~ into contact vith the key-vbeel levers to set up the 
ke7 tor tbe enc1phel"l8nt ot the uext letter. 

(3) Tbe succeeding plaintext letters are treated in tbe .._ taahion, 
with tb8 proviso tbat at the end of every word a t1zec1 letter (uauall.J z or 
K, cJapeDdiug upon tbe conatrw::tion ot the machine) is enciphered as a word 
separator. Attar the encipbel"'IBDt of flT8rJ titth letter (if the counter 
bad origi.D&l.J.J been set back to zero, or tor that •tter to any DILilt:l.ple of 
5), the achiae v1ll cause the tape to a4va.uce au extra apace, so that the 
t1D&l. cipher text v1ll. be printed in 5-letter groups, rea.d¥ for tr&D81Dission. 

(4) In decipber.nt, the pins aid lugs of the machine a:re first set 
up accordiug to the ke7, 8114 the slide aad the •ssap rotor &ligmaent f'or 
the particular. ••aase are established rroa the iDdicatora. IJhe encipher­
decil'her lmob is set to the "D" position, and the first letter ot the cipher 
_.._ is set on the iDc1:1catins disk apinat the bench ark; when the clrive 
Jmob is operated, the &tci~t v1ll be printed on the tape. When the 
encipher-decipher knob is set to "D", it eagages a contrivance vhich sup­
presses in decipberEnt the printing ot Zo (or, in other JDJala of the •­
chiue, Kp); since the letter Zp vas enciphered at tbe elld ot every word in 
tba original plaintext ••sage, the suppression of printiag ot tbia Zp re­
aulta 1n the &tciphered plain text beilll printed on the tape in vorc1 
leagtbs.ss 

&• Haw tbat the atuaent baa pined a lmovleclge of the cryptosraphic 
principles &Dd of the •cbanical aspec-ts of the C-38, be ia in a position 
to peruse the 1JJ.uatration of the •chiDe in Pig. 6 with mre un4eratand1ag. 

31 Tbese Indicator groups are usually uot sent in 1he clear. but instead are encrypted eitbe.r by means of 
special indicator encipherlDg tables. or by means of the macluae 1tself. 

32 Jn case tbe tape Is exhausted. 1he enciphered result may be ~ead on the ~eprocluclng dille which moves 
together with the type wheel. 

33 Words wb.ich contain a z. such as ZERO and ORGANIZATION. are 10111etunes spelled with an X in 
place of the Z (such as in XERO and ORGANIXA TION) before enc1pberment. for the sake of ease in reading 
the text when It is deciphered. 
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1'b.e achine is a'bolm bere in the open poai tion, with the inner conr ra1ae4 
to expose the .aban1D. ibe principal OOJIIPOII8Uts of interest to 1111 an 

Figure 6. 

Erked in tbe illustration 8Dd are enWIIB:rated aa :tollon: (1.) the outer 
cover; (2) the izmer cover; (3) tbe paper tape; (4) a l.ug; (5) tbe encipher­
decipher lmob; (6) the l.etter counter; (7) the setting kDob, W'h1ch JIIOYea the 
indicatiag disk (8), the re-produciag disk (9), aud the type wheel (10) aiall­
taneously; (ll) one ot the key Ybeela; (12) a pin set to the "iuactive" posi­
tion; (13) a pin set to the "active" position; (14) tbe raw ot letters vbich 
will be at the bench mrk Yhen tbe inner cover is closed; (15) the drive kuob; 
(16) a key-wheel. lever, in the rear position where it Y1ll contact tblli lup 
set opposite ita correapondiug Ybael.; (l.T) tbe drum; (J.B) one ot tbe c1rua 
bars; and (19) the key-wheel Y1ndon, through Yhich the a.J1 gnwnt of the ke7 
vbeels at the bench mark J1Ja7 be seen vben the inner cover is cloaed. 

.. 
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b.. the C-38 vu uaed duriug Vorlcl War II b;y United States ld.litazy 
forcei aa a lav-echelcm cipher -.chiDe, UDdar the DOIBDClature of K-209 in 
the Artq ara4 CSP lSOO in the Bay;y; the U.s. acb.iDea 1 b.aveYer 1 nre ut 
equippecl vitb. a 8licle 1 IIIUl the reYeraecl ataDdarcl alphabets were aet at 
A • Z. IJ.'b.e Baplia. acb1DS, type C-36, vu a1a1lar to the C-36 exce-pt for 
tbe tact tbat it vu a tin-vbeel :.chiDe baviq aiugle tixecl lup. Tbe 
or1a1D&l IDI81 of tbe C-36 bacl 25 bara v1tb. a lUI &rr&IJIU8D.t of 1, 2, 4, 
8, 10; the feature of the 8li4e, aa nll aa tbe introcluction of 27 bars 
(and. aa.t~a 29) , vu incorporatecl in later IDJala. Tbt Baplin tira 
akea DBD7 different tnea of cipher ach1uea vb.ich are available on the 
c0111erc1al JBrket; wban tba 4eaipat1on •llaplin achine• ia UMCl v1thout 
further elaboration, it uaual.l7 •au the C-36/C-38 tne. 

12. Virecl-rotor achill8a. --a. ll.ectrical cipher -.cb.iuea of tba 
al-phabet generator cl.ua unal.l7 i.pJ.o,. C1"1Ptosrapb1c cOIIpOD8nta callecl 
v1red rotors u a •8IUI of pnerat1ag a multiplicit;r of alpbabeta. A 
typical rotor Jlisht be Yiauali&ed u a cliak approx18tely 3" iu di._ter 
azul perbapa i" thick, .a. of ml4ecl pl.utic or other iuulatias •terial. 
On each of tba two faces of the rotor there are 26 ..U •tal atuda or 
contacts, arrupcl in a circle •ar the edp of the rotor. !'be atuda on 
oae face are cODDected in a raa4oll a.D~U~r b;y vires to tbe studs ot the 
oppoai te face; thus va ban a representation of a llized alphabet by ...u 
of electrical v1riag. b rotors ban eiiP"&Yecl on their peripberiea the 
DOral. A-Z aeqwmce, u a ...u ot alip1ug tba rotors at specific posi­
tiou ap:Lut a bench .rk. SeYeral of tb.eae rotors are uaed aicle b;r 
aicle 1D a cipher zachiae, so tbat tbe atuda of each rotor CCIIB into con­
tact v1th the stu48 ot aclJacent rotors; tbe entire aet ot rotors in the 
.-chiDe is conta1Mel betareea two ell4p1atea litai.M CODIItructed Vith a 
circle of 26 contacts vhich touch the atuda ot the rotora placecl next to 
thea. In encipher.a.t 1 vb.en a letter of a typevri ter keyboard ia pressed., 
it aeD48 a current to 0118 of the points on tt. input eDd.pl.ate, soiug througb 
the -.se of rotors (each of Vhich contribute& tbe effect of o• IIODOalpba­
betic substitution) to a point on tbe output eDd.plate vhich ia coDDectecl 
eitber to oae of 26 l.&lapa or to a printins •cb&Diaa, giYiDS in this va,. 
the cipher equiYal.ent of the pl&intu:t letter. !hia ia illuatratecl in 
a~tic tOI'II tor a three-rotor machine in Fig. 11 below: 
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In cJecipbenant 1 the c:urre11t is .rel.J unt t'brou&h the rotor _.. 1D the 
opposite cl1rection 1 an4 the plaintext equivalent ill e1tb.e:r 1Dcl1catecl by the 
11Shti:aa ot oue ot 26 lallpa or b;y p:rintiDS on a tape. 

b. It the roton nre t1Dcl aD4 414 uot .we, tba enci'PbftMDt voulcl 
be uoi'hiDS JDre tblm aiapl.e IIODO&lpbabet1o substitution with a Z'M4oii-111.Dcl 
&lphabet; hotreYer, atte:r the enciph.e'I"Mnt of each letter, oDe or JII01'e of 
tba :rotors v1ll IIIDft OD8 step, tUZ'IliDg OD the principal axia. This Y1l.l 
result in the pDel"&tion ot a succession of 41tte:rat &lpbabets 1 the n•­
be:r be1DS equal to 26 :raisecl to the !,th panr, vhere !. is the nUIIIbe:r of 
roto:ra in the -.... '1'hwl tor a tb'l"ee -:rotor .chine ve V1ll bave 263 or 
171576 clifterent alphabets, aD4 tor a tive-:rotor :achine n vlll han 265 

or U ,881 ,376 different alphabets. It the •tion of tbe :rotors ia •t:ric 
(i.e., •ter-11ke u in an ordinary counter or an ocloater) ,34 these DUII­
bera vill also revreaent the perio48 ot the achi:oea.a5 In rtg. ~~ below, 
a baft a cliagraa ot a tbree-rotor achtne, in 'Which the Vi:riag of each 

(DUeetioD o~ .,t1oa) 

1 1 1 
-A 21 --· 25 ~ 3 8 --c 26, 15 26 

D 1 I 1 17 
II: 2 I : 19 ,....20 ·-.,. 3 I 10 '22 r 
G II. \ ' 14 110 G 
I 5 .... 26 I 3 I 
I 6 20 '13 I-
J 7 8 9 t11 J 
X B 16 10 

, II. X 
L 9 7 11 '23 L 
II 10 22 12 5 II 
I 11 ... 13 24 II 
0 12 11 14 9 0 
p 
~ 5 12 p 

17 25 Q 
R 9 16 R 
8 12 19 8 
T 23 6 T 
u l.B 15 u 
y 2 y 
w 25 2 w 
X 6 X 
y 1 y 
z z 

~ :;""' 21 26 20 I~ : ~ B 3 1 1 B 
c 26, 15 2 6 2 J c 
Jl 1 I 1 3 .. l D 
B 2 I 19 .. 15 17 B 
r 3 I 10 5 3 5 20 .,. 
G .. ' 14 6 14 6 22 G 

~ 5 '~-26 7- 12 7 10 B 
6 20 B ', 23 8 3 I 

J 7 8 9 I 5 9 13 J 
K 8 16 10 ,16 10 11 K 

~ 9 7 U 1 2 11 .. L 
10 22 12 t22 12 .• 23 II 

• u II. ~. 19 13 \~ • 0 12 11 1 I u " 0 

: 13 5 15 ll.B 15 • 9 p 

" 17 

~f~ 
16 12 Q 

B 15 9 17""' 25 R 
8 16 12 l.B 13 l.B 16 8 

~ 17 23 19 '-1 19---19 T 
1.8 l.B 20 10 20 6 u 

v 19 2 21l 8 21 15 v 
v 10 '25 22' 21 22 21 : X 21 6 2 J 23 2 
y 22 24 all. 7 y 
z lel 13 25 17 2S 1 z 
J ..... 

Figure a.. -
94 It is usual to refer to the rotor wlu.ch always moves one step after each operation of enclphennent or 

decipherment as the "fast rotor": the rotor which steps at a certain position (or positions) of tbe fast rotor 
is called the "medium rotor": dJe rotor which steps at a certain position of the meclium rotor Is callecl the 

35 RJtors have one or more tumover points wbich cause otber rotors to step when the position of a tumover 
point is reached. In a set of rotors with siDgle turnover points, ff lbe 10tors are set initially at lbese positions, 
the meclium rotor will step once when the fast rotor has made a complete rewlutlon. and the Blow rotor will 
step once when the mechum rotor has made a complete rewlutlon. 

8~ 544 

• 
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rotor ia represented bJ nUIIben4 contacts on tb.e left- IID4 ript-baDd 
faces of t'be rotor; vires are 'IDI4eratoo4 to CODII8Ct 11ke-mmbere4 contacts 
'traa one aide ot tba rotor to tbe other. It can be -n ttat A., euter1us 
tbe input eDdpl.ate ca-a out u Ac on t'bll output eD4plate; at tiiia .­
position of the rotors Bp bee~ Ic, aa1 Cp becoms Be· (In cJecipber-
JBat the cu:rrent ia aeut in the opposite 41rect1on, so tbat .Ac • .Ap, Be • Cp, 
all4 Ic • Bp.) After tbe enci~nt of one letter the tut rotor baa IIOY8Cl 
oue position, u ia ahon in J'is. 8:!!_; at this settiDS of the rotors, it caa. 
be seen tbat .A'P • Be, Bp • Qc, aD4 c, • !rc. 

£· !be fozregoiDS 11luatratiou wre ot atz:a1Pt-tbrou1J1 ro~ JBCbinea. 
It 1a also possible to ba'18 rotor :.cbia.ea Vhicb illcorporate vbat 1a calle4 
a •reflector or a :renrailll rotor aa the laat e~nt of tbe .... !'bis 
retl.ector baa atu4a on oue tace ODl7, 8114 tMae studs are c0D118ctecl tvo­
bJ-tvo bJ thirteen pairs of wires; a curreut vhicb enters 1ibe aiD&le eD4-
plate (kDGim u a stator) goes tbrou8b the -. to 1ibe retlector, vhich 
aenaa the current back throu&h tbe EM in the opposite direction aloDS a 
41tterat path, aitias at a point on the stator different troa the orisi­
DIIl entey point. Such a -.cbiae, lmcRrD u tba Bnip 38 tne, 1a abovD in 
a~tic fora in Pis· 9, belalr: 

---

lote tbat wiLeD the ke7 associated With tba. letter .A on the kt~Jboarcl 1a 
depressed, the current 1a --.t 1iJlrou8h the three rot.tra to the :retlector, 
&114 back tbl'ough tbe •• to the lAmp uaoc1ate4 vith the l.etter c. It 
caa. be seen that Braipa n.c~pber.nt ia reciprocal in uatu:re;3'7 in the 

36 The flnt patent application for a wired-rotor machine was filed In Germany In 191.8, a modification 
of Ibis macbioe was parented In i923 and manufactured commercially under the trade name of "Enigma. • 
The macldne of die original patent was a straight-through. rotor macblne, and was lhe Invention of either 
Hugo A. Koch or Arthur ScberbLus, it is oot known which; the Enigma maclune wirh the reverstog mtor 

was Invented by Koch. 

3'1 Note, bowever, dlat Enigma encipherment is noncralhlog. that is, it is impossible for a letter to be 
encipbered by itaelf. In Hagelin encipberment, which is also reciprocal, 1he noncrasblng feature is not 

preaent. 

8811PSW'GAL 
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forego1ns 1lluatrat1on, A (either plaiD or c1pber) goes to c (cipber or 
plaiD). It the -c• kq vere depreaaed, the current woul4 co tbrousb the 
rotor ase IIDC1 c ... out at the 8 A" lap, aince tbe •A• ke7 voul4 aaw be 
in the •up• poa1 t1oD. !be c1rcu11;rJ of an ID1pa -.chine ia abalm mre 
cle&l'lJ1D 'fts· 10, ~lw: 

R 

-
.. 

ltlf'"T'" : IM 2l 126 20 1 

c ~lJ 
1 1 2 8 2 
2 6 3 216 3 

II 1 1 3 ... ... 17 ... 
: 2 ~ ... 15 5 ,20 5 

' 3 6 22 6 
G l V. 6 v. 1 10 1 
E 5 26 1' l2 8 3 2 
I 6 20 8 / .... 23 

·~~ 
u 

J 1 8 
9 ' 

10 ll 1 
X: 8 l6 10 l6 ll ... 9 

~ ~ 1 ll 2 l2 23 10 
22 l2 22 

~ ' ll 
B U ... l3 19 

~Jj ~J 0 12 ll v. ll 
p 13 ' 15 l.B 12 
Cl l.IJ. 17 l6 25 17 25 3 
R 15 9 17 aJI. l.B J.6 12 
B l.6 12 l.B '-~ 19 19 10 
!I 17 23 19 20 6 13 

-

tl 18 18 20 10 21 15 9 
v 19 2 21. 8 22 21 ... 
v 20 25 22 21 23 2 I:S 
X 21 6 23"' 9 a 1 13 
1' 22 aJI. aJI. 26 25 1 u 
z 23 13 25 17 216 l.IJ.._L 
J 

Figure 10. 

In this illustration the encipbement (or dacipba~nt) C • I is 1D41cated 
bJ liaes representiug the wires vld.ch conatitute the path ot the current 
through the -.sa. (Tbe retl.ector lift" ia here shoVD u 13 pairs ot numbers 
Wich zoepresent the pa1r1ug by tvo • a of the 26 points of the reflector.) 

!.• In Pig. 11, belc:nr, ve ba"n an 1lluatration of one ot the JIIIDdels 
ot the .lnigra JBChi118. This particular achine baa three rotors aDd a 
reversiq rotor; tl:le rotors are intercb&Dpab1e but the revers iDS rotor 
(in this :achiaa tbe first one at the lett) al.wya occupies the ..._ 
poai t1on. All tour rotOI's •1 be 'aet to a P&l'ticular 1n1 tial. al.iSDDBDt, 
but oDJ.¥ tbree ot the rotors step duriq tha operation ot tha achine-­
the revers1Dg rotor is usually a •aead" rotor vith ao IIDtiOD. In the 
illustration belcnr of an ID1gaa ach1ne vith the. outer ccmtr NIIDftd, the 
salient features ba'n been inticated u follon: (1) 1DDer cover; (2) 
aperture tor read:l.ng the •ssage rotor alism-nt; (3) slot through which 
rotors IB1 be set at initial aliso-nti (4) rotor; (5) reflector; (6) il­
luminated lap board; (7) keJbO&I'd; (8J plugboard, bJ I88.D8 ot Wicb the 
cODDectiona tram the keybOU'd to the stator (to the right of the fourth 
:rotor) ay be varied in orcler further to enbaDce the cryptoaecurity of the 
machine; (9) battel')' box; (10) battel')' cODDection .1ack tor outaicJa power 

.. 

.. 
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figure 11. 

source; &Del (11) rotor ria Vhich proJects tbrough slot in iDDar cover. In 
the operation of' the machine, tbe rotors are first arranp4 in tbe order 
specified tor the particular elate, &Del. the pluggiDS is &lao set up ac­
cord1DS to a key- list. AD iD1t1al. message rotor aligmaent is selected, aDd 
the key' associated With tbe t1rat letter ot the plaiD text is cJapressed; 
the lamp vhich lights up is the cipher equ1Yalent of' this letter. i!1e 
depression of' BD7 key- also causes a rotor or rotors to step, so tbat a Dft' 

alphabet co.s into play' vi th each letter encipbered or aecip'hered. Tbe 
message rotor &l.igDDBnt, in cJ.ear or disguised fora, is included as an in­
dicator, usuall.y at the beg1DD1DS of' the •ssage. Since the BDis- is a 
reciprocal JBChiae, cJacipberDBDt follows aloas the s._ steps as ouUiaed 
tor encip~Dt. 
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13· !be B-2ll. cier -.cb'•·-~· !b1a elec1il"~clla1cal. cipber •­
elaine vu 1Dnntecl 'b7 :&al-ia Baplin 11114 put on tbe pliblio :.l"Dt 1D tbe 
late 1920'•· !he C1"JPfiosraph1c pr1Dciple or tile B-211 _,.be expressed u 
a tracticmatiOD of tbe plaiD tat b7 -.. ot a 5z5 squan, toUan4 b7 
aeparate enc1pller•nt ot the l"tlll- u4 cola. 1DUcaton at the squan, &114 
t1118l.l.7 a recc.b1aation to UDilltenl tena tbzoush tb8 ... sq\an. !he 
tract10D&tiOD il acoc.pl11W b7 a c1.eYe1" wcban1 cal. ~Dt, 'WbeNIIJ' 
the depnea10D ~ a a,. OD a ~ aeta up a 11111p pair ot 1"0c1l equiw.­
lent to a apec1t1c pair ot MW- &114 coluaa 1D41caton of the tacticmatioll 
aquan. !be ac1pherias e~uta CGI81at ot tour ftl'1able-p1u rotan ot 
11ua 17, 19, 21, &114 23 (aswuar to tibOM 1D tbe C-38) IUI4 two el.ec1i1"1cal 
n1tcla1DS dencea. !be IW1tch1DS c18Y1cet~ CODBiat ot two 10-po1ut ~r­
roton,• iD Vl:d.cb 01117 tile ait CODtacts ot tbe rotora oppoae an eDd.pl.ate, 
the nt17 po1Dtia or tbe roton 'be1DS .U tb1"o11&b Blip nap, 1D coatra­
c111tiDCt1on to tile usual v1:re4 rotor wb1cb 1D effect .,... 'betwaaD tvo 
ea4platea:; t!ulee IV1tcb1DS de't1.cea, tile .....-nt of -.elL of which 11 con­
trolle4 'b7 1tia aasoc1atecl pa1zo of ftl'1abl.e-piD roton, lel'ft to select 
'llllat IIIIDUDts to 0118 ot teD l'Gft ot a tabl.e fr. tb8 ac1~ut of tbe raw 
coozr41aatea of th8 fract1aaatiOD aqaare, IUI4 oue of tbe teD zran of uothel" 
tabl.e for tlle colua coort:I.Datea. 

b. fte tractiouatioD squan of one of tbe mdels of tld.s -.ch1118 is 
th8 fO'l.l.awius :38 

~ 
LBBS~ 

A LllYPX 

r B OJBRS 
I PUOCV 
0 JtliTDQ 
u IHVBA 

If tbel"e nn DO further encipbenBDt, the vorcl YOUR vould be enc1'7Pted 
bUi teraJ.J.y aa All & D IS. lfOII' let ua ua~ tbat both of the tollovi~ 
tvo seta of alpbabeta are ue4 aucceaaiveq to supereuc1phv th8 &i aD4 "P 
CClmPODfiDta of tba tract1cmated plain text: 

a; 
ABIOU 
OIUBA 

_1 BIOAU we: U 0 A I B 
IOUBA 

~ 
LlfBST 
BSHLT 

-~ S T B L H w:c: H B L T S 
BSHTL 

It can be aeen tbat the bUiteral paira AR BL DIS are enciphered as 
OB IS AR OT; these nav ci-pher 4israpha are then tl"&lllf01"D8Cl into siD&].e­
letter cipher .cfQCvaleDts 'b7 •au of the orisiual tract1oaation square, 
nault1DS in aa tba eDCZ'JPtiOD of !mL. !be two seta of 10 en-
c1pber1ag alphabets (labeled A tbroush K, adttiDS J) produced by the 

38 Jn this squa~e dJe letter z is missing; wolda which contain a Z ue spelled w1th an, X in place of d:ae 
z befo~e encipherment. 

... 

.. 
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:rotation ot tbe nitchias c1n1.cea in the B-211 are actually tbe tollow1111:39 

~ ~ 
ABIOU LBBS~ 

A ABIUO A BSIL'f 
B OIUBA B S'fRL.I 
c BIO.AU c IRL'fS 
D UOAIB D RSI!L 

~: IOUB.A 
~ el: Ll'fSB 

~ .AUBOI IBLS'f 
G OUAIB G TLSBB 
B B.AIUO B LITRS 
I U.ABOI I S'fBIL 
K IBOAU K ~LSIR 

' .. ) ligun 12. 
Co-,.,... · ' 

'l'he n1tch1111 dev1ce~~•tep each tU. an active pin ia ll8llM4 (at the et­
tectiYe poaition40 ot tbe rotora) on eitber or both of the 'ftl'iable-pin 
:rotora uaociated v1 th the n1 tch; thia ateppias takea place ,3\Uit prior 
to tsbe enc1phel'l8nt or dec1pber.nt ot each letter. Bach ot tbe tour 
YU'iable-pin :rotora aovea one atep at eYer7 enciphenmat or cJacip~t .. 
U in tbe C-]8. 

c • .An ue.aple ot tbe •cban1ca ot enc1~t on the B411 ¥111 
aern -to clar1f7 the torego1as d1acusaion. Let 'LUI uaume tbat the tov 
'9'a1'1able-pin rotora haYe been aet up at tbe apparent aettias of AAAA at 
the bench mark, and tbat at the ettectiYe aett1D& the pattei'DII of the 
actin (z) and iaactiYe ( ·) piu tor the first 30 poaitiou are u ahcnm • 1n tbe top fOUl" liaea ot Pis· 13, belcllr, Juat 1lllder tbe poa1t1on reference 
nUIIIbera. (Tbe tvo n1tcb1111 cSeY1cea are &lao uau.ecl to have been Mt at 
.AA.) The pluga are 1D the ~ poa1t1on, .A • .A, B • B, etc. 

39 'l11e B-211 has two 1et1 of plugs wblch BYe to chauge l:be composition of the el and g2 enciphering 
tables; one 1et of five plugs COIIS1StS of plugs marked with lhe letters A. E. I. o. and u. whl1e tbe olher 
set il marked with L. N. R, s. and T. Any one of the 51 (= 120) permutations may be Uled for lhe 
vowel plugs. and similarly for the comonant plugs. so rbat lbe total number of combinations of pluggiugs 
is (51f- or 14. 400; czoss-plugiDg between vowel and consonant plugs is Inadmissible. The tables In 
Fig. 12 result when straJght-lbrough plugging ia made (1. e. • where A = A. E = E. etc. ). If dJe 
plugging were such that. for IDstance. A = o. the effect of the plugglng would be that all the A's 
within the matrlz woulcl be chaosed Into O's. 

40 The "23'" rotor has the letten A-Y (omlttillg J and W) in normal sequeoce on lu perlpbery. as a 
means of designating the settiog of dJe rotor against a bench mark, the last letters of the "21 "• '"19'". and 
"l'l'" roton are v. T, and R. respectively. When the 23. 211 19. ancll'l rotors are aU set at "A" against 
tbe bench mark (1. e., when the apparent setting is AAAA), the effective setting will be GFHG. 
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23: 
21: 

19: 
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I 2 3 4 5 6 'l 8 9 10 11 12 1314 15 16 1'1 18 19 20 2122 232425 262'1 282830 
• X • X • X • X • X • • • X X • • • X • X • •J • X • X • X • 
X • X • X • • X X X • X • • • X X • • Z ~X • X • X • • X X 

• X • X • • • X • X • XX • • X • •lij• X • X • • • X • X • 
• X X • • X • • Z • X • X • X • •] • X X • • X • • X • X • X 

BCDBFGGBIKKAABCDBBFGBIIKABCCDB 
ABCDDBBFGBIKAABCCCDBPFOGGBIKAB 

P: Y 0 U R B A !! !! A L I 0 II V I L L 8 U P P 0 R !! r 0 U R T B 
~{ ABIBBUOOUAUBOIUAABIIIBBOABIBOU 
~~ RLBSR!!RR!LLLI!LLL,ILLLSRSLISRI 

{ 
OIAOUBIUIIUBUUUUIOBAIAAAAIOIIA 

~ BSBTIRTLILSTS!!SBBSSLIIBSBL!IIIT 
C: B C Y Q B B V I U P B S B A B B U D B L U ll Y r t P Q U U X 

Pt.pre J.3. 

Tile 23 aD4 21 rotol"s actuate the BV1 tch tor the el ca.pori8Dts, 1lb1l.e tile 
19 aD4 17 rotors actuate the IIVitch tor the e2 c:aapo118Dts. 81DCe, u w 
ban ~ sa14, the stepp1q of the IIWitcbes takes place ~uat 'Prior to 
ncipbel'lmlt, the -presence at positiOD 1 of u act1ye pin OD the 23 rotor 
v1ll cauae the BV1tcb for el to aclYaDce 0118 step; tbe 82 IIV1tch does not 
step, because the pias OD the 19 aa4 17 roton ill positioD 1 of fiJie cU.asru 
a:re both 1D&Ct1ve. IJ.Iberetore the keJ8 tar eDCipheriDS the ~ u4 ei coa­
pouenta of the t1rat pl.aiD.text letter aze BA. !be ke7 atrea tor enc1~ 
tbe tiZ'Bt 30 pl.a1Dtext letters 1& sldm 1D the tvo liMa labelecl ef aD4 el. 
~ tbe line label.ecl np• w bave the pla1D text, vhich is aholm 1n fl'act1oaate4 
tom in tbe 11118s label.ecl ~; the eugipber.nt of tbe tn.ct1ouate4 pl.ain 
text i& Sholm 1D the 111188 labeled rcec 1 &D4 tbe :reCQIIbill&tioD into the 

\ 
t1D&l. c1pber text 1a shown 1n tbe last 11118, labeled -c. • In daciphenant, 
the cipher text 1a tractiouteclinto ita el:e1 COJIPOI18nta, daciphered into 
its ~ij equivalents 1 &D4 COD'f'el"ted 1Dto the oriSiD&l. pl.aill text. All u 
aerclae 111 clacipber.nt, the student DA7 t17 his baud OD the tollGirillg 
Cl7P'tograa Which 11118 eDCipheNcl with the keya abcml, CODtaiDiDIIUl ad41-
t10118l 20 letters beJOD4 the lut eJ.-nts of ke7 given. 

BCYQB BVIUP BSBAB BUDRL UKYPY PQUUX 
AVKBB RIQC' TJLIV OYLKB 

a.. In tbe operatiOD o'f the B-211, tbe p1D8 of tbe fOUl" rotors we 
n.rst-set up accorcl1ag to a p:rearra~~pcl 1te7, u are tbe plup. Bext, tJI8 
follr rotOZ'B aD4. the two BV1tch1:ag c1n'icea are set up at &018 a:rb1tz'll:r7 
&1.1sn-nt ....,nat the beiiCb. ark; the six letters aeatpatiDS this &l.ip-
181lt CODBtitute the ••sap 1D41cator, 'Vbich 1a sent 111. either 'P].a1D or 
enc:r;yptecl tOl'IIL. 1'be letter COUDter 1a set to uro 1 tbe enc1pher-clecipher 
nitch 1a aet to tbe •c• position, &Dll the -.chiDe 1a read.y tar enc1pher1J:18. 
ID cJeci~t, attar the pias aD4 the plugs bave been a:rraage4 accOI"Cling 
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to the ke7 tor the CZOJPtoperio4, the rotors &DC1 IIV1tchea an al.iped ac­
corc11q to the 1D41cator, aD4 the eDCipber-cJaci'()her nitch ia turnecl to the 
"D11 poaitiOD. 4l 

!.• The •z'•• period of the 1-211 1a 102 (23•21.•19·17) or 15,600,900, 
Vb1le the aharteat perioclia (23·21.·19•17) or 156,009; tbe other periocla 
poaaibl.e an 156,009 multiplied bJ' oa.e ot tbe tacton 2, 5, 10, 20, 25, or 
50· !be B-211 ball a ael.f-conta1necl tape-printiug UD1.t; 1D tvo earlier 
mdala, tbe ODe deaipate4 aa tbe 1-21 bad. la1lp iD41catiou a1m1lazo to the 
BD.ipa, vhUe the B-22 vu to be uaecl With a apecial.l.J' equipped electric 
t;ypevriter. 

14. CiRher teleprinter BYBteDIB. -"'!,· Machines tor tbe autollatic and 
aiJIIll.ta.IJeoua encrntion ancl decryption or the Baudot code uaecl in teleprinter 
caaamicationa are uaual.l.J' coutructe4 al.oq the lilies of t.e,- generators, aDd 
the DJ' which ia procluced ia appl.ied to the plaintext Baudot cbaractera ac­
cor41q to tbe rules of Baudot ac141tion.42 Ge~~erall;y, these machines emplo;y 
either aotched wheels (vhich in effect are tizecl-pin rotors) or variable-pin 
rotors u a •ana of actuatiDS :rela7B 11'bich determ.rae the aubati tution DJ' 
for tbe plaintext Bauclot cbaracter at each position ot tbe •••aaa. Bxaaplea 
ot &0118 t,-pical mach1aea are aeacribed in the aubparasrapba belcnr. 

!!.• A cipher teleprinter invented b)' Col. Parker Bitt, U.S.A., retired, 
a.ncl built in 1931 b;y a aubsidiar;y of the InterDatiODal TelepboDe aDd Tele­
graph Corporation, bad in ita cryptographic unit an uaembl;y of ten notched 
wheels ~munted on a CQIIIII)D abaft in such a anaer that each wheel stepped one 
position Yith eTerJ' operation ot the keJboarcl of the machine. The tirat 
vheel bad. 96 poaitiona, and each vheel. thereafter bad oae mare position tban 
the precediq one, so tbat the tenth vheel had 105 poai tiona. The cJapresaion 
ot IUJ1' key on the teleprinter key'boarcl actuated the •cbani• vbich mved the 
1lh8ela oDB step each.4 Beh1D4 each wbeel ._ a caa avitch which vas acted 
upon bJ' an irregular ~nt of notchiags (i.e., elevatioas aDd cJaprea­
siona) on the peripbaey ot the particular vheel. At 26 ot the positions ot 
each Vbeel, a-paced more or leas regularlJ' on the circumference, were the let­
ters of the alpbabet in aor.l orcler, peZ'II1 ttiag the vbeels to be set up at 
cJasisuated in1 tial aligDmBnta apinat a bench .:rk. 

c. •ch pair of vheel.a, 1-2, 3..a.., 5~, 7-8, aD4 9-10, vu used in coa­
bination to Foduce a ke;y stream tor baud levels 1 to 5, respectively, tor 
the enciphe1"18nt of a Baudot character. ror example, it tbe aotches at the 
rea41ng position of vheela 1 and 2 vera alike (either two elevations or tvo 
48preaaioDB) , the DJ' produced 'WOUld be a mark ( +) ; i:t the notches were un­
like (i.e. , one elevation and one depression) , the ke,- produced vould be a 
apace (-). Tbe key produced by the five pairs o:t wheels vu applied by 
Baudot a441t1on to the plaintext cbaracter to )'ielcl the enciphered resultant • 

41 The effect of the ene1pher-dec1pher switch in the "D" position is to send the current through the machine 
in the opposite duection f10m that winch it follows when the switch is in the "C" position. 

42 Cf. subpar. 9'7b of the text, on p. 345. 
43 The period of dus machine is lherefore the least common multiple of the wheel sizes; in tins case 1t is 

25 3 2 52 '72 11-13 1'7- 9'7 101-103, or appro:mnately 8. 65 x 1ol4• 
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At each operation of the keJboa:rd, ten D8V aotchiDP wou1.4 arrive at the 
rea41:ag poai tion to be ccabinecl 1Dto a Dn Baudot ke7 cbazoacter. All 8ll 
11l'Witration ot the key p~~eration and applicaticm, let us uau. that tbe 
tea. vheel8 bave beea. &l.:Lped at tbe bea.cb. IBI"k 80 u to -proc1uce tbe 1DC11-
Y14ual wheel atr.ma ahcND in lig. 1~, bel.Gir. ~ ca.binecl key atreuae 

1 2 3 4 5 6 'l 8 
1 2 3 4 5 6 'l 8 ADVAICB2 

Wheel. 1: + - + - + - + - pl • + - + - - .. -
Wbael. 2: + + - - + + + • IC1 + - - + + - • -

.ICJ.: • --• . -. - c1 • -. . - + + + 
'lbeel. 3: -. - + - • -. p2 • -+ • -+ - -
Wheel ,.: - - -. ---+ K2 + -+ + + - • • 

K2: + -. • + - + + c2 • + • + - - --
Wheel. s: • - + - • -• - Pa: -- + - + + -• 
Wheel 6: ---. • + -- Ks: - • - -. -- .. Ka: -+ - -. --. Ca: .. -- • + - + • 
Wheel 7: + - - + - . -• P4: - • + -. + - -
Vbeel. 8: + ---. + • - IC4: • .. + - - + - -

K.t: • + • - - + C4: -. • • -. • • 
Vbeel 9: -• - + - + -. Ps: -- • ---- -
Wheel 10: + • . - -+ -- Ks: - + - - + • . -

Ks: -+ -- • + + - c5: + - - + -- -+ 
QRJ89DPX 

fipze ~- P1gure ~-
are ahovn in the linea labeled ICJ., ~, ••• JCs. 1011 if the t1rat vord of the 
measage nre .ADVARCB, toll.Gncl b;r a apace {Baudot "9") 1 the five ke;r streama 
&holm in Pig. l.~ voulcl be applied to the pl.a1ntext baWla u aboVD. in lPig. 
l4b, to )'1el4 the tiDal. cipher resultant of Q&T89Dft. ~t :La, the tirat 
pli'tntezt charac~ (A) 1 ••---, when enc:Lpherecl by tba tirat key character, 
u-•-, )'1elcl8 +++•+ ( • Q) u the cipher, aa4 ao OD tor tbe reat ot tba en­
cipherment. 

a. The next cipher teleprinter VII &hall take up :La the IBChiae patented 
:Ln J.9i'l b7 the Olifttt:L tina :La. It&ly. !bis ~hine hu tor ita cryptosrapl'l:Lc 
e~ts a set ot seven vheela baViag near tbe:Lr circuaterencea 26 hole• into 
Vb.ich IBJ' be screncl s-.u. •tal st'Uda at ra.ndoa so as to pro4uce 'Vbat amouta 
to t1D4-p1n rotora, of' a variable aort at tbat; theae vheel8 baft the letters 
ot the al.pbabet marked near tba positiou of the bolea, so that the vbeela •Y 
be set at specific initial aliguBnts. Five of' tbe vbeel.a azre c:Lpber vlleels, 
each oDe of' vbich ia uae4 to procluce the ke;y atrea tor encipheriag one ot tlMI 
five baud. level.a of tbe plaintext Baudot cbaractera;44 the rema1D1D& tvo 
vheel.s are 'Wied as motor vheels tor atepp:Lag the cipber vheels in an irregular 
fashion. The :first 110tor Wheel (at the eztr- right :Ln tbe uaembq ot atm~n 
vheela) mvea one step v1th· flft'r7 operation of' the ke)"'bool.rd; tba secoD4 motor 
vbeel (U..diately to the lett of the f':Lrat mtor wheel) 110ft& one atep eftey 
tt. there is no pin effective at a HDBing poa1 tioD on the first mtor vheel. 

44 The leftmost wheel II used for the ftnt baud level. the one Immediately to its right for lhe second baud 
level, etc. 
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~ first c:Lpber vbeal :La .wed in a1m1ar fashion, atepp:Laa fiY8f:T t~ 
tbere :La DO pin ettecti'N on tM aeCOD4 :motor vtaeel; each aucceed:Lus wbeel 
atepa in the •- ft7 vben there :La an absence ot a pin at a MDBlD& 'P081-
t1on on tbe Vbeel S...41atel7 prece41as, so tbat, tor enmple, the fifth 
cWber vbeel. (at the utn. lett ot tbe u&e11bly of Hftn wheels) :La atep­
pld 'b7 the absence of a pin at a aeaaiDS position on tbe fourth ci'()ber wheel. 
In this machine a &tpeD4ent ( •3un1or•) vbeel keepe on .wiD& u 10111 u DO 

ettect:Ln p:Ln :La balD& aeDI8Cl on 1 ta controlliDS ( •aentor•) wbeel • 

e. Tbe Olivetti achina :La equipped vlth a aet of tan vheela, &117 
seven -of vh:Lch _, be iuertad interchaupably in the machine; th:La pend.ta 
sreater latitude 1D the nUIIber of teya an.:Uable, without tbe neceaaity tor 
frequent cbi.DsiDS ot the acrewable pillS. Tt. interaal. key, SO'VU'II84 by the 
crnta4ate, couiata of the particular selection uul ~nt in the •­
chloe ot seven ot the ten aY&llable Vbeela; tbe exterll&l. ker or ••aaae in­
dicator :La the 7 -letter aequeDCe which apec1t1ea the alism-nt ot tb8 Mftll 
neela apiDSt tile bel1cb .ark. 

! . Tbe tbird cipher teleprinter va abal.l d.1acuaa ia the 8i-DS cipher 
teleprinter patented. in l931 &Del DBDUtactured in GeriBDy by the ftra ot 
81-u-Balake. This mch:LDe poaaeaaea the intereatiD& t•ture, amona othara, 
of accaapliahiDs in the enci'l)herEnt DOt ODl7 bawl aubatitution, but also bawl 
tranapition. 'l'b.e •chine contaiua ten notched vheela vith the INdMtr of 
poa1t10D8 on each Vheel rel.atinq pr118 to each otbar; tbeae vbeel alsea are 
73, 71, 69, 67, 65, 61., 6l, 59, 53, aDd ~7. Pift ot the Vbllela are used tor 
the substitution key appl.ied to the pl.alntext Bawlot cb&Tacten, aa4 tbe tin 
reaiDiDS Vbeela Re uaed to obtain tlul tranapoai tion kap Vbich tranapoae 
tbe bauds of tbe tlrat substitution to yield the tillal ciphar; 45 the ael.ectlon 
ot which vbeela' v1ll be used tor the bawl substitution aa4 wb:Lcb. tor the baud. 
traaapoaition ia controlled by the plugins of a ..:u. ten-position plusboard.. 
In later IIC)!1eJ a of the -.chine, the key tor the tift ~ta of the substi­
tution and for the five el.eMnta of tba truapoaition :La obtaiDed traaL ten 
different c08b1uat10D& ot tour vlleel.a each, the particular ccmbiuatlon tor 
each el-nt beiug c18te1"111D14 by a pl:usboari.. 

1.. In the or:Lslll&l. 81eMil8 DBChine, all ten of tbe vbeela :moved oDe 
step vitb. each encipb.erment or dacipb.erment; in later 1110c181a, tvo types ot 
caaapla: motion w:re introduced. In ODe type, the mtiOD ot a particular 
vbeel ia contral.J.e4 by a mtor aeu:Lus position on two other wbeela, &114 in 
the other tne of motion, different troa the first, tbere :La introduced an 
a441t10D&l factor of 1rreplar1t7 by' a k1D4 of autOU,. t•ture, wherein tbe 
presence of a .rk in tb.e third level of' tbe eced:Lug plaintext character 
causes a mYemnt of tvo ot tbe vtaaela, While tlae pnaence ot a apace in the 
thircl ln'el of the preced.1ns plaintext cbazoacter cauaea a IIOYU8nt of tvo 
other wbeela. These tvo types of motion, called "obnen &D4 "mit" Napect1Y8-
J.7, take their .... t.rca the legen4 on a tvo-poaitiOII avitch vhose tvo 
states are llllll"latcl "OhDa KlartexttuDkt1on11 aD4 "Mit lO.artu:ttuDktion. n It the 
ten vheela in daacanclias o:rdar of size are deai&Dated by the letters A throush 
K (0111tt:Lq I), the tvo tnea of motion are aa follolra: 

45 The 51 (= 120) permutations lbeoretically polllble yield ooly 32 distinct Baudot characten after the uans­
polldon, bowever, owfD& to tbe particular swltchfll8 arrai:J8ement In the Siemens machine, ooly 30 uansposldons 
aze actually possible. 
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"Oime" Motion "'U t 11 Motion 

A,B,C,D step if B is - or P is - A 8tepa 1f B 1a Cia 3 .. , .... or 8p 18 "' 
B steps • p. • .. 0 • B n II c .. D" ., • a " -, • ., n n c. + • B • • c n n D" -orB" • 
0 • II B n • J n D n n B " .. p n 

B .. • J II + 
n K II B • II ., II 0 II ~; 18 -+, -, 

J II II K • • II A" , .. II c. ., B • n ., 
IC n II D II II B n + G n n B " -orJ" 

B n .. J n .. . IC • -
J II .. 

IC " • II A • 
IC • • A" + .. B " 

Ifote that 1n tbe 11olme" 110t1on tb.e first tour vheela 8tep toptb.er u a block; 
this baa tbe effect of guaranteeiq a qcJ.e of at least 73 ·71·69·67, or 
23,961 ,009. The "111 t 11 motion, be1DS aperiodic, baa 110 cJetel"JJiDate cycle. 

15. Ciphopy, citax, aDd civision SY!tem&.•-!,• Methocla far the en­
cryption of' speech, f'acs1m1le 1 &Dd television signals employ the SIUII8 general 
ideas of' substitution aDd transposition as are found in literal cryptosys­
tems. However, vbereas in literal cryptoayatems the unit of' encryption is 
usually a single character, the correspoDding unit in a ciphony, cita.x, or 
civision system is a tiEd portion of' the continuousl.7 varying ai.ldio or 1DBp 
scanning signal. Ciphony, cifax, aDd civision S'Jstema tall into two broad 
categories of' systems 1 !!!.• , privacy systems and security systems. The 
cryptosecurity afforded by a privacy system is m1ni11Bl1 offering protection 
onl7 against direct listening or viewing; on the other band, security systems 
otf'er maximwll., which in some cases :might be absolute, protection qains t 
cryptanalysis. 

!!.• Speech privacy Sl!tems embrace those systems which operate directly 
on the speech itself, in either the frequency di~~~~~tnsion or the time dillllltDBion, 
or both. The earliest basic idea of a speech privacy system is the principle 
of' frequency inversion such as is embodied in commercial transatlantic tele­
phone &')'Stems. This principl.e involves the modulation of' the audio sigDal 
vith a fixed b-equency, so tbat the resultant sigDBl. is the dif'f'erence46 in 
frequency between the two component aigaal.s; this has the ef'f'ect of' cha.Dging 
high frequency sounds into laver frequency sounds, aDd vice versa. From this 
simple idea ve can progress into systems in which s~veral frequencies are used 
in a changing pattern for the modulation, or in which the modulatiq sigD&l. is 
continuously changing V1 tbin a 1"requency band. Another idea wiclely used in 
commercial ciphony equipment& is that known as band seJ_ittiy, involviq 
spli ttiq the entire speech band into several smaller b&Dda aDd then shifting 
these smaller bands in the frequency spectrum. 

I 

S,• The foregoing systems are substitutive in character; the next sys­
tem to be Entioned, transpositive in nature, is that known as tilll& division 
scrambling. Speech in this system is recorded on a -snetic tape, and the 

46 The .!!!m of lhe two ugnals is also prodt•ced at the same nme, out tins sum 11 ellmmated by a fllter circuir. 
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transcription from the tape is "read" in an irregular maaner. In one typical 
system, units of speech of 3/4 second's duration were divided into 20 segments, 
and these segments were transposed t.o constitute the enciphered speech trans­
mission. 

!· Speech security systems embrace those syateDIB in which the continuous 
speech wave is first couverted into a series of binar,y impulses (similar to 
the impulses of' the Baudot code), and then this intermediate plain text of 
"binary digits" is enciphered by adding a binary key stream (derived from a 
suitable key generator) to the binary plain text. The three principal mathoda 
by which speech is converted into binary form involve (1) RU].se code modulation, 
(2) delta modulation, or (3) a vocoder. Bach of' these Ethocls converts the 
continuous speech wave into a digital approxiDBtion of the original wave, as 
described below: 

(l) In pulse code 110dulat1on, the amplitude of the speech wave is sa­
pled at a rate at least twice the higbest frequency campouent in the wave; 
each sampled amplitude is then approxiated bJ categorizing it as one of' n 
discrete levels (represented by binaey coding} spaced along the amplitude­
dimansion. In a typical system, the speech is sampled 6000 timas per second, 
and each sample is identified with one of 16 possible amplitude levels repre­
sented by a tour-eleEnt binary pattern; the output of' this pulse coae mclula­
tion system is a stream of' bi'D&Z'y sigaal.a at the rate of' 24,000 "bits" (i.e., 
biuary c11g1 ts) per second. 

(2) In dalta modulation, an approxiDBting wave is generated by compiiZ'iDS 
the amplitudes of the speech wave and the wave beiDS generated. It the ampli­
tude of' the pnerated wave at the instant of' sampling is leas tban tbat of' 
the speech wave, the nex:t tragaant of' a synthetic wave 1s generated for a 
t1:xed interval (until the next sampling instant) and with a fixed constant 
positive slope; it the amplitude of' the generated wave is more than that of' 
the speech wave, the next trae;mant of' the synthetic wave is generated Vith 
a tixed constant negative slope--thus the generated wave being synthesized 
is constantly correcting itself, in zigzag taahion, so as to produce an ap­
proxiation to the original speech wave. The positive and negative slope in­
f'oration is represented by binary digits; good quality speech can be obtained 
by the delta modulation process using approxiDBtely 25,000 comparisons per 
second. 

(3) The vocoder is a speech analyzer and synthesizer developed by the 
Bell Telephone Laboratories; in a vocoder system the spectrum of' the speech 
wave ia aepara ted into a number of' uonoverlapping treque'DC7 bands, and the 
amplitude in each band is sampled and coded 'b7 the pulse code modulation pro­
cess. At the receiving end, a synthesizer creates artificial voice aouncla 
from the incoming digital information. 

!.• The earliest idea tor a tacaiDd.l.e priftey aut• vas patented in 
1928 by Edouard Belin, and involved variations in the velocity of' the 
synchronized sending and receiving aruma of the facsimile equipEnt. Other 
f'acs1m1le privacy systems include pretra.nsmission scrambliug, in which the 
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plaintext cow is optically diaa.noanged before tran8JIIiaaion, aDd tim di­
vision scrambling ailll:l.lar to that employed tor cipho~V" purpoaaa. In tacs1m:Ue 
securitr syatema, the plaintext copy is optically scanned aDd converted into 
a stream ot binaey digital sipal.a; each square inch ot the 1mge is con-
verted into approxiDBtely 10,000 binary digits ot bl.ack-vhite intOl'IBtion. • 
A biDBZ7 key 1 generated by' a sui table kay generator 1 is aclded to the binary 
intermediate plain text; at the receiving encl., the aiUI8 key is added to the 
incoming cipher aigDala to produce the origiD&l. plaintext COPJ• 

!• Tel.evision wivacr syatema IIBY use adaptati0118 ot 8IQ' ot the IIIBtbods 
ot speech privacy systems. Tel.eviaion security syatel8 vould likeviae employ 
the • ._ general techniques as are found in secure speech and. taca1m:Ue aye­
tela; however 1 Oiling to the broaclDeaa ot the trequenq spectrum necessary to 
tr&DB:mit the secure digitalized television signals and the 'rflr1 high speeds 
necessary in tbe key genaration tor encryptins them, DBjor ditficul ties are 
encountered in the development ot these syatima. 
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INTRODUCTION TO TRAFFIC ANALYSIS 

Paragraph 
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Radlocor.oiDunlcanons..................................................................... 2 
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Preliminary net reconsauction • ••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

4 
5 
6 

AnalySI.s of radio operations................................................................. 'I 
Traffic Intelll8ence....................................................................... 8 
Conclud.1ng remarks....................................................................... 9 

1. General. --a. In Appendix 7 ( "C011111unication intelligence operations") 
of Military Cryptan&i.ytica, Part I, the general nature of trafi'ic anal.)'& is 
was broached briefly, together v1 th tbe related tields of interception, radio 
direction finding and radio position t'indins, and Morae operator analysis and 
radio fingerprinting. Trattic analysis is detined as that branch of cryp­
tology wbich deals with the study of the external characteristics of signal 
communications and related materials tor the purpose of obtaining information 
concerni:ag the organization aDd operation of a cOJIIIlUDication system. By mana 
of tratn.c ana1.yaia valuable information can be derived concerni:ag the enem;,y 
and his intentions, even v1 thout actually readi:ag the texts of the intercepted 
messages; the solution and translation of massages are the functions of cryp­
tanal)'Bis and not trafi'ic anal)'Bis. 

b. Trafi'ic anal.)'Bis can yield a detailed knovledge and thorough under­
standing of a COliiiiiUilications network; traffic analysis techniques involve 1 

among others, the reconstruction of the nets and the determination of the 
methods of their operation, the solution of callaign and routing or address 
systems, the solution of frequency rotation systems, the identification and 
an&l.)'Bis of components of the message externals, the interpretation of radio 
procedure, the study of the distribution of cryptoaystema, and the analysis 
ot authentication systems. The results obtaiDBd from. traffic anal.)'Bia •­
terially contribute to the tollowins: 

(1) Intercept operations. Traffic anal.)'Bis prov14es intoration such 
as call signa, frequencies, locations, and schedules pertaini:ag to target 
enemy stations, thus assisting intercept stations in the accompliabment of 
their missions; and, in coordination vi th cryptanalytic and intelligence 
interests, trattic analysis assists in establishing the priorities for the 
interception of individual circuits. 

(2) Cmtanalpis. Trattic analysis furnishes assistance to crypta­
nal)'Bis in 81Q' ways, depeDding upon the particular CQIDIIlUDications situation; 
this assistance includes information aa to the identity and location of radio 
stations., information of cryptanalytic interest gleaned from enem;,y operators • 
"chatter 1 " identification of possible stereotype or proforma mesaases from. 
external characteristics of the trattic, and identification of isologa. 
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(3) Intelligence. Tbe orga.Dization of a radio network ana. tba -.naer 
in wb.ich Jllesaapa are passed over this network retlect troop dispoeit1on, 
C()DIM!Id relationahipa, aDd impendiag moveDBnta and preparations tor ll:l.litazy 
activity; therefore an anal.JSi& of net structure, trattic contacts &114 pat­
terns, traffic volU1118s, and aiD:Uar co1111un:l catioaa features, is of conaicler­
able assistance in bu1141q up a complete intelligence pict'Ul"e. 

( 4) Security. The techniques developed by trattic aaal.JS1& in the 
attack on intercepted eDeJQ" COIIIIIUD1cations my also be appJ.iecl to our own 
mom tored sigaal COJIIIlWlicationa in order to uncover possible weaknesses aDd 
to maintain high standards of communication security by pravantiD& tbese 
vaalmeaaea tra11 cJavelopiq in our coumun1 catioaa. 

c. Tbere are three kinda of basic cJata used in traffic &D&l.JBia, as 
folloia: 

(1) Intercept data, compriaiq all information supplied by the inter­
cept operator, aDd consisting of tbe frequencies on vb1ch transmissions are 
heard, the time the transm:l.ssiona a;re heard, intercept operator c0111111111nts 
such as signal atreDSth and audibility, ••ttst" cbaracteristics of tbe target 
radio operator, and any peculiarities in the tranamiasion or baDdliD& of the 
traffic tbat strike the intercept operator as beins aipitica.nt or out of the 
ordiiJBZ'1. 

(2) The tranamiaaion, compriains everythins transmitted by tbe target 
radio operator, and includiD& tbe iD1t1al. call-up, the e:xcb&nge of call signs, 
the traffic passed, the aenicins incidental to the traffic beiDg passed, the 
radio operators' chatter, and. tbe sisniua oft. Traffic consists of the mea­
sap externals (i.e., the preamble aDd poatambl.e, if any) and the message 
text proper. The externals comprise various ita• tbat tacUitate the han­
dliDg of the maaage, among which a;re the r&dio station number B.Dd perhaps a 
message center number or other reference numbers, the sroup count, routing 
a.ncl a.c14reas information, precedence indicators, the fUe data and. time, etc.; 
all this information is of considerable potential value in trattic &D&lJSi&. 
The measap text, if it displays patent cryptographic characteristics, can 
also be of use. 

(3) Collateral information, comprising any information, other than 
that derived from. a study' of intercepted cODIILUDicationa, which "'l1AY be of 
value in traffic analJSis; e.g., captured documents, intelligence reports, 
etc. In addition, traffic analysis is aided by communication intelligence 
collateral such as direction-finding bearings, Morse operator analysis, 
plain language •ssages 1 tmd decrypted traffic. 

d. In traffic anal.yaia the detaUs of each :feature of the communica­
tions -operations or structure are studied, followed by analysis of' the inter­
relationships among these features, culminating in the reconstruction of an 
entire net together with all the details of ita operation. At the start of' 
a tratf'S.c analysis problem., little- may be known concerniug the t&rget com­
munications; it would ,tirat be necessary to segregate initially intercepted 
traffic into several major types or nets by means of cryptographic features, 
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CODIIIOD operatiq cbal'acteriatica, or other •ana· At thia poiDt the in­
tercept stations are gi'Nn pueral. search lliaaiOIUI over the entire raup of 
radio frequencies to intercept cleaire4 typea of traulliaaiou. Aa trattlc 
accumulates, r.ras-ntar;y Deta are cliagr.._d aD4 ual;y~~ia ia begun on the 
tranam:laaion characteristics aDd on the ••sap ezteraala, 'Vith part1culazt 
emphasis on the preaabl.e campouenta and. on routias •thoc18; reaeazoch ia per­
torme4 on cal.l alp, frequencies, acb84ulea, procedure aigaals, uteraal. •••age nUIIbera, routing inclicatora, &D4 czyptographic features, reaul ting 
in tbe ulti•te reCOIUitruction of the cOIIP].ete uet vith all ita pertinent 
cJetalla. 

2. Ra41o cOI'I'm1catioD8.--a. Btticient radio ca.nn1catioDII are 411-
pelldent upon (1) tbe physical 1aVa for tbe tr&DBJd.aaion, azul (2) tbe re­
quire•nta :lmpoaed b7 tbe neceaaitiea for the eatab1iam.nt and. •1DteDaDCe 
of co-.micatiODB. The f1rat coDB1c1eration iDYOlvea the f'.requenc1ea aD4 
power used, and tbe aecoD4 consideration embraces the uta1la neceaaary for 
tbe cOIIIIlUDications tU.elfta, such u the call signa, rout1as, •••as• nua­
beriag conventiOIUI, aD4 receiptiDg aD4 aerv1c1ag of the trattlc. bae lat­
ter ita. ay be varied or cbaapd by direction of the cownm1cationa author-
1 t7 e1 ther for convenience 1D baD4ling traffic, or for purpoaea of aecrec7, 
01" both. 

b. Froa the atall4po1Dt of trattic IUI&l.y8ia at~ there are tbree ain 
upecta of raclio operatiODB, u follan: 

(1) !he opratiy uta. Tbese COD&ist of the buic operat1Dg and 
tunct10D1Dg 4ata of the uet; e.g., the structure or fora of the aet, tbe 
frequencies, the call sigu, aDd the acbedules. 

(2) The raclio tr&D8111aaion. Tbia includes the particulazo Morae code 
uae4, the proceclure aipal.a employed, the order of el. .. nta of the trau­
lliaaion, aDd radio operatora' cbatter. 

(3) The •••ae•. Theae include tba ••aaae texta proper, together 
Vith the •••aae preallbl.ea &Dd poatamhl.ea. 1'be cryptographic features of 
the ••aaae texta, such u 41scrild.D&Dta aD4 •••aae i:adicatora, the type 
of ceyptographic text (whether in letters or 41g1ta), aDd the l.ength of the 
cocJe groups, are all of consiclerable uaistance in trattic aaal.y8ia; plain­
l.aDguage ••BliP• are alao exploited. 

3. Opratiy clata.--!,. Radio stations are linked. together ancl organ­
ised into aeta tor tha purpose of interco11111un1 cation; thia orp.Di~~at1on 
follon definite patterns, retJ.ectiDg the cOJIIN'd structures since the l.iaea 
of cownmication E~Bt coincicJe 'Vith echelons of cQJIIM.Dd in order to .. t 
ld.lit81'7 can•nn1 cation require.nta. In a particular groupiag of stations 
the oDe aerviag the senior echel.on ia the station uauall7 in charge of the 
aubor41uate atatiou; thia station ia call.ecl tbe net control station 
(abbr. ICS), aDd the others are called outstations. 'l'be control •tation 
1• reapODBibl.e tor tbe supervision of tr&DBII18sions, procedures, aDd 
circuit 41ac1pline. A typical net structure ia aholm 1D Fig. 1, be1av. 
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Station 1 1a the superior b.eadquartera, vith Statiooa 2, 3, BDCl "' u tbe 
i..U...tel.y auborc11:aate outatatiou; StatioD 2 in tUZ"D baa two outatatiou, 

(mm) 

®® ®®® 
Pigure 1. 

and StatioD 3 baa three outatatio'DII. Station 1 ia also in c~ication 
Vith Station 10, the liCS of anotber ut. 

b. Stati01111 are iuDtified b7 one or mre call s18DS vbich couist 
ot a iroup of letters, clipts, or both. ID the d.1agrall above, Statiou 
l.Jt. ban two call aigoa each, 1lh1la the re-.iDiug atatiou bave but one 
call aip. Multiple call aigu are used for conveDieDce of operatiooa, 
or for security; they are either 1D the tOZ'IIl ot variaDt call aipa (the 
selection troll 'Vhich beiug lett up to the radio operator) or of a:pJ.it 
call sip (the aelectioD of the proper call aip beiDS goverud by the 
tila of day, the ra41o trequeDCJ uae4, etc.). 

(l) The usual type of call-up ia the double-station call procedure, 
wherein tbe call aigml of the called station and of the tra.Dnittius station 
are aeDt, separated by the procedure aipal DB (..mag "troa•); tar e'D'Iple, 
it M is cal.liag UXA, he vwl4 traDald.t the tollalriq: 

tJD UIA UXA DB WI 'l'VI WI 

'1'be reply trc. UXA voulcl thaD be: 

TVI M WI DB 'UXA UXA UXA 

(2) ID the siagle-atation call procedure, ODl1 one call aip, ua\Bl.l.y 
tbat of the called station, ia uaecl. Por euapl.e, it ZYB ia calliug Alftl, 
be would aezul .Alii Allf .Allf; wbeD Allf auvera, he 1fOUl4 repl;r iD the •­
•nner, .Alii Alii ABJI. 

(3) &o.tt.a oae particular call sip ia uaiped to a 1iDk, i.e., 
for iDtercownn1 cation betveeD two apecit1c at& tiona. Por ezaaple, refer­
riDS to Pia· 1, vhan Stat1oD l Viahea to -.lui contact Vith Station 10, be 
voulcl aenc1 tbe liDk call aip BID repeated several t118a, azul Station 10 
YOUl4 repq vith tbe call aip mm. 
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(4) In ad41tion to the tonsoiDS tne• of calla, there ~ al.ao be 
uaed a collective call aip tor c&l.l1DS aevenJ. specific atat1ou ill a Det; 
vheD auch a caU aip ia uae4 tor alertiDI au ot the atatiou in the Det, 
it ia called a Det call aip. Por exemple, Station 1 uaea the uet call aip 
BZIC tor reacb1DS b.ia thne outatatiODB, &114 Station 3 uaea V.Jll u b1a Det 
caJ.l BiSD· 

(5) In all of the toresoiDS proce4urea, aplit-call1fOJ"kiDS mpt be 
emploJad. .Aa an "X"'''pUt, w note in Pi&• 1 tbat Station 3 uaea tba caU 
aip WI vben co-m'catiDS with ita superior, 8tat1ol'1 1, or with Statioaa 
2 aDd 4; bovner, When Station 3 18 ~'"'e&tiD& with ita an outatatiou, 
it uaea the caU aip zm. 

!. • Statioaa in a Det are aaaiped oae or .... trequenciea tor zoac11o 
c~m1cation; the allocation of :treqU81'1Ciea 18 pre41catecl upon tr8UIIitter 
cbaracter1at1ca, 41atance requ1re~Bnta, tbe tS.. of tirallamlaaion, u4 other 
tactora. In atmplex vorld.DS, atatioaa operate on a ca.on trequeney; in 
cOJIIPl,ex vorkiDS, aaoe than one trequncy ia uaed. In ccaplex aezul1DS, 
atatioaa are uaiped traullittiy trequenciea, aDil each atation uaea ita 
uaisued frequencies to DBke contact With other atatiOD&; iD oomplex re­
cei'V'iDS, atat10118 are uaiped receiyiy trequenciea, aa4 atatiou eencl1DS 
to a pa;rticul.u' station use the frequency aaa1pecl to it. 

d. Tbe time of c:o1ftnn1 cation ia an illportant facto:r iD racl1o oper­
atioDi'. Schedules tor cCJDDm1cation are establ.iahe4 tar tboae stations 
vbich pass camparatively little traffic, or which bave an 1Dautt1c1ent 
nUII'ber of operators tor tree c:o-nan1 cation vi th all Deceaaary at& tiona; 
in such cues, acbeclul.ea are &l"Z'IIIIP4 ao tbat each operator m&7 tate care 
ot several circ:ui ta at clitferent tt.a. Such schedules &lao pe1"111 t 
w.y1•ua use of one trequenc:r, without interference or contuaion. Vben 
DO schedules are in force, atatiOD& are tree to contact each other at &rJ:T 
ti•, either b;r aettiD& the ti.D8 tor tbe rutzt contact at the l.aat t:rana­
misaion, or by .tntaiDiDS a vatch on aaaisae4 trequenciea. 

Ja.. Badio procedure•. -~· In radiotel.egrap~ the tr&D8Jid.aaion of 
illformation ia accaapl.iahecl b;r •au of Morae coaea. In the cue of 
countries vhoae alphabets differ traaa the BasJ,.iah al.pbabet, JDU.ticatiOD& 
of the inte:raat10D&l. Morae a)'llbola are introduced to take care of accented 
&Del otbe:r unique J.ettera ot the l.aDpap. 

~· Baclio operators use certain aifPI&].a aD4 aipa to tacU1tate 
operat1DS aD4 puaias of t:rattic. !l.'b.e atat co-on seta ot operating •1&-
11&18, used in inte:rDatioD&l. practice, are "Q" &D4 •rz• ai&Dal.a vhich are 
three-letter COJibiaatioaa bea1DD1DS Vith theBe letters. Por example, QlW 
•ana "I b&ve uotb1q tor ;vou, 11 &D4 t¥W tolla1184 b7 a quaation -.rk 
(Morae liii') •au "Do JOU have U7th1ng tor •' 11 Beaic1ea these operatiDS 
aipal.s, various procedure aipa are used b7 tbe operators 1 aucb. aa the 
folloviq: 



11 Bud of trii.IIU1aaion 
AS Wait 
If Break 
c Correct 
DB Fr011 
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GR Group count 
m Repeat or question 
K lDY1tation to t1"8UII1t 
VA Word after 
VA Bad or schedule 

In a4d1tion to tbe foregoing, ra4:lo operators ~ be provided vith a special­
ized Cl")'ptoa)'lltea, usually in the tom ot a BMll cbart (vi th rcnr- aDd column 
coorcl1na.tea) containing letters, digits, vorda, and useful short operators• ........ 

c. In orcler to prevent enem;y atationa trom entering a net ar:ul con­
tuaiq ita operatiooa, authentication ayate. are used. In station authen­
tication, cballengea and replies are excbarlged lllltual.ly by stations upon 
establishing initial contact; in ••saga autbent1cat1on, certain ele:aanta 
from the beacliag aDd from the meaaap text are clea1patecl by prearraag .. nt 
aa teat elements, &Del these teat eleDBnta an validated b;y an authenticator 
aJDibo,l or a-pbola in the preambl.e. 

d. In IlLli tar;y c()II!!Pm1 cations, a single tS.. deaipation is used to 
aYOid-the contuaion that would result if each station used local tille aa 
reference. B~, Greemrich Mean T1D8 is used for all eonmm1 cat1ou, 
although in am. inatances tbe tt. zone of the capital of a countr;y ia 
empl.o;yed; in an;y case, it ia usual practice to include the autt1x letter 
ot the tt. zone, aa for eXSJiple 231600Z 1111aniq 1600 Greemrich MeaD 
T1IB on the 23d ot the month. 

e. There are certain ele•nta of the tr&DBm:l.aaion Yhich are at&D.Clazd 
for mat radio operationa. Tbaae are: (1) the call-up, or the proceclural 
rules b;y which atatiODB mke contact vith oae uother to prepare tor tbe 
tranalld.aaion ot tratf'ic; (2) the orclar of traffic, goyerned b7 rules which 
cleterm:lne vb.ich station ia to tr&DBml.t ita tratn.c first, &Del in Vbat order; 
(3) the tranamlaaion of tratnc, in a prescribed anner; (Jt.) the receiptiug 
for trattic, in which the recei"ring station aclmovledges receipt of •ssages; 
(5) correctioDB &Del aerYicea, to iDSure that tbe tratfic transld.tted aDd 
received is aa garble-tree aa possible; &Del. (6) the signing ott, or the 
procedures prescribing the III&DD8r of terllina.tiq tr&DBIIiaaiODB. Varia tiona 
in the number &Del. detail of the foregoing e1e1111nta exist not olll;y &1IIDD8 
various uationa, but also ..,116 tbe military" services of a particular coun­
tr;y &Del among the different echelODB of theae aerYicea. 

5. Radio :aaaayea. --!,· Ra41o ••aaae• :muat carr;y pertinent infora­
tion to inaure proper 'bandl1 ng in both the :aaaaap center and the radio 
station. This information, almost inva:riab~ incorporated in tbe :aasaqe 
externals, usual.ly includes aerial. nUIIbera of YBrioua k1n4a, a&te-t~ 
groups, "preceaence symbols, routiq 1natruct1ona, aadreaaea aDd signatures, 
the group count, and other special inatructiona. 

b. The number vhich is put on the massage b;y the tranallittiq radio 
operator tor reference purposes is 1movn as the station aerial number 
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(abbr. IR); a nUIIIber aeries ay be aaaigned to all •••ase• tranai tted 
by a particular station, or separate nUIIber Hl'iea uaipecl to •••ase• 
paaaecl on each c0111111mication link. Meaaaae center numbers (abbr. IIUt) are 
nullbers uaisDed aerially b;y a ••aaae center to all outgoia& tn.tfic, 
reprdl.eaa of deatiuation; these numbers are u.ecl tor reference purposes 
between origiuatins: and receivins: •saap centers. Vben •••ase• are re­
layed, the station aerial numbers cl:I&Dp on each 11Dk of tbe co-.micatiou 
path, Yhereu the •asap center number uaually re~aina cODBtant. Other 
kinds of nUIIIbera are •~tiiBa to\Uld in •••ase eztei'DBla, eapeciall;y at 
the higher echelona, such aa cipher ottice n'UIIbera, racl1o station in-clesk 
numbers, etc. 

c. Precedence indicators or aJIIbols tor ezpediting tzoattic are either 
in thi' form of abbreviated plain tezt (such u nu" tor Urgent) or in en­
cr;ypted form u a group of letters or digits. ao-tt.es YIIZ'i&Dta are pro­
Yiclad tor these indicators as a security IB&IIure, or these ind1catora _.,. 
be subjected to encipberment. 

d. When direct cOIIIlunication between tvo stationa ia not possible, 
routiii& inatructiona are usually incorporated in tbe exteZ'D&la of •aaages. 
Designations of locations or units in plain tezt _., be utilized tor this 
purpose, or call signa -.;y be used tor the routins:, but, .are usually, 
routiog codes are employed which contain code groups tor principal locations 
or uni ta, as well as ayllab&rJ groups tor encoc11ns: desipations not in the 
body of tbe code. Sillilaz'l;y, when addresses and aipatures are diatinct 
frODl routins: ina true tiona,· a separate scbe• -.y- be devised tor tbe trua­
mittal of this in:f'ormation, usual.l;y by --.na of codes. 

6. Preli:ad.D!!7 net reconstruction.--!,· In the initial approach to a 
trattic analysis problem., traffic iclantitied by the laoguap of plaintu.t 
cbatter or by national characteristics of the trana:ad.aaion aa belons:ins: to 
the tBl"get country is segregated into -.jor bomgeneous types on the basis 
ot coamn operatins: characteristics, ••sage formats, d1scr11111:oants, cllatter, 
or anr collateral information. Thus traffic from B.l"IQ', D&Y71 air force, and 
other nets _., be isolated into distinct groups. 

b. A prelimin.a.zy grouping of stations is diagr...a from observed con­
tacts between atatiou. Silllultaneoualy, aaal.7&ia ia begun on tbe cbaracter­
istics ot the radio operations. As an example., J.et us &a&\.118 tbat the 
groupings of stations in Pigs. 2!, and ~ below, have been reconatructed f'I"ODI 
observed contacts on the traaamitting frequencies in kilocycles as iDdicated, 
and tbat we have made a •ntal note tbat, on the basis of procedural cbarac­
teriatica, UXA and ZYH Bl"e probably net control stations. We note tbat Tn 
and ZYB bave the sue frequency; it frequencies are assigned uniqual;y to 
target stations, then TVI and ZYB represent the s._ station. Tentative 
confirmation .-y be obtained it it is found tllat tbe aerial numbers used 
by TVI inter~ock Yith those of ZYB, or if routing iD:f'orEtion on •ssaps 
:trom TVI and ZYB abova icJentical originators; further confirmation_.,. be 
obtained trom. chatter (wherein, tor exam.ple, the operators at TVI aDd ZYB 
refer to the sa. person as their conumdiug officer) , f'l"om. direction 
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t1nd1Ds beariup, lloZ'ae operator ~18, d1scr1111DBDt ancl iDilicator 
studies, etc. B,- cont1Du1D& this •thocl of aual:yaia, w shall arrive at 

Figure 2a. - figure 2b. -
a portiou of the d1agraa in :ns. 1, wherein TVI aDd ZYB are shGWD u split 
call sips belQDSias to cme station. ~s ezample of approach ia perhaps 
an oversimplification, but it ia illustrative of the general mtbods 
tol.loved. 

7. ADal.ys1a of raclio oprationa. -"'!.· 1'bis pbaae of traftic aaal.ysia 
involvins the at~ of tbe operatiD& data IUUl the elemnts of the transmis­
sion ia, u previously stated, carried on concurrently with initial net re­
conatruction. Wben trapentary" ueta haft been put toptber, continuit7 over 
cJate breaks is l8da possible by the aDIIJ.)'IIis of ra41o opera tiona. 

b. Callsip &DBJ.ysis abraces the cJaterJii.D&tion of the •tho&l of pn­
erat1on, allocation, ancl rotation of call sisDB, together with the system of 
uae. Call aigns -.,. •rely conaist of different ZOanc1oa B-cbaracter groups, 
in vhich case 110 &J8te• of generation ia reccmn"able, or the,--.,. be gener­
ated by a perJIIlltat1on table or s1m1lv sc-.. Tbe available call aisna -.,. 
be &l"ranged in the fora of a cbazot or in a book of tables, azul stations ay 
be allotted specified posi tiODII 1D the cbart or book on, let us say, tl:le 
first of tbe mnth; subsequent c'baDps of call sisna-.,. be soveraed b,- fol­
loviDS • prearranpd route in the cbart or book, or by the application of 
sa. •tbe-.tical formula. C&l.laisn s78te. -.,. alae involve HYeral slidiDS 
strips aa a •ana of geueration, vith a convention prescribed tor the wnnar 
of selection and rotation of the call sisna derived troll tba strips. 
Regardless of the system of geueration and rotation, when sutticient callsip 
continu1t7 baa been established, interpretation of the patterna IUUl pheDOIBD& 
discloaacl ¥111 pel'lld.t recove1"7 of the system. 

S,• J'requeney aual.ysis has the •- geuer&l. obJective& aa caJ.l.aip aua.l.7· 
sis, ~·, tbe daterld.D&tion of the •thocta of selection, allocation, &D4 
rotation of frequencies, tosetber vith tl:le system. of use. Vb.en mora tban one 
trequenc:r is assiped to each station, lower frequencies are geaerally used 
at night and higher frequencies dur1DS cJa7light, tor technical reuona; cer­
tain of the trequencies -.,.also be dasisnated aa a~,- frequencies. 
Frequenc;r aas1gDI8nts -.;y be publlsbed in cbart fora, vith an initial allo­
cation ancl rotation ayatea sillilar to tbat used in c&llaisn &JBtaa. Here 
again, continuity of frequencies v1ll permit recove1"7 of the syatea. Both 
in callsisn and in frequency &D&lyaia, continui t;r -.:r easU;r be obtained if 
sOllle of the operatiq data or el.emnta of the transmission cbaJise and s088 
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clo not. Bnn it c&ll aipa &114 frequencies cba.age da1l.7, continui t7 87 'be 
establ.isbecl by tald.DS into cona14eration ~ ot the toll.Gir1q: pattezoua ot 
station aeri&l numbers or •saap oentezo IWII'bera; routiq iDtozoation; 11s­
cr11d.D&D.ta (eapec1&l.l.7 oue-tU.-pacl cl1acr1m1D&Dts vtaich an uauall.y waicpa 
tor each liDk); procedural peculiarities (e.g., the uae b)' a particular 
station of cliatinctift aeparatozo sipa, tUDiq signals, etc.); chatter; 
scbedules; aerrice •sups cm~r a cJate-bzeak; aD4 tinction 1'1Dd.1Ds &114 
Morae operator &D&1.7Bis n-ports. 

d. Procedure •saaps and chatter betvaen operators are of p&'L"ticular 
interest in traftic &ZI&l..Jaia. Vben 'UDkDolrD procedure aigaala·an used, ar 
vban procedure signals an encrypted, their wan1nga -r be determ11JK 
through observation and interpretation. As aD ~ntal"y example, let us 
suppose tbat at 0915 aD intercept operator hears WI send to UXA on 38oo 
kUoc)'Cles the proced.ural tranamission "XLC 1200•, attar vhich contact vith 
!VI is lost, and that WI is beard c&lliq UXI again at 1158. 1b.e inference 
'a:J be Jllllde that ILC 1118&DS •I abaU contact )'011 apin at hours 11

, 

tollond by the tiE. Or apin, let us suppose tbat attertii"at ... tr&DS­
Id.aaion, contact with WI was lost, and tbat the intercept operator in 
aearchins tor target station& on his receiver picks up WI a few IDII8nta 
later on lt8oo k1loqcles. In this case, it_,- be ~d tbat XLC --.u 
•I • chaDSins '111:1 trequeney to tea 11

, followed by a trequanc,- desig-
nator vbich is to be .W.tiplied~ to in41cate the actual frequency. 

e. !be ia8ntification of preamble components is a relatiftly simple 
•tter. It maaaapa troDL Station A to Station B are sorted b)' intercept 
tiE, the station aerial nUIIbers should be in an aacen41ng aeries (barriq, 
ot course, ld.ssed trattic), so that va look tor such -.nitestationa in 
elemanta of the preamble. It all the traffic sent trom oue call sign, 
regardless of cl1rection, is sorted by t11e tiE (where this intorJBtion is 
included in the pre&llble) , the message center numbers should be in an 
aaceDd.ing sequence 1 v1 th gaps caused either b7 llliaaed trattic, or because 
the station concerned used more tban oue call sign, or because &0118 •aaages 
.,. bave been tr&ll8Jid.tted by ma&DS other than radio. ibe position of 
originator groups in the •aaage preamble may be discovered by aortiq 
traffic b)' tranamittiq station and aotiq the conaiateDC)' of certain groups 
in a particular position; l.ikev1ae, addressee groups -.,. be ic!enti:r.l.ecl b7 
sorting trattic b)' receiving station aDd lookiq tor a high rate of occurrence 
of &01118 group or groups in a particular position in the preamble. The identi­
fication and interpretation of precedence iDdicators -.,. be accomplished by 
st~ng a a.U. YOl.UIB of traffic emnating f'l"om oue station and comparing 
the tile tt.a v1 th the intercept tiDBs; vben a aeries of Msaages are tr&DS­
Dd.tted b7 a station OD8 attar tbe other, the •aaagea with higher precedence 
are invariably tranaDd.tted first, and at~ of the tratt1c v1ll give clues as 
to the 1118aning& of these indicators. ao.tt.a preambles also contain groups 
iDdicating the security claasit1cat1on of the message; these groups are 
often d1tt1cult to ic!entit, &Dd interpret, but D8'98rtheleaa a stud)' of 
cbatter and of the d1acr1m1aanta used on the various ceyptonets v1ll perlllit 
a solution. 
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f. Aa -.y be obaerved troa the foregoing diacuaaion, identification 
aDd p&"rt1al. aolution of the elements of the preamble proceed aiaultaneoualy; 
turther stud¥ and aD&lysia will make poaaible a complete solution ~f theae 
elementa. .AdditioD&l. information on ra41o operationa can be derived through 
atucV of achedulea, textual featurea of encrypted traffic, cryptoneta, aDd 
diacrilliDaDta &Del iDdicator uaap. Collateral infcmation v1ll be of aaais­
tance in these studies, as v1ll inform.tion derived troll cryptanal.yaia and 
other communi cation intelligence aourcea. 

a. 'l'raftic intellipnce.--!_. The lalt phase of traffic anal.yais il the 
reconstruction of· the coaplete enem,y network in tbe form of an intergrated dia­
sraa shoving call aigna, frequencies, and other technical data auch as aerial­
number allocations, diacrUd.DaDta, etc. Identifications of unit organizationa 
and their geographical locationa are shoWn, which, when coupled With intel­
ligence from all sources, v1ll portray the eDeJQ" Order of Battle. 

b. When chaDgea in Det atructure take place, these Jay be brousht 
about -by the appearance of new units in a cOIIIIBilCl or the deactivation or 
redeplo,.nt of old units. Cbanges in contact relationship may be indicative 
of impeDding moves; aignificant cballpa in traffic volUJBa or in cryptographic 
ayate• -:r be iudicative of preparationa for military activity. 

... 

9. Concluding reJIIIIl"kS.-"'!,• Trattic analyaia furnishes IIIICh information 
on cOIIIIlUilications featurea of aaaiatance in ceyptanal.yaia, such u inf'oration 
concerning the origiaatora and addreaaeea of' the meaaqea, iaologa and reaeDda 
vh3,.ch result f'rolll cryptographic error, •ssages with potential crib value, and e 
cbatter pertaining to cryptographic matters. 

b. Some tratt1c aaalJiia items of particular interest to the crypt­
anal.)'it are the f'olloving: 

(1) When the group count is conatantly checked by the enem,y-operatora, 
thia ia usually iDdicative that the ceyptoaystem includes transposition u oDe 
of ita atepa. 

(2) When the date or file time is invariably che~ked, it 1a indicative 
tbat these ela.nta are factors in key selection. 

(3) When a group in a particular position of' the text or of' the pre&lllbl.e 
is checked frequently, this may indicate tbat it is iDYolved in key selection. 

(4) Rapid send.ing, with no requests for aervicea b7 the receiYins opera­
tor, is an ear.rk of practice or d~ traffic. 

!:.• The geDeral principles of trattic a.nal.ysis bave been presented briefly 
in the preceding paragraphs; however, actual application of these principles 
&Dd techniques in soma typical proble• is necessary in order to insure that an 
aclaquate comprehension of the subJect baa been obtained. In the next appendix, 
"Tbe Zend.ian Problem: an exercise in ccmmun1cation intelligence operationa,'' 
opportunity is offered for the student to apply the general methods ~r traf'tic 
analysis he has learned and modify them to suit the contingencies ot the par­
ticular situation, learning thereby acld.1tioD&l facets of the art. 
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TBB ZDDIA!f PROBLIK: M DIRCISI IB 
C<IIIIJBICATIOI' IIBLLIGDCB OPDATIOE 

A. Introduction 

1. b ZeDdian Probl•., preaentiq &D operatioaal oownn1cation 
intelligence situation in JDiDi&ture., affords opportunity to apply the 
techlliquea of' trattic a.a&qais 8114 cryptana:cyaia, to derive intelli­
gence, &Del to prepare reports. Tbia problell deals Vith the elleiQ" 
c0JIIIm1catiou duriq an IUIIPhibioua operation ap.:lut Zendia, an island 
in the Pacific located appron-tely 2000 Jl:l.lea wst of' Peru, with an 
&I'M of' 990,000 squa.re DI:I.J.es and a population of' 17,320,000. ZeDdia is 
a totaJ.itariBD state UD4er the absolute dictatorship of' Marshal Salvo 
8&laaio, the Pr1ma M1Dister, vbo ellbaz'kecl upon a aeries of' hish-b&Ddad 
actiou which led to an ul.tiatum by the UDite4 BatiODB Security Council; 
this ultilatua vu reJected b:y Salaaio. The United States, actiDI UDdeZ' 
tbe autbori t;y of' the United lfatiou, aaa8JIIbled Task Force Pearl &Del ••­
barked upon Operation Seahorse vhich bad as ita obJectives the eatabliah­
•nt of' an occupation force to liberate tbe ZeDdian people f'rma the Sal&­
aio rep., with a :restoration of' the true ZeDdian Republic. 

2. In Pbaae I of' Operation Seaborae, initial usault ela.nts of' 
the u.s. Bighteenth Artq (cODBiatiq of' XXV and DX Corps) laD4ed at 0500 
on 16 December, under support of' naftl auntire &114. air attack, on beaches 
Dear Alekaamlrio on the northwest cout of' ZeD41a. Tb8 outnumbered 
Zell4ian shock troops neu the invasion area fought a dal&;y1q action, 
retreatiq southward and croaaiq the Pontine River at Grisurbeto. The 
reai.Daar of' the u.s. expeditiOD&Z'7 f'orce wu laD4ecl success~, aDd 
b;y the night of' 22 December ba4 aclV&Dced to tbe DOrth baDk of' tbe Pontine 
River; in the •amrhU.e, stror~~ Zelld:LBD reinf'orC818nta were brought up on 
the opposite b&Dk, preventiq further adftDce on tbe part of the United 
States f'orcea. 

3. Intelligence efforts cluriag the period. of' the u.s. ad:nnce ;yield­
eel but little iDfo~tion; the :rev ZeDClian p_riacmera taken would give ODJ.;y 
11818 1 rank1 and aerial DUDiber; and the interception Of' enem;y communications 
revealed little of' value, tbe &DeiQ' ~nta in the vic1Dit;y cont1D1ng 
tbeir radio activit;y almost entirely to sporadic low-pave~ voice trana­
mlaaiou between rapidJ.1' JIIOYing UD1 ta. B;y tbe JIIOl'DiDg o'f 23 December, 
however, raclio intelligence UDita aaaipd to the u.s. Ara:f headquarters 
&D4 to the tvo u.s. Corps were tull;y operative and began an all-out ettort 
to intercept aDcl solve the greatly increased and DOll' entirely encr;ypted 
Zelldian COIIIIIUDicatiODB 1 in order to secure vi tall7 needed intelligence. 

4. The traffic intercepted on 23 Deceaber totalled 375 JIIB&aagea; 
these ue aholm in Section B, with a cligeat of' the cJa:r'• cbatter in 
Section C. 1'he top line ot the •••ase beadiug ia the intercept line, 
cODBiating ot the receiving and tran8Jid. ttias call signa, the trequanc;y, 
the intercept date/tUlia, and the intercept station deaigaation; al.ao 
1DCl.u4ecl ia a ~eprinter aerial INIIber (vhicb can serve as a worksheet 
number in subsequent achine processing) used in f'Ol"W8Z'diq the traf'f'ic 
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to the United States by radioprinter. The second line of the heading is 
a message preamble which consists of eight 4-digit groups; this is followed 
by the message text, invariably transDdtted in groups of five characters. 
(In all messages, the first two groups are repeated at the end--these from 
their appearance are the discr1Ddnant and message indicator.) Initial 
analysis of the preamble components revealed that the first three digits 
of the preamble constitute the station serial number, the next three a 
message center number, the next six the file date/time, followed by four 
groups whose meaning has not yet been deterDdned; in the last group of the 
preamble, the first two digits constitute the group count, and the last two 
digits are still unidentified. 

5. Data trom the traffic for 23 December were recorded by hand on 
traffic analysis logs for initial study; as machine time became available, 
these data were punched on IBM cards from the original traffic and l1st1ngs 
were made for trattic analysis purposes. In the listing shown in Section 
D, the m&Jor sort is on the transDdtting call sign and the minor sort on 
the receiving call sign; in Section E, the maJor sort is on the frequency 
and the minor sort on the transmitt1ng call sign; the listing in Section F 
(useful for cryptanalytic purposes as well) has the major sort on the 
discriDdnant, with intermediate and minor sorts on the A2 and A3 groups. 
Data from the traffic of 24-26 December are included in Section G, which is 
a list1ng W1th major sort on date, intermediate sort on transmitting call 
sign, and minor sort on receiving call sign. In all the listings except 
that in Section F, the data are in the following order: (1) worksheet 
number; (2) transmitting call sign; (3) receiving call sign; (4) frequency; 
(5) intercept date/time; (6) station serial number; (7) message center 
number; (8) file date/time; (9) to (12) the four unidentified tetranomea 
in the message preamble; (13} group count; (14) unidentified dinome in the 
message preamble; and (15) discriminant. In Section F, certain elements 
of' the heading have been omitted in order to DIBke room in a concise listing 
to include the first f'ive groups of' the message. 
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.ABOID TBSRR M8BB BNORS IINCIIM BAm lGfOII'l' IS!'liB ll'l'CRO QI:BBT 

OCORB II'lLP OIIBRG SSBLY 'reCSV SOTIU GB'l'IV BYCIIII 'DIPAA CIRCS JB&1I JiiOJil Lltllll 'l'SCIST IIBrKR PYCPl; RLIZil SIJ'ml UPJIIIP 'ISIIIR 
IIIRBN 0'1'801 IIIRBI BKBIO PPIUIT CDOGB liYPPB 'l'I!BBI BACBA ISTBII C¥\l'Q 'lWBUY PXVUP XDBBY llBVUI 2'.lW'D llliRPH 're.Airr XD!GA XJ'l'IIC 
IIOFBA 'DQIB liQOAO OSCBR B'l'l'AA WOUY LSAlB mBRR IIIBPA PBVDR NVSBL R:miC RARRD UI<I4B AZLLZ DYPRD BJWIII VPPPI GUBLR SOACII 
Bllll'l'I IARTX LA8LD URATT OPPLO AI'DII O'l'IAS 'l'llliiR DCOUT lOIJ'CA mxF IIBLllS V!R1"S RCAPZ KJIZF POLm RSZIIIl ZJVJ'R BIQJY AIMil 
llliiBB USSDII DHOAil BBBU PliOU'l' H'l"l!!D JAAAJ IIIBBD IliAD QAJLB ~ VGllXIl YIZIID PBBOII ZJIIIA aiZIIIJ we~ SUIZX 

NQVllU BVJLI XOUlll ODCI BSVBF IUliJ'Z UlaiX CVOKI. CSLYJ ZP.SIIS 
aiKYll FimF FBBQ)t BUliYD QRPBJ VRDPU BBQXl liDNV JE&JB JRGJB 

X!R DB VLB 5635KCS 230b3lT U8H-99/0C092 

2027 21123 0610 3973 7820 1.260 811114 4417 ZZZ DB ZZZ 5955KCS 23093lT USK-99/00097 
VI 28o82 21848 52J,6lJ 96410 22149 11iJ.It4 0621:!1. 12050 i!2702 5l095 0071 6523 0830 9742 7837 l!a58 7094 Bo30 ()) 
w 611t40 63580 3Bit06 ltll!l.9 1oltltlt 37621 2141tl ~~ 10204 26950 

02195 961t01 34856 75002 02218 541to8 73621 1~ 25155 10012 JI&JB L'l'TIID JMJZR UBIBD R!GTII XU.AKI BTPIS B'l'OZV RIIUZO lloiMXQ 
66487 37llto ]6015 6901t6 47930 Bll2l2 77121 lu226 95795 69Qit6 lllLD PQLilC mlOOI XBITP B2!)IW PII8PZ GCllAP lfAIICQ BNBro MNGBB 
5011Ml 20000 28082 2l848 BAOliT WGJRII SXLJU DYZUl NJrLJ Y'DIJU COVT'I IIBRI!J V<»mm XRBKT 

OVDBB Aliql.B IIGIIBS VMIIlF D'DCIQ IIDOLH MIMNA GTD.BL DBSSII IUSIIH 
DtRSY CMXZJ LLCJZ GBS!ID I'JVTV nJZTA lfOQRV CIKDT ZSIIII'l' ZD.1QO 

UBT DB IQJ ~565KCB 230609T UllM-99/0C093 VB.1VC UPJVA UCIZV PDXAO 'lBBBC KPGMB lMKCX DZOCQ PQPl'U KVZVA 
.AIWIB XJICllK liXJ'Ul KV8MO DQIY XJIByz LBOal 'l'P'lOO IIKZRB xnmr 

9522 2523 olt35 2110 8820 7101 9803 3123 CIIBDC IIPCGY AZOQll YABBJ IIDIMQ R.JVAD xm:z lfiCIIMB .JBBJB L'l'TIID 

CCPII PPAII: JI.JSll LJNlGI IIBOVQ XVGIIM RDFMC 8YZIIR UUIIIP MRftll 
CXVMO JAKPL aiiiiiK GAlLS IZIIDf PJ'MI J'IISlP ~ VQIIIIR DftBJ ZZZ DB ZZZ 5955KCS 230941T IJSK-99/00098 
GXIlZft VPKDP BSBQT WOLF RIIPUZ UIBIJ u:BZT AMOUB PGKGM ccni 
PPAII: 0081 6523 01!30 97li2 7837 1!25!1 7094 li22o 

JUJB ADSBJ XDIIRil IGrN MSIIIR J'QtN ISKXY AnGG Gl.VIK XYOHT 
VXI DB GFII 5285KCS 2,306l2T llSK-99/00094 VVll'ro OJK'1W BDUIII DVOOM LP.ml 'BBl.lU VSBliT YALBR BJQPI SOlSP 

GVUilll ACAYA 'lllSM'l' XKVID ICKGK 1IIXRII \JLBKV DTNR J'PARI. IDl'l'IZ 
05U 7223 0535 1!943 7803 4997 3070 6520 Z'l'Qelr KIIJBV IINCEII UZXAQ RCllllT BCDDD CIJLft( OGPYV DLIIMH CXYOB 

.n:&1B AOSBJ 
CCPII QQfiiR ALPSQ JZOlll' l'OIIItU LTTAC UPCAB D'LTX 1lllQKR ~ 
DORD 1IBQIK UliXAQ ABRMD GIOII RIIVSB SBABZ IIIIICtQ KPlml JIIIIIT 
VYSRY TC:IICX Z'rol.l IJIIIIBC IK'DCQ OADIX YlULI' IIVCWl zroor VJ'PIV 
IIRII1P ZDRA VlCOKO BUIOQ ~ BJA'l'I XQWO IIIZOI. VI'KQZ Hlm'l 
IROYB 'l'QIIIIL lOUID UIVQV JPliBD lfOJifV JKiiCO ZGBIB IICIIII: 8VBAZ 
TLolWE 'llRIYQ VBliPit lllllBI AYZI'L EVBQV A2MQZ RYil9E RCRCR BRCIIII 
X'mDI CIIIIBY PI'DIX CCPII QQl'MII 
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MLII DE ZZZ 6 35 )KCS 2~0b22T USM-~9/ JOO'J) FBI D8 DR 6070KCS 230 Xll" USM-9~/001o4 

3041 5423 071U <~942 7o03 4256 425Q 9732 5516 lt623 o815 6350 2664 8641 8327 4223 

IIHFF AGQjlC CUPMM KJX¥)F EK.JQZ CMQIO PKWVJ K'l'BliQ RLQUT FCEJV DJDJD IXlMQP IMBSI QIIWI BKOZK CYKJII[ IZlFO MSQYP Cl!OZC JISC'H 
lfi!C\IK AIIHMl I..&AilU MJVPA llrlt;tll. GJDP 7.ADGN 'mllJ XBXKT MAYP'I llM'GA ZKPOO CJIEL1) GYKPJ IBMBY RSZIP KIIIFB KAQDK OZXBl Zl'lm 
IHCOZ Ml'QRU INSKE KISSM XVNVG lXAKII SNVKG JPGXF LCAQJ .l.ZOMT BLIIV CJIOC8 ICDJU BhBIQ ZCACK OOHQT lGABA IKJIS CBIIXE DUIIQR 
ZUKFP KJZRII DVJIII ELOMO DXIUK USLRQ G&.LZ liXI.PX III GIS YFDRQ Olm.TI BIIIEK GJIBM GALVB OZCLA VLCIK MKOZK JYIFK UQZQB XPXXX 
IMIIU PRNJN XRPDT UKQQJ HOUID GTJJN IAIXVO Ilo.'IDG PXIIWJ 'lKllru DJDJD OOMQP 
HBSHR i.PIOO'i b'lbl!N OBVTT BVTIID RMSRL IXUAO XJVAP AMrXJ' TOIIIV 
MAFSU ZZl.IIE OJPAX FTVUU IllSMR QIIIIM SVMKG MBllLQ WNWMK '.R:IUF 
K,ilQl. DCIIGT GXLTQ SMKHI CWYOQ Z'l'OII AOQHO MEBOU JPOOI RVlZX FBP DE l'HI 7510KCS 230tl36T USM-99/00105 
KEFBS GBPUU ITETL IVAHZ U<AKO QOFPl' XTVPI VAANT AIIXMA LXIIOJ 
UKNJC ll!UGM JVVBJ r.vruP VGm IIHFF JIGQijC 8526 W3 0600 Ol.21 7003 6d69 5447 9622 

28082 50021 oolt64 81~ 57350 13735 44214 416168 73714 03601 
EOU DE U.J 7450KCS 230'118T IISM-99/001JO 56903 82-J63 5641~ ljoSu 64874 483o8 35154 12142 51323 56612 

02513 44215 21853 82J6J. 73259 23715 6o501 1959!! 1lt642 30592 
4528 1823 oll25 6530 78'Jj 1tl64 1793 4724 25269 20426 33183 264)2 4022o 83120 7~70 1194<> 655'12 62534 

42123 73122 54476 16225 12371 56039 03141 32061 73119 4o65-0 
AEFEA NOXLD AZJIVO BVBEO TVOBV XAFET UUMKl GSBUN PVIOF WIRNV 02132 06173 541!27 42371 56029 47616 ~5964 01237 156o4 14211 
UFYRI l'IBBEP UKIGS TOMBC AM'l'OA VF'1\JIJ MRIQB PlCANF ABLliE llii"lW 23314 60612 65382 06173 ll94o 64376 21237 15603 46192 8Uo8 
OOOXE SOKBB IBCNE VLXIA URIRI PElillC oztl'\0 lll!KIL Tl.UIU I.AIIIF 11904 62872 38610 04411 22663 5122~ 03349 02371 56o29 47615 
IDLBE FI.JjUW ICOZD BAYI!:!I OXLKA AOPKB SDlllO DAIRB DIBQX' VILIL 21224 132J6 17303 84)30 33154 3o44~ 854o2 13243 37347 92145 
X'roPH N'l'l'EG KKGBI BCVII TJUQY AEFKA NOXLD 60413 12331 928d2 06173 28o82 50021 

PHI DE ul'lK 622JKCS 230r.!21' ~-<~~/V0101 FBP DE FHI 7510KCS 230851T USM-19/00106 
\.11 9017 5823 0)00 374) 7?63 1112 b327 4516 8536 1223 0600 6530 51!45 6&9 5447 8222 CD 
-4="' 

77602 4:1.>39 77420 73974 87398 91526 99965 58579 7lt697 28082 oolt64 81416 13735 1!4500 21648 73544 76166 50505 50021 57350 
09870 98074 1!8734 75315 63773 96477 54J3<l 0~96 36161 21332 10723 71560 4!.l.Ot:> 4o427 05483 26237 15602 94761 66422 41423 
]1442 ~986 60573 35151 71777 4"lfbo 15159 16739 Olll5 11774 7l56o 4!.1.06 4o426 32061 48488 20617 31194 064o4 51748 82061 
98801 31-130 3b737 57377 ')-.T7U1 13971 b26uj 34:i3b 20)89 6%52 73526 17354 ~5664 87354 26957 65261 73549 56320 86o62 6W.9 
74774 73?60 33730 50515 77602 42551 64924 214)12 4o6o3 91165 26237 15641 43263 27221 37120 

62191 12262 5li826 51144 37531 o44u 22735 69217 11624 83731 

6430KCS 230915T USM-;19/00102 
29304 47941 65692 1o492 11652 63625 1!4343 41957 95674 23328 

Fill DE 'l'OJ 62354 1111215 62262 5304o 22214 19087 55418 44134 o6l.26 53200 
28082 50021 

752~ 1223 o8IIO 3731 9054 0162 0327 3~35 

GIFIG BRBDl MGEUC GVTDS loADEE ED'J.'EA LIIIKB DCORN 'mUMB TPIVS liNK DE FBI 7510KCS 23o8o4T USM-99/00107 
NAISO BO'INB SFNAR VI TOR SREI/li 'IBCOU SVETB OlmY NOBIA CDEE 
BTSTI NINPM OESSC PIRIF X'l1J6A VIIIMT LSA'l'O IIAKEll RITSO AliCOS 4:;.26 1223 0600 3731 1!257 6869 7904 7136 
l'l'OSO CEIIIS NSOCT MALTR IIENlO EAIWO LBEDU GIFIG ERBIII 

GIFIG WGOAR SSilOM OUAliA LLIPP PQBET OBSBE TllOIS UTA!I.".l' DUEl 
TTQIIF TABOR REIUD IFR'rA ARIIKL ONDSS SBILP BROEr DSBPS NBNIIR 

Fill DE SFV 7830KCS 230)13T USM-99/00103 RCBAD CIIOFG RBiiiiC RIOSC AIAMT WL'I!IIC OCMAN IHLliE ACAilL NOllll'l' 
IIBO'lK BIWIN A'lm.R 'D4MIIA BNDEI (JIQMJC CJ:OOA MIIMIU OIDl>"C OOBIIII 

6534 0123 0730 1120 0020 50tl6 !!327 7127 l(Jft!l CRI'l'O IOD'T MlllUA CAMME AMMIN CVIISB RIIIT AKIIRR COILM 
IMUMD PIMOA ONMn' UPMCM CLOAC SOBTI!: EIMTA EAOD: liMLCI lEAAI1 

DCGCD WSGFI liTVPQ QJ(UDA CAIKIIZ DBIIGF M!RAR KllURP SMIXV UIIZX TRAIM TlCSNL AAACP TILCR NIIPI MIIUCM LCEOA OTXUO CDlTA GU'IG 
BDUPD Fa«XA ZAOliX YJIYO TV'lWT DXGIH JBKIE IXLCQ ISUXM BJLPP WGOAR 
LGlZZ IIOCKR IAAPII LLZXC SSTDC lKJIUl !l'BCD KDQIII lOOUIM B'IVAll 
rnMJ( SCIIG BBAML PBIMl IIIMIA SOCJO Ql\GBB VBIIOR OBABP LBQVR 
J~ WliZGR KCKliG EL.2UQ JQPDB lllKliJ IIMMJJ OIIUNI wnQ PD'l'lW 
IIIQPU DCZEK ZRJXT CUZRP QFJ'RJ ISKIIZ V8ZRY LZUCK LZWl'M ~ 
ALJCX LRilSV RGITA WXROL CFWVI mntQ OGIIM BUIGN ZFXXX DCGCD 
WSGFI 

.. .. 
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umc DJ: m 7510KCS 230816T USM-99/00108 FSJ) DB BDH 6170KCS 230939T USM-Y9/0~113 

4536 1.223 0600 5504 t!C!2o 6869 7904 6342 4524 8723 0900 0121 3456 6m 7238 2~1 

tlobo8 09147 J8937 0!1852 96743 73893 70909 147~ 47173 1:1406 DABAD IOIIH UDLCI WBPDI .&:PAOli' P'l!Wl!R IMDSU GXSYR GJOQ'I. CYKMK 
~585 96434 6~ 7173l 96064 05859 65813 53326 47173 19206 ox.KVY DoiJYI JULX '1'0Ill6 OJIEKA N:JUJF CIIOD4 F\JMIII) YQTZ.l 7.\lMOT 
ltli272 69392 94496 22177 37269 39295 85}134 19m 21773 75075 JWIKI SUGlCS YRGJO QZNIZ Ol.OPA RICUX DABAl> MaiiH 
58226 14982 21722 73728 629'12 58198 58715 :11698 96119 79014 
83174 96916 97201 36076 37551 69335 32376 051~ 42275 428~ 
8o993 34126 55914 33934 93437 28692 58269 37598 21oi!O 52571 xm DJ: SFV 783\lKCS 23Q929T UBM-99/00114 
95569 8o8o8 09147 

Bo44 0523 0845 )1)18 5074 4726 1601 2815 

PZX DJ: PM'l' 73~KCS 230823T USM-99/00109 mBDl IIQilCF !.F!IIY IIUZXN BJUL DOVOA AroxA DliUCW XCWTJC Sl.QI!II 
JTXR() XIIPXS BQf.X\1 KIHPII III'IBBS CJi'IDI IIINLQ CHAZB UNGMR m.vxx 

1533 91123 0745 0121 2664 8678 136o 6529 RXLFO XAAUR l'CBZZ DODJil FGilYI MI.FM'l' BGBm HQDCF 

IID!GB BBCSIC BAPSl XQWU BFAIS FUFUt AliAZA YYJlT IIIIJ!W GIXFT 
OQillB ZQKUII FFUGM FUFUI BTQDI BlllllC PKtJIIF 1'BEVQ Ar.VX'I. 1.lfDIB SFV DJ: laR 6070KCS 23o812T USM-99/00115 
LLDtV MiliUM l'l'GRII QFl'IJF LDIBL LDIVT YARIU SGQAr. VKINF WUBYX 
ITNBB MRJUX FJMF KUIIFJ BUFIII DNDAX FXYTtl KA!iAZ .AYYJI TIXPl 35~ 4423 0725 2110 4257 6641 5320 4328 
BBlGL BBPI1B YWGY .BGMUI UVORL CIMRD OP\Jll\l FLKUII nmBQ l¥lVLli 
OBSXI LIIZBA 141\'1{. cmiF UFl4J AYJJ:Yr QJCIDJ FAllFII. BTIIKI IUDAR llJDJD umos lQIHB TDXYl CI'ntK 'lmCSK BDQJI BIIKUI SFBZil GUBIID 
UXNA WUOSM OFSXX BGBGB HICSM lBLDB NUPYY UIAIG JlBMP IBIIIIIl OYGII RNYBR RYVKJ YGOTA CYJIS 

CLAMA NYYKW ULBJtJ UCCAV CDAKS IIXZFG BUIGA LVFBI RCASZ SYBRQ 
OD'l'Sl QlGil RTIGA WIJBVR IYQIU l.LSIQ IWOifC RIIIZZ YGBGA ZKPIB 

YWP DJ: IHJ 7450KCS 23o812T UBM-99/00110 RXXXX DJDJD WDOS 

V1 7548 1623 0705 8943 2664 1864 4716 5221 
co IIZY DB MKP 7320KCS 23o815T USM-99/00116 
V1 CCFII GGOZS EPIJR TUQJO[ AWOOH ABDIT BJDBS X~P WAKJD LXPTA 

POZSM LZJlJM ZRYGV CZVYP GOXRT ~s ABIIBJ HCDBY IIRFlM KIIFQB 5015 9623 0750 9329 1871 6625 6473 2620 
BTJZQ AVNlK BIJSMH VUSRZ IINRAlJ ICWBIJ V'I!IDF IIXSBU QI'OIII ZAYCR 
VGIJ'S KBIOX VQJml GJAIK X~SA BRLXD NJPAD GHABII Q1111U nlPIA 50505 98870 57309 89560 56891 3m4 2oli8y 3::Kl29 Bb954 Q)l69 
J;WXLQ WBUT ABHBY GOZSB PIJBA QKNCZ KGLTI FZVOK BIKVW OLXXX 39662 5739tl 67447 52735 97D42 Y9507 85581 91319 1:1689 11915 
CCFll GOOZS 191J9 66730 87895 90038 50505 ye67o 

U:.A DJ: MRS 6900KCS 230927T USM-99/00lll PSD DB MKP 7320KCS 230849T USM-99/00117 

7558 2923 obl.O 1120 2664 il66y 1o81 4318 3015 9123 0620 3731 3456 6625 12'+3 7024 

HBJBH MlQDS YGWFA FPQll'l DXOCY HABVJ MJY YJRUE UNYXI FITBP 28oB2 22132 65415 26226 1.224<: 941162 06579 51742 15760 )446ts 
UGUBA LRKOE PZIJDZ VliDJ YYFPU KXJEZ LIIA'DC RICUQ IHDKII MVBIQ oli647 65414 92116 34047 63295 26244 49204 40333 0.!.2)1 16533 
WEEB Gna'X OCYQA LDQAL DIWDZ IIIJXBV lti:.ZQl HIIQIM VIa~ GYKPQ 72431 5126:1 56253 1o444 21123 31244 8265!1 2:5351 o44.1J3 92942 
ALDQA LllZIJD ZlllJIB VACZII YCIICU FMFIJG MSm PADVS IIIIJIA DBPIIY 65416 41362 1~91 40151 155lt.2 15624 40218 53620 61732 59126 
MXXlC[ IIBJBH MlQDS 43755 00463 26344 21712 05765 42423 32862 35444 21575 UJ5J 

83083 62566 10530 15604 <'1341 48736 Y!>765 2607\1 30812 62624 
07226 36?U 22664 874:{.! 42313 70012 21326 532vv 2tl0ts2 22132 

ZCA DB 111111 7280KCS 230856T llliM-99/00112 

:.1542 7;123 oBoo U01 8423 4717 1081 4oo9 RIO DJ: HllG 7080KCS 230917T USM-99/00U8 

IIBJBH DUEll. lCPPO APBYM RZOCZ LO'lBB IJDftiB BBKOR BltYIIT XDIP'B 7013 2623 0825 8943 7263 9145 2125 4;32 
EICIIB PDPID TGUlM Dllllld BQASB WQPBh maD GB'l.IZ BAZl'U TGDlB 
ZDIJ'D( ZYXSI'I Yll'mU TXZAR RBYIIII PIIKXK IIJtVZB .AZIIAII 'l'QBDV ROZ6W CCFII DDQIIIl OKLXF VIDCLZ QIIXSB OZJIW NUB01' SIRDJ ICGPA TXLIIC 
lCYSl A'l'GUF I4IIBQA. BZI.OC 008QI U!CAB DlY!fr WDIX HBJBH OOBlL KYRIIil QXVIIC BILJST GCKT'I PJGQS YPFHC TDXrr JKLQ1, GVKLQ SZICIX 

DABOU FPXOK NBPHX CJDXE FCGBI AQUill Aq{XO LFUEY JIJKYP LTa 
DFKGA WXSilG RBOUC BIUDG VOLZT XFVIIX LZQUE ICGMB ADHVP UJDPT 
IIILQ$ ZMKGP UDIXS CCl"ll D!J<J,1'o 

--
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ID!l DK 11:0 6o30KCS 238022T IJSM-99/00U9 ZHk DB POR 76'iOKCS 230917T UBM-9\1/00124 

lio27 2323 0730 9518 81123 871w 5267 5105 9516 2723 oaoo 2750 7263 23110 3151 7738 

DABAD L!KTL ORCJ'A J'1'QUf DiiB'l'f JAIBR BAmll MUPUM R.JBZL IDJ'RC DDRAA RZGBD JABCII IlBZH CUAIC G't.S1IJ IICIUIY NIBX SGYDL YQQCA 
1'l'V"JY D'lW IIJODll VODD' YQII'ro IBRUV LCrlV ltOZKC nwY OGIIBT GYJGM YKIOY CRDLP THQBK WJ'XKJ CIIQJm IMTYS WBJR GBMFS SMBKB 
UDCY lM'IIC Y'l'VItO Zlllm) GIIB'.rY DlCYZ IQO.JB ZLLOJ' lllllQI BftfJ DBIIV PZLKZ IVTBP MXR'Dt IIBQIID JVQXJ XZQXA UGFrB PmXV lMFIIA 
OIIRVO D1VYQ BmiB RIIVLC YKIIJY YFKYQ WYOG CY'l'VII Yllll«< PBCYK JIIILIIZ ID'l'lU ZUIGY WUBZZ IIICXB MYIDG IIIXKM xxz.xr FVPVH BTB'l'L 
M.JYYI' VYOCIC Y'l'VIII (IfNI 1110'.17 ZIZUZ AIIIU IIZVIO IBORZ DABAD VDDIJ BBUAJ IIIIIBY QPQIZ lrEPD 'lVQUJ VLBUW SNFOII UOWJ room 
LYKTL MADIK RXS'IJ. RISCP Cl'OHII JIJOL IIMQJV XICCY IQI'l'XK Ol'TYL JIHIY 

IIIIPLY lOrQ(T lOOliCA YIIMPG LJXCD IIOBBB IICQJIV KJWSR Z.WLM BJBDA 
IIYK"JJ BIISIIV MJQC oqm CFXXX DDBAA RZGBD 

BIO DK JliiO 79901tC8 230913'1 Wll-99/00120 

3026 4723 01125 9518 6o10 3565 2125 4928 ZZZ DK DYO 6260KCS 230929'1' USM-99/00125 

CPIPC VDAQ IIZOIO VSU!Z IIBAIIll VAIIIK UCOJA OALBZ IICY'l'Y JNJAJ 5038 3223 0900 9192 ~3 9541 3755 45116 
YIIZGA '1WIV DBAZI' IIOIIUX ocm YPCAIJ BVAKG RUTIM ABUMO QCPUII 
BCaiY DOIKD uosxu IIIII!B liiiYBX RIQIQ BIABB YDHIA KKBKII LYIMI .ABCAB '1'IIVBJ GPMPP Z'l21ll ZBCaiT ULPXJ UIIIIZG KGLQJ( YIIC'IM GZDFR 
AXIIIII IYD'1' PDUYZ QULC Om:A UBF.AG Ql'Al'lB GATDZ IVUBU BDJBZ DXIIliZ IIIOOB DJ"l'JD IVUFP K'l"loMI ICYUFY UJVBII IXOJU PJZIII MSVGK 
LIXJOS JaiiQit OI'lllA OAIIAS Dl'IIPC znDG YJIGXl[ Cl"D'C VEBAQ Vll'l'CW 'mYDG PCVTJ MQVIIt PXMMB BJJKI.' MXPTL VAYn K8H'l'X I'l'LZM 

IKVPM CGLUI ZSOCB VBIICB I'IIIBXM YBVKX QQll'lZ iSUPZ JVIIMP HOKYD 
EQZPr RGIIlL PIPBP ABCAB '1'IIVBJ 

IZil DB CUR 7720XC8 2309J.3T Wll-99/00121 

9552 0223 071w 6530 9054 2601 0956 8927 ZIC DB BDH 6170KCS 230809'1' USM-99/00126 

DDBAA CGPLL 1CJPJ'K l'OIIBU Vl'IIRB VliiPQ MBICXA A'UPD IC.JGZil KQIGir 1554 8523 0730 1561 36~ 6977 5726 3443 
JJIIIliR DZ'IU PB'IJT BOZGY IJ.IliiC UBIIIO IRim RB'l'CIC IIUIClC BVAIA 

VI II2JliJL VWIII <IIXDI B'B'lll DIIAII Gllll'U AJU(Il CPGSll ZIIX~ UliWl BODO llliiJIP llliJIIl[ ISPOY VASLO ZBADB LXWP CYVDII DAIIBR LYSVB 

~ SJtCPr UIIIII BI'DCC Ili8KB VBADR SJIOY VLAPG J'GX'rP PJBZK PIIIAP LIST VWCY GlBZII OYXZII JRDIY GZIIAY XVDIA BBDYB KQIVOV DZUDG 
QJ'TAII AJUBI COVBY IGUJP IJJ!IF ZIBFQ VIIBPD XIKVG I'XUJU YRMIIT JVIAG DQZVM BIIIIIIJ VBL'l'Q SZPYB JliYOD UIIIRS RMPRI MKXAR KBBQZ 
lDaiDD OOISL UZIIAL QDIIIII BDLPl[ MUIIYP IB'l'LB LPUUB DIIABB ZBXLP CliiiV'io AVU!r BGIBG 6XUBP 
1INiiR IIDIZQ IILVYZ BQYLY ZlZRJ CRDP KZLIJ PQYJ;l UCZII V.KD'R 
IIIJUUX BBial KYCJII AVJQII DDaK VIBGir 'roCICII IIIIPZB USIILII VUilBJ' 
UGQY RGIOQ Dmr JII'KJJI ICKL8P qro&K TPJ'IX DDliAA CGl'LL RBU DB I!IV'l' 6]11alCCS 2)0822'1' UBM-99/00127 

50116 1923 o6oO 3731 9054 7525 5726 8728 
ZIC DB PSD 6680KCS 230930T 1.11111-99/00122 

PPJIQQ 'l'IIIRII: CWDA Plm'U &TBAB UABIIO PBmR BJII'IM MAVRT JSPBS 
25'16 5523 o825 4775 ~ 1161 5726 3122 KIICVO IIBXSB PIIPSO VGOIS USQAP UIVPZ IJGKX llliiJBII RSLIT PBKBT 

'mJIIB OQltGG ~ IIEYJV BPIUR CLLBB KZ'ml BiiPBQ '5RIIG K7.DLO 
BDBBD A'I.'4P JGBAC PSYKJ ZIDBS PUYLR KFXQD UCJW PBAXA OBDIIIl XIMIG YYIX'l' O'lUQ QPKUY JGSTI) MDTB'l' VXl'GII '1'0KXB FQPIF VUOIE 
JCIBL RICGU KMMYB 9J'KKB ~ YBIIIG JQAKD VXQ8D UIAOIC RJDCB B88D.B OACMV FllllDI IIGIILI BCLRS SXLLX RAJZP ZSKLF :anzy B'l'IUIT 
PVR.JM IIYDRZ AVllll BXRUI' JUI'Q ~VBJ JQCITA IJ'llJD' IAIIAY RDBBD CRIIVY SVVQF B.JRVI GAKJIZ BOORB IIPIW: PRQIIO JIJBII ZSZUB OCVBL 
AY'4F lloJBIIII UPTIR .AliRIIl' KllZKII DIX:OB IGQIIP VIZSY XLEAJ ISIIIB ~m 

CCJQI'X PIIFilS VJOLII SYUPI mKZ liBBJI VSCYI l[JUDII IIVKGV PKIIQQ 
VZPJC KI.Var IIQZUC IDSIII VICXXX FFIIQQ 'l'IIIRK 

SPY DB IIKP 7320KCS 230953T USM-99/00123 

0545 9823 0900 9942 2664 6625 5320 6o]4 

DoJDJD GYKl'¥ OBVZY LfYOB Vlmlf JISCV IIID'O VCGAZ DBTY BAVB'l' 
IICBPl liDAA lmiKI BlUDJ DIMPI ZGDUX QICAQD CIJSOC BUill¥' Clf.JIIJ' 
OJIBM PAnG UIPCIJ 8GBK BIIIUD PUIIBQ IJSQCB UIKOZ lc.JUJ'O JIBIIII 
YCIIOU lPGI8 G'DIKB ZUIISQ IPPCal SOCBL RJIBM C1'l'VJ ISCJI Zit'S 
JIZUV8 QIPPQ U8GCB LBJliJ' OJllll BYCifJ ISCJ'A VIIDIIf UXYGA .M'OJ 
Dll:l YDJIS CPAVB llllllJL Bl"l'.JU POJIB JI:IYD JISCX DoJDJD GIKPV 

•• 
..... ---~----



---..---------....------------- . - -REF ID-:-A.-i45~.5i-16,.__ _______ - .....--------------------- --- ---

• 

Rill DB liV'r 6311oKc8 230914T USK-99/001.28 CIJlf DB IZII 6260KCs 230903T USII-99/00132 

l.oli6 1.923 0600 2750 2664 7525 1.081. 61.32 2'J18 21123 06llo 6350 3456 9749 2396 81.24 

IIDIIAA GZC!P CliDIF IIWIZ lfPQ'O YQCYO IMIDB I'UILlR UIFn' IIIJQJ IIDIIAA AYS'l'X PPil80 SYPUC DJPSl[ IIZBVO LXJBC VMQW cP.Al'P JGGPV 
KBAYB BXDII WID' CZDLK PQYQQ DKB08 JMT.m MVIIXB lllll'QI 'mOOB YKSSI ~ YBSAM JIDDB LULU D.J'DIM DBlBD OLLRB IIIIDQ DmDB 
PIIPIJ BOLXP LoTPBM UDBYC Kll'lWS :W'l'CC LPDLP vamo LlFIIIl RU~T BIV~ SIIDP JDLVS UDLPI IIIIUOF IQLIIB IICIIS YCl'rL CTZIIC PVDI 
XXJVU PJIBP ~ SGBIIB J'UUB WKPllW PllliOZ IDGJX .Al'SCQ DVR'l'O IIP1AA llllllltV lfJJIIK VIIK1IB IC»>l'U m.zr UOJGII LJIBLl[ YKim' cusm 
IVZIIU BJSYQ '1'.IJIIN SGBDT BYIMC Y.JRAS ICJM) BISTJ Y1UOOI KWIIFV' XLALB 'fAUn VQIITL RDDOB '1"mmJ JIIIKOQ Gd'GP PrPD' XCQIII QDXUJ 
IWGY "fliiJSR ZlrDAP ZLJUV BRRQii JUCLP UPIIBY IIBYDO LR'roll RRIUD IDIIIIIK PMml BCliZP YRIIIIW ZSIIVV KYALT Zll'loiiJ OIMR ZWPB l'l"lZJ 
IJJ'MII'l' VDQIO QIXRoT SIQXV JQKQD PZMGF Dl'CDG PlVBII GRYJB 'l'IJIRT CIITIT APIIIJ' CCIIII. QOIIB'1' RVIIIL YU.AIIIl IIIVLV M.JJQC TIIIIRII IIIAAI: 
YOGVL YlDIOB VXJGG AYIOJ MIKWY IIIIISV IVF.JX Pl'm: LBX!B R!BCJ RRK.JII IRIIIIB DQIDF .JIIOLL lllDIIfL Dllmt VIII.JII ULOAB .AJDX IIDIAA. 
IIOJDD BUXXX IIDIIAA GZCIP .Al'S'l'X 

Rill DB RV'1' 6)11oxcs 23094!1'1' USM-99/001.29 DR DB m 7l.3QXC8 230923T USM-99/001.33 

1.056 1923 o600 2750 2664 7525 l.o8l. 8332 1038 0523 o8l.5 21.10 9054 0586 8444 5lt26 

DJIHAA ozcyp CBYIIB IIWIZ VPZI'O yq:yo St¥)PP YQLPR oor.ac: QIIIIKB 68486 90057 581.82 1.2029 4o286 21859 23282 l.2J].8 29'122 l.22li2 
BBOSU T.JSGB P!KIII' ZUtVG lUIIIVA .JBUOt OBDJM ~ ZJIIMI WCR'l' 23liU 62852 lt6760 55288 221.47 00300 1lu25 29194 80222 58059 
:PCSDI. IIIIFIIF AIIII)C QI¥IRB IPJAR BPOm' IIYCXP YQVQr CWN CllllV 91182 72728 21.206 44922 l!o295 52500 5701.4 99502 11;3986 71U99 
BZGUV IFIWL BIIUV 'mll'O VZRUA IIPD'O SBAAB I¥)11XK VDIIJ LY.JZII 28475 l.8o95 57795 1Uoo8 99715 8o784 47561 75189 86539 72029 
QFIIfY YOGKK Ol'IQIL 'Y~ LIIZAB IIPAKC XltUBB PIVVR Q1)LIIl APNJI 1.0705 58369 91189 05241. 93829 95526 97585 05051 76752 l.28J.O 
UQr'l'IJ KBV'OO RIIAI' TIIOIID AXLRI MilO IX uxcsw BDOIII KKIIRQ rum ~ll o)llllo 661.86 90057 
.AIIOSB FPIIZR GPIIXF vu.vv KE'lVC UC'l'IJL B'mLY ZlfUZZ VCJOY IIILBI 
ACQlC VIYDL GPLDII LBilYY XDZIIX PUIMB lOIVl'IC ARQI!B LROIIB 'DI.JU( 

NXXX IIDIIAA GZCIP LLZ DB ZZ.Z. 63)0KCS 23l.OJ4T USM-99/001.)4 

~ 
1061 81.23 1.000 81.21. 2645 IUD4 4754 6633 

IICM DB IZII 5385KCB 2309Q8T USII-99/00130 
IIAIRA CBO.AC VGIDIG XBDfB QBPXO RYKRY ~ ICBQK: IIGJIBM MAZUt 

0058 2823 o8oo 99112 5445 5815 3917 8609 cuwc BAKIIO RCRZP BPJCC CVVQX PWMT IZIICL IUZLL IIUQJJI PIIIIHT 
ClCGZD DliCRZ UCII'PIJ l"lUUIQ Z'l'IUJ' KOCGII 'l!lllliN RPBST Hl'IIIIG YCl'QII. 

IIDIIAA I'PCRA DSUIIP llVIIIIIl UIIOZZ mr~ I1WIII urovv CJI.JZII IQXVI TIIBPX TXIffC RYYBI IlUirA 8V'l'PT ICU IIRPIIA CUD IIJ.JBP JJUUA 

OVBR'l' 1UTAO DDDDX WAPSC GBVBL OGIIIIA .AURCB ZYCXP IID'JK'l' B.mlif YMSBD UBBAA nOBP lXBMR 'l'KIIBB xr.ruc B'DIIA IUDf.l BrlCD K&I'QP 

WIOYP JYBltll li'DIOO flXQLJ OlllOC IIIIMUI VLF'l'X OFBBI RQJIDI IIIKOC VIRLP KAPUG F.JEAY l'KJJA RIIIIAT ID'IIPl' IIOYAP BIUII DIAW UV'.IBA 

cmrro iiiCVF DGUIIZ IJ'.AlZ JIBDB IIUSPD XAKIJI IWJKII QVBI¥) IIIILDII VBCVD SBGOS MYC'l'X MnfYJ HAIRA CBGAC 

RSIIRV JICIIQP OQLZG KLZYT IIIIIOt BBYQX PIIGIX UUYIC IIXGVl' ~aria 
DW'l'O IIGIIIM VVGJII DIIIJXB QTQBX I'PCBL WI¥)LF XIYFV lXIml YAII.JB 

6260KCS 2Jll56T lliiM-99/00135 RIIQtY BIUCZ GX'l'ZK UYlBB MIIIAZ ODBKV VVOZA D'ZZK IIJJIIQ JIBDBll 'CCI. DB uro 
'l'D'mB I!IICOV U'CIID K'l'LOR WJJMV YKVOF KCMDG NCVC CUXIIK C<J4XI 

5o48 l!o23 ll05 4775 8820 9749 661K 5322 BBRI'R OCilKZ liPSllV RGOO IIDIIAA PPCRA 

Illll'l' DJ'LI!C LOVIZ SCICHA WUIOB QVIIJA D'Z01C Do"CPB MKUJU Lt.lJIA 

IICM DB lZII 5385KCB 230939r USN-99/00131. IIBIQB QACBR lXCBL mvs V.AGIIR D!'IIOZ FZC'DI BLVVL DJJP XPKIII 
VQJBB VUIPL ISCTr SIXPII OAKCK JWNJ :xzmP ZlLKB I caM! PKYZII 

0068 2823 0800 ;19112 5445 5815 3917 84o9 XALKO J'l!AIIS BBMIIA DIIBBV 1lKJYB PXKPV' ZXCIIQ VOOQT IIMIZV MVKIIC 
PJUIII ULlKK JFBJO XIBC¥1 mvz Q!BPD II'DUIJ KVBIIB LllliD IIKSSII 

DJIHAA I'PCRA D6UIIP BVMIIH UIIOZZ 'l'DIQQ ISIRM IJYOOl[ CCQiiA, JDIID'l' PXIIXX IIIIFI' DFLBC 

BVQRI' DABXB R'l'SCH BPLSR ~ltVJ KMZOJ' ZIISBR KBJUA BLTFI IVKil: 
zonrv BIIR'IJ' CIIIZII ~ YRQll'l' AZBJP II.J'l'D' QJIIIIJ QIIZVII ZXKIIG 

5265KCS 23ll56T UBM-99/001.36 II'NIIII CJICVP K.J.JXZ XSMAK VDID' ZISCQ PZKWQ I'LB'l'A QZCVR PKP'DI &TJ DB ZIC 

PBLQV UDIQL liRIILA TLAOII WIIZIJW Ql)ZPJI LIIIXC CBZOY ZP'I0'1' QO'DIA 
0027 8723 l.ll5 811f<> 7487 1.91.8 5726 IIKVLY RIKJ'P lVGQil 8110C DDIDO VJ.Jifl' JZILI' KBBUII KIVOY GZXBB 3952 

QIIKKB IIU'DIL QP'lW UllBBII IIIUIG JIIYOV DYJ'IIO BXSOP WRQPI MYXQ'l' 
JFPJP IIUIIBJ BIIDOH IIIVMP lllll'iYX 

OBliJE PIIOFL IICXRII J'OIGZ IIX'11CZ BIJVIIF KARIIV YIID'Q DIPK ICOIIS DIIIIB BCBVL BPKWB CLUW ZMPPZ 

YBBliB VJ'XXl[ IIDliAA J'PCBA I'miiP B.lMLR BRKlB IMlQQ KBYZQ GllOQV RIIZGI OC2JIB 'l'IIA1l8 IOISO 
ALFSZ B'l'OBB ocruA liKMGS XRILD SUILG KOQVR llllTAoJ QBAUS OCPZL 
KlloJIIA XORQI .rsNII .JKPIIS nm UBSPP PllllV'r JFPJP IIUKBJ 



REF~B: A64556 

zz.z. DB MLII '>34.:>1.\.S 23100dT USM-9!1/00137 MLH DB ZZl. 6350KCS 23U36T \JSIHI::I/0014-1 

7056 2723 0830 894.3 4257 4339 8uo 7024 3091 7723 0945 81l!o 8820 4258 4259 92l.9 

UIIFF Cllltl!C I,J"Sli'l' PAIICU \JRUIY BIIOPY MXNRO CIZAil IKMFI AJTBJ um Dl.MBC JJBVL IPZRT IICYJF 'lVCRL OJOAW UKNKR PlLRE SFBIIII 
XIXZF ~ KVQOA WAFaA TJKJY XRLPJ QBLEL IJKRP'l' "roNZC OBCO\J '<TBCP EZCFK TDPJW DDAIIl YZP\JJ AGDYQ CAIQ:l. QLIXG KRXlN QliXSW 
RZYVS Ql\JHJ G'l'QVB LK<JU IIUUt XYQCU EBAX\.1 DIIOP IIAIIIIQ MRABB YJOXD I«:!!XX COACL YJYOF WKMQX GFSL.Y DLi'EM WFHHI F2.XPII ELSOP 
KSTIS JJVTH GQITL YGXRK CJYRS OQVVO OOLVA LZJJT CMPEL \JOYAQ XMKDB LIISLO IIIIQSC OXIILT IIWIK LPOPF CGVSL lZSRQ LKOAX V'IXSY 
LFRAJ KXB~ LFQlll KZPAII MlBRC IIRQil!. 'ruBXG KXIIXU SCMCF XV\JJO YRIZP SlBEQ \JUUFB WKISL. FlU'QK FSFZC AYQVX WTIIRK SDFLR QXYPQ 
PI!IIMX II:ORV AFVJS FFH'l'Q KIMI'C :l.AGIIQ Ylie'm X'roKO D'l'P'lJI lfOII:B PLQAP IXGPQ ORPMV BLBQE VOQPY JQOZC W'l.'lfa RVWJZ KUPGZ XGMIIK 
LEIYB OLlill RZ~ VIIB'l.'T MTLIIS ABOCZ ZIIIIRQ CYlCX lliiFF CllhllC BXXRX QPJZP PRIIIIl' lSJli RM'rAO n4GMH ETBNK BXVRQ SEDBJ XQAXH 

l'DXPZ UTAVG SRXXB KQQP'l' GFFIJP OVPNS PAIIYR MIACR BKGDI ADliBJ 
EMFKV ICKKEF RSIU EXNCG IINKQV DJltAG J~ IIJCQC A ']]ILl; AJXXX 

zzz DB MLH 6340KCS 231023T USM-99/00138 !IliFF DIMBC 

7o66 2723 0830 894.3 4257 4339 suo 5624 
Rllll DB lfVT 6340KCS 23lo46T \JBM-99/00142 

IIID'F AFLBC CLQRU BOUCI OXYUB U\JLlM ISCSF MITPV KU4BL XPAFC 
JBMGJ P'RPBP IBS'ro IIIPIJI ZRNJX VOCJII FIIESL J~V SBrBJ ALTID 1096 3223 1010 9518 5237 7525 108.1. 3521 
DBPIIK CN\JUIJ Q:l.KIIC PPSPX ZUESP BFJLO SOSBO WBJYV ISOYI LJURl 
ZFYCA FXKJQ DIMMJ TVllKII BXRLT Jli.UI:Z Y'l'IWK 1WlML. QAQZF SliiDW AJAAJ Y'IMCC PPIIXO NRrCG TY.ACE IICLIIB IFJMJ IIMliDt VQIRY POXBV 
BMCV8 FQXTK IISAPX IBIIGJ IIGQ,JV SYQZH CCIIIG IPCAII PlllfJD VZIIZR UA\JAII XOBAV KltJ\JL DLBKD SZOKB QIVAQ KlKZR Bl!MQA. VQjlMA Sli'KII 
OXFVQ RPALX 1MIBJ JlRNBX IIBFF AFLBC GRZZA DNIIIfQ UP.ASG JlllliW RBM'lW DVl'MD VFJBF IIAZKB liTVKII XCYYJ 

JBSWC TO'l'FII BCKDI AJAAJ Y'IMCC 

MLil DB UZ 6350KCS 231051T UIIM-99/00139 
AAA DB AAA 582oKCS 231018T IJSII-99/00143 

30'11 7723 0945 8.1.40 8820 4258 4259 9126 
0032 5123 o94D 0120 o42o 9262 7319 4919 

V1 I IliFF BKPBC DGBCE 'l'QIIDJ J'"t.UIC PIIZLII ZOilES SIICGD Y'l'lZS NBEIIG 

~ OXDVP GVBO'l' ZQIIU VOOBX OUNYY QlliiOZ VJYJD IJ'"t.UJI VAW'ro RJFUZ IIID'F BIIQBC PJMJV TillOK UIIKOJ NW~ ZIYUB VGI"l.D FGPU SKJWS 
AWZPN PQGOA XIIJYC DIMIIA HBVYL AZilOil URYQT POVAP UGIIVK :rFPIIK XliYdQ \JYONA LCQYT llMilCW JGIIOZ Cll'l'OM MYIHO ZJAYK lQIIAR AOOIIU 
XZQBM NOLXP VlllQX WAND IIUMXJ TJHDV HSVUY VXBAB UDIWY AVPIIZ E'l.i"l!X NBQIIt lM'XIl XKZSll LKV\JX U\JDRT KOQAX XCRJH FFKRZ KI'IKVC 
AKVVB WN\JPZ ll\JC'lV JYPCZ li'l'AGG XVIIIIQ \JVNML LPIIlA YBJEM CVDHl' 'limiT PUAZB JRTPX Zl10li'l' YAFQR GZVNP IIRPiiF IWNT GLIIAD YI'roK 
QXZSY IPKI!I oucoc QZB'lB QJ!RJIC IIKNOB YAai'A OZIFV YGKJ\.1 LGNGB BOZGD NRIICN QHKBB NVPLI FZBGO KSTAII JJNRI llliFF EHQBC 
VZOPS FRGBH OZSUt IIPJZA DPJ'l'O OlfOSR EPVBD CSRPM .ARKAO FJi'l'SN 
GJKBX CQJ\J\.1 QKSIJL WERHif lfPICU( ILIIQQ BVXBJ ll'l'SQV KU«lK BGROI 
PRGDP X'roBT •rJWGP NJNIIP PIIGLB RGUVF UHOTX AJJOCV VFXXX IIID'F MKP Db: SFV 7630KCS 231124T USM-99/00144 
BKPBC 

4081. )123 0730 8943 3456 5086 5762 8733 

MLB DB ZZZ 6350KCS 23lll8T USM-99/001~ DJDJ1) BKTYV OBV't;Y LFVOB BI!Yc;,f JISCQ \JOCNY 'lZFOZ FBOEH QOBRT 
IBSJl lOO'OZ FFmR ZYLFV BDZCA SZKYF OSl:U IIBOYC ACKDU MQl(ER 

3081 7723 0945 &140 a&!o 4258 4259 9032 PIIUBV JlSCll OLlWO liRDAK SKUMV VUSLG ALVPI CSCIG MPIEU IOO'SF 
\JBKGI L~ XMUBif GAZKII OZIIJI BMIIOT G'1BGB KIVGR IJIYQE WOTYB 

IIID'F AJOJIC BC'IBR FQIOO IIIVKX CMVCY OXBCP KODl.T EIIICU UQ.Jl\.1 SG!BG RlWLR EIBJB YKQIT KJIBM FOZFN l.JXKNI B'l'GYB GGYYD Gn!GM 
CAIBA VXPOL ZBQQIJ DDTT.L. xroJB NIIVMH UJHCR UACAA RYVOM NOIIQB UBltGA ZKFOZ FXOBX DU~ or.t.JI SCQAII FJUEh JIJAlH A'lBIO YTVKB 
IJVNG &LAlli IIQl'LL PSPXJ lWJII ORVXE LHPSII SOPZL l'KTLD RP'XJM XREIB IDJAIIR AYSCA SZKIV GQI'l.1C DUMQD YDGJI BMDEh USORl HY~G 
JIZPLI. LQVJR GUIXC HNXDC ERJ1W QUKPT JBVFD VGTJF GYJPS TDNIK ALVHE OYGAZ KQiiK RlWLX OllZQI XONBC SVUSL TEGBK IVGVK AWGAL 
B\JifSS RIIVM. RRIIZJ RFYIF TUDOX DJHT IIL1"'D OCDIII JRBQ.T XAYER VQEBT HY~G AZKQl i'KJIS cxxxx llJDJD BBTn 
KBIIIB BIMBX BPCHS PNQQX XBRQY FB'l'TF SCMBB MMifliR CKSIR RQ'l'GD 
.ACQl[ll IPBRJ MUVliJ GIF!M IIIIDPJ GUOJR GAnll BOPVA J\Jlllt JDAifW 
ALPBS F/lllYJ IQIBC¥) RII::BL BCYYS SDGZH ZYBUE xvzzz KTVBU BKVSP FSD DB ZIC 6620KCS 231052T USM-~~/00145 
GVUDL IIXZIIZ LU\JVL UENZP BQJ.QQ y~ MJPOII J'XXXX liiiP'P AJOBC 

7037 8223 1005 3749 2239 1918 7238 3530 

HDBIID BCRill III/ICl.T SLJIK JKSCI OVBW GFDBll RlfSNA LSDIM TXEDL 
BTLDK IIWlMl YFCVU CCVCK BMRWX BIIIIRE CCLXII HBXGG BKLFC ICWOL 
IIBDBM RPAMD lAIIlCJ' AMZAA GGDXS K'l'QVT BROGF IBYBB UZIIRT VWPK 
AASin' \JSAOJ lRPLL IDIBIID D:liBG 

----------------~----------------~-------------------



-...--------
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Clr• DK Xl'U 4..N51\CS 231031'1' USM-• •9/0V1"6 11101 DE MRS 69QOKCS 231032T IISII-99/00151 

"(526 '•323 o.A> vl2l 3456 3565 0172 41126 9028 3323 0::145 99112 147o B6o9 8lio8 3330 

Fio'BUG XIBEO IIZSI::T Z."XlGtt UlMOR :WD'J NMDDI TIJOY FOGIII lP!.VG 119Jl1H BYIKP ENDZU DZJUX lZYZU GOOVC Y'NJY D'QAl. DIIABV JYYFJ 
VB iTA OVJo'PD olldi'PX TIICMC Cd!IFB Llnl'IC QIIBIIR SCSSA IISRKJ' C'lEDO YYJRIJ EUGUF MRO'lK IIIJIIIR CIICTl DIPUK XQDID III~ YICM SCPUK 
IIJR'IB BGYYA Vll'l.liO PSCMV CPYZY lJIMLG liQZYC GBOYQ GZ.PJS UKQTV DIJliK CAIIIJT BIIIQI NDJYY l'QALD GYKBV tiLilQA VORCII CGUft( QYIDH 
PG!IKL VVZQD l•OHDK lJCTh1l YQGIII1 UBYUJ CYXFS LKSRD PPERII 2.liVBG OTPXlt IIIIJBH BYIKP 
XllQI!M BR!XX FFBGG XIBEO 

SFV DB MKP 7320KCS 23ll]6T IIIM-99/00152 
VXI DE FZX 7720KCS 23llo6T USM-99/00147 

o6o6 0723 l04o 6530 1476 6625 5320 4532 
6012 1423 1020 9329 2239 7741 3070 liOl.8 

DJ1lJD BYRSS YDml IIQXBR PFOIIT ZYLFII BT!KO ZKGYK PFONS QYPCB 
I!BJIIB FVPAB YXVXT QAVI"B ERZ!IX KODDil PZXXP OKIIIIJ ZPJBS YVTBI OZCJI BM'mG BWCII BYilSV OOIIFO IIS8BY SBal.C JISCP OOCRJ: LDBKT 
X!IAZO C»4RRP Ol.LAR WIIRIC! RKJLD IIZGCD RJIIQV .r.acRS JPiiV J:ISCU YGAZK KADRB D!SKIJ IIIIJUB II~ VBAIIP n'IIJ'l scroz FitBml PIPBM 
VPTHM .&IJVGA Whtm: lJDBR PGfiEII SYDOL AAJ'ro KJBIT 'ICSRC IMSKT BRi'TB XSrAC YOOMQ XII:RPF OliTZY LF!IIi:H XRAYS BYilST N:YJl IIIIGBB 
UJYBF GVJPC •J40Yll UGDTl KFPHD EIISPH ADP'IT FCAIIO HBJIIB FVPAB UIAW llJOCD IIIOCX DJDJD BlliSS 

YVP DE UBT 689QKCS 231056'1' USM-9~/00148 PHI DE MKP 7320KC8 2]l0l2T USM.-:1~/00153 

6545 0123 11l25 ll20 3456 6832 4718 4632 4516 0023 0925 3731 o6ll o625 8327 4320 

AEFEA MO'l'PS ULBGU VBMUC OiiOlD HPIJG OM'ICA MTFID um.v WBilRD DJ1lJD can.zv YFXSE DXDUQ U'l'OVO XYOHB al.CSI CVHYQ VCYTV JYYFJ 
AIRLI CPIIIR llWELII DOGMB AEI.BO li~"Y IIIBIJR CERXX OCYDI TZMES YYFFI XDIIR PGAZK XJaiPII llliVGA LVTIG AJDII' VBIJl.C ASZ!IO I!IAJUO 
GTIQK TAGCX YEXKY LDIOT FCAMi' FIDLM YLVliE ZPKOII WPOl'\1 XEFDL ll'rACY PIKIIM A/NJI sczox UXERP WOYTT UI.Abl QlXAO 'ICBGII TOKCH 

VI UYUU BRMOP SD!o1l0 CAM'JJ' lDLTA WSIIAC ACUOR KObCP YCPPU UZFIV YCIIGY KPJYY FJYYF JISCR UMBPl CSI'IX KDARZ TlmiK KDQVK DZCAS (X) 
DMOIII1 'n:QGQ UDIIGU ll:rxlCC AEFEA MO'l'PS ZSXBR DJ1lJD llJLZV \0 

lWP DE UBT 6890KCS 23llo6T llBM-99/00149 liiO DB m 74ooKCS 2311l24T USM-Q9/00154 

6555 0223 1030 2750 7263 6t132 4718 4837 1518 2223 U!;ll) )-"!2 (263 2025 2125 5132 

CCFII li!IUSJ ZA1KII JLMZB MFRliJ ZllliBX CYIIKT YAUGB WIRO ~ CPIFC QOliXS AliiiZY GBQYP CJ.AIJA WB'IST URIWU BVIIKI lQlXO GOIQQ 
Dl•GFH QBlllCJ llEFLK liJ'n:ll PVLJ"F VPKWE IYXDA DIIEQI KIJORL IIROKF YXLGI ALJAO AMUKV IIBSXR lMiliiY BXVUI BJYOV IXID'V UXCXK RPQllt 
CBKJT CFZMV UROLH ZBBIIA ZIIBGK IWlYL Alllll!lQ IKllPM TPGRP YPXOF OJICll JJ.OAK UBOPO OCXOl liiUDX DRPS IZPCA UBGUii LQXn. QAOGV 
AJtJOO ZA'l'KII JLIIGL HZBIY IIIVNO BOIIIIJ JQIC[O LBFER OQ1'I4Ii GAI&B OHBDO rDJID OFTrX CAIJBR IY!;IIA EUSAll IIFAYH nJIIliK IJBOCI IIIIZl'G 
GCZ~ BHPFu nVMI UWAEL KSRZB AllXXX CCFII NNIISJ BIIUBV ZlWS IJNlMA B'J<UX O!IYRC LD4VG UCIIIIA IMilll BXXXX CFIJ'C 

QOIIXS 

.:CA Dl: MRS 69QOKCS 23ll58T USM-99/00150 
MKP DB MRS 6900KCS 231LI37T IIIM-99/00155 

7e,88 3823 llOO 3731 3456 tl669 1081 3736 
5021:1 3223 09'10 55o4 3456 8669 ~762 6216 

HBJBH PUGMII UM'lWY IBVEB XPEGX LAQBQ IliDJY YPGYK PXOCY ZOIIEK 
IQBPU KXJEO ZHOMIJ 111/PBP AGYRI CUCIK PSEQK I.AQEP UKXKU MVauM CCFII GGRIU SDBYJ ICPAX CPX.JZ CTP!IM LJtlliL UDI.roll AVBZT ADBi\1 
MIB VEBXP liX)XLA QBIIYQ WGT.a> XOCYX OCYZO IIEPEB STAMH QBDVP PIWKT WPHIR UIUVY CBAZF lWGCB PZVRZ DBYCJI UIIACU Jf;IAPY UPQXM 
UKX!II liHBEZ t:PUKX VEIEP EZQXX IIBJBil FUGMH I.AMVll TJJIII WIFZX BPQJF BliQZU KIMlU IIDJGI OPI'n: 'l'QBIIB ruFQI 

I!IKOEA ZQV"FP CINCJI 'l'RIIIC GXZ'lL SMRAO V'ICBA QUPKG WU.IX BMPh'X 
DYQPO ADXI.K CHQJII LPIIFS LHXBD JRHJB liDQ(IC IIIRBII BrOJD ILKVB 
JlloiLJ MIUYZ XBI•O:O .:OPHl RTUWV IGJQDH KMIIKO llCMlJ 'l'QIJQG llNXlCC 
CCFII OORIU 



REF ID:A64556 

9LB DB UR 607t£S 231141'! 18-99/00156 VXI DB rzx 7720KCS 23U38T 111111-99/0016l. 

6016 ~3 UlO 3~9 li094 8611.1 7157 4343 6052 1223 1000 89'1-3 78o3 7741 3070 6624 

68W!6 lw72l 81198 811853 75524 15921 86393 33960 61313 90981 liGBOJ: cnw UBDIY IUIIIIB DB'l'l MUIUC UDIIII ZIBB'1' YMB8G J)DIIJ 

59218 li4125 855112 82958 59131 IU852 43575 85012 29287 38290 UQY'l'I !SDIB JmJZR CUXAT DlllQO 'l'lVIG CCAZG QI~ QIBRU ~AF 

76555 20829 58591 31215 28592 67653 67528 39122 118665 958116 PDDM BIZIJ) IMJA PZDD' Kl'ILB XAQPII BIIJI)I IMPOP VMILY liiNMX 
11238 65432 32- 28520 58226 35412 90894 02528 59269 52428 BU8KU VJVUB DIUIU C.AZGQ IIPIO WliKOZ Kllmt lll'l'ZD IJMI.Y 'roMYY 
20000 68W!6 110721 IWB'l'Q qmG. .AIIUIII IUiliA BCAZG QII¥lll anao PiRUII IIIUAG '1'0QIR 

YUDIIJ I.1miB :mJZII mmx: A Will ftiCAZ GQI~ RamJ' Am¥J VUilCY 
ICDCM JIMIIII' Ol'YRU VIIIU IIGBGB cr.LW 

ZIC DB Pill) 668oml 23103Tr 1&-99/00157 

2566 6223 1000 4369 5218 U6l 5726 3527 N1' DB J'ZJ: 'fl20ia:& 231052'1' 111111-99/00162 

DABAD CDOIIl IJIU)I 1118011 IIQIAll QBqr.G BPPI QftfOV' ICULO BmAB 5022 1023 0945 2750 7263 77lu 262o 61127 
IIIIJO CIDIII 1WUif TMIU .IIlCMl BIPIQ PllliiS IIOVIJ :.IIIII IWliii 
SmP RIIIIIJ Wl/A i'QWC mr:lt PIQl'll OBIDfO UOTOI IQI'lllt KAAOII ccn1 CCJ'II'r miV AIIOKV GLQICA CHIML FIIKOC MJ)Bl.V UBNJH CJUBi' 
01IZIIA IIPII!Z almA DABAD CIIOID ICIII'CZ IYCD OOIIIS KliBIK UDKLQ KmVG IIIUXll ZlllPII liOYV XBPIA 

VIQILC UPIOD RIIIJDB RZQBL SIICIIB CSVHA BUllY JYAZB CltOLT IIOVMU 
J'PIIa BJ'LIC VIIIAB cnBP UZOOB PJIJJI YIGIB PGKGII BAND' AQlAl. 

IDr DB xm 7990KC8 2]l.l.04T 18-99/00158 JCIIJJV IIIIZTP IIIILQA. 001110 Q1'YIIIJ OPBDO IIOIIBA KDIAX JlKKPI) B'l.WBD 
.JDYII ZUJCIC PICIIIIII VQVXO DDCIII. CliP!R XBIIC8 IUBUI l'IJIZT VMQIIL 

6566 ~3 0900 8943 1476 1)9116 0956 8732 SPZJI 'l'n'III ccn1 CCJ'I)'f 

llDIIAA OVJ'JI[ lllllBI SIVCX UliZVB ZCZAJ' '1ftDl' IILRIIA .-mQ UIIOQQ 
UAl'llll RIIQD :ucw QJIIIUII 88JOB DJUPil PlVQA 'IUlHP QDIIDP llOOPI 8ri DB IIKP 7320XCS 23loo4T 111111-99/00163 
uaui ClllllfP ID8P ILl'lll OIUCL MQX.JO IIOZIJY OBMIIT CZIIfG VBIIIfV 

DKQI I'V8IIII CllfDIC XIIRBV lrJJjG P8IIUJ' QO.JLZ QZRIIO BOC1IJf UUK'.J'.r 0555 9823 0900 99112 2664 6625 5320 7334 
Vl BIIIBY liVV'l'B DJ'Cl'C IIBPI V'DILD DnUII Vl'QIX J'1'CWI ZUIIIII mzuc 

'8 THIIIV UIAQ BJBIP IIJQXA RVLOB VPm llf1VJ CJIKRII QliiiiO OGitQQ D.1DiJI) GDIP9' OBVZY LPVOB VOY1CP JISCR AIC'm KIDIYA MJIBM vroGG 
:aocn CPJ'lV IID'lloJI' IIUtO JPmi KXIIII BIIQPIC V'l'IIIIB PI8BD IIIBKI OCMli camP miBM IIBPZG Ul~ 6GB m«NP 'l'IGAB AAIUtO VFJIS 
IBliZI llQUD KRIIIV Glll'ICI' IIZIIIIQ liili S'llft VPJICJ JIIIZZ Q.JJUZ CJIZK DDII liCBlll' Zl'!iUB UZBifV MllliiiT UBI(J'l ~ GCBLR cmo 
LIIIAII CDI'IC BaiJil VII!KI 'UKDlt llliiiAA OV'PJK Ul~ scm:K D'OVB KOBIIIl OY'.IJIIJ IIIIRAV PRAUI VUSLJ lBMQU SGCEL 

RJIBM XOCYG l1lPCJl IIG'DIK BIIYAM JIBMJ OZIJI l!llllOB IIIIOBQ OOXIS 
ICYIIB AJ'.TDI IIDKP lllM'M ABIGU IP'l'ID li:VBIIX JISCF AVBDB BIJXYG 

liD H CUB 'fl20KC8 231018': 11111-99/00159 AJUI'O 'lmllll IlDGIJ I~ G'lZKB PAWD BmJLB PmUP OJilll CimJ 
ISClC[ D.1DiJI) cmcP'I 

25112 0723 0900 6350 3456 4366 3395 54112 

J'I'JIGCI ~BA IITIJ'I) 8ZBVB ll'l!lQQ J'VIIJZ BGIJQ ROGI'J) YPIIOP BDIII' ZB1t DB POB 76'10KCS 23Ul2'f USM-99/00164 
IIIIVIIl QBQIIO RIILICI BIIIXIC I'IJl'8R GLftl VIIBP.r Q'l.GK8 UU'ZG .A.1JlCA 
VliBJK maR AmiO S'l'VBI DIIIOlll PllBVP LPDLB IXlGAR ZIIIll8 VRIIBB 9526 3223 0935 6530 8820 6210 9074 0020 
CVCICP 1fVDZ llUCIIIIl IIQ.JYU JNJ!IA DQXn' OZVIIG IIIIIAS 1IIKJJ' SAQJ[ 

VQVOY BVUJT ZIIUIJC 8BBIII DIB!B LYOIIM DnRIJ !liTrll IPQIIB QQ)'B'l' llliiiAA mviA lMBX CYmB LII!IIB 1ICliiB GVRYY CJBDX DVZXO ICIIIST 
IIIZ8IC QKIU l'ftiGO JC¥lBA VXBIIB XBDJS SI.JBR QXJCX BGm'B YVACB IYUJX JU.JJV UIPP'l cma: 

ALJWC OBZDD CJVBA XlmOJ BNBVS IIZMFB COIW' UJRUU UARBB VIUPZ 
IV8UI <IISBS MKJIPI) KAROO UUVCP IIKZC MPUilV iWLL OGIMI KDZJN 

vn :u JZx: 'fl20KC8 23lll9'l Ulll-99/0016o JBRVII O'JBUI XJ~ QXC'l'U LIJVSII BIBMB OXQVB GBBSR LIGGH BPZDI 
UULG llSAVJ TIMJQ W'lftH XIDQ mBD8 UBRRII BZUXP Yll'l'IZ EDSBII 

60112 1223 1000 8943 78o3 77,.1 3070 4124 KZIIBC YPAIJJ VYOKK mazs CICUVlt VCPUU LB&JR PKZTP BABIK GJ'UAD 
AD'DII IIXP.LX KCMDI l'll.IIZJ: VUZIIII PllltlFJ KMillll VYYKT llll!'m; BLAin' 

ICJBOI C!'lW' UBniY IUIIUB IC!'l'¥ IIJIUX BIJIIKIJ VJVUB Dll!m PBIIIIQ BQALY LBXKM IliUM! llABCY Gl"HKL ROOD: BPBPJ) XZBBV PD'CP KnllR 
O'l'I'l'U D'DV tii1GC CAZOQ IIP\0 wcr.r VIIAWII II!YIK OZKKl QIII.Mf YYWQ QIASG BZVJI TIIJOL GUBP EIISUP IILFill MIIXXX lmiiAA 'l'BVIA 
utUIIP lllrlT1' OOZI4II IUCAll rmcu U'l!ID IDKBI ncrr VCAZG QI~ 
Cllll'ro QICIJIJ 1111111' lll!CCII DQUI RBZBA ZWCJ) BIIIIMX ULI'IX IIUBGII 
CJ'I.'VW 

.. II 
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BCM DB IDI )jO~ 231oo4'1' UBM-99/00165 l'OH DB lfiO 613QKC8 23l~37T 118K-9')/00l69 

0078 2823 0800 99112 5445 5815 39J.7 8009 1061 ll623 1350 6350 3 .. 56 212 .. 59'12 7~9 

DDHAA FPCBA DSUIIIP 1MIIIH UBOZZ TDYQQ GllfOJ CRVKX BXAII8 KO'l'GQ DDliAA RD'BI 8IIRPB !Bi!IG KC¥:PII PCJYC UARLG OF AID IlCtVR l'l'lrl.K cwu: YB'DIIQ IIDUD'l' IAOAII DJIIfQS IZJIIQ VCZBl ZZLLO ZDRXM DJ'Y'1'G Mll!UB 'lftQT OOIUM CWJM SillilY laGOI IIXWKJ LIIWGL I!SXKD DOWJ OZ'l'OJ MVIJa/ IIIIII'J.V YIBDJ' lMPIL QV'AZR UGrPII OZI.Pl QMIP BOIGII QOICM IMIIIU GUIIrQ APBQI fUI'DZ XPTP'l' JUPJ'O LllGYB IIKFJB GAIXU AV'S UTJBU RIIIPIC CllVJB .JIIIIIIJ CJI'IiZ IRIOI1 PltUD IIUll'l.'L IISHPB 1011111 IJABT IQICB mp:c Jml'l[ ARXll\ IIYIIRT IIDIIal CSRGB liJGZU 
CRKP'I BIIXL'l' XOIIO Oll'l.'VX UWDVP IIIIIQJf JBDS DllQLY rriSC IIRPllY IPCKT PMIIRU UCLGi' YDBUL IOVDA ZBIII'G YAVVM PYliC I XIIIOD DIBliC 
QLQYJ KUBSII JCIIJB CDCIIC lCCCIIV YJYIIII KJ'IISI Ol'IGII lCIIID VIXID IIMJQL GDGXS JBIU Ll4l'l' IIMVZB MDJDR :acme IIIIIIFI WPPPE IAmX 
IIMIIOJ ~D'B BUIIQY LIJ'JZ RIPQ.T liVIUV 8J'IIIIll: BGOII: ZRIVQ ABCBL 8J7.KL ll'l'ml XIID4R XOCVY RIIBTI IID'DIS FXQLD KPQli ATlQY TE'GTK 
DoJIILA 'mxGJ' MDRQ DOIIlD SllroT BVRRO IBXBir LZmF DDIIAA I'PCHA UIVCK KAIBL llRCLB JlllUI( PBDSH SllllVQ LMriX DDliAA R'l'I'BB 

VIII DB I21r 6260ICC8 231008T lllll-99/00166 l'OB DB FBG 6830KCS 231 .. 58T USM-99/00170 

3088 2923 o820 2150 7263 96'lo 5230 8311 207~ 9023 1'U5 6350 0611 7 .. 35 59'12 7528 

DlliiAA ZKJIS Jr.Ml'J UGOOB PDOBS PIIII8 "'"' YCJIIA JBI8P OCDr DDJIAA ODBPL KUKJB ZMZTV KIYGU ODBZK JAVBJ 8AQ,JK DBIUI 'l'IBQF 
DL1: IICQJIO OASII Xll8lll SBIIIIG CBBllU azm Ill!! II QOFLL 'l!IIOQI KTPBT SBII:O lfJIWl .AliiiBI. KIRBP PGIMl IIIRGR lAROZ ~v rmam 
BZDVI BIIIIA CRI'1V torPC lOIIIII liXKilV :xscn CIGZ'I GIOo1l CUATA XBIUtR MrGUI TAAVK LOOYB MKBDB CKJUr lW1III LlWXP PZWZII liZ.Jli'l' 
DLIID KliS8J ll8IIPB YBOJ'J IIIIOOI IPIIJR llUJQ PBIIIII VSCliiV n~v PICBEJ &JCDB SUOL wxrc OLilJVV MVZTC UlWM ZJWAR ZQJIDP IIRYZS 
mD' am miJIIC llQilGr 'l'IIXAII .n:rMZ Q'JI,Jllll C8IIP'l VADA IIPQII ~ GDl'AZ JKUU IXIliZ IWIIR BDl'WQ RZIZil VLft4X u.mz JQBor 
D'OZR TJICLL HPIIU li'1'QIB DCJZJ JDIJT !'J.'.IZU CIIIUZIC VXQIIl .IUICIJU SllWJC AVJI&P IAOI'l' ADQD GBVBI QBGZX IIIIIIJP FArDV JUBpl[ Ill~ 
ABIIII VUIIIU DAMP 11111111 DIDrC WPDJ1II OICDI Klalt'l' J'IIBIID IIIIIVI KCI3RQ DJ'ODK JIIIZKll' GJ'ZCC ZIIBQI. 'l"lm'A DPDCK QJICCi( LJSFQ I.ZILY 
DB8UD IUUiaJ J.KWO BJQIII AIOOO liZAQK KlfQI.Y 'l'1W'II muPX GDDI NPAK GCYIV CDXX DDliAA ODBPL 
VFDI DIIHAA ZKJYS 

VI POH DB rBG 6830KC8 231536'1' IISM-99/00171 
)9 em DB PVK 6005KCS 231109'1' UfiiA-99/00167 

~ 9323 11145 1120 7820 7 .. 35 59'12 9118 
2026 9823 1035 9518 7820 6373 nlt2 4o2l. 

DDliAA BYQIIZ ll'l'APK i"1'SAQ '1!mWU Oli(I4J OKBUP YIIDI'l GIIBBL BRIUV 
IIIIPI' CILBC ISQXK BIOICR UPUKQ .mllll WOBIIB KDCIOJI MQICR LKBCW YJI'.JO VYL1Ir zzm MBRCA PIIVBJ IJKU( YJ'BII' QBXIIV MIJPi' Y.Aiml 
nm TfOCll YaiRG SOOJI( VBUIL GIJllV Hlfl'IIX QVKZP JZJ1IR LIIIN VftAJ PADQIC CIKJPG QPKLJ PDIIGX GZOBI KOOID BLIIll'l QII'PR EKI.1Y 
LD'JJ UIIJI'Q N1DIC QIIIILII ZVZI'l' Bllll'.l BIIBliG IIDIICS WDJ'JB IIRPPA DIKIJI[ PJJVV P(¥:.10 UIIIPZ BM.T.AO YQn'l' IIIID'Q WliD'B BPPliP ~ 
mum LVWQI' ZPIOY JliCIIA. CJ'VPK CIBDU' BDZGII IPLQY IIIIPJ' CILBC P.VOI V!ZKD L'l'BOH DADDI BJliMA QZYKR am. WillA IIICIIlftf ~CXG 

DQnG BPJWJ KZPRA. ZRBCl'l YIIIX:O BLTDD llCmD RISQJI IID'1'JZ DllLJP 
GADII' VBBDL QHQD RICCO UIIGDU R8SDA RPKYI VRQDY JZOOB JKrl'G 

POl DB BIO 613QKC8 231152'1' 181-99/001.68 BBJDJ' YODCU WOliX'l' ZRPm BC¥m\ PBBOJ MJMBB ClOPPlf QSC¥:C IIBIIJV 
QIPP'1' ZYWII curu IPI'I¥J BIIYft ZLTCR 'lVIIIK OCUIIB GIIIAII CJYUC 

1<>41 6923 1<>45 9969 81123 ~ 59'12 8liol. wm VIIK1XJ JIIOn WXRDl BXXXX DDBAA BYQIIZ 

IIDBAA VDLIU ltiSUI YQIIJX IIIIIIIX IIKBJJ' r&JDI' '1'(lfDD CADA IIAIIlaJ 
UYBZ urROP DIIISI 8lllliZ JYOl'L JUOCIII B'roOZ DIIOlllll KDXIK RDIPQ POH DB ZBK 666oxcs 231103'1' USM-99/00172 
ZBQYK QllrlG LJTCB ~ RRAMQ PVllm JIJUBQ IIRQD,J IIIRIC IIXPQ,J 
WICtUII APil80 QUill[ IIOliK'1' CVKYR IIIIJJlV BII:JII IliCIGM QACIIL OPPCQ 3050 1623 1015 99'12 7263 1 n4 47~ .. 122 
D'JIIQ APBOZ O'l'BQJ' ll'mDO Jf/I.VJ BIBIIIt ~ IIJlCIQ YDIBI mBBK 
DISBI JWIII.J lroTCilO IIIKPD CIIIQA BDBII PQJD QJ'BIIZ JIIKUB Rlllt.AO moo IDOOD AHWS QIIJAII 'ICAFA UliVZX QXXDR IQPP.B BoJJiliV OPBJP 
OLIIBI ZVLBIC muP SKZJI AMrCP CJQm MOLT czmr UJ'QDL TTVAF QPVRA IISBDX VRAZV D'l'BSS YGBPR PIIGHV LIIN'BI FAMIX KMfCU MGIIDF 
l'IIDI VCIJOS ZDIII"r Jr'1'PV BJROD JQftlli vcuvv YOIGX QIIIDLI' UUOPB liUCDJ' JLUBL PllBVC miQIJ WKBPJ AZOFO mHZZ ICJIQI. J1lQDC UIQIID 
XUCUl Jtqm: DDifAA VDLIU APIIIII wm umx IIXDCA li8LJI]) WBSJJ m&VR ZIIIIGII MLYcm FFBGG 
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PBO Dl fOil 164oKCB 23l356T UBM-99/00182 ALL DB ZCA lillo5KCS 231326T UBM-99/00186 

8526 3923 1210 Bl.lto 26~5 1639 2~9 83~ 0010 3523 1210 37 .. Y 1663 2610 1081 "'302 

DJIIW. DJ'Pl' BKAPD 8CVWQ JICEIIC URJ'II .BfO'DI CIOQD QSIMZ ZAGLT JIL1I BIDI:H CVAFB. NFlfiiC iCNICJ MDDUI I 'roLL MBFRR JEZLK AKFKD 
BBJAQ DC WI YCKCM BGLXO SBRXS VGLfK ROARK IMOPO Mllii.JF IHlW PPIIUI ISOXA MICVM 'lVUV ZXMLQ OEKXII 'liNCP li'UWt ~Tr BABK 
q,m:c KQIIIIZ D'DVG uaii)T OYNXI BliBXC I'LPGB YASQI( LlliCOD WRLPV IIIMIJ'l' Ill !IRQ .JSADB IQBEU XBLO'l' Lll'l'Y! SlYSS UIJSX KAIJWJ LVKFE 
NZBII BBPXO U.AOD' IIIIJtQV W'l'AUG QBR!V LXLPR lDILDJI BllmQ VSII'.AL XJlVIC AFA'rP OMIV BDIXZ MJI(J'l' EIIEYR MElliCK IliiiSil DWJT BI.JWUG 
IIIQ.JO .JVYIIO ILOPA DJORP VPIIIIG KIIBJL JCMFUY IIGBIIII GV'l'IG IISGYU DXONO JILl I BUMCil 
D'Df8 GWl"r DPLOII DCaiBY IIUIAD RQRCT OXI'CY BCBII' XlCJJ RIIMQJ 
lllRCP liD'l'PO CDIB SMZSQ MYDSJ BY.ILD I'PIIIIS DGDI VBRPZ IIJIIIO 
CJ'OJI' UBLZZ RU1W 1'0011 JDIIKM DMoJXR IMS.AL VXGllil UDimt VLKOI BDI DE VLX 5960KCS 231312T USM-99/00187 
DSU.Jl) DDIIAA YIII'Pr 

0027 0523 1225 1561 3"'56 6373 3061 7229 

liY'l' DB RBU 662oXCB 231328T UBM-99/00183 FFBGG ZGPPL CVZFA KVKBI BVKQZ III'.JJU ABUWA OHQIIO WXQC RCKIIT 
PUJJW GCBPS lCLIIM'l. L'l'QBR BILGH PlllBX PGHDZ DKUDP JXTPX LVQSX 

6567 9023 12"-5 7753 5218 8858 3..S5 6636 YUAGP VLIY.J PKIIBH vzuw WIALA IIIGIOL PABIIV ITBRO BYXJL QQliEY 
CPDBZ lVMVS LLIITQ ZMlJIIJ RXBMI YGKl)L zrmc BIIOBZ MGIIM XIICiC 

DCGIIC PLVAF I!S1IIIR BIOVI lWYllll XAVGL liiiBGJ BIIHKY SSRVX UOIRI VATPQ BRBIIL PLOUG XYUBS 1WSRA QZODD D'WAZ IIIICPR FWi'R ~ 
VPlJlf RRJ'AJ ZDU« QIDIZK QZJAX IIIIJ'IIQ V.JQOX VOURA AUI'PC Zl.III CQJIX XIIIIAL WAIOZ GSXV.J KZJiX:V WQBRR IIFPIIN KIIBI VADDZ OIIGLL 
RUG1.7 MZAMC UQliBF CMMZr BID'lV XKZRR ZIIDI DGQPX MXZBL B0'1'IX GIILSB BOZCC IIXBXR PXI1Cll znvo AKCUIG lllGYS ~ K'17'QZ BRICS 
BDGDil I'I'KOT IMJA'l' YVGZG LIJllVM JaJVQZ QSNWil MLl'OX O'rPIIA Zimfr FFBGG ZGFPL 
LLYIZ 'JlJJSV RIBBS OBOIIII YKMNY UIKCK YOJCA L'IBAJ' LBIICB IIZYYG 
8ltQQ.J IIIWC8 JRIZII YCBfC ZU4MS JIAXGV Y.JJillll V'JJJCJB: BQJUJ VCVVA 
ltUliiiR RXIIIIA J'QJGB miLD DCGIIC PLVAF POH DB l'llG 6830KC8 2317..aT IJSM-99/00188 

6260lCCS 23131BT UBM-99/0018"-
2095 0323 1705 6530 ~5 5121 2666 7928 

CUR DB IZII 
VI DDilAA QIJ4BV BR'JLY ~ XIIQPQ IIBKIM YPCK'l' MCPPX KXXU1C XICJIJV 
\0 2078 ~3 lll!o 2110 905"- 96JI.o 1360 7031 BYIIXG VliPVP ZKI'XIl KRLVU IJl!QX IIGIIPI WCYIIK VCSQII LVIUlG cqro.r w ~ RJILBD IISOMP LXAIJM IPISU WQFHP JJIIW' JGa'ro Z'l'PPf ZYYVV 

DJIIW. PJIDA JIDGr.l' i1IZJiV .PVliiN LYAKU BDft JILQXI liiVJIC RBiiYK MIIQIIZ QA:IBD lD'BX'l' 1'CWICII LXQIIK MBKPZ .llmiJ' PDWI C'lWSO VliiVC 
ocm. IILAUJ LIOZS IIPII'G ltVRTA FDXKU AALI'1 IIGMBQ XJl'IM LCY'rE PliiJJIY COVYL ~ QJ.BSR SCGfU I'IIPill CW¥lL KQD'Z &JJIKII l'tiBOF 
Rna'R 'M'QQ !UPI'l' J'II(B: IIBLCM JIIMI'r liiAIIK III'l'IL ~ ZPPHI. IIIWVM BJlUQl VMQ'll.J QABBL SIIMCII lM!CIC QKIIVM VIQYI. GQYLP rcxcz 
cu.mc IIBZft IIIIQO YBGZT lff.JIU liCSSI YPAAQ GrCIX UJBRI( G!VNG OOl¥IC IIUlCCll" !DW'Q XIIIIGO BliZQO .LLQIQ LVWVO PDNJ IlBCI JiiWJf 
PESJI ZPJPB QJQILB CIIIU1IB RCIIA QIIUOZ rt.JIU CIIJIIQ LUP'lZ B'l'QKV OJaiLI BZ'J.'liU ~ .JPPOZ ZGMCB OGBVA J!IIZZX DDilAA cpmv 
KKVGZ BPBIDI WP'.IBS ZIIPDll .JJWIY 'l'ICJ'V Xlll'SI JXZKB mzn ADP.AL 
BZBVU V.IJGB "RZal ~ IIIIGIC Pla.BZ TID'ZB BJ.JlC[ DJIIW. PIIBJIA 

ZIIK DB I'BG 6830KCS 23172BT UBK-99/00189 

UK DB HIO 6130KCB 231214T UBM-99/00185 ~ 9123 1635 2750 7263 7"-35 3151 9301 

2521 7023 1100 8~3 8820 212 .. 3151 7901 DDIIAA BCBOI ABilGV OZAGI JXSOY UIOKII Y.J.JU lMUIC I'DID'Q lM'ZZ 
DIICCl8 liGKJIS WCJV .ADAJf BAIAT ,)'Clift! ALXQR YRQJU QAEAV GI'JIVC 

DDilAA JIVJIJR lloJZBP 'lUlii I'VXJP CVIIXJI BIIGU' QlJBliM RIIXBU 8CIICCC LABGP GaiBP P.JOII'l' WLJ'IIJ A VIliS YJIJUT CWOB CDIIB IYEIIJI PIIMDll 
PVl7l.G UBJVC FDtm' VIIBHX 1QISZ XBBUW XZAFB OIIIIRO CIIVBQ SliUllll QOACJI LCGCll' KCVQQ DJDBK BRA1IO WOOSF DMQK Bll'JD"Q D'l'BLO OSmll 
YIII'l'I DJILBP LORIIB AII1IWX RmG GQJ'.JQ VLCXI LQRVG xoorr WLHlt 'rPKCIC MIIKPZ BIIIBC XCHIO BIISOD lilAOLQ RYBOO CJTARR XOllllil YBIDS 
cp:oJI XKLIZ lliRKG RSD'B. OZEI.C AHIISU 'Dt'l!IK QVIIIIC liiOYOIC IWBQ JOIZ(¥I D'liDL D'!Fil .AQIICG YIIDOB FCGPP IlWP.l' MHLOI TZG6A 'l'VBVZ 
UAr.ro SOLOX IW.Aill DZTJDJ K1FV'l' Ugm' GOI1JT IILWJI Gl'OGD XI(,Jlll VLD1W JlllOS DOPJIX DPVZO GMBZC JWJD QLJUJ XFVUM lliiBA:t Xqool 
IIPBBI DVUUI ZGAUlt J8IIQil XPJDIC BJG'l!' IGtM liWJIG IIIDJil Clll'llll tiXZIIM lWJIOB LVLCG GLVVR SJIQFX IVKSV IICSPT Pr.JOB PCIIDY AJBJQ 
PFBIQ l'llQfB GIIBCIV WIIPVX CQI'UX MPiiMJ OBIJIII VPIIXR VZI!UB QMIB BIBJH Y.JUUJ OAmY LQII8Q ZYEAil CRMLQ 1liiJI'ri CB.rQIJ WDIBV PLFPM 
M'liiS IWl'lll CKNMX BIIIJB XOliPL CQ\ICH YWSVX DDilAA IMioJif DGOCX DDBAA BCBOI 
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MilS DE ZCA 7J,20KCS 231217T UBM-99/00190 VPX DE lWT 5~5KCB 23l351T 111111-99/001~ 

1ol+o 2923 1020 6350 9054 2610 0091 9125 00]6 41123 1310 9969 46o6 7525 4259 3536 

HIIJBll III~ OQKNY UFVOQ KIIYcal GUJ14S YTIMI lVGUM SXODZ DOIIVG JBBJB CTVIA OSGMO LDJII8 VOAYB BRQBV IP'lY.O LVBLB MrlYGU ZMZlD 
AALXY X1ISAII C'IEAV GYFLL lVIPO AiWAK H~ HOIIQ'l. WVY MDXYM 'l'KTC¥J B'l'YAM IJIIUliJ[ ZMZAX VXCIIK XllrlPP IIIMIO '1'PTllX XIIYIU IUPXU 
FGITB PEIICl! ICUPU KnOL YGUMS VILGX YMNU VQDIU ACANU CIVYV ZBWM CFQIN wnv l"J'BVL LQ1CXI IIJ.JDZ lVART XTIIOV ZPIGV GPMVV 
UZTPU KXKilM VLAUI CAZGS EQJ(NY ZLFBF OXIMF JIGRR UQYLB IIGROS VUICLB PMBZD VCPZY JiiB.JB CTVIA 
IGUnl SYTDI BCSDU TX.TAR DKBOA KUMVJ ARDSY MCKEe PXU'ro ZAn'C 
BYEW RVZUD ZDUTX WEUJU. liii.IZA FFPUK XKUMV 'WCUS milA KHSYT 
IIIEQA VAC'l.T UBIGII LGIIOU fMBGV 'l.EA2.X UNIIW C!IGUF MSYOV SOFX!I VPX DE h"VT 5~5KCB 23l20BT USM-99/00195 
IOCXU MVJ.IUN YDAIIB 'WSK'l. BVUJY TASYT IGUFM PIPBK D:PBA PMRIJL 
AWOUP RUQFB ADIXI C'l.KEQ CRUQi LYWB IBFIII SG'l\IS IQ!Oll'l. HBJliH 0016 3523 ll30 5161 7487 7525 4259 5137 
HY~ 

JBBJB ORPFII IMIDE ICFKO VMliKY IITZIGI MfYL VIIOF UACJP QSJSO 
LYQLR BRDRY ACVlCP Qlft'BV II:COR IIY'mA KCDGX JNLB VJKXV VTADI 

MXU DE 'l.CA 7120KCS 23l352T USM-99/00191 ~I 'DiliiiV 81Q(JJ uti¥&! BBBYll VCOV'.l. VIliiZ IIJ'\JYA PPBLH l'ZOIB 
CGFXF VICVB XIWIR PIIRBB !IOEKT MPLCQ BWBB YRVZS JIZVI'IK TBTLX 

3050 2923 1020 6530 B82o 2610 2558 8525 MSYEB NGSFr UIXDll IICJliB IIIJVD OXXTll: FYLOR MEII:K QIJJYI JBBJB 
ORPJ'H 

IIBJBH liXQIV OQKNY UFVOQ KJYYI' GUFMT UCUSE TNVAK IISYTI IIEQAM 
ULII'l.Y 'l.U'l.UA V'l.BA'l. PADND tmrOI TBPI!M CKaiO 'l.UD'J.D UTXPA PGBIY 
CXUNH WC!IC MQU MABllX EXIYV RICU!I YB'mA IRHAP VJEPA wtr.l.TP EDH DE 'l.lC 662oKCS 23l219T UBM-99/00196 
UKXKU MV'lUC UJEGS RIDVV AKIIJY TATAM B!IYQB 'WSlOf UZ11QJ MVPO!I 
IIJUB!i lfYil'lM OCPSY TIIIEQ AWAVT DUTXZ UDZGU IISGOP WLIIIU 'l.YPKC <l037 7823 094\l 2750 4257 1918 5267 8542 
I6IDDU 'l'lCFO'l' 'l.QEDV GUlMZ 17AJBI ICMIX LPUZll KOHBR ICUIQJ MVVYY 
Q[tYHT DU'l'XX BSQKU ISSUD UXlCZ PllYM YB'mA lR1IBC SIW"1' SYTIZ DAEAD GYICPM UAMKI OZMUA MBYcal PllJIRl[ IDAWA IIICDUT XZIZll TIBVC 
u~ MFFEB ~ PAPGP APGBY BlPUK XKUVE SYTUI msY TUBV lVBQI 'DCIIOU P'roiB TOKAR liiLVI QI.TID XBEMR NOVIR lVLFE VIRYP 
UC.AWD !IINBG uncxx llllJliH III~ DCBSY IIIJKVB OUCYE YllXID ADOYD NlZOR OliDCB RXQUB 'Dm.Z SIUND 

\Jl lMSZI QOXID A'l.Yiill WLVD UTDA DUBAP APYYC RIMDB IUNZI QOVYR 

'$ ILlKV RONDH ID!IZY 'l.UTIB VQIOE lllVLll OVIZU BXDDI 'DUMD SAAV'l. 
!IVT DE RIIV 7120KCS 231219T USM-99/00192 D:BRY IILXOY UXUVQ P\JMRQ Ii1GIY PDFBA IDDIT KYIIQll IZO'l.I QOROK 

AROml RlVLS IBXXl EBQYH ARlLC DOlDll Ol1"DCB RXDOB KQOAQ ZIZUN 
5550 3023 1105 275\. 1476 2610 4259 9330 OVILO RC'!Bit. WBOL J'IIIBP IlliG I LTDIM 8XAVU ZIZUV BUZY 'l.UQYB 

SZECII QIULF UMRXX DAEAD OY1CPM 
DDHAA VX8QP UVY'l.K XQRN JKSMR KOVXD GIIX!IH EOTPP UZMXB LFBRO 
IITCGF AZPSA QBYLQ lBDUM lQJm' CZGPU lXZRO PXN'Dt D8LPL W'CQ 
OIDUL ~ A.JWXM VVNVU LAWUP BIC¥JH QPZW ZXKIIll DPJDD VFPKL Rill DE RBU 662oKCS 231221T USM-99/il0197 
SIBLB lUXKR IIPPilll LCY'm BPI(FA KSIPI llllliRI DIY'l"' KIIAUJ ZLZPB 
YUUOR OLHID CJilSQ DDGPL VVRYI RDGYJ[ BNJAP liRCON RQAGD CBB'l.T 4527 8623 llOO 6530 2664 8858 Ollo6 7633 
ZllZNJ GIW)F OJXPP PVJCJ PLY.JB 11110011 JO'l.YG Dl'CJQ KllJIIV BOLFZ 
UllTDD QOJQC ro.TRB lV.AMQ PYRVR I!MI'CS DOYGV YDPHC TUILS YliiQP DDBAA mn.s ZIIRPB CUUQY !ILYRY YCDSC XMB'l'4 XlQKJ IY'l.OX OXPYK 
KARAB UFL'lM ELIAT IIJVLX VPLDJ MICBQ YJMIIl VKIJIZ YIIQBV QUBQ YPJDR CJIXRU UURYL IIISPD UUMKK CXYKP CJCYJ FXKOl ASXVN FliVXT 
UFV'l'G YLLIIP SCQKO RBLXI BBPVR VSERQ FRQXT UIVIM VCSGD BYQOR JVSZM Mlo'IILC AMDBl. NPIIIlll NQYTI KQRLC EKBGM EIIVKII YQlVC ScaiKB 
BXXXX DDHAA VXSQP GGV'lQ CXUZL GLGBR IIJUGll IIQS'l.V LVUXO ZSFVQ RVXQC NVINB MXLm 

NBPDQ JMIICF QrLYT BLliYP TXUVK SKVXO SPOSH JOASK 'l.KLOD TP'l.IIT 
PVJ'l'P 'l.B'l.XQ BBLLB RJPIIN VG'l.IU 'l.iWOP DDlVT lVSJY zz.rm IKXlM 

NVT DK Rill 712a<:CS 231237T UBM-99/00193 EQFilA liMKUZ BIYDV' R'SBV' orna: YFPUH LIISSP N'l.PIIB JIIBTQ ftiXPl' 
YDLLG KCPI!V mna: CPXXX DDHAA FNLS 

5560 3023 1105 2750 1476 2610 4259 7330 

DDHAA VX8QP UVY'l.K XQIIPV JKSIIR KODIR GIIXNB BSYYT BYBKl' UOCOD XIR DE VLR 6750KCS 23l202T UBM-99/00198 
D'l'QXlV SJBIS SQOXE raiA!I E'l.IRV C'l.AXII 'l.XLIO IIVPlV THRVK GBRliA 
RJCAIF l'IMJ'l'F CUIIDJ K!VKI RSDQL XIIBIC GJIJGIC CFGJI NYA'l'lC caiSZA 2047 2523 1125 9518 2645 1260 ew. 3723 
OOQGZ JSIVG IIGMOI PllliiN XSNDJ 'relllH BD'I!I JPJm. ZBUAJ BEYVV 
IIMIJPR JTIJP QCPEP BMSP'l' ANJLR UUYIC liXKlll QQIIBF KSAIIL PXPXP 50505 7~70 98895 99600 69633 69891 37603 301185 78964 97603 
CCBXC UL'DtT SXPTJ YJBLO BNMZP YORVY YPBDG PPJlV SSNBB BniPD 35939 35970 98705 17161 91904 69895 90038 85789 64976 03399 
RIICPP YVGCF IDIRS D'ILB'l. VGUBZ MXQNV LOYTI DADVP MG.l.CA TABBY 67357 958o4 93275 98859 19Ql.7 57356 01~7 1'Jr74 98Bo1 11391 
OPRGG DDBAA VXSQP 67390 1ll~ 17749 aeon 19000 50505 79470 

;,) .AI 
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IIZY DB MICP 7Jl!OlCCS 23090~ USII-99/00199 

5025 9123 o62o 89'+3 11,.76 6625 61,.73 6324 

951,.59 30697 1,.9'+39 61925 711202 7881,.7 29232 
19071,. 9'+991 66790 112923 98254 99292 61000 
671,.19 90761 261,.)8 28133 90412 29128l 35413 
30681. 66749 438.13 14506 o8419 ol661,. 68483 
28l4o 221123 112321 9071,.9 48318 4J.6Ii6 40411,. 
63399 8ll.28 39264 6l,.66o 91243 61ol,.5 89451 
974oo 95459 30697 

ZIC DB liCO 6030KCB 231219!1' USM-99/WCOO 

l577 3023 Ul,.5 2750 11,.76 8740 5726 27o8 

DABAD BmTX I!IU'WA AYO!K PKOZK JAFSR EA'llJU 
AQLBO VD'D JmJMR FUUZJ nBTI BVVOD JMIVI 
rl'OIB VODIL IIIZBU GlXIB QlCIXX DABAD B!D'rJ[ 

BllQ DB SilO 7990KCB 231350!1' USM-99/00201 

10116 5823 1035 2750 9054 3565 6707 9UO 

CPUC C!TVII IRfYU mm PCYTV CAIIBX BRPltO 
IBOl'II OCBAl IXUBII QYIIIR BLDIIII MmlZ FJOIIII 
VBOPB ZYUW UBVQP MBBU'l' VFOOU IIIKVY YIIZIIB 
UBWY DXCif BlmlP ZYilll IKXDI XIIIJK VKOBM 
BXIRP liAlKK UBDJI QMJlB WIBX JIQAX EllllKB 
IOUU WliKUB OlGP DY'1VS OGlWU BW!B XIIBYI 
uxom IIUCOF 0011110 VRZIIl YMABII DIDK .miCA 
DIW.J rrsiB UIIUCO GAVJ'B BYDXB RPCAU BJADQ 
RQI!Il' XIftal, UVliKO ALQIB YlfOZN ~ OWBU 
CY'l'VH 

TPI DB .1!110 7990KCS 23l218'1' UBM-99/00202 

2056 5823 1035 0121 5445 3565 9713 8510 

CFU'C CYTYH IRfYU miR FIIB'l'r CAIIBB BYIZI 
UIIGBA II1IZliB XMAml KA'ImC. 1110110 PBDOB SG.ARII 
YDI!B KB!III Y'lMVA KGIIBY ICOPT IIUDIJ AOAUC 
UBWY BXIIBY IKI'l'B POIXCF OZFBB YDSU% OQOI)'r 
f'rol'll J.AIJAT AXTJCB 1IPXIV UBUSZ JQJJOF UIIBBU 
OPGlQl B01tiR GQYliL CAUI8 AIIIIICB IIZIIDB m:AJOS 
BJ.ADA KUBOM OIVZO URNIC RZUVR COP'm' AOAUC 
lliiBIIII JmiiiP CRIIII IIUYICM limA YlWUB VIIUlCN 
J'BOl'G II&IQC A1JliXX CFIFC Cl'l.\'11 

72811,. 022112 311232 
Slu34 2l.lt82 23o89 
oJ,.l2'j' o8250 86621 
2169'+ 25172 92327 
94796 21094 ol,.l.28 
99122 26214 57306 

MIIFUM RR!B'l' XYKilS 
BADPII ~A YBNOI. 

DZ1IUT VliA'lS FIRrL. 
VIIJPM ABUPO Rn4UK 
IDW: SlmM liAZCII 
QIJIYG BOUIJ ZUCAII 
PliMQl[ ICSOGY TYMCII 
ZICAF OZPXB RPLlW 
Uli.JYI QIIOIR JUClM 
KBPBX IROBI llliiQI -.. mea: CFil"C 

CAFOZ PXBRP ZDIU1I 
ltllfiiiC UIICIIIJ !ICKBH 
CQVIQ LXOZV liAZCII 
IIIICOM A'/41'{ BXIlYJI 
TVVOA UIJY'lV SOKBB 
BDCII UDliWY BIQAI 
CQIIAY m.u XBRPP 
DRPR IYQXI Rl'GAV 

.. 

GFH DB IU '1720KCS 231254!1' USM-99/00203 

3052 2123 1115 0121 541,.5 771,.1 6743 8521,. 

mBall KtUII UBYNY IIJIIUB YCY'rV MUIUM lim"..J: liiiiWB ~B ~ 
UBQPB BSIIal' RXm BYDICV Ir.rLY IIRQIJC RPDU KllWPY IYTJA HIJMYA 
LQA'Dt ~ I!IQTJ)() QVMm 1I7.BA7. 1IQiliF \Jli'LC!Il VTXOB XIIAHT DIOUD 
I1'MMY YIMIG VDOPU MAYOK UBOPO 'l'IIKAO Bl'IIDS GBWJ) IOUMY YlWIY 
UGAFQ .PIIFU YAIIIA liBMOD QtiUMZ YinK UWFZO QNilAR ZGEW S<MiR 
YBQVI YTLAZ OKIQII MUIUP EBSMY ALQ.lS I'IIARZ DlCIIR OoiNMY YIGIQ 
mm. vxrro IUPPA SBVBL GBB'l'D ZEAZF UFLQU W'DIOC fllYPll SAn IlK 
lJIIPKB rsxus Nanl JAHUJ ABUQI OFDIF MXAED SAtiHT OQISA IIHQIY 
PRYBQ VODXM UIUJC[ BGBGB KOZKil 

UBT DB lWP 7290KCB 23l319T UBM-99/00204 

1025 3123 u1,.5 89'+3 2661,. 5833 9803 8710 

.AD'BA FAFPL Il'SIIA R1'LIF SCYTV' KYL1'Q OVLJ'O .AKDAG PKDUB WBMII 
UICGA SCDAG PBADP VARPC AM'l'PI DLBBA FIIOXL GUVBQ AOGWI RIIDAI 
Rl"!SSI KYL'nl OMIIlii FPRUA ClmX OAIIGD lllODY IIPKAY MZUCJ( QAIIAil 
OLPIII 'l'IICYF IIClJYB RBDIB IJLIIZA I'OOIOF SPAIIB llllXDI liilJRIII1 I1J'KOU 
BXYAU RUBUV IY'DU TLPUA FPBB8 IIOPSD .AGPCI '!IMIH llCUYB VlVIU' 
UBQIIA HIBUL BDAGP LIBRII BQlNU VOJM. 'rZUFB 'roPRG AIIGZU PBJAP 
IIBAOI RI'l'LQ BIIBBA CXPID 1MBUR l'BBSW IRIIBB C7.IJfQF SD:PC RIJLAM 
I.I.YDB GOOUV BBULB PBBBV IY'l'IIA 'IZTIO IWKG lllllllll WlUlB I.ADI!G 
OBIWA MILY& ULBPB BBKYL 'l'XXXX Ail'&\ FAFPL 

lllfO DB M 74ooKcs 23l256T USM-99/00205 

7108 2723 1205 1,.775 5218 2025 8156 361,.5 

ADBAD JR'rol R'l\JOH SCIMC l'WIBB UDFLA. VRQIZ 'l'DVJS CJ«JAB VAFVO 
~I 1IUJML liBCPI LniBJ DLVII OCBIL GBl'lfC UVWIIB BL'l'QR KSGKP 
IOGKQ CIIIIIIM ll'l!IVJ WUOAC ZFOGB .JlW!f IIZIIIJ LJZFB QIIIRR 8AKliL 
BCGXQ LLVVlt CMql.Q XOD!U ADBAD JBD 

lllfO DB BllG 7Q80KCS 2313l2'1' 1&4.-99/00206 

8573 3223 1230 1561 5074 9l.45 8156 5322 

DIIBDB LONGS JlAAFl. liFUlO JIOXU DB!igl 1'BfiiH AIJ'rlJ( UAKKU CZ'l'JD 
D'OPP Fr.VLB QQQBC PAJJIG l'GKOA PIIAYB BZVBY SJQJIS lroBC'l' BIDVC 
YFliBL ZYZIL IIG'roE UIYNY P.roBG VLDVU ZRZRH .AX'l'BIJ ILKFP ZNYJZ 
ltt:DP UBIICR UJ'FIQ LPUVZ CIIO.JD FIILTH cnXD OXVZT JEVXC IIZliGII 
CIIBAP ZIRBZ OOOQJ. LI'K'm 'l'AULI VCDLJ .AGZPJ) DSlWB BY.AJD D~ 
V'l'AJL DllllllH I.ONGH 

MRS DB IIXl/ 638oKCB 231257'1' UBM-99/00207 

1516 3923 1210 2110 7263 6616 0091 2832 

ccnz AAVLZ BIIFKZ FQXVB SLOZB BYBGJ P'.M.Z IPTIIB MJmiB CMBRK 
IARUK llYZAD OYBAII SKAZT L.lVVB YCQXV 01IIl!S IIIGJlf AIIKJG QNXSO liXIIKC 'lUPYO LOOMX ZFBY8 DllU'Q IIIXXX CCJ'll AAVLZ 
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ZlC D1 ZDll 61 'fOXC8 231323T USII-99/00208 8FV DB PHI 75l.OKCB 23l332T IBt-99/01212 

15~ 9223 u45 6530 1476 6m 5726 7935 75~ 1523 1220 2750 1476 7642 6536 6022 

DAIAD liYqiM UAIIKI OZMIIA MJYYF PUMRB YS1ZO KGBAD PPI/lW FaiCZ DCGCD J.roMH BDml QXUI V!MZQ SCftRF um.p QLCm GAXIIZ BOilS 
orcso liBQIA RllOBK VBDD YADCA PWBBT YKOZK C!TVX llZUlll U!XAC VOIW !1SLHF IlHl'Q UDQJll' &JPJ'II JliDl!M MMI'lV OAIIIIA DXCKB ZB'l'CL 
'BVUSL JIITR YPilFB Al'MI VJYD' BYCJIB YCJIDI IISKOZ IOtllW mmw S1JIOIR IGMD'r mzm IIYQIA DIPGD AIKGP GGBUM mrm: KlV'm PP'D'S 
ULB'l\1 UMJ'AL IJGUPV' BAZFD DISJY D'f¥11 liiULE DIJISL AIJillU BOHOL YIBI1lo AGGCT VDQ.QI S'!BCA CWHYV KIZSV POIUL XQJIZ'l' DllZJW VAICRZ 
YGAIII XAlUIZ YGBJY liPPNJ FPl!llB RIMDB YCJIXO CYBBT YDIHS BYCJIQ QPIIIB IIDli'1'V O'lJIV'J Q%VLII CZBIIIV Jai(Yl UIXIIY XIKR'l' llm1V U'IHI 
OMIIIU UIDIM 8LA1II N\Jll()ll OLYGA liiXAH IIZYGB JniPP .AOPI'Il WIRIM MUim IMIJC YIQJIJ' YIIfST TATrV QNVIP UIILRZ BPXIX IICGCll JJCMB 
DXYqJC DDI8J Yn'QO MIIIUL BI.AIII NUBOlt OLYClU OCJ[()D INOLY XICZII 
UICPA OJ'ZUG CNOLY KOZICJ nPQI HDDIM 8XXXX DAIAD llYCJIK 

PZX Dl Nl' 73lwKcs 231.208'1' USM-99/00213 

zxc DB ma 6170KC8 23131j8T IIBM-99/00209 7553 9923 ll30 3731 9054 6850 0112 3917 

16~ 9223 ll45 6530 1 ... 76 6m 5726 7 ... 35 IIDIIGB 8YD'l'V UBAJU QniY 8DIBB VlOCV ~ 'DIIIG CCAZG QIG 
OZICX1' '1\U!Ml QjMJL IIQI¥llil IIX1U JMCAZ CIQIC¥1 CYJCIIl[ Y'l!mA VQIIB'l' 

DAIAD liYCJIM UAMKI OZMUA MBYI1l N4RB YCiml ZIIPUU IIICIOA DIMSG 1IIB'l'Q ~ l'l.'rRI A1'DIJ' II:AZG QIC¥JV ~ 1'IIRM CJIOBII ~ 
AIIIXA NMZYG liJYliP ODGlil IZaU UliiJYY PJ'!'IP DDISJ YD'JII JIBZYP OGIHJ IUJ'al CSAlilll CB'l"l.B IBIPA AIOIUl uxxxx BGBGB 8!D'l'll 
K'l'l8lil RIMDC lWBJ'B IIBFAP PJYD' DDISJ nFRI IIJIZYP KW.AIIJ' liOL1C 
1WBPE WBPAF PllYCJI DIMSC Y'1'VDI 11mB GlliZO BIUliiO DOIII ZOSIU 
mcocr DDIBB ~ RP'JBA VCJBY Pl8ZII IZOVY A&Ttll WAlll V.AIIJ'J rro DB OAL 7830KCB 231.309'1' USM-99/00214 
nrxo CDB'l' miMB .mPQ DIDXll 2'ADIIIl ZKilOA VU8LJ limY BOBIZ 
OSIUM CMCPD IMSZI ~ KIIDVD liODQI' AIJDBI YCRBI BVBBX JmJ 6o3... 1.623 l200 Ol2l 7263 5086 6156 5510 
rnqi liiDltXX DABAD BYqiM 

FJ'BOG Clll!KB YUDliiD HIKGL IISVAG J'UYS VCIIQI' lVVVY ZBAPL ZOSZ'l' 
KCPPX lii'OU'l' IIJlMI) RSliiKC C¥1IAK ZOKCR IYKAl. MNDJ BQliSJ BIRPII 

VI HV'l' Dl OAL 7830KCS 231353T IIBM-99/00210 DliiYXK VRIILO WZIIIR YISKG WIXA DRW'1'S ftLRp ctrrSL RSBYI JliDCO 

~ 
IMIXR CQlU NOGAl UDOZ OlKBA ODBBIC JliDJI 'l'F'IJID BIDU!II KMJVW 

o564 1823 1230 m9 5218 5086 4259 6529 VPSJL WIM'B llllC¥:Y SCIILL AJGPB ZBLAJ FQYVN KOADJ 'DlJlCX OIQQ(K 

JVSXO 'l'CINII BRIZX PPBGG CNBKll 
CJCCJ CZZID IJ!XPJ QANBV IKliUI YCV'l'B liQAG'l' OliiLZ YZltUI IIKFSB 
ILXIK NRGXIC nKP1' OBRrA WNro MriAr XIIB'DI IUAI RIIIQ8 pqsQV 
VMICR UCLDD ZIBZI KCIIMU Bl'lSG MLJ'A IJUGH 'N.IUt liiQAO SBCllll NKP DB 8F'I lj.795KCB 23l207T IISM-99/00215 
lVIKN RIQTP RWlC YXPSL KIXJKB RZO'DI XBROO JIFABV P8l'Dl IIXJOP 
'J!QIOY YaJI¥: I!8FIIK KlOIIY IIZCD4 PPQW QYUliO JCCYG JC'DI: IIJC¥lZ 4104 0123 0730 89'63 3456 5086 5762 9233 
J>KBRII DGLI XIIIIIO OCP!I nsllll UTrCZ KQQXR XJa'QV VZIIIIP IIBO!P 
Z'l'SPK UZVPS PWVCJ CJCCJ CZZID DJD.Jl) BB'l'rV asvzy LI'VOB VBB'l'l' JISCQ I'l!ml GBIIOI Rl'n"l' OOBUJ 

Olilll'l'I GADAR ZPIIl'C Jli'l'V DIBA IIXlmr LTmll MUilB IQIIIO NJLUC 
NXOBX KIOZJ IliMDr MUB ZPIBU WCl!IL OVGPI C8QAR P80DV fPJVJ 

HV'l' DB OAL 7830KCS 23l3l8'1' IIBM-99/00211 Il!MGA LVWYD WD'B WAalS BIDIIO Y'l'UJC IWAIJR SAVQW OftAGY IIG.TIS 
CQI'l'K .1YKRP OZPVIJ ZSRIM DGALV YIJZ8Z .AUl'A CYJUE KGILT MIUXM 

0554 1823 1230 9969 5218 5086 11259 8023 llliiiW MQfOZ PRXKY QIYC¥1 IL'l'JI IIIGAL VliBIB 80RIR 'liiLQI 'l'K'IBD 
ZPAIII qmwz OLIIZU BXIIBA lDIIPV 8BlCJ) Jli(JI scmD ZQDT QAKCG 

CJCCJ CZZAII RPVIIIJ BLIIIZ OIIIJIM IJ'IYKK IISOl!8 VDCCG WYIIIC MROLY ALVQJ& WOJUO ""'* JOOK IVGQI 'D{JIS CIIU'DI DAarB OHQIIA llCXBlt 
GJJ'l'J' 'l'KQ1£ UQ.JQlt BHLRA DPliiD' ZURFO ARSJY OIIJJB LLIIBX QVPBA BRILC ZIJBX8 AVQD XIIIIIll Rlll'lS SAVCJI OQUII Olt'mG B1.ARF CIMSlt 
PPLro LLUIR WKBH CCIIOF KllSGQ IIIIDBJ: ll'l'HAil lllNCO IOOWl IIVVJIA DJD.l]) B!.".m' 
ll:GliU CJM!Y CZIEG LGXPr MSLDI Olt'KAD loii'l£ YRPIJC PAR AZVXII 
XZI8Q LQAPII VZIIIH FAIIID: BUXRII KP800 CJXSM XDFBP J.II:VY OU'BU 
YIILBS OUUCII SIIRVC RYRIV Alil'GI) xmPB 'DIGIIC PGLRI IIVRKV BlfOVV 
AQJQR BIICGR .I'BIZB ZSGL'l' 8SZQZ CAVIIZ LllZIID liiADIIV 8JIUIZ SMf¥IB 
Q'roZD PAXIIC NMKJ'I BPIIIX RPl'l'H G'lDZ IIAZCX AIOZB CJCCJ CZZAII 

fo .. 
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Fill DE SFV 7..,30KQ. 230J42T USM-~~/~U216 ZZZ D& MLH 634oi«:S 23l337T UBM.-99/0U220 

b544 Ol23 0730 3731 4257 5J66 8327 8433 7076 3il23 1215 ll20 5445 7895 ~llY 3437 

DJDJD BE'lTI OBV'.l.Y LFVOB VGY".a> JISCR EIBSO liiRYII LQI:JK VEDZS I IliFF DJMBC LlMIF (JIDl ICMIJA ZIIFIIM EIIZLZ JCZFB VFBAH Q1Vl[ 

BKIID 1l1'llUM SSIQI GnDl' OZFXO RXWQ UVOY.l. OOMQF 01J'DA QIZAQ AQ1JIA FC<lBG XGV1IU GliESJ KOIIQJ GJ"l.DI QQXqJ llVI!CG CXCMV CMAbK 
QQOZl' iCBFS8 ODVGI SAilEI B'mXS KEilQl AZKBO .(.dGlT BSIQI NIZOJ ZDICQ XINZU BNMn' llKJBI FXIIBX KXCJT ClMNY MFLOB WXGBU II COG 
IBIIGA loVJIBI BWIA ROEVR nrua VGZYP KDY'lV PlliiVN Il.OGA LVKIM MrCFK SITBD &JSVJ IIICUO AUCBS YKllGT IIJGLR MQIBA mUVY BLIRQ 
YMBllll GA1.KJ OSBQI '1KVBD ZQAZS FOZFD l.JiqiO WRSAH CI;JUII IIAIIIIX FZlDfQ B'DCIC SY'OOt IHAUS ImiQ UYTJG LFPUI FSOliQ IIBPKD IIIJCF 
BKIIFO ZFGUI PTIMF JISCX BRPZA Q.QPUil VSAIIC QUVKG ALVIIE OYGAZ CASUQ CIBJOQ APLYX P'QLIJP BBVAX YSFOI RUMilQ PKUCY CZCMU ND!LI 
lCFOZF DA'IBI IoGBA BHHlB R'lJ:XS GAZKH O'lJIJY KRVAQ NQI:JK ~ liiTIIK ZMBXV AMFNQ VOYMK BI.OPF llllMEZ PPCPM UBZMP RNPIIP DRNNIJ 
UCIIFI ZOifiA IIDAOr IWNS OGYJI I!Mm DQI'BC MAHXQ I'JUO MVDK fC&J'C WOQIM QOUXY VDC8R F'liMIGI UCWUD BMYBP PALBII RPOWI UAVFK 
IIGY'n' JISCX DJ1IJI) BBTtV CKVPI KZIQP IIIIFF D!MBC 

POd D& NIO 6l30KCS 231527'1' USM-9~/0U2l7 GXII DB lifO lio95KCS 2314118T USM-9J/Oil221 

1081 9123 1450 0943 4251 6427 4493 8oll2 0016 6823 14oo 4775 3058 3565 8J.56 3917 

DDHAA OAVDQ DI'roV LVXUR ODYDN PnPB UODDB BXC¥:.1 IBGQV ~OOY JCCJC BPDC DVRBG IIJKRD IISRMY D'XRJ LLYIK LUIIIQ ITICL SDBBS 
SMYBP CJGGJ AKIIJ HBIIYL cwxzu lBSRB SNHBQ ODDBA KXCZC IILlWG J'l'Qil'l' 'l'QFIID BJl!Ulf GCFQlf ~ CIISA1' PFRUT NGJLL MMAAC YACPO 
om.JA YKYGO NDTAF '!WIF DQZWQ DOVXB XOII'l'X DCWYI BZGKR D.BSQI QYZliJ UGBZX TABJS IXWIY IZSDP KRPIIG DPYQD YBVKII JBRSM XZTOC 
SPIJliiB ZOJC¥1 JODAD :t.OIIMA Pl.KRG J.AQI(.l SRDVA IIQJ'PC DCBSB E".(.YCK YCDi'Q ACSVD WLliBlo UQBXG XSOIZ RDTAH IU:HA JCCJC r.PUC 
IBMXO IIAUVP "roPC¥1 VSTIP WIBLl[ Z!lTDQ SGZTK OIILWB TAQW PLIIIL 

OPOYW FIIIIIX KC¥:EG U.OOP l¥lVC ZDNAD Ql!liMV MlMXP WKQJIK RJIJFS 

'IHDIZ XVGZX RPODC UUPILJ CliBPA WIYLO CQRVV DJL()Q PARRY VB:YD Yl'l' D& Sl'V 4795KCS 23144&T USM-~~/00222 
QIIIJZZ. JOFRI1 P.rJQD SLKGil lXQPG BVUVD liGBVB ~ DDBAA OAVDQ 

0014 2523 14oo 5l6l 2239 5086 5320 3433 
V1 

~ ML11 D& DYO 6260KCS 23l35BT USM-9~/0021.8 JDDJI) FLCIG UQCSll RPZOC GWJm CY'P' AWOCW JRYLD 'lUICL QLAG& 
YDJIQL CAZJ? WBQQQ YOliTO NDINR LPIBX MKZ.HI TIGCH IIIIFYI XFCBT 

4528 5~3 1315 0732 5218 5815 4259 742Y DQIIQY MQCZG ICJIG PRICI ZYVU: PKRliS qDlRK IW'IV' FJIIIIm Q1.UI 
.AFBOB SGHIF JDDJD FLCIG 

I IliFF CGMBC UUllBZ YDRJY RIIBW IZLGT BJDI!II Pl'l!lll DliWQ YY8LII 

ZClWI G.A11Jl'l VTP.AM SOGJV QJ<JPQ l'MJ'lM KJYXR ~ IIIIKNll IIFVSS 

ISPAB QDURD LOGZQ ~ QCDW WWHZ ~ PDGOS ILW'C VOKPA NVT D& Rill 7l20KCS 231543T 111111-99/00223 
NlaLT ANBSX FVYTF QIJM:Z. PVII:J IVCIIB MUClll ZID'B IWD JYBKC 

FBIVO GSUA BUYliJ ZOKQ1t GFIBZ IIIICG KJDIC RIIIIPil U'l1IOU JZXQC 5580 5223 1500 1561 2645 b371 3485 lj838 

NCll'l'Q Of.SMII VMIIKH GWBII ASKGS 'lWBOB IIDJS.[ VliiBU DfQJCB Cl'GU 

Flll'SP VKQAP DOBTA. BOAGlt PKSCG STBIC qJYTP OCZBI ZDJDT I'YI'Cil AJAAJ QMIGF JKI!Ul OJIGI)B D.JUJll. QIPQL CAIKV ZIZTB VUAV GBXDS 
JD&P KAPPX IIHFF CGMBC llll'lm JQ'lftQ XBCYG DJNTl' M!liJIIII BPLBII ltQ.tV JIIMBIC IIMIIXN LAOVR 

IIZYV KCZIIA SIITIIB LIMIIQ BJDI8 'mQBII PllllllT 'lWJLD DINPC GBKIIK 
ORVNY Cll'l'AC WJBVW OTOIIH QLBZK VIQPG SIIKXC TUIIRN ZMNUX BJIIIf 

:loU D& MLB 634oKCS 23l354T UIIM-99/00219 WWJ IUZII ANIMJ OHYYI'I KW'AI LIBOF .AJAAJ QANOP 

7096 4o23 1230 5504 3456 7525 7094 5320 
MRS DB ZCA 7l201CCS 23l45l.T UBM-99/00224 

IIIIFF CBOBC UAG8R JlllS.B ZUIIIIB Tri!GF KJJKl'W GVBOH Q!COO GDPGQ 
PAZD AKRPK VDCAF PKJZR WDBJY FDIIVY BGIIlC UZISQ UDLBL IIIIPSR 1050 4123 1415 9329 )644 2610 0091 36l.8 
WVlDI: ZFARQ Y!ll'QI KSPQZ CI.IIZO DFNFC SZQIIM PIIMIIO YIVQQ PKYRL 

YDXCP DOOJJ UliVQY ROOGM JGMI"' GGDIZ IIIOCV IIJllll'l. PiDLB RYUKZ BDIED IOKIIF OOOqJ GN'l'QI!: z.NCYR ZVIIVK GllllliX XAn'V SIIIIBV VVXDH 
UIPXR PTANS UPMVB l!MFAB l1a1IA LQ.JLY :R:VDY IJWOQ CSBXI SZ'I!IB UZCPQ cafPIP ADIWB MIIRQI) ZJGYF ZAFXC QIOQA ICIIIR MKVSU ZPNDIC 
QlCXXX I IliFF CIIDBC LWIJYB MGBlW XZJI'l'l UDQL IB'l'OC TNDLO IHPXM rroxs SVOYM KIMllC 

DVOUC NTO'l.S BPlRL JIX'D)(J IXKQB IIWRJ BDIBD IOKIIF 
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11:0 Jll ZIC 6620ICII 2314]8T 181-99/00225 ZIIIC Jill l'OB 76llaKcs 231528': UBM.-99/0CYi!29 

8067 ~3 1350 llOl. 3696 15163 3791 3!i27 95'16 5023 1430 3749 6010 2197 8435 8101 

J'BIIPB camm .AI¥UIII UGLBII JIIIPL UlftA I&DI8 mr.rA CZl'IBI' STAll' DDBAA JQm. IIS.TOO ~ .JBIUO PrCD JID8II TI'RBX qnm JJGPIO 
IIIDil A '«<N 'DlBYL III'JIIU llTAPR LIII'1!' 1'DIIIU PmCiT .JIIDfY ILL1IC BfllZII OBVC¥i CLYIIP PllliXQ IUMI 'l'IU1Z C»>MMI WGPK cuzw IZIKP 
Vlllln BVIIlV J:D.a'1' VJZPJI UVQU anT IMDIIr 11111111 '1'IIJ'J!) BAIIIJ IUCII IIIKLP VVDII CIILQL ICRD'8 .... GXl'Gif IIXIIIII KSJrlK IIOK'l'P 
qlUir .ADIIl mJVII BP'1ZC IBZBI I'ZYCI' WliVJ PBIIIB CIIIDll lliiVC J'IIBZP CIUAX PILTAK VZIIXK VPl"'B Ul'8llll' GIIIIRO <IIVBQ 8BUXC 

ZBDG IXrAII RlllliB IIBPliL VDIIUR ORLZlll 8CilRJ' liAIIPr DrQ.J DBDPr 
K!BIIB KI'L1IO IIIIZLII MJBI KDDPD PUJl'IJ YVZCG ZABOZ 'DII'XL IIPZKK 

IZV Jill CUJI TI20XC8 231449! IR-99/CXR21J OZDIZ UDVl' BRIIDI JMUil[ IIDIIO IICZIIV GJmiC IJBOVR ILVl!S f4I8D 
lLJVI KRIKil QD.JY VILVII IIJJIIB IVIIlU FPABI' CIIIIIS YD'XX DDliAA 

9562 2523 1415 1561 3696 7741 3917 3523 .rqm. 

AGUG S'SJO OCRJI'l KBliBM VP.Al'D BAZBB PLPCII IIJDLJ OBn4ll DCOPD 
IILPJB 'SIAl IU1IQ ACmf JQUJM JIBCIJil BOOlA IIIIJlQ UVBTJ VliJ'I8 ZIIIC DB l'Oil ~ 231556T UBIA-99/00230 
mea CIIQW llolOil' UllliOO !DZ8 'llll'lB ~YII Co1UC8 OXPICZ J8XIV 
BUOIP VRZClZ AAm AGIIAO S'JSJO 9556 5023 1430 3749 6010 2197 8435 660l. 

DDBAA JQm. ISiOO CIIKCT JBIUO PYCXI VRBBK AaiiB OUIZ8 IDII.I'N 
LLZ DB ZZZ 635QKCS 231451T IB-99/0CYi!27 lfKDBZ lDZKD WLOQL CliiiiiZ UJlONQ JN:BP PilZYJ IIMY'l1C XIZUA ~ 

1BPlV ODl'IIQ rr&1ll IIDPl' 1IBI'lrD JJIIGTJ' liiiCC¥: AIIVZI' IIVqB: lAKRO 

1082 0823 1415 0'132 3644 11258 59'12 6717 XUIClJ UllBLJ: Q1'QXC MVYI'J PBPSX ZXCl'Z liiiUBV PPJlV JBIITB IIYYAY 
IWCY liD'BI PG0'1W AIIZ.1X ZIIVMM VLM OCDR'l' Bllll.l' Rl4\1ll ZBDIJ 

IIIIPJ' BIRIIC lllllli :DIDCJ IMIIIL IIRPO Y'mLI QVBBQ llVP&T LftiiB II8XIIY Pl'VRT 8XBICI: IIBUOR IIIIOOJC JIGBT QPlVX G8l'Bl[ ACKKY ZI"/.MB 

'ICliJC m4'C HQPK VW1L l'JIOB 'IIIQ'lW UOQAK c~ IIPMJ P'l'C¥:A ZltDIZ XIIDVL LQIIQO X'1'LD DDBAA JQYFl. 

IIICUP BB'rll SD.LZ IUilr lll'IIZ llfGI'B ODIID IJXQ1Jr LVIl'D czm.m 
JDIIR IRiiBl CVJZY OCIOI' IIDOZB l'IIIQI. Bl..l'U KB9BO Jl'IJVL GKLQII 

V1 -l410il BQKDII I'JKVI VICIIC Zl'RIIQ 1IIILXII WZKQ YJCIIQ QJtCAif PBG DJ l'Oil 764oxcs 231522T USM-99/00231 

'& 8LZW IW!B PPniR UAIIIII' OIIKLI' JKII'IP C¥:IZI QIII8J' III8AoJ BAm 
lloTDQ BGGVII JVIIII MI'LUI GLZRO IIBPJ' BDIIC 85/16 4323 1315 3731 5445 BliNS 3313 9301 

DDBAA DPBOX VFXVP QLJSM PVliiiY BZ80J' MVDZY IIGZX PXCOJ PZlUIV 
DIO Ill ZZZ 635QICS 2314lft 18-99/0CYi!28 IJIOYV CIIIIBil I:'VCIIX IIJGilQ IWQIZ LGMCC IIPIIIL IIOGI'A YSMm XYIVB 

D.JSBY lLAJB ImlRQ KQIIIIL BIBLC VI'YQP YYBGI' QIIQII QIDYF JYKBV 
4oSQ 0223 1320 5J,6l 9054 6445 7300 9029 V'.rXIJB DRYJP BI'BQY UPN'l' lGRII lllCJIJ 11111181' .JXJIGC CIBXYR ZOJ"l.'V 

XICTI DCifD' PZMC¥1 .BGIZL JICZim GAIVC YIILXY VLITI QPOCR XDIOZ 
IIBrl' IIJUIC I'IIIIYT ~QUI J'PIDJ ZD'QO CKIIIlB ~PVB XIIfCII' CIIIIIIZ TTII8X VliZDC IIQDO MQBDP YYDVB P1'JIIID zaJYV 8Q1DA. AK'JIIP iU4IRZ 
CVZIIR - JCIIJIV IJWIX JIIIIIJ'Z 1IBVGII DDCCY mlWK maa: Mal ACJRB 'Mlllll LIKIII IIBBGR BABOX ACSJY &JCVX QCUD CBLQJ JllLOJ 
rmDA IBYII GUQ,JD ZIIVUL X'1'IIIIU ZIGW l'l!IJT GlZIIl VIILDI DIICQP IliJIIM KAL.lll ZXIPB BDGI'A I'RYZR QIIJCV YG'DIP CCLQY lXVIII( Bl"l'VQ 
mea llllUOD llllmJ RKLQ1' 8UIJII) ZQJYO YBDZI Q1'EO HIIGJP ICJUVl' UIIBKZ OCIJUI DqiZ IIAQO YCIIUJ ZB'l'OP RIIBAR 'l'CQKL YLqlW 'lHBRJl 
CJCPIII YJQIZ 'IJ'IIJY BRI'IIIC IIVOJQ ~ I'PIIm tiYQO CllllJB ~PVB VDIII DDIIAA DI'JIOlt 
JDIID l'lllr.JV lllfCYP PUIOU UE1IP ECIK ICIR'1'U IIIVJS ll'.rAD ll'l'QU 
mn ..,.. RB'l'Uil TDAOT Zliiii'I BQIPA QIIAillr ILR8 Ylm'!'l GlZJ'X 
IIAID\' EUB IZml' LDUI RYJSIC IIO'IKP IIIII'8Jl CXY1IJ' K!'mJ IIOIIQII: J'BG Jill l'OB 764ola 231738T USM-99/00232 
Aimt lt'DICil mar DIIUl ll'lliB 111111111 BOIIIM IIUID IIID'P BGLBC 

8586 5723 1620 6350 1476 BliNS 3313 7201 

PI'BCIG MLRDC RJIIIKI) Tli.BGY m.n IIIDIV XXSLI IGI'XL VIZCB VXBXU 
VJIIIIIII 08CBIII BLZMV PBICII PGLIB MUI BOSOII a.nc QI.'5A IliiiXB 
BX'l'TJ CPTBJ VlllGX .AOIIIIZ AYRUO DJUUJ BRIBP CIIClCil UIOZY GOIVJ 
nnw iW1U ZAI!QZ JOOIIO .rrrFD CXIfii,J RBliQll ZIIBXII ftiQZZ MD'OC 
IIII8IIK BIIIUI DQYIO SXY'l'll OIIBQI< V'Ditx BQlm' BAV'l'O Mili'AK TQ.JQ,J 
VJZSQ BII80B 1001110 DAVI CC'l'QI( IIGiiOI' B'lWD IAZZII ANm. B'lWU 
JUJPI I'KCDY UIZLI' miiAK V8Qli'Y GDUXU BD'AK PNIDJ XAVDL S'l.TIX 
FFliGG JILRDC 

• 
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ZBK Ill RIO 61JOICCB 231 ~T IIBM-99/00233 11C0 DB ZIC 662oKC8 231426T IIBM-99/00237 

2561 9623 .1.625 0121 2664 21.24 3151 71M>1 8o37 7823 o91M> 99112 2664 19l8 8219 9()112 

IIDDA LYPPl' D.J'lWR JJfiJI) I"UVVII CPIUQ BPZSQ AQPIP MZB'II LIIOlt DABAD GYKFM IJAIII[I ODiliA IGYKP PUIIRZ lZU8Y G1W.UJI JJ!lQ lii!UT 
BOIMZ VIIQPV AAQJIII UIIIT KBBZB 1IJ'IUt JGIGB JIIIIPR KIIDl'V IIKWQ BOII80 lfBWO SPIZG DBQXB .M!CVI IJPDU'l' X'l'IVP MIAO'J.' OIBSU BSLQR 
KMUIU ll'l'CBl. K.UOBII JCJJZD DCr.rr BQXVK Ul'llT BBCMII :N.TJI IUCB C'lllia ll!III'D DIIQJ!: YQ1ml :mJGC LORCH AIIPB cmxc UJ)IMS ZI~ 

VZABif 1WB8 LliiQ'l' PIIZYI BIIRIII ZAQ!'Q ADJ'l .ASBI.I XD1'IIII IIXIIK'l' IBOPA IIIIBlR lliMIO RUCBL OliCJ'A wvm VXI'1'Q .JYBPJ' UMRZY ZIJI)QB 

rANKB BXLRII KZIUJI mYX cmJI llJIIn CABJG D'lliAG ZPJilJ JmiiiJ' KR!IIL TilC'l' U8KZI C¥)TII CXIIIIB KAlfSB YOSBI BlWI Cl"'TA IIOVIR 
!YBQV DIICG DICC ORrlV RlMIR tnLL PUS DC IUirT VDU CIOUU ltVLW 'fCliOL YBIIIl DDISZ IQDXI DAWAB c:DJ'Et m.uT IBVLO I'RRIM 
IIIIIII lmJLP PIIIIRII IICMIJI lllPIIG A&TJA YXLZX PNJIIII JIIUBC cxmro IZUGC OUM8R I'lUIY LZXID AMIJXV JUJIRI) IGNRI PWIIO BZIQO OIJ'OZ 
J'llllll AUU DDIIAA LYPPP UIBRI MDIIIZ OQDS IIAIIUZ lZUJ'U MilliS OXAIIS GDIJ[ ICZOU IISYID 

VGDK RILCR OPI'VY DV'J.'l[l' W'1TIK IIUXBR INDPI BBXXX DABAD GIKPM 

1'011 Ill ZBK 6660ml 231519T IIBM-99/002~ 
PSD DB ZIC 662ol«:8 231558T 11811-99/00238 

3070 2323 1430 8943 7803 l!2l2 59'12 5937 
1067 9123 151.0 4Tr5 1871 1963 8741 3'l28 

J'IBGCJ JPQIIO VCICV liiKQII BACilli IIIIDII MR.JZL ~ YBXQI VB.r.L'J: 
GABft QrBVB ·~ OC¥lo1B KVJM) Amll Clllll1l CPCP1' D&JOZ UXClCB DABAD 8!D'1'Q I!I!CIIO TPIIAD PPIIIR K!BKP IIMRCY KPIIIR IIIIABR ucwv 
8S'l'Cl' IIIPIID VCBOQ TQJm' qmo. I'D'lVQ ALPPI mc.Jll KXQlCZ ZODllll l!ZR'ro IBQI'l KQIAil .uMRJ lM'DI MBJn' FCITV CY'I.'VB IIIJ'CA Nm 
.nrmA .JJ'IIRL VBI8L AQAV wmLD BDliDD BBl"8U IAD08 JIIIIIIJ IIZ1IYI rDIIIB .mrQ IIIDCY TVBm l'CAN ZIQOJ YYPDI MBnU YJIIBP BOD'F 
ICC!¥ BARBR OIPfB GICIO PIIDliJ COI1IK BTIIIII Oo1XD' fSIII'.I[ M'OCC UIIIIII'I SOKAB SBrCJ) RIWM UIIIU DABAD BYD'l'Q 
.JBftA ICRD'I!B ~ GTB'm WBn llll'1m u:ax J'I'BQG Jl'QBO 

6660XCB 231536T UBII-99/00235 
AM Ill CliO m5JCC8 231521-r USM-99/00239 

1'011 DB ZBK 

3080 2323 1430 8911;3 78o3 l!2l2 59'12 5326 
25~ 5223 J.ll45 8140 5237 lt6l.8 7319 6124 

VI 

~ 
liBrr llltQBC XG1IIM UKAZZ URiml IlHlV Mlll'lll BCAXB lm'IIP CBIIDQ 

PJ'BOG CW'La BIB!R BIRJC BIJVJ' mam 1IZBIID mJGQ IIH.VL IIRl'UG ADLLD umJO 'l'QVQif IICIXIIX UW'Il RI!m l«lXMS VCQfG LOZJII) 'lWPU 
OKDIIL .JIIUIIII YmiiL ZGDO IIJZIIA IZGIK: AIIRIID Z8ZZK ZIBPZ ~ ADWJ' UDZAR N;;PAB I'WBD XLRLO ZIIAKD .IP1'lKW IOO!SL LDFBl' BIQLL 
L!IIIIB .lBRIII II!Aat JIJIBB DDIBII KCMOJ' 'roBifl IZIDll liHIPr .AQIBG Cl'OKD OIIBXI WOAIJT KIIIVO (IIGMI) RKn'l' JIVQR DVZKB Daaa PAIWL 
~ fQJt'l'V MA.JR -T liZOI8 ZBCVJ :a.vm WR.JIIJ UinP lUIUZ ULlCIIB VLC¥:P PPWG GIICBR .ABADI IGJCJ IOPVC mDOR BGMIB iVlU 
LVAU rBABL BIBLB IILCVD liOV'!I JVGUB QlDIKC 'IDo1ll V.JLIIIC n'DUI T.Mml ICXl'L .AMJriC ZZQ,JZ C'l'OIIM IMIIII TnlPK KYlC(B ZQ::8I' I IBn' 
VIlli rrJIOG CW'La BKQIIC 

VD Ill ZCA 7l20E8 23Wt8T IIBM-99/00236 FZX Ill GPH 61t60KCS 231552T UBII-99/0021Ml 

20110 291!3 1.020 6350 2664 261.0 81108 8125 5571 8823 1520 6350 3 .. 56 1!.997 0112 '1015 

lllloJBII Br(lfV OQIQit umlQ KQIIID IIUJIIl IDlXI VZIXl'l' JIIIJlii camw ccnx CCUKL QF1IOB CGZXT BOR.J]) QTOCIA :ur.rm ZIIIII WUD.JL mKPr 
UIRB OCDI!' DITB II!UPII IIQABI VQJUf IZBAZ mQJ) .llmZU l1IZZ!Z ZXYPD BliXLZ QSVXT OIIZMP XABl'G PKIBL PADGI AZCLZ PCJUQ DIILJM 
UliDII CIUIIIR CIEGU IIIIYUIC CII!RI IIIIRJJC UMVDI UAQIB SIOPL UICU .JmL HXIIDJ RBoJBII JIQlXP 1MIBll liCIIOU P'l'XVB IGORO ABIIR LltGLS 
U'l'OZA J'J'CII IDJD mrm AIRPU ICDIUX BQm. J1'l'AB UBOIIII lmiBA IIFXJO DJL'lB HXODR FJIIGT XAIJMB OXRLC PNCGJ ZXVTB BDBZM GIARB 
111011 WAICI!f ucutr Zlft'! IPUU wrLT OOltBI lllllOB IrADII 'l'UIIICII IIKOill CB&liiE QIKUJ' IIIQXR GJLQV JPMRT DoTalll JUDPB QIIRIL 'l'li'AM 
ICUJir liBJUT mxm PIID: llfGOU N:AII llfiCI NYOZJ YIQIB IOLlW OBTJA IIKRJO IIBCIID lliiMUQ DIIKQO PDIBB TY'l'BI lWOZC OLWPB IL'DIZ 
nvcu lllrVII IIIASI VQJIT AIIY'1'I ZUllll'l BI'DPII ICl'J!IL rmmt KORBK TrKAr UFBl'O ARMl'Q BILJ8 CIIKLX P!WV CVJ'IA 2JIIIIC CCFII CCUKL 
UJI9YY YCIIID 'l'Bm WAXIIB YOIIJIA BRI'BU CIIIJJIY QI'1!J YTAGl' BOKUM 
V80J'.I mRIIII DlBI TIOUI' IIIXXX lllloJBII IQIV 

WP D& IQJ 614oKCB 231 .. 37T USM-99/002 .. 1 

5562 391!3 1350 3731 5445 7101 4718 3226 

DCOCD I'DIBX PJBOU PBICD WASBH WQ900 fWVPK VBTFC ZGCBP PMC.1 
IAIIIW IIVBIA BSDIIB UUZPU lPADQ DIPZQ MAIXlC PUQAP UWAIIC CI;IIVA 
1CABJII RDBJ OJAMA CWCR WGAC¥: RJPPr II!IMI¥: CPIDC ~ 'NISV 
DCOCD IDIBX 
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MKR DB CUO 7735KCS 2315'16T USM-99/0021!2 X'l'G DB IZW 6260KcS 231433T UBM-99/00247 

45)l. 4523 1505 3749 o665 1549 3278 5326 1016 5223 14oo 3749 3698 5815 8J.56 2729 

lliiFF APMBC ROBGO AYJ'AP EBBJA MDtiOb FBFCZ .ACQUB BAVKR YO'l'XR GBIGB V8DAI WZBZJ PLDZY XIIXXQ GPMAO VYRZY PLFIIJ' PAPK'l' SXZOB 
JMFSR J'JQPG PQ;AA B'lVFK IIBG'l'Q AXliiZ KKIOT YRYJB MDKBC JIIII)JJ QIIIIDZ emu~ l.I.PBS I'BGAR J'APIIII Il'GYJ 1.RCtiN IPCUS X'lm'V YY.JMI' 
XD'AG AABGD IIHllOX DUTl' URIIKD KVMBH BKYNZ QPCUG PIISB liPJZX AlllfAP JUDCI AQJDB UBIJQJI WllliBR GBIGB V8DAI 
CYCSX BC.AD.J IVliPJ BliK'DI. MKD'll RQZOG JiliTl XRBIII PBPIA USSJH 
FOABR OIZIQ OKNRA CIIIUli HJSTY BEPDI OQJ'SII LD'l'VK JQASli P!liYI 
OZMMI. IIIIJ'J' APMBC MLR DB ZU. 6350KCS 231528T UBM-99/00248 

231~ USM-99/00243 
3132 1l23 1450 3973 1871 8236 lto33 8032 

MKP DB GIOl 6100KCS 
FBAPB w.m: FOmll CIIYOY WLYXD XBFIIR (linT DI'KMG Dl'l'YI IDliAK 

3538 2623 1245 3731 2664 9893 5762 7624 ZoPJliK PLBAL FlliPE UASGT OSDAI DRVQQ lfBXIIZ OBNZS KZZWL ATAXr 
liPIIXA PKDUt SQAN FSBUK lliiXQO liBRBB J"l''IRR UA!IVY SSXPO umft 

50505 971!83 768o7 37527 05989 69668 97;.11:? 35857 97490 59691. Pfl'Gli PmOB RKCHA QO'DII O'l'LNS J'JIIUX BX141 STPJIC liDIIJZ OAifCC 
:15247 58919 19825 97096 71!697 24737 32981 05293 24799 79062 XKQRV WAi'l¥! XPKI.J' IKXBI WZYBQ MMPBI QVQBG TAYBQ DVBLK SCJVK 
'16985 9'1'+79 776d7 49067 39369 89659 1ol.73 75m 742o9 86934 JSJ\JE :r.KMPA MFLZX l"LCMZ KVliOC ISZQG RIIZCli ICXAD UYILJ' ZBBCS 
27960 33974 8o698 85919 88744 75279 57373 69556 75799 95210 LKDVS UIRXZ IIJI'l'O LVliLQ LVVKR PIJIIlB PNGT YTl'm OQJI1'0 llfiYB 
.10129 16059 1ll.l1 91597 57999 52389 19873 7760'J 7~98 8:1571 WXD'l'B KBKBO GGGUM IIAOCZ ZSSWA Klllll"M IBOIIG TIDY I'IW'B w.m: 
6021+9 63198 73570 58988 95047 96945 97964 73539 97488 69873 
73689 75387 89896 96397 742o6 87491 57059 64m 958o7 39879 
71591 98605 96743 8oOoo 50505 97483 MI.II DB zu. 6350KCS 231541T USM-99/00249 

68;oKCS 2314lBT USM-:19/00244 
311!2 ll23 1450 3973 lB7l 8236 lto33 52ll 

XYR DB QIN 
FBAPB PTilFB DSIIIIT MXKGX G'!SJH 2SQIOC CKPAL NIBX TABOr IXCYB 

0'\ 
9536 Bli23 1345 8J.Ito 1871 5095 t3IIIK 4224 LIIBK AQVLP 2'.UI8M ADTIA BYKUC XV2oKII RIIJYP IQIIIIX SCGXL JlfDK.J 

8 FliWRG DlVW OBr.lV DC¥1Z YXZKX a'JJII I41KQ mLRH IIBLQZ MMI1Cll 
JAAAJ CTPIB l'IOBFR BRRDO AIVIO !IEORS m.PIB OYCTD CAROD BPIIV RJPGP GCZSJ YJZVB AGBOR GIIIINT WDPGO J'Pl'ITX FCIIJ'Q DIIIWP Ullll4ll 
Bi'<OBB ODJDI VIZZO VBROR Gi'ITII NSOlfl'l SQTI llOreB VBBNP Bl!RDO mea: ZI!KPP NEQilU UUBOB CVFf'P RSBXR DRRKI 01/KRT IW'GV IIIISBP 
AFMJB CIIPJ'U ERROL 'IMlBD MRSPO SWILF XI!OIIP mmn. ZADU 'l.WBPA J'EAPB PTDFlil 
AO'l"l'£ OHAOC CH:'1'I MRXBI MrN'm LIABA AIMo"Y PmiB l2iLRC RDIBB 
JAAAJ CTPIE 

GKW DB MKP 7)20KCS 230925T UBM-99/00250 

MRS DB IIKP 7320KCS 231509'1' UBM-99/00245 2035 9l23 o620 55ol. 3456 6625 9399 li8u 

6526 1523 1435 8943 5445 66?5 0091 5l28 li:II:B OIQBR UJA'Dl RBABM BPPDV' GSCBT l'll'ICBR B'l'DOL SBIID'l ILCMr 
SJR'l'l' TmR lll!llllE l'IRRTE BIIAft BYYMA SIMOII OARIU IBI!MA AIOBT 

CCFII MMXAR Kq,IJIM 2.BIIDB WIXJA QSLIIX BDJlUl JBl'IDQ VJNJO BRml A!SU &1JBIR BIBIB OOQI PROUB R'l'BSP DU4AA GAIIBB DODD ftLBI 
GKP'l\1 BMIIIIY CIIBGA XBl'ITQ 'G:ISA LDYliE GRIJT XASV!f ~vx '1'0KBJ' llSMRD IIDliD liOIXJI SBHIR ICJ'AO B'rBYII RIIRAL liiiCMB DBRPO LYNI 
lZGCA ZGEFV BXIME XM'Z.BO QUDPE l'l'l!i't'l DPHIL PJAMII lllQIJ XBPBB UTID CIUoOT PIID'l'O OOBXI AR'IU Dl'SV BCHCE OIQIIR 
REORL I'IGliG caGB PKIIIL QSZMO Ulii'8K PCGQP LllliiQ IKUSJ rxs 
XTilMO Fl'IXIIS cuzcz VYJLT QZ.AIIJ NANPG CPFIF JDGPA Q1CCCX CCFII 
MMXAR IOU DE NIO 6l20KCs 231585T USM-99/00251 

XYR DB MKP 7320KCS 231553T IIBil-99/0021!6 
8524 7423 1410 6350 7263 4tlto 1793 721!6 

DCOCD KVBl'IR ELDCW lMJVS :ro&Jll IIIMfll JLBCJ( BVBGII :IDIICn WAGLP 
9026 2023 1500 2110 4257 6625 Olili4 29124 CSSUI ZTDIN QHBYX PLl'IDI MLPXY PIBYJ' GCUll: llllSXT FZPJD TYBLl'l 

FVXSE BNRMS GYQAG OGBXW BGTUB EPIIXQ JJLBB OKYPJ PU1III' RD'NQ 
ccnx OOLlC JIIIIUZ Y'1WBP MQDBA UIUBD UQNBV JCI.TO BISRV WOOQD UKKJX Om.A 7.()XVt. AI.Kcal V<IILF WUBBT GCQYQ VOGl'ID CSXGA PHQAZ 
lllol1ft XOVKII ClfBDll PGUA MPKUD WGLPA CBIIMK LiWTV LI!Aical Pil'IIIJ' VlDBT QLJl!M VFl'IPK KDBOl'l :ma.x nuKR RIIGXR STQIO MSX YIIIIZ 
1IGVCV UILXD OKMD' IISAXV OVAIII CXPAI D'CliX C:CJ'II OOLPC AQSNF TIIUIX 'l'Z.ZAIJ PIZYM Y'JBLY JPIIX8 UIICJ'K CQIRM MJSKB KHYJV 

VIZSU QSXMC AKIIPQ PIISSY BGNRW J!Sl'IOJ' BIIID CIIIIFV ZTSWY XJSBJ 
DCGCD KVBl'IR 
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BFY DB lHI 7510KCS 231~51T UBM-99/00252 I2'M DB Willi 7290KCB 231~19'1' USM-99/00256 

7576 1923 13~5 Ol2l 7263 6ll69 5320 7744 8575 3723 1335 99'12 1~76 5tl33 3917 6925 

DJDJll GlKPV' OBYZY LPY'OB VBrQr JISCC IPUGA LVJAD qNIK PiliGR PPIIGG RADBr JRIIBI ACOIIH SMIXB BZilGO B!l'fllll LVVBT YKV.AQ 'miVB 
IUIIII Tll(IIO VJISC CIPU'l' IDIL\ ARS IIIIJGB DAOID IIDIII¥1 GVJIB ZPQW SOVUD IIBPC¥t IMIBII I'ILIK VPPII D'UJ'O I'IRBQ IIMIIJV SDBCY 
MBtCaf RA'Dlll ACAKO :l.K.QUC cmloiC JIBIIO UIPRI LCIIUB IMIIII Xl'ICV iiZNCL FIIIQV BOOLP GBRCL AFrl'/1 XPPSO lllU'Bt OFIIX BLIIIII IIYPBI 
AllllRY PDTAC YGUIP FAINT IKBXl' PZJIB MGAIT IBCMF AIIIICB UUI!Q AVJ113. CliiiiM 1ZD.X IIIRLZit ZYJFU JY.ACL GIYOJI liBIII'lt JDIZV Y-.a 
VJISC JIZICX YPZJI liiGAI '1ft(ll JUIIF AlllfCB UIIIIQ VJUPO JIBIIB PIIID nzzo &'l'JQl' IIZSIIl' J7JIJ'l BCPD'l' X'l'SQil BVARQ IID'BO LPinl 
B'l'l'JI Bll:!'l vcm GUIPF AliiiTI dJOV BXUPK BOliQJ DIIICO CllftO C8UG D'IOR USQl'C llllllB'I cpum BOCCA BABZQ I'DM' GII'JUB IZIIJV 
VFAIII CBUUl NrJU I'OJIB IGtKP JII!IIII YCIII'A l'l'GUI PI' Alii '1IDD JI'DIT VUXZG CLIAP AJDIK IILSIT FniiO IIDXI I'PIIQG RADllr 
OLQJI BMCD: mea~ ftD(J IIIMXX Dm.JI) GYICPY 

X'l'G Dl Willi 7290KCS 231537T USM-9~/00257 
ZIC .DB JSD 668atCS 2315500' UBII-99/00253 

5525 11023 1lwo 3731 78o3 5833 8156 8324 
2596 6!!23 1~35 6530 266~ ll.6.l ~726 ~505 

DDIIAA ZJISBil .mmr LIAIK SCIBZ ABIIITI BIIBUM CVD/P IZDUI LBJZD 
DABAD SOliiK AAOTI ~ I'IIIVB MAYOL BDIXI KDQIT KKOZII: XOCIX MOL ZCBHX ZIIIRr ~n liQLQJ' RIARI QLBZS IIJ'lW Ln.TL QVROQ 
OCUA FSRIA muJIJ DDIIZ II¥>QI 'lVAI' Plliial CYKI&.T AJIIRI .AMJK Kllll'l'l YISIIO IIQRPB lli8IIB IJZJ'G P!LGT CVGFX RII.JVQ I'ZIIAT smr 
UIUIIR QAIIDI .IPVJIU TIROK MllWC DOIIRR ClCAIIU AICROB DSCICD JYDG GISIIC GZIIC'1' J'IIIIKB VPQIV CDVQL IIZWJZ YXNII'1' YJIVP nliJK OLIDG 
IZB'l'I Z'l"roi BQI'Dt KAAOZ IC¥11U TlVOU OBOCL xoocc IQ'II¥1 DIIAII PIIICJI lllllllr umt'l' PJOCP IIJlla' I'PPBB lVlMI IGGZM AMP BBPFrl 
11'11111 TIVPI' OIICII DAIAD SODIC DFD'rL BRLJJ' lUAIZ IIIIZYJ YBIST CQQIQ BZmG ZBBIIO BIIIU'J VUUR 

BniiB J'PGK'l' GSIOV SJVJM SJXUI I'ICLIII YJJIMO VAQAS KVli'.IK Aml!Q 
VCISJ' llfJ'.Dt BQASO Jl"l'QQ BALOQ AAnJ' cm.u: PllSAI: SLIIXQ CBOO'l' 

!IIO Dl BrO 7990XC8 231~ USK-99/002~ VIUIY IIDBAA ZVSBil 

3o66 5tl23 1035 ll20 7803 3565 2125 8710 
ZCA DB Willi 7280XCS 231~ UBM-99/00258 

~ CJ'IJ'C CYTVIII IRlYII ftiiiB rom CAliiiR UBRPA VOKIIB OUIIT JUIIQL 
..... IICUIIU QIDIUI osm vunz lVUSU RIIIIOO RIIADI QAIBZ ABliJV VII8All 9572 9123 1~5 5161 1871 la.717 1081 Ja.326 

BDDM CAII!Q BrQBU TVDU OZII¥> SCIIIIf Did IYTAI UXUID KADIII 
OIKSO Gn'lll IJIIOL JIDAL ICCIIU BVPOO CJOW BmiQ IIZW I'D& IIIIJBII GEBLQ INDIIl' caoox: YI'AI'P PIJIOOI UXBVA CUAP PYIIKF RUIIIJ umzu PO'Uil IIIIVI lfiiDR l'IIUIIV laJBOD ICF1U BIXUZ UlW.'G lllctll YYlltll MVIII'Q WALl IMII¥l IIMlO PIIKBQ CDBQX '1'UCUP D'OBA 'lVAI' 
!JDUA OAKUE OBOJ'B DOSm AIIIICA UBIIAC SLDIV LOQSZ AIIIIDI XIRBL PZBAZ lliNL1 rmro MVQIN DZl/111) ~ uncru CIMXU llii'ADB SIIIQl' 
DIIIIII DOKPJ II'DISU HDBir DDIIP IWIIL ATIIIIJ BVKID IIZICA BDQf BI1IIPU DGaDI YFilUC IBII:D AmBO SIMAX MZBAZ XYIRZ IU8VB IBPBZ 
DIQA IBJAO AIIRP Ffi/.PJ Yiq&I U8DOE KBOMD JOlMI lmiCII Ylll!l QUXX IIIIJBII GBIILQ 
DDIR B!BCJ AOAD IIPCAII BUD: CFIJ'C CY'l'VIf 

ZCA D1 lllU 631lQKC8 2315o6T 11811.-99/00259 
NL' DB m 'l'720JCC8 231lw6T 11811.-99/00255 

5032 2123 lll5 3731 o6ll 77lu 2620 ~~ 
1576 11223 1Ja.2o 9969 811.23 6616 1otl1 5936 

IIIIJBll JYIFY OQiaiY UFYOQ KQDID GUnQ' UOM.JY mm ovouo IIIRVD 
IIJII(JII ltOZIIIf UllniY I1JifllB YBB'l'r I4UlUD OVARU IIRVIY TPBUl. BAI'AC IIIIBU VXPBII HAIIII .-m liM'.I UCVUK CR06I GYKPG YKPQI JlllfYZ 
IIIIDY QVVIY 1VICI IIYlUM OJIQRU IIJGIAV QJ:r.DI OIQJB IJIIKIJ WJ'PIB 8CABI JYTAR WBZO BDIIII QPIJPI1 GUJIMI DICFB Ill/MIN Al"l'lC lUGMP 
SIIO!B IIIJIUD nvzo QIIQIU IDALV lmM YYILO B1V!K ~ 20XQK BBSTA IGIQlm VQJIN PBUCV IIKCRO sum: PGYKP GlKPII .,QICA LYGUI' 
ARAZA YYJI'l DIIJII PUJLQ Ull'l'CA ZGIIS GI'O'l'll IB:RP JlULCII: IB'IIA. M.JtYF CIICPS BQia.A QJ'BZ W'OIIL ZUDl.Q I!IIIIKI CODID KVOUO 001IVK 
WXUBO JIBOVF IBP8A IfBDil" IIVIYT QIBVV UGZVB llll1lfD lC.VBIIl VIJIIJ' AZrlCY MYG At:'i'l."' lfAZQF BUCRI CIJ'1'!X OIDX liiiJllll .rrav 
UFLVI YTLYB RQUCR FIBUII UIUGI Ol'BBII BGIOP LmLP IZM GVI'OP 
VQIYJI RIMIP OTIISA JlllltUII I'LIAII DDIIB Y!Z'lS RBDIQ VllrYI GIQYI' 
UI'LSA IIIKIIB OJ'n"r LJ:CPK IIICIII 80PO'l' liBUIIr IIIYIR IFIDI QIM' ZCA DB 11XU 631l0KCS 23l528T 11811.-99/00260 
LSAIIII IIIIIIJl[ BGBGI ltOZIQI 

1586 IJ223 1Ja.2o 9969 ~3 6616 1081 11236 

IIIIJBII JYYFY OQJ(IY UFVOQ ICJYD' GUJIIZ UI&IIO QVPUK ltJYYI' Imml 
YKPYO UOillll vzum DIDKK ICOCY SUBIY Cll!liX GUIM'1' YMCGI YBPUX xvozu OOCial .,QPE RDZBA ZPiliiB XAPal Il'CZII AZf./lltJ PIIUZB KAZRJ 
YYJ'IIII TIRIIB UIIUJM 'l'DICM IlW'I ZQPUK D'IIGK IIIOZV IIBPB ZQlCCt 
IIIIJBll .nm 

• 



REF-ID+A-&4556 

MICP DE DR 6070JCCS 23l.456T 111111-99/00261 WMN DB ltm 799QKCS 23l506T USM-99/00265 

8o26 5323 1410 3731 7263 Bb4l. 5762 'Mi25 4o26 6523 1325 6530 ~ 5653 3395 6129 

DJDJD TIGAJ IIIIJY TASIQ DIAGII TIMrQ ULZV! nBBD :mJQII KlVGC PPliGG SPIIQJ) I'OXI!M AB'.rXX MLTPC UBIIIU AIDDQ M1Z'l"l' QqMf mm 
tJV!IXI IIQLAO COAZK SBDXD u~ IBIIR POIIR GALVG YICPIIB TDIIT JCLVOV IV!IS QI(YQY JLvm: JMDB QMIPQ KIIAIIZ VOZSQ IIIIX'1'ft BIIUII 
YLIIIA mvos IQDIII RCQIIO XKORB WADBQ OZPn ZGPIZ 1'KIDQ JUQYJ QLIIL BZNBP J.JJ'BL VlaD' WMCSC SRIIP CBRBT MZJA 1BID'B IIC'llll 
ISCOU l"'PII YIWDI JUBRX ARQTI llrSBD XllJQII mDII Yf¥PA B.JIS CSRPF zmiP I'l'ZJIQ YIIX'l'T MYCDA OASIIL BDMD VXNO OOBBD XIIJSZ 
C'lWJB TIOAJ APSZU TPIXX DJDJD TIGAJ PBVBK GASAP llLXBT ICLJQP ItSYLQ OG'l.'UK AKPI1V GOOICP LIBIIO .AAim. 

WCSIIC IliJ'IIS BKJOB CliRZR I.IOCII IIA'lSI lllQOB J'RCAQ &TSXX PnaG 
SPMQ1l 

87'1 DE PBI 75l0XCS 23l518'l' USM-99/00262 

7586 1923 1~5 Ol2l. 7263 68()9 5320 8o44 LLZ DB DIO 6260XCS 231541'1' IIBM-99/00266 

DJDJD cmcPV' OBVZY LPVOB VGYICP JISCP AMIICB LfiiiiQ WJIJJO JDIIIII b538 5523 1450 8l4o 2.645 !1749 "-493 9141 
YCIIVB .AIIJIS CJADQ I1AART EKBFO K'lVUJj a.ruro CIIRDI OVBTI III'PIR 
GSEIIlt QB!f¥ .AIIBIIB CSDAK SGDO Brr,a/K OZKKO ZKGUI PQII8G 'DIKBJ IIID'F BJCLBC SIIIJB KAMVA BX'l'IIU DCIII'II Ql.'l'UG IOIPYA RIIMl'J LTLm 
IBMQU QDIUlf GIIA1.I CIXCK AQl)Pl' YLCD: MSAAV CBLRQ BlCQ,T.I BIIICOZ ZQBSC .ABLl'Z SIIJU IICIIIG 1WliJ' VIUIGl l'IICIIA KASBQ llBDIJI BLJLV 
KVEAif JIBIOI UGSPB BSCIR ~Q JIBIIF AMIICB LRIIYQ WJIJJO JIJIIIB AxrtUJ XIIRRF PQSAM RCFSD CIIKAX WKIS <UMK RllSIIG CPMIC cn'l'U 
B'l'fJI SCJIZ K'DIICB POll1W UMQCB RliMDY' IITDIF PIBQ8 BDXQJ!: Yf¥AD BXAPB lllOO'M 'I'BIXU IIGKR! QKXIIB QXMJP IIIDBQ RLJl.J PIOUO YJUIA 
BriECS DAKBG DGXO ClXOC Ylll'f¥ Jll!IIB y~ .AIIJIS ClAVB DIIIIUX IILZDB SAZVB CYJZK PliZAA UBUGU MAUlT JGIICII WFVFJ:_ IIU'DI: BQP!U 
mAJU PO'DIIC D'OIIT WMGC lKIICr KMIIYQ WJIBM maa DJDJD cmcPV' lfYIUII '1'QPRU LBYJB KDQPB sucar KZKAX IOIKAG CISl8ll JCLPAII I'CAIIC 

llliiiQ' LPZ8M ZPPZA PBKRC ODCIIII PMBLO '1'QDJD IIKIJCJ' BI'OIZ ImiU 
IIWLDR nw.w 8AIIlfA YYPIJI( VTJXP UllllUK rmKB PZCIIU 'l'ODAC LCIYG 

PZX DE YXI 6BbOXCS 23l454T Ulll-99/00263 liLPPZ DAQ1(B VDCZX LOYNII MDnW BSJ'AT JCLVQP OLOSG RIIZQX IIID'F 
BKLBC 

~ 
9577 4823 142o 811Kl 5237 6~ 0172 5038 

DCCICD I'DIBX PJCQU RMIIMD YVCXP 'IRoJMH ZYIDIF IQBIV FX'roC Y8ZKS ZZZ DE DIO 6260XCS 2315ll'l' Ulll-99/00267 1\) 
BZnW BVMPD DZ.IW' Yli'XIK YUBIIB QAXFI. PXM1.P RFJIIIL PGimf LXC»>G 
PLQXIl YGGVH S'l'Ql)l WAJ'm BHI.ll'l' MI.RI.D FIIOOG nwiZ UlZUP BCWIID 5088 4923 1300 9942 7263 964o auo 8632 
LOCPY GmRQ HB'DI: .JVADQ A'l'LiW WlmVII WKOPD JWDlll ZCXDS JBBDH 
KVKUB DFGFA alYLV YBPIG OVJ'PK GIILIIII .AIIICJ( mccr: DCGCD I'DIBX IIIIFJ' AIIMBC IIQYO'l' XIUliX c:uaa. OO'PL GXSliJ 'lliJBDI LOPBlC UliiMS 

PIGD.J mwc UBCJZ ZIICIW KIJJMM GUn'll GKZaC Qlllal qw.y PWJXV 
SAJCV ZIIKMB KBOPY BUMUQ CIIFCI. IIQ!W LlC8W DIIOI 'ft'ZQP ll'rolll 

l'1'G DE OAL 7830KCS 23J)i22T IISII-99/00264 PPliJII RllSIID KKAKC !D'IIP SPQVJ AIIRLY XliCKB JPYQJ. PQPPO CZI:IS 
IOII'm ClllfAS OCJVO l'JSOQ YliABX DAliM BZIIIJl' PUKXC '1'FSDJ ID4MXII 

6o54 2023 1250 8943 3456 5086 8156 6309 DIIOO XDl'GM XBllliB IIIU!'Y QIIII8X DIRBB Q3AMT ODKP Bll'roC O.QXC 
UXIIIII IPIYU 1IDMD FQILS VYLIIIC VBVUZ UIIMJft L»>II PGlfliU MniRII 

DDBAA JIIZNT PDRm WY&All FrfABF FFlCJO I.q;:Cil ~ IKDKS VPGAK XASGR LJUYJ 'l.'VIIPF BJKGY JOQCP YYAOY IlBRAS MPMY IIIGVIl ucm. 
ICGRII ~ UlDXP A'fBQII l'MIUL SAIIYD FQJUIS BriBP'P RYRZU ICZRX V!Uli.J ppqn UZXliQ IICZlC[ IIIII'F AIIMBC 
IUUIIP UIPm 'EIIQOQ KMillil IIPTRF XBAFB liiZRA FVMPV PUBal JJLHD 
lllfiMX IICIIIII BIICifi FGIILB Q1.ICFL XIILZZ YQVZF IIBWBII QOLIU PliTID 
ICLIIIF OPOFU C¥1ZBX PIIUAC RFRR8 XOKYY Bl'RVJ PPBOD DOBDD ZIRYB ZZZ DE DIO 6260KCS 2311Kl4T 1/SM-99/00268 
MOYGR YLZYX XCXIIV CPSUJ LSC.JII BMCIMQ UB1UM BMBIIC XGT!.Y AMIIR1' 
vvxxx DDBAA .JBZNT 5078 4723 1235 Ol2l. 1476 9541 3755 7627 

I IliFF ~ ZRFIQ GOZXR BPSJF XKIIl'F BlCPUU KQAIJV WOXJ CMIW 
PGI.GJ Cl'IIQI ~ 1'IIXIU IJUIY ZKKIIP lliiiU'l[ IIDDI RlllfiiB lll.KJV 
ICBGH VBliAK IZIIXQ MIIPVll lfCPIU AAZDO BCSZZ GTJDC APFIIII BMQJ<X 
IZPVH JI.ZQX mRZ'1' XIIGCI DAOGL IIRAlUI MIIJCT RIID'B CBC»>P QPUtG 
SYCUC 1'IIQIII. FJPMII G'reOR XOGPB lBIIDB BIISLK PIAPB XSDIQ ~ 
VXIIFO P1IIIIG llVlllfi KPBAT TlMU. BQIIIIC .ADIRil RIWCT BIIGCT IOLBL 
YAIIKIJ YaiiiD liiQIZV UVOBL mBSR J'IDIR PIJYUl[ 8JQ(XII BCSUD nz.ro 
IYPIIIB KLVCR UQZII PGAD: IIBrF BrQBC 

•• • .. 
--- .... 
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DrP DB m m5KCS 231~52T IB-99/I:XJ269 rBD Dl JVP ~55KCS 231631T IB-99/00273 

66~ ~91!3 1lioo 01.20 36IK lj6J.8 ~~ 6938 0025 5023 15'W 51.61 521.6 5833 lj.7J.6 3627 

J'PIIGO IIICBB GPrPJ' BDBOV IQUIZX LACQQ mDtQ ICI.Al LCPIY IZIIBA JIIBJII DRID S'lWII rozZil IIKRIU WQICRI MPPl.J VlCJIOK GBJDr OYIRH 
IIIIIIQII Al'CBC DllliC DIOSZ III'II.JX CIJIIR IIABIIZ u.max: LJAV't XIIRD IIUBAX PMSOZ XVIQQ 'VZDAII llqu!X B'mHO PMVQ.J' XAKYI BIIXSII JDMV 
XIIUAit Ollii!M liUOUQ DILB CXRGD IliiiiiL. m£IM 1JiiKK YJP'l'll ID!IIC KmTS ~ Ml'IIIZ ~ 'IHI'l'lt SUYOZ 'mPd Rll'lm 1011\I WBYAB 
DRIUB lll'LAII 1IUBZL IIIOCI1J IIBflllf XLIZY CPRLT OlllAil mJGA WRIIIZ PBUCZ BDULQ RLI1T IIZLCF J1IBJI[ IIIIGD 
OTPBB qmlJ WBBIII IIJBBT SGmZ AIII:K IILOAII J'DJIICQ 008Dl' aAZr 
IIOYOR QDIJY lUIIAII MlllolB DIIIIII Kl'BIA !IUQZC 1'0XRC UULRII KBVSR 
RICIIA BQLJB VliiPL VLCL8 R'JBlW UJOCIB RltAII'l' FI'JIGG DCBB D!O Dl zzz 6350KCS 23l.629T UBK-99/00271j. 

l,aJ2 1923 1535 <J9II.2 6620 ~5 7300 561.6 
ZZZ D1 IILB 6]11oXCS 231539T IB-99/00270 

IIBFJ' D!'PBC DZCY JCPJX ULPU SIIKQU QVJIY IJliiCQI IMIIO SMCCZ 
7206 11623 1.330 99112 1 ... 76 9109 ~ 95'W XZGBr OUIII'l" LZmP YOBQI I.GXVD JKZCQ BaJU COBP IKRZC AZDA 

UBZFA UPIVII ql.RUG PJV!Z l¥lYUJ' Ymll liJIII'G IYQDC B.TQJII ISWMlf 
IIIII'J' BILIIC IIICBO OCBirJ flll'Ql IKQOY AGZ.Jll QLAPS IIZIIIII IJXCIIO Xlii'LX ZZSIIII JIJIIV IMIRO AADIII ZSPOB IQVBJC WB'IIIU 'DGI'RK ~ 
'ftiilll' KQMC VIOVX liiiPCR liGQIT LYIDR SIJW mr.JS DZGI IIIBXZ JABrr UDIBI ULOOD SCliSl" EPIIlQl IIIGKA OP!VS liiiJDlt' QI.JXA J.JUAB 
.AitiiJI WAIMJ CXK'lA. GGDIII TJ)][l1J IIGII!U I.Dmll Jii'Zla. LC'J!CG CIXAPJ' VB'Mf Dill liQltAA OAGilH ZOIZN AZIXX IIBFJ' DrPIIC 
IIICYI IZJJC KL1IG ORDDII IZI'PP 2'4IBZ UV.JKL WIQW ZULKI TfQJII 
ZUKUB XIIIIRII IIQXPB ROIIQK L1IOZV CDIIIQ YAIIDV' BCOCL BRZZL JGaBC 
PTAIIC SZRV'J fiJDUII IDOYI Bmi!X IIIOAII LQIIIIB ZIIIIP'l KIIJKll D!'l'QQ IIIO DB Z111t 21J2oKcs 2317l2T UBK-99/00275 
AYml VQKLT :ntUP9' WOIA QltQl'Q l¥fiJW ~ M1BZ lUftr ftl'oll' 
UJCXZ KQIIQV NXIB AUSII DIID' J'JUDP OQPAO WBDil cpoo: PIIIIBU 3550 2523 1.605 6350 ~5 11.21.2 89l2 ~ 
ZRDK UCIIIIK YIOZP W4l Plll'AI UCCQP llKXlX :rszuz BPZIIQ GIGUZ 
BICD RODif TPIXX IIIII'J' BmiC FniGG IISKRA IAPJM BKQIP GYPGZ ABrlllf WII.ABF PRQD' KZOGB IIBTrD 

SDIIG KUGIR QZDIO SCIIIJ' CGGIIX IVMJP SPKliJ' IOCMD liJJml ~ 
0\ JBDXO CHIFA DIIIP'X WAJLO JDXOII mPCD RllmA SFBZO SYOXA BIIDP 
0 zzz Dl JILl[ 6~ 23lli26T Uf!l(-99/00271 JiliVV rP'lD LliLDI UCllllll PIBAD liCIClB I«'Bt'l' Ll'DB LllliBG :mJSB 
VJ IIRRV8 KUml lll'l'TZ IIJIJii'A 8MD UIIXX PIBGO liiKBA 

7106 ~323 1305 2750 11.257 9109 Ei6l!J. 6o33 

IIIII'J' AKIIBC YIIDOY CUIDil QIIICI PKiliiY AOJ)Cll .AolVDH R!ID'IC IIIICQII no DB 1'0J[ 'i6'IOKCS 231-'l U&N-99/00276 
QIIB!K BOOlA W.BA.Q BINR LIZLD JI)DC VQZAB iWIUQ .JJ'IICII UOVBII 
l'U.IBll ZSLTA JMIII PI'IIXll liiii.l'L 'fZCIU Vllo.Tlt VKlUX J'IIIIIZC BZoMI 6556 11623 1.355 9911.2 3 ... 56 61.1!6 331.3 7001 
1XYQA. 1IPSR'! IICPR VBJIIII' PGIItQ lUiai IIUOD' GIOIX WBZIIA '1WOU 
PlOOI'f ZUIJU ZIKBF DZCC m.J1Il' II:JIII) WCJJ'B OYXDP WOIIUB BICIIlf DDBAA KVI.CC OYDIL J'XMJV IIZIIIW VWDP VGBUII DoJBOI IBJIIIK Qm'Y 
DIJGR cu:n 'rAilKP 1JTAIG: ZX'l!IA QI'S1'l K'l1IBil PlWDS KRLA8 'llf:ml IGXal Ql)lii'L WZBBB ARAUS PIYQil YEn TJJW: o.JUDB BC!ml IIIIOZZ 
:niBAJ DVIIII KlliiCII J'CliiCA OOLlU APDIQ II'!'1'IIC QLftP IIIILJ'P 1DIZ KIQIIIJ BJ'J'IIC l"!QQII IIIXICF WJSBP 'mOCJ) JrDU YDPDQ BIIIQP SPIIVA 
RIICOil UOIIOJl IIIClllt PPID .AI¥IB1o IIDIJL SliPllll 8LJDl IIlii'P .AKJIIIC WXlOIU XIIPSA IIMJOJ IXCXB QRXPP OYAIM UAZKK P'.l1fQ.J' JliiVZB DLTQR 

RUIIQC Yl"m RUVBI UCQZL OGBM IIPADP ZDPII: lllUIII SRJZQ IIIDHT 
RB09L TQ1ILD KIDJY YCIIG'l' Ql)liiiiQ ARPilG QJUn' IIIUSY BOIBK XHYPZ 

ZZZ DB LLZ 76'loKCS 23llu9T l&i-99/00272 llllUBL BJWKII GBOOZ IP'D'l' XYQUP JlWIF ca«<D'1' POBD: DDIIAA KYLCC 

6o66 ~523 1.330 1153 o689 61116 70~ 6o32 
ZBk Dl IIIIO liB95KCB 2316o6'l' UBM-99/00277 

IIIII'J' CIOBC onJll IW:"' OAlUJ' VCBlC 'l'1'DID MmiK QBLlOI JYQJJ 
IIB!Z.J' IIIIOKl' IIIIIKP I'IIUIIII LIIYCV' JIIUV KUIUI 'l"J22J' KXMJ'B ZPLI.I 2562 0023 1725 6530 06ll 2l21t. 3151 7301 
QCGIR UZPAI OIID.JR IIIW:l' CPBiiZ BKJliB 1lllliMI IRPDA SAQP IIORBO 
111mB RILlY I!IIIIBl[ GIIIBD ZIIIIBJ' LZliiKR liJJ'IIB liOIIGil QPIIOH 1111111111 DDBAA CXIAM BXYMr BUPJG SGlm' JKDJ ~I JBCl'G UOil'JK YXZWJ 
IIIIIIOD IIOLDL IKVGU TIIOVQ '1'BliVK CPPAII TLZW ICXIAG &JLrQ WSZD PUn'J ltiiLVl" KZZK!' Olt'D(T lllJ'XY OKV'D' YXGMA QoiBIIJ 'l'CRft LBIIGR 
OI'liC UBLZ8 IIQIIl'll I'II:Al' DAJPB BIIIOPV lWROII IOIPXA OJ'DIU SI.IUll mmz KerN Clmll DLXOJI l"ZZ'XR IIRlMlll cmaJ! IIIIWCE ABX1lll DCZRX 
QCPIIC IIBAII LCRil' JPII:A RIRW lllliKS PZXAU OIC.JDI l"'AAA IPIJBT ISYTA BZUUA VMBCI PIIASII VMQOO m'LX DASIO FrJQN OZX'N BIWIL 
SPI!IQ BIKBB IIIIIZB UBXSP K8C1(8 'l'DI'l'r :mlZB LXXXX IIIIFJ' CJ'QIIC VSliMS AIIIIJIC ZLmU RPBQQ CZJBi' QICXKH LBIIIQD BBIIIQ PIIOZX LliiBfO 

xrR'I8 HIM ~p YAJIRY MADliiA ZJUII: QAMIIK Q)'KGI OXDJX YIIMoJE 
VIING SKnB CKIJJ'G MJ1IIR IISVZC OAICJQ GlllliiWlll AL'IKQ 'mimi JIIIZPG 
XTJ.Q1: IIDIIAA CXIAII 

--~• 



REF~B-! A64556 

XD1 DB SF'/ 7830KCS 23l611T UBII-99/00278 

8084 3223 1520 1101 1663 50&. tlltll4 5120 

mBEG .JMIIDB AIJAB qr&RV VXGYM XOPXY CYCII'P ntTLI NOIIIII BCPKZ 
GQGRB NYMG IIS1VK WKYPP VSSXN PGPSQ 'mDIU ~ SOD'l.Y LKGBP 
DVZUO SNXDH GVVXY ll.LOO ZCLZP BUC'ro ODIII CKVIS QSYCN Dll¥lF 
JEERN PBUAS MJTrA IVIIIIG JDOO' RUQ4P 'DIXMN CBAial LGXZC QZYDQ 
MQIBV OZPIIA. XDTIIY .KSXAP LZVPE SF .ASK GTYZD SJmltl LGYIU EGBm 
JMIIDJ! 

NIO DB FBG 6830KCS 23l618T USM-99/00279 

o51K 91123 1505 2110 1~76 7435 1:\912 ~301 

FFBGG umcRQ BIITBV IHNEI IIBVBO OBBDI EKZICL JSBPM IIEVOV VIIDQ 

JESTV ~ JBDIII. DSV.AP PUBIIY KIJGVA liJIJilB UYABR JSPD BXrQ.T 
FSUDfl MQ,JXA EURFJ IBDIY KOBUE QUIBO DPClfS NYCXI WSAQV l'UNXL 
XVIUB AllliAT SDGJZ IIIIRUK SPTOO HS'l'llZ QUI'IIS P.rnA lll'l'rlt VWXA 
.ANQIII! F1"BBG umcRQ 

ZBK DB FBG 61l30KCS 231702T IISM-99/00280 

9034 9523 1.610 8~3 882o 7~35 3151 ~35 

FP'J!GG mmm QIOIND PBl'KII .naiiC POGIIII Bn.MD FliMDS JC1ILJ PWMT 
DGBOV KBGilP liVKBK KG'lZR IDQLD WKXCY YNIIZY YTl¥IE TAWC AOISO 

~ XPRII OQ10l BrB!'I VVIOD ~ CPAAZ Klllli'Q BrVIlL IGF(¥5 MZ'l!lO 

.t="' VMFBT LlllllA TICJIN BSUVIC C(¥:114 GMBZF IIZKIIB JPMPF DArm Ul'CGll 
OZBUU TPZUl VIZXB QJ.YYM AIINVF NQXXX FI'BGG IIMTIIB 

WNN DB ZCA 7120KCS 231622T IISM-99/00281 

2050 5523 154o 9518 1871 2610 ~ 6303 

liBJBil IIUXIQ BTLQA GZWAK BDilP DOI'LS .,~ GRQID vwcu 1'IIZIZ 
BAZVY YQClB KrAKT KICOZ IIDZDO BGPilG UI'IIIQ SBQj(J) YLOIIY lrDIIK 
ZKUQZ DBQXM lXLLA QIIIIC UQJIDV NAKAX URBFO w.zuJ) ZDUTI OOOVB 
AG8IIlC II'.I1IYV GCIIIK IIBYDX miliA VGGUJ' MVIYQ Fl'OUI ICSZB AZBill 
QXOFB KICPT UUKI.I KlfKilM VDIIQX LIKIIV YYQHY voxrc WJUD' OUPIIl 
IRZBA GBIIBQ ABIIIQ RICUZ YIWY LIIWI I'IIUZT PUZNJ YHPRU LAiliJ1I 
YJYTA BIIJBB IIIIXBQ 

Fill DB FBP 79'f.OKCB 2317~5T 11811-99/00282 

5048 3823 1650 89'f.3 ~56 41.22 8327 5~34 

80808 112831 76992 077~7 90885 2967~ 31134 19556 95070 00562 
89310 30525 71955 69'1l14 23393 71io78 96157 151112 32219 79065 
22913 65559 39674 79088 52967 ~3177 38317 112930 73353 7~ 
~1979 o6519 95533 13581 98976 66151 112322 96502 o6379 08671 
35869 93920 72913 98933 47~ 7353~ 67953 79738 91217 "338 
35475 73000 80808 112831 

·-

XD1 DB 01111' 6850KCS 2316J.3T USM-99/00283 

9566 8723 151io 37~9 6010 5095 ~ 3915 

JAIJW BS'l'LO BRDI OALCP Sli'IST UDNA FPBST 
BSBBR CORBA ISNET BUBNI ONAGK QLPOT BIWlll 
OISGO DIQOA IIUASO OGCOB RISIII TrOllY UR'lVO 
PP'l'LA lUIIMl DPSJC R'l'BSM GTPIIO NBRVS INGBN 

XDI DB VLB 675QKCS 231705T 111111-99/002~ 

2067 2823 1550 6350 ~56 l26o ~ 5137 

6~ ~7525 52198 56057 58212 31265 202I!o 
72252 ~52112 80765 051io3 62905 29953 02275 
99'178 0231~ ~7518 ~92 211282 ~1366 20212 
29383 75189 ~CJIK 82549 80505 01851 22541 
63199 50579 55275 11525 07237 00185 601.65 
~7525 

m DB laR 6070KCB 231.612T USM-99/00285 

2536 5623 1535 0120 1871 ~1 2611 5523 

28082 ~3730 82251 1~513 59827 ~ 55218 
~~7 63382 o8214 111123 360911- 21223 ~3 
71~0 38225 11957 92652 18541 lu31t8 7541~ 
221121 32329 15870 79270 32956 021.61 19112 
57325 9'f.375 ~ 341121 95795 67~3 32862 
76193 26323 282oo 28082 ~3730 

xm DB CUll li265KCS 231754T USM-99/00286 

4522 2823 1650 814o ~ 771u 8156 71U 

FrBGG JLQIIL QUIPU IIOUKC IIDIIll IZ'l'IA QICCJ'V 
WYGIIQ IIrloRII LONGN LJRIZ OBVOB TZBMY IIQIUII 
IIBIIXB IIK'BIM OVLZII NIJCIV MQRAZ J'JIQZQ COPn 
TZ.ZCQ OTrRJ' llSQFO li'DIQX Prn!C IMmL IIBIII'B 
ouur. OJTJR BC8RII lli'TIM ~IV nsss OIBSZ 
IIZB'l'J VIIIIIF WIJKIII UQIIO VDS'& OLIICO liOIIRS 
RGPGK QXQI'Q WVPI'I OIOUH BAS IV J'IJIJ'l'R liBIICB 
.JLQIIL 

.. 

VB'rrl ODOFA 
NIIFIH BEIJIO 
BTPIII OINRI 
JAAAJ BSTLG 

12069 2~ 
~07 75498 
87059 02252 
15470 ~15 
24123 10544 

25~ 62795 
3~92 1~112 
87360 52637 
26521 8~5 
3~ 21575 

JORPB JWDM 
IIIIIGZ I!KatQ 
WI.IIGX 1DUll 
ZOOlOI IIIINIC 
IIQJall AIIM) 

lli'lLB IIIIKBR 
lBUBP .AIIIIl[ 

BDIIPS 
IMiAA 
IALOB 

85375 
9587~ 
86775 
15247 
681186 

59121 
~56 
35262 
37210 
11958 

YTOJC 
AMSRK 
llqroJ 
TTIIII 
WIBJV 
RIXrO 
FI'IIGG 

' ,, 
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m Dl F.AX 77l!(lKCS 231651:1!' UBII-99/00287 CUll 118 Wl'llf 7290KCII 2317.J4l' USM-99/0~1)1 

6o62 2123 lll5 99112 3456 7741 3070 9124 3515 5123 1600 2750 5445 56!;l.." 2396 611-lo 

DGB KCJ1.IOr IIBDY lWIIB !KOZK MUIU& Alii&JY IQ1.0Q lff.AIIIl KOBPII FFllGG BBC8P ZICVX Blll.JF GI.P1G FIJIISQ 'rui.GJ Xlf:mJ Mlll'lfF XCRP.B 
UDIIII OBIOO ICRIRI ZISQP IZP'DI lfCJQJ.B OlfiSG BAIIIX Y'DIIJI VGICBP YLKIIB SYLGII D'riiMT KXIIZD KPSER DIIOUQ 'l'LIOOJ lLWYCC XUi\lll ABRFA 
IU.UR QUCRR CMHDI FMI'Oit '511'1"1 LYQZK J:I'SU VI'fill CMIDlt DIJMM SIZPL Sllf.CP IWPVL qlXJI JCXI!K nAFR JI'RGV lfAKUG XKOVA LWAD 
niBO GKPUI VCAIIIU JAIIUL YBI.KB PSVAI PMIII VAIIII.V BAIIIIII IIISAlll WSSG IIU!Kif .BDQSU AlaZW ILLBF MLOitS LPmiA OEVUV RRliPG R~ 
IIIIOCP VIYD' IJBIIU ca&rY IPlD JUD'I) OIIGICA BAZAl' YJI'l'll VIAIIX IMUG CIIOJil[ lBIGG r$V.AP OOGSll lWQSB CJIKI)]) PXSCQ KEIOK KFBGQ 
IIIIFJI Y'l'l¥lQ ncBBQ ZAYm :miMr YDIIG VTBIIll K1IBOS Alii liMO IIQVIA AMBFD 'l'BDKP IIROPJ!: IE'l'KZ ZllJJQ( ICJJV PRRUit lfi!EOS XIIF.AG miJ 
VQUCR Qalllll lllMIIU '1'VTrB SlY'I.'R QMHl' Ql[C»>IJ IIIPlCP 'DW'X Z'MIM ZIIIKR GAIXX PFl!GG BIIC8F 
YYIPB UUIUP RQBW RCiflfQ UPPO 'I.'II8Alll IIIGIIU PICICD OIORO VIILAB 
QBU'l'¥ DY8IR allfLA BQ'roQ IQOSll PIQJ'll IK'DII SOZOA lt'lUIL BGBGB 
Kal.IIJI Il'IJ DB 1WP 5455KCS 231754'! USM-99/00292 

9075 3123 1145 5504 B82o 5833 1397 9010 
GP11 Ill PZX 'fl20ICC8 231723'! IIBM-99/00288 

ABrBA PAFPL IFSIIA RPLIP SPAFP KYL'l'P BBSn Pl'IID' PXILH IIBBII'I 
3o62 2723 1610 6350 3456 7741 6743 5628 UKVQA. KCBAB LRIJZP ItUWIS AOIOO M'l'VU TllliXB IIIIMPJ UlRICA YMLI.B 

RIIBQii BAniM OPSW OYBIP PCUlCA KA!MP Y.Biml LQR(II l'IIIOPS DI!IJOQ 
DCOCD AVGLI JOJRI ZKZYR DIIGR LPG IX JLPSK IZfO'l' QA.AXJ IIIPI!f EZRPA 'l'LOCX BIIUPII MtJZU( AYMMr IIBBUA CIID'L CUYBIC YL'l'PE BSIIID 
BADC DIIIJl!l rcJIIIO IIIIOOK JII.TQA. CIZUU IIIIZVO KllUYll IIIIYJII mno RIWIP IICS.AG BWD.B OOBOS APYPB 1UASII OLPBB 'l'DBAY EJUIIQ BAPIII 
BLLPO ILZD CPAJO liRII'J.V ocanw TmA QIIBUt V(¥:VJ '!(JII!f UGQAZ IRifllA GPSOQ IIFOMT QBO!M tmiD.B GOBI'! UIIJLA VIY'l'P EBSCA MDIY!f 
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HOAIIII ftUGT QJliiC'r J0'1VO MmJV RIIOSX 'r!ZMR KLZVD ~ CJAml OII'1'CA D'm'O IVIPZ ecru ZZY'fl' 
IIJVJ'r IIIClrA Ul'aa LCJIQI: KtlrOC JCDIS OOILA MKK1IG IMIIK'r IG1W 
I.ZAAX VOPAF 80JZI GI~ IIBilNK QllSPP IBN PI' UV'JSP !l'AJ'R III'1'LA 
SBIIID P10SO BJAGJ JPCBA A'l'ITB IB'mV ~ IIIIWBD l"BRJJ( VGJ.ZQ I'BG DB ZIIIC eiJ20ICC8 232309'r 'UM-99/00375 
'rQAIII KBifll QBrGL BLWM RBBrO UIIPOX ~ OKWP WCDI IIJJIRI( 

QnUQ U1I8LP QJIIIQV KCliSZ SIIXBP IIZXPK lS'l'm OIAIIII DDIIAA VGZQit 154o 3823 2225 3731 7263 1774 2549 3622 

PJ'IIGG PLIQI JIOlDI: l'llGM AVBIS MJKOL D8I'G KVIIO U9lll'r 1{/JJ!Gl[ 

PBO DB ZIIK 21!20XCS 231902'r UIIK-99/00371 LVD'B KVDII IIDJ'Z liiJPJ RmiB WOI. Dll8XI 'lm'XL CMI'fX 11liiPJI 
RV8Pit RRCII Qnll -- VJIIJZV liiiKSC XV'DIB 1U'lll'r DPAO.T LBml 
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.A8UZ lVDIIK KIDZU ZABaf .JIQ4I¥: :BC¥:XR ALSVP OZAQlll WBQYY AIIIIGZ 
JJPIB PD1IPZ Wll'lAB li8IIIIQ BCSIB 'rol'rl' 1DUIJIJ 'roGSD J8BD'r KOIIIB 
MZ'mf BGYQC R~ IDBn' BKSLP Alfl'I)B UVDV IIKBKM PZIJCQ FIIKKP 
WSOUI RSZI'r RSVXB BIIIAI' DM'DI USSPI llZBXQ ACPDA XAAOU BAMVL 
BlJXIIB KOlDIM GVCCA KXICil A!BRO PPIIGG ICJDBB 
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REF ID:A64556 

c. Digest of Zendian operator chatter, 23 December 

0317T ftt/ttt ttt/399QKCS (BROKE IN) 

DE Ut -FTBR LAST NIGHTS TRBL TBB CAFE Fli4INA HR IN LlVOBNO IS 
OFF LIMITS - BINRIKO WAS PULLED IN BY MILPOIS AR 

• ***** 

0332T OAL/ZCA ttt/316aKCS 

DE ZCA. C ON MY CALL SIGN - SHD BB lUll RPT Rlll Q,'.OO l 

••••• 
0427T GFH/FZX ttt/3760KCS 

DE FZX I JUST L00KBD IT UP - 333 RmT BASB 'lBINOMB IS 467 
- SO HIS i!UNOMB ':OODAY IS 824 

0429'1' DB FZX DONT MENTION IT - .ANYTIME li' 

(OP. NOT.I - CALL SIGNS HRD ONLY ON INITIAL CONTACT) 

***** 

0532T FMT/VXI ttt/2860KCS 

DB VXI HELLO - WHERE RV U BEEN LAST 2 DAIBt 

0534T DB VXI IBS - THATS QUim A Fill - SAY - I THINK LUNAR CAUSTIC WILL 
DO THE JOB FOR U - IT WORKED REAL WELL WITH 1 I HAD 

0535T DE VXI TBATS OK - HOPE IT WORKS AR 

***** 

0618T OAL/NVT ttt/5945KCS 

DE NVT QTC 1561 

***** 

0706T DYO/ZZZ ftt/6350KCS 

DB ZZZ C GR 6-7 WT.BDV YPnF - PIS NOTE THIS MSG 'roPSEC 

***** 

615 



REF ID:A64556 
COlC!'mBfff!A:b 

0738T XTG/~ ttt/6260KCS 

DE IZW HEY PLS ASK BARIDU»GEE KARADINO IN 3l.2Tlf WHIN BES GOING 'ro 
CCJ.SE ACROSS WITH THE 10 SPBSMIWJ BB OWBS ME - DANKON AR 

(OP. NOTI - CALL SIGNS BRD ONLY ON INITIAL CONTACT) 

***** 

0811T TPY/BijO ttt/7990KCS 

DE lifO UR LAST MSG - C GR 58t 

DE BWO R - BEY BAR'roLOMEO - KLABENCO IS WORRIED ABOUT HIS 10 
8PB8MILOJ - OPS AT 3 CORPS BAD BIG CHEMIN DE FER GAME 
LAST NIGHT AND KLAIUX:BJO LOST HIS SHIRT 

0813T DE lllO OK ILL TELL HIM AR 

***** 

0924T 1.ll2./DYO Ut/6260KCS 

DB DYO QTC 1 URG 

***** 

0932T POH/ZHK ttt/6660KCS 

DE ZHK UR NR 951 - C ORIG 234ot 

***** 

0948T ttt/YRG ttt/7595KCS 

DE YRG DS - GR ON MY LAST MST SHD Bl 72 

DB IRG OH BE8 NO LONGER HR -WAS TRFD TO 4 CORPS STN .Alm 
RODRIGO ASGD YBST TO 62 DIV AR 

***** 

0952T ttt/F.BP ttt/7940KCS 

DE F.BP OUR CALL SIGN YSTDY WAS SAME AS MY :aROTHBR8 INITIAIB, W.NT 

0954T DE F.BP YES 1 AND DID U NOTICE LTBS IN TOP STRIP THAT SORT OF LOOKBD 
LIKE NAME OF A DU'roH PORTt 

0957'1' DE F.BP OK OK. SORRY. NO HARM DONE 

***** 
616 
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l005T FZX/VXI ttt/6860KCS 

1007T 

l008T 

DE VXI C GR 59! 

DE VXI R - WHAT U NO ABOUT FIRST ARMY POLICY RB CBRIS'D!AS FURLO 
FOR US JOKERSt NIL HRD Ym' FROM DIV HQ BY US IN 321BT 

DE VXI OK OK - DIDNT SAY ANITHIIiG 

DE VXI SORRY - OK NO MORE CLEAR TALK - QTCt 

DE VXl R AR 

***** 

1005T PVK/AAA t??/64o,5KCS 

DE MA OUR LEADER JUST CAME THRU ON TOUR WITH GEN CAMPAGIANO -
MARSHAL SALASIO COMPLIMENTED HIM ON GEN APPEARANCE AND 
HIGH MORALE OF EM AT SECOND ARMY HQ 

l008T DE AAA YES - AND TO THINK THAT THE AMERICANS WOULD INVADE 
OUR BELOVED SHORES ON VERY ANNIVERSARY OF SALVO SALASIOS 
BIRTHDAY - HR CMS WATCH CHIEF - LE'IB GET OFF AIR AR 

***** 

l013T EDH/HCO ttt/6030KCS 

DE HCO IF OUR REGT MOVED ANY FURTHER WEST WE 1D BE IN THE PACIFIC 

***** 

1029T INJ/GFH 'ltt/6460KCS 

DE GFH NO 1 HolT IS ON MY RIGHT 

***** 

1042T DYO/ZZZ t'lt/6350KCS 

DE ZZZ THINGS SURE ARE HUMMING BR SINCE GEN KIRCHENFALL 'roOK 
OVER - OFF AND EM ALIKE AT FIRST ARMY HQ BV TO STAY 
ON BALL WITH GORGEOUS GOTTFRIED AROUND AR 

***** 

1132T XTG/OAL ???/7830KCS 

DE OAL WE IN 23 DIV GE'P!'ING DAILY REPLAC&omll'IS - ~S YR OUTFIT! 

***** 
617 
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l235T SFV/MKP ?tt/7320KCS 

DE MKP An'ER COL FULGURITO PUT OUT REGTL ORDER ON PASSES IT 
LOOKS LIKE I WONT GET IN TO KALEDONIO TO C U AR 

(OP. NOTE - OPR AT MKP USES VVV FOR TUNING INS~ OF 
STANDARD ZZZ .AS USED BY OTHER OPS) 

***** 

l239T ttt/MLH ttt/634oKCS 

DE MLH ISNT YR CORPS SCHEDULED TO BE COMMIT'l!ID BOONt 

DE MLH OH, ONLY 13 DIV. WHEN'l 

***** 

l327T NVT/RBU ttt/6620KCS 

DE RBU ? GR 1-2 UR 623 OF 23l24o 

***** 

l348T HCO/KDH 'lU /6170KCS 

l350T 

DE EDH SUPPLY JUST GOT SHPMT NDl TYPE OVERCOAIJB - HOPE WB 
GET THEM BEFORE CBRISIJMAS - lDI ABOUT U BOIS? 

DE EDH WBLL KEEP HOPING - TELL FERDINANDO I GOT ANOTHER LTR 
FM HIS SISiZR - SHE LIKES HER NliW JOB IN BONAREO AR 

***** 

l429T ttt/UNK tU/6220KCS (OP. NOTE: BROKE IN) 

DE UNK U BOIS IN REGT HQ OUGHT TO GET OUT OF UR EASY CHAmS AND 
SEE WHAT GOES ON WITH US COMBAT TROOPS AR 

***** 

l519T FBG/POH t'lt/764oKCS 

DE POH OUR CG JUST GOT A BUMP - THOSE 3 STARS SURE LOOK GOOD 
ON GEN VESPASIANO AND THEY GO BE'l'rER WITH HIS JOB 

l521T DE POH NO I DIDNT NO THAT 

1522T DB POH SURE I WILL - SOON AS I GET CHANCE AR 
***** 

618 
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eelfi'IDIIr.r.taL 

1529T NVT/Blll ttt /7J20KCS 

DB Blll RBlW.DO GOT GIGGBD YSTDY lOR USING WRONG PAD 

• 15301' DB lUii JUSi' C.ADIJPB8 I I GUES 

***** 
·-

1537T "''"' ttt/6070KCS 

DB ttt SURI, TPI IS JUST BAST OF Ml BUT IM BOT ALLai&D ro CALL 
HIM DIRICTLY 

***** 

1548'.r DIO/MUJ. ttt/634oKcS 

DB MLH WDOVIKO JUST LBF'l FOR ARMr HQ TO BBLP Otl'.r 01 
lW)IOPBIImm LINK ,, 

***** 

l6o&.r mu/usT ttt/68~~8 

e DB UBT I BR OUR RIGT WILL mAM UP WITH U :BOlS Ill Till 33JST lOR 
Bt.IM8 IB Till 33 DIV CBBSS '.OOURRBI - llV U BRD .ARYMNG RB 
THISt 

J.6J.OT DB UBT SAY BILLO 'ro NIKOLO FOR MB - WormiRED WHY I Dml'rl' BR HIM 
LAST 2 DAIS - SORRI TO BR HIS Ilf HOSP Ai 

***** 

l.805T ZBK/NIO Ut/6130KC8 

DB no Q:IY 48951 
-

***** 
l814T VHB/'l£A 1U/3160KCS 

DE ZCA WBBN U CMG BACK TO ISTAMIBOt SURI. MISS U SIBCB U mJ'D 
m 2l2TH 

.!' l.82oT DB ZCA 'roUGH - WELL TBAT8 TBI ARMY iR 

***** ... 

18481' IZM/CUB tn/4265KCS 

e DB CUI C CLASS 78371 

***** 
CO!Cim&NMAL 619 
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REF ID:A64556 
CONi ID&it!A1i 

1922T nt/VXI ttt/286oxcS 

DBVXI MI BUDDY LIOlWUlO 01 MTB P.M'ROL SAIS TBB Df PIMMICAN 
ISIT BAD AT ALL - GUBSS 'l'HAT JOBS GB'l'.riBG POOR LBODCBJO • 

1923T DE VII NO I BAVBNT BAD ANY IN A LOBG VBILB 

l925T DE VXI GUESS SO - THINGS TOUGH ALL OUR lR 

***** 
2024T TPY/JJIYJ ttt/3200K/JS 

DB JJI1J CASUAIB .ARVD TODAY .PM MI 110-- --VN - VISB I VERB 
BACK -N VALONO 

2026T DB BDG NO I D--T THINK SO - TBBI CADT GBT AB--BBR OPB BB 

2027T DE HDG WBLL TBBRB GO SIBBNB AG-IN - TB08B AM--ICARJ KBBP US 
BUSY RUDil'JG IN AND --T OF SBI!I.'JDS BVlm IF TBIY DOBT :.\ 

DROP MUCH XCPT LIAJ'I.MB -

***** 

2l07T FBG/NIO "' /2250KCS e DB RIO BB -1 AlJTBS GOilO OUT FOR PRAC TI'C 

***** 

2219T NVU/XZJ nt/325.5KC8 

DB XZJ BR THAT 53 DIV IS MOVING UP 911 - VB ARB ALL I1CBING 
TO GBT CRACK AT TBB AMBRICAE Ai 

***** 
2248T TOJ/FJII. tU/3670KC8 

DB FJII. STARTING 1Ml MORN PILE TIMES ARB TO BB GIVEI Ill BXACT 
TIMBS, NOT .NEARBST 5. 

***** 

2312T XIR/VUI ttt/2tg}KCS ... 

DB VLB AHA - THE FAUBEER! WBLL - BBBES MY AlBfBR - 2 RQ I* 
PBQ4 3KPXP 

***** 

e 
eeNPlBBHfi& 62o 
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REF ID:A64556 
eeiPBBP.l'!AI. 

D. Call.s1p 11•t1y 1 23 Decnber 

00143 AAA AAA 5820 231018 003 251 230940 0120 0420 9262 7319 49 19 IIHFF 
00087 cuo AAA 6405 230806 753 243 230745 3749 1663 9262 7742 37 06 BEGBE 
00016 PVK AAA 2685 230317 602 215 230235 9969 7046 9262 3061 48 08 II 'iFF • 3 

00221 GXW BWO 4095 231448 001 668 231400 4775 3058 3565 8156 39 17 JCCJC 
00201 HOG BWO 7990 231350 104 658 231035 2750 9054 3565 6707 91 10 CFIFC 
00308 HOG BWO 7990 231642 108 677 231600 111111 8423 3565 6707 44 28 CFIFC 
00038 NIO BWO 4095 230536 301 640 230455 1561 6442 3565 2125 67 12 CEHCE 
00120 NIO BWO 7990 230913 302 647 230825 9518 6010 3565 2125 49 28 CFIFC 
00254 NIO BWO 7990 231427 306 658 231035 1120 7803 3565 2125 87 10 CFIFC 
00351 NIO BWO 3990 232249 310 680 232130 3731 3456 3565 2125 50 19 DCGCD 
00024 TPY BWO 3990 230337 203 632 230210 5504 1476 3565 9713 59 30 CFIFC 
00202 TPV BWO 7990 231218 205 658 231035 0121 5445 3565 9713 85 10 CFIFC 
00318 TPV BWO 3990 231922 208 679 231830 9942 7263 3565 9713 59 22 CFIFC 

10 

00036 IZW CUN 4265 230557 952 195 230515 1101 5074 2241 9083 58 38 AGHAG 
00121 IZW CUN 7720 230913 955 202 230740 6530 9054 2601 0956 89 27 DDHAA 
00226 IZW CUN 7720 231449 956 225 231415 1561 3698 7741 3917 35 23 AGHAG 
00159 WNN CUN 7720 231018 254 207 230900 6350 3456 4366 3395 54 42 FFBGG 
00286 XTG CUN 4265 231754 452 228 231650 8140 2664 7741 8156 71 41 FFBGG 

5 

1110239 AAA CUO 7735 231521 255 452 231445 8140 5237 4618 7319 61 24 I IHFF 
00242 MKR CUO 7735 231546 453 454 231505 3749 0665 1549 3278 53 26 I IHFF 

2 

e 00266 LLZ DVO 6260 231541 653 855 231450 8140 2645 9749 4493 91 41 I IHFF 
00218 MLH DVO 6260 231358 452 850 231315 0732 5218 5815 4259 74 29 I IHFF 
00302 MLH DVO 6260 231612 453 854 231430 2750 3456 9749 2198 64 35 IIHFF 
00326 MLH DVO 2100 231936 454 858 231700 6530 5445 5815 4259 55 34 I IHFF 
00125 zzz DVO 6260 230929 503 832 230900 9192 4803 9541 3755 45 46 ABCAB 
00135 zzz DVO 6260 231156 504 840 231105 4775 8820 9749 6644 53 22 IIHFF 
00267 zzz DYO 6260 231511 508 849 231300 9942 7263 9640 8110 86 32 I IHFF 
00268 zzz DVO 6260 231404 507 847 231235 0121 1476 9541 3755 76 27 I IHFF 
00303 zzz DVO 6260 231602 510 853 231420 6530 2664 5815 7094 74 29 I IHFF 
1110327 zzz DVO 2100 231910 511 857 231625 3731 4257 9749 6644 76 40 I IHFF 

10 

00113 FSD EDH 6170 230939 452 487 230900 0121 3456 6977 7238 28 41 DAEAD 
00299 MXU EDH 6170 231603 552 503 231515 5504 7803 6977 2558 44 20 DCGCD 
00015 ZIC EDH 2210 230212 153 480 230125 4775 1663 6977 5726 44 37 BGIBG 
00126 ZIC EDH 6170 230809 155 485 230730 1561 3698 6977 5726 34 43 BGIBG 
00208 ZIC EDH 6170 231323 159 492 231145 6530 1476 6977 5726 79 35 DAEAD 
00209 ZJC EDH 6170 231348 16111 492 231145 6530 1476 6977 5726 74 35 DAEAD 

6 

00373 NIO EOU 2220 232010 452 243 231935 6350 3456 7101 2125 53 24 DCGCD 
00344 NIO EOU 2220 232148 453 245 232105 2750 2664 7101 2125 37 28 CCFJI 
00093 UBT EDU 4565 230609 952 225 230435 2110 8820 7101 9803 31 23 CCFI I 

# 1110012 YWP EOU 2220 230313 552 221 230240 3749 0420 7101 4718 37 28 CBECB 
00057 YWP EOU 2220 230528 554 224 230435 1101 7046 '7101 4718 58 39 AEFEA 
00177 VWP EOU 6140 231146 555 236 231100 6530 9054 7101 4718 44 29 CCFI I 
00241 VWP EOU 6140 231437 556 239 231350 3731 5445 7101 4718 32 26 DCGCD 

7 
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00279 NIO FBG 6830 231618 054 494 231505 2110 1476 7435 8912 43 01 FFBGG 
00353 NIO FBG 2910 232352 055 511 232300 5504 7803 7435 8912 35 25 FFBGG 
00364 POH FBG 6830 231305 206 483 231130 9942 3456 7435 5942 57 22 FFBGG 
00052 POH FBG 2910 230408 204 468 230320 3749 4257 7165 4493 56 20 FFBGG • 
00170 POH FBG 6830 231458 207 490 231415 6350 0611 7435 5942 75 28 DDHAA 
00171 POH FBG 6830 231536 208 493 231445 1120 7820 7435 5942 97 18 DDHAA 
0fU88 POH FBG 6830 231748 209 503 231705 6530 5445 5121 2666 79 28 DDHAA 
00320 POH FBG 2910 231956 211 508 231840 3731 2664 7165 4493 47 26 FFBGG ..:: 

00189 ZHK FBG 6830 231728 904 497 231635 2'150 7263 7435 3151 93 01 DDHAA 
00280 ZHK FBG 6830 231702 903 495 231610 8943 8820 7435 3151 48 35 FFBGG 

10 

00359 FHI FBP 4105 231820 506 840 231735 6530 4257 4122 8327 83 20 80808 
00366 FHI FBP 7940 231558 503 837 231525 3749 1871 4122 8327 59 30 80808 
00178 FHI FBP 7940 231041 501 834 231010 4775 8423 4122 8327 25 34 80808 
00282 FHI FBP 7940 231745 504 838 231650 8943 3456 4122 8327 54 34 80808 

4 

00105 FBP FHI 7510 230836 852 612 230600 0121 7803 6869 5447 96 22 28082 
00106 FBP FHI 7510 230851 853 612 230600 6530 5445 6869 5447 82 22 28082 
00212 SFV FHI 7510 231332 754 615 231220 2750 1476 7642 6536 60 22 DCGCD 
00252 SFV FHI 7510 231451 757 619 231345 0121 7263 6869 5320 77 44 D.JOJD 'i" 
00262 SFV FHI 7510 231518 758 619 231345 0121 7263 6869 5320 80 44 OJOJD 
00300 SFV FHI 7510 231704 759 626 231610 8943 7803 6869 5320 57 44 OJOJD 
00069 TOJ FHI 5335 230712 651 612 230600 2110 0611 6869 5609 83 23 80808 
00070 To.J FHI 7510 230723 652 612 230600 2110 0611 6869 5609 59 46 GIFIG 
00025 UNK FHI 3670 230208 451 608 230115 9942 3456 6869 7904 60 29 80808 " 
00107 UNK FHJ 7510 230804 452 612 230600 3731 4257 6869 7904 71 36 GIFJG 
00108 UNK FHI 7510 230816 453 612 230600 5504 8820 6869 7904 63 42 80808 e 11 

00109 FZX FMT 7340 230823 753 394 230745 0121 2664 8678 1360 65 29 EGBGE 
00213 FZX FMT 7340 231208 755 399 231130 3731 9054 6850 0172 39 17 EGBGE 

2 

00046 HCO FSD 5805 230549 351 650 2305(/J{Il 2110 7803 1161 8219 34 05 DAEAD 
00013 ZIC FSD 2400 230354 251 647 230310 8140 7487 1161 5726 46 25 HDBHD 
00122 ZIC FSO 6680 230930 254 655 230825 4775 0420 1161 5726 31 22 HDBHD 
00157 ZJC FSD 6680 231037 256 662 231000 4369 5218 1161 5726 35 27 DAEAD 
00253 ZIC FSD 6680 231550 259 668 231435 6530 2664 1161 5726 45 05 DAEAD 

5 

00035 FMT FZX 3760 230513 501 191 230420 9518 7487 7741 2620 44 18 GHEGH 
00162 FMT FZX 7720 231052 502 210 230945 2750 7263 7741 2620 64 27 CCFII 
00255 FMT FZX 7720 231406 503 221 231115 3731 0611 7741 2620 84 24 EGBGE 
00334 FMT FZX 3760 232114 507 230 232000 5504 4257 7741 2620 63 32 EGBGE 
00203 GFH FZX 7720 231254 305 221 231115 0121 5445 7741 6743 85 24 EGBGE 
00288 GFH FZX 7720 231723 306 227 231610 6350 3456 7741 6743 56 28 DCGCD 
00361 LYD FZX 4265 230751 001 199 230700 3749 0420 7741 0172 48 12 JAAJA 
00147 VXI FZX 7720 231106 601 214 231020 9329 2239 7741 3070 40 18 HBJHB 
00160 VXI FZX 7720 231119 604 212 231000 8943 7803 7741 3070 41 24 EGBGE 
00161 VXI FZX 7720 231138 605 212 231000 8943 7803 7741 3070 66 24 EGBGE 
00287 VXI FZX 772;/J 231658 606 221 231115 9942 3456 7141 3070 91 24 EGBGE 

11 

00269 DYP FZY 7735 231452 663 449 231410 0120 3644 4618 3494 69 38 FFBGG .,;. 



REF ID:A64556 
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e 
80325 FMT GFH 5285 231829 652 191 231750 3731 ~45 4997 2620 46 16 DCGCD 
00003 FZX GFH 2620 230103 551 167 2J0025 1101 4606 4997 0172 44 ll CIBCI 
80055 FZX GFH 2620 230406 554 169 230310 5504 4257 4997 0172 50 25 EGBGE .. 00056 FZX GFH 2620 230424 555 169 230310 5504 4257 4997 0172 56 25 EGBGE 
00240 FZX GFH 6460 231552 557 188 231520 6350 3456 4997 0172 70 15 CCFII 
80176 INJ GFH 6460 231157 402 180 231015 6530 0611 4997 1397 50 18 CCFII 
00094 VXI GFH 5285 230612 051 172 230535 8943 7803 4997 3070 65 20 CCFII 

7 

00179 MKP GKW 6100 231142 351 824 231110 4775 7046 9893 5762 33 32 ECHCE 
00243 MKP GKW 6100 2314-20 353 826 231245 3731 2664 9893 5762 76 24 50505 

2 

00119 EDH HCO 6030 230822 402 723 230730 9518 8423 8740 5267 51 05 DAEAD 
00004 ZIC HCO 2350 230104 053 718 230020 1561 2239 8740 5726 45 07 FBHFB 
00045 ZIC HCO 5895 230553 054 720 230435 0121 3456 8740 5726 61 03 DAEAD 
00200 zrc Hco 6030 231219 057 730 2U145 2750 1476 8740 5726 27 08 DAEAD 

4 

00073 BWO HOG 5045 230618 853 321 230520 5504 1476 9145 8156 40 21 CFIFC 
00206 BWO HOG 7080 231312 857 332 231230 1561 5074 9145 8156 53 22 DHBDH 

, .. 00311 BWO HOG 5045 231802 858 340 231645 2750 3456 9145 8156 61 43 CFIFC 
00312 BWO HOG 3200 231930 850 342 231805 2110 2664 9145 8156 79 33 DCGCO 
00118 NIO HOG 7080 230917 701 328 230825 8943 7263 9145 2125 45 32 CCFJI 

5 

00370 NVU HVW 2515 232347 417 282 232250 4775 601111 7994 3278 70 45 DOHAA 

e 10033 MKP HZY 2750 230248 701 765 230135 9942 8820 8623 5762 61 12 95459 

0f1Jl00 EOU INJ 7450 230918 452 818 230825 6530 7803 1864 1793 47 24 AEFEA 
00027 YWP IN.I 3330 230249 751 811 230215 9329 2645 1864 4718 64 09 AEFEA 
00028 YWP INJ 3330 230331 752 812 230240 1120 7263 1864 4718 40 04 AEFEA 
00110 YWP INJ 7450 230812 754 816 230705 8943 2664 1864 4718 52 21 CCFII 

4 

00058 XYR IXI 3170 230449 101 802 230420 5161 2645 0586 8444 37 30 68486 
00133 XYR IXI 7130 230923 103 805 230815 2110 9054 0586 8444 54 26 68486 

2 

00363 CUN IZW 6260 231124 204 837 231010 3731 1476 5815 0172 59 24 DDHAA 
00132 CUN IZW 6260 230903 201 824 230640 6350 3456 9749 2396 81 24 DDHAA 
00184 CUN IZW 6260 231318 207 844 231140 2110 9054 9640 1360 70 31 ODHAA 
00001 NCM IZW 5385 230136 001 809 230100 1101 3644 5815 3917 80 12 JGGJG 
0011102 NCM IZW 5385 230157 002 809 230100 1101 3644 5815 3917 80 24 JGGJG 
00021 NCM IZW 5385 230212 003 809 230100 1101 3644 5815 3917 34 22 JGGJG 
00130 NCM IZW 5385 230908 005 828 230800 9942 5445 5815 3917 86 09 DDHAA 
00131 NCM IZW 5385 230939 006 828 230800 9942 5445 5815 3917 84 09 DDHAA 
0tZI165 NCM IZW 5385 231004 007 828 230800 9942 5445 5815 3917 80 09 DDHAA 
00032 WNN IZW 2100 230252 302 810 230130 0121 8820 5815 4718 94 22 DDHAA 
00088 WNN IZW 5385 230623 305 816 230515 8943 7803 5815 4718 69 16 DDHAA 

- ~ 00166 WNN IZW 6260 231008 308 829 230820 2750 7263 9640 5230 83 11 DOHAA 
00247 XTG IZW 6260 231433 101 852 231400 3749 3698 5815 8156 27 29 GBIGB 

13 

... 00347 GFI LAN 3095 232256 606 527 232210 1101 1871 5644 1324 37 25 DDHAA 

e 
COlU'Jl)Dfat 623 
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80329 DYO LLZ 4965 231814 551 659 231715 5161 3644 8146 3917 72 31 IIHFF 
80305 MLH LL.Z 7640 231613 152 654 231500 8140 7803 1639 3485 70 41 IIHFF 
00017 ZZZ LLZ 3520 230236 601 612 230140 9329 5074 8llt6 7094 80 17 HAIHA 
00018 ZZZ LLZ 3520 230259 602 612 230140 9329 5074 8146 7094 60 28 HAIHA .... 
00060 ZZZ LLZ 3520 230542 606 617 230355 3731 9054 8146 7094 00 39 I IHFF 
00272 ZZZ LLZ 7640 231419 608 645 231330 7753 0889 8146 7094 80 32 IIHFF 

6 
·~· 

00153 FHI MKP 7320 231012 451 600 230925 3731 0611 6625 8327 43 26 D.JDJD 
000 71 GKW MKP 4925 230634 201 588 230515 8943 7263 6625 9399 75 28 95459 
00250 GKW MKP 7320 230925 203 591 230620 5504 3456 6625 9399 48 11 ECHCE 
00314 GKW MKP 3440 231947 206 626 231830 2750 9054 6625 9399 96 32 50505 
00116 HZY MKP 7320 230815 501 596 230750 9329 1871 6625 6473 26 20 50505 
00180 HZY MKP 7320 231124 503 604 231000 2110 8820 6625 6473 90 28 95459 
00199 HZY MKP 7320 230905 502 591 230620 8943 1476 6625 6473 63 24 95459 
00335 HZY MKP 3440 232057 506 626 231830 1120 7263 6625 6473 70 14 ECHCE 
00245 MRS MKP 7320 231509 652 615 231435 8943 5445 6625 0091 51 28 CCFII 
00117 PSD MKP 7320 230849 301 591 230620 3731 3456 6625 1243 70 24 28082 
00313 PSD MKP 4925 231916 302 626 231830 9942 0611 6625 1243 86 24 95459 
00072 SFV MKP 7320 230725 052 593 230645 0120 3698 6625 5320 69 26 BCEBC 
00123 SFV MKP 7320 230953 054 598 230900 9942 2664 6625 5320 60 34 DJDJD 
00152 SFV MKP 7320 231136 060 607 231040 6530 1476 6625 5320 45 32 D.JD.JO 
00163 SFV MKP 7320 231004 055 598 230900 9942 2664 6625 5320 73 34 OJD.JO 'A' 

00246 XYR MKP 7320 231553 902 620 231500 2110 4257 6625 8444 29 24 CCFII 
15 

00301 CUO MKR 6355 231733 604 562 231655 3731 0611 3222 7742 44 44 J IHFF .. 

00372 DYO MLH 2020 231921 352 652 231705 6530 0611 7525 3917 76 16 I JHFF e 00346 DYO MLH 2020 232037 355 655 231830 3731 905/t 9109 7300 56 22 JJHFF 
00063 LLZ MLH 6340 230718 251 616 230Sit5 2110 7263 7525 5942 58 24 I IHFF 
00367 zzz MLH 6340 231441 711 646 231330 9942 1476 9109 6644 92 27 I IHFF 
00020 zzz MLH 2020 230347 702 590 230315 3973 7487 7525 7094 90 28 FEAFE 
00059 zzz MLH 2020 230551 7riJ3 594 230430 4775 2239 7525 7094 63 30 IIHFF 
10064 zzz MLH 6340 230659 704 611 230525 8140 3644 4447 0127 96 31 I IHFF 
00137 zzz MLH 6340 231008 705 627 230830 8943 4257 4339 8110 70 24 J IHFF 
00138 zzz MLH 63it0 231023 706 627 230830 8943 4257 4339 8110 56 24 I JHFF 
00219 zzz MLH 6340 231354 709 640 231230 5504 31t56 7525 7094 53 20 IIHFF 
00220 zzz MLH 6340 231337 707 638 231215 1120 5445 7895 9119 8/t 37 I IHFF 
00270 zzz MLH 6340 231539 720 646 231330 9942 1476 9109 6644 95 40 IIHFF 
00271 zzz MLH 6340 231426 710 643 231305 2750 4257 91(1)9 6644 80 33 I IHFF 
00304 zzz MLH 6340 231612 721 646 231330 9942 1476 9109 6644 99 20 I IHFF 

14 

00155 MKP MRS 6900 231037 502 832 23091t0 5504 3456 8669 5762 62 16 CCFII 
fJfJ1.51 WNN MRS 6900 231032 902 833 230945 9942 1476 8669 8408 33 30 HB.JBH ~ 

00078 ZCA MRS 4845 230623 753 825 230540 4775 3644 8669 1081 43 38 HB.JBH 
00111 ZCA MRS 6900 230927 755 829 230810 1120 2664 8669 1081 43 18 HB.JBH 
00150 ZCA MRS 6900 231158 758 838 231100 3731 3456 8669 1081 37 36 HBJBH 

5 

00374 EDH MXU 2700 232312 052 660 232200 5504 5445 6616 5267 55 18 CCFII ... 
00207 MRS MXU 6380 231257 151 639 231210 2110 7263 6616 0091 28 32 CCFII 
00331 WNN MXU 2700 232026 352 658 231935 6350 3456 6616 8408 58 21 OCGCO 
00360 ZCA MXU 2700 230310 653 629 230215 1561 1663 6616 1081 43 13 GEBGE 
00259 ZCA MXU 6380 231506 657 642 23llt20 9969 8423 6616 1081 59 36 HBJBH 
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00260 ZCA MXU 6380 231528 658 642 231420 9969 8423 6616 1081 42 36 HBJBH 
6 

00075 BWO NIO 4885 230630 953 465 230525 9942 2664 4140 8156 46 48 CFJFC 
80315 BWO NIO 2240 231845 956 481 231730 2750 4257 4140 8156 31 33 CFIFC 
00251 EOU NIO 6120 231'525 852 474 231410 6350 7263 4140 1793 72 46 DCGCD 
00369 FBG NIO 4895 231913 804 201 231825 2750 9054 2124 3313 98 01 DOHAA 
00338 FBG NIO 2250 232106 805 203 231910 1561 8423 2124 3313 60 49 FFBGG 
00352 FBG NIO 2250 232209 807 205 232035 9942 7803 2124 3313 80 01 FFBGG 
00168 POH NIO 6130 231152 104 169 231045 9969 8423 2124 5942 84 01 DDHAA 
00169 POH NIO 6130 231437 106 186 231350 6350 3456 2124 5942 79 49 DDHAA 
00217 POH NIO 6130 231527 108 191 231450 8943 4257 6427 4493 80 42 DDHAA 
00337 POH NIO 2250 232013 109 202 231840 0121 2664 2124 5942 65 01 FFBGG 
00185 ZHK NIO 6130 231214 252 170 231100 8943 8820 2124 3151 79 01 DDHAA 
00233 ZHK NIO 6130 231704 256 196 231625 0121 2664 2124 3151 74 01 DOHAA 
00277 ZHK NIO 4895 231808 258 200 231725 6530 0611 2124 3151 73 01 DDHAA 

13 

000 83 OAL NVT 5945 230623 604 602 230500 1561 6010 2962 7896 55 43 CJCCJ 
00084 OAL NVT 6340 230648 605 619 230600 1120 4257 7525 5320 87 36 FFBGG 
00085 OAL NVT 6340 230709 608 624 230640 6960 3058 7525 5320 80 37 CJCCJ 
00086 OAL NVT 6340 230714 609 624 230640 6960 3058 7525 5320 36 34 CJCCJ 
00127 RBU NVT 6340 230822 504 619 230600 3731 9054 7525 5726 87 28 FFBGG 
00290 RBU NVT 6340 231602 507 650 231520 9329 4094 7525 5726 43 29 DCGDC 
00019 RHW NVT 2020 230242 102 587 230205 4775 2645 7525 1081 36 38 AJAAJ 
00128 RHW NVT 6340 230914 104 619 230600 2750 2664 7525 1081 84 32 DDHAA 
00129 RHW NVT 6340 230949 105 619 230600 2750 2664 7525 1081 83 32 DDHAA 

e 00142 RHW NVT 6340 231046 109 632 231010 9518 5237 7525 1081 35 21 AJAAJ 
00194 WPX NVT 5945 231351 003 644 231310 9969 4606 7525 4259 35 36 JBBJB 
00195 WPX NVT 5945 231208 ern 635 231130 5161 7487 7525 4259 51 37 JBBJB 
00330 WPX NVT 5945 231902 004 654 231815 3749 5218 7525 4259 58 20 JBBJB 

13 

00319 RTJ NVU 5950 231802 809 564 231705 5161 6010 3222 1603 87 25 FFBGG 

00039 NVT OAL 3910 230456 052 390 230410 5161 7487 4556 3485 37 23 CJCCJ 
00210 NVT OAL 7830 231353 056 418 231230 9969 5218 5086 4259 65 21 CJCCJ 
00211 NVT OAL 7830 231318 055 418 231230 9969 5218 5086 4259 80 23 CJCCJ 
00309 RBU OAI.. 3910 231916 153 442 231825 9329 4257 5158 6824 50 14 FFBGG 
00068 RHW OAI.. 7830 230751 302 399 230700 1561 6010 5086 1081 69 21 DDHAA 
00214 XTG OAL 7830 231309 603 416 231200 0121 7263 5086 8156 55 10 FFBGG 
00264 XTG OAI.. 7830 231422 605 420 231250 8943 3456 5086 8156 63 09 DDHAA 
00310 XTG OAL 4795 231834 608 439 231745 8140 2664 5158 3557 56 08 FFBGG 

8 

00091 XYR OWN 4235 230620 951 681 230605 7932 8423 5095 8444 68 31 JAAAJ 
00244 XYR OWN 6850 231418 953 684 231345 8140 1871 5095 8444 42 24 JAAAJ 
00283 XYR OWN 6850 231613 956 687 231540 3749 6010 5095 8444 39 15 JAAAJ 

3 

00031 FBG POH 3520 230305 851 614 230215 1101 7820 8146 3313 63 26 FFBGG 
00182 FBG POH 7640 231356 852 639 231210 8140 2645 1639 2549 83 42 OOHAA 
00231 FBG POH 7640 231522 854 643 231315 3731 5445 8146 3313 93 01 DDHAA 
00232 FBG POH 7640 231738 858 657 231620 6350 1476 8146 3313 72 01 FFBGG 
00276 FBG POH 7640 231524 855 648 231355 9942 3456 8146 3313 70 01 DDHAA 
00358 NIO POH 3520 232021 759 664 231900 6530 0611 8146 8912 53 31 FFBGG 

625 
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00030 NIO POH 3520 230321 751 608 230105 2750 7263 8146 8912 77 01 FFBGG 
00082 NIO POH 4965 230628 754 619 230440 8943 5445 8146 8912 63 31 FFBGG 
00079 VPO POH 4965 230613 002 621 230530 5504 4257 8146 5942 86 33 DDHAA ~ 

00080 VPO POH 4965 230644 003 621 230530 5504 4257 8146 5942 84 33 DDHAA 
00081 VPO POH 4965 230715 004 621 230530 5504 4257 8146 5942 82 33 DDHAA 
00124 ZHK POH 7640 23(21917 951 627 23(21800 2750 7263 2340 3151 77 38 DDHAA 
00164 ZHK POH 7640 231112 QS2 632 230935 653(21 8820 6210 9074 00 20 DDHAA "" 00229 ZHK POH 7640 231528 954 650 231430 3749 601(21 2197 8435 81 01 DDHAA 
00230 ZHK POH 7640 231556 955 650 231430 3749 6010 2197 8435 66 01 DDHAA 

15 

00010 MKP PSD 2960 230053 551 848 230010 5504 1476 6607 5762 61 07 ECHCE 
00011 MKP Pso 2960 230114 552 848 230010 5504 1476 6607 5762 75 16 ECHCE 
00089 MKP PSD 6760 230708 555 851 230600 0121 4257 6607 5762 54 29 ECHCE 

3 

00167 cue PVK 6005 231109 202 698 231035 9518 7820 6373 7742 40 21 IIHFF 

00054 NVT RBU 2460 230437 654 767 230320 0121 7263 1080 2198 71 38 DDHAA 
00183 NVT RBU 6620 231328 656 790 231245 7753 5218 8858 3485 66 36 OCGDC 
00297 NVT RBU 6620 231623 659 800 231550 1523 4606 1(2180 2198 50 28 DCGDC 
00175 OAL RBU 6620 231004 852 775 230835 3731 7803 8858 7896 66 29 FFBGG -. 
00197 RHW RBU 6620 231221 452 786 231100 6530 2664 8858 0406 76 33 DDHAA 

5 

00192 NVT RHW 7120 231219 555 030 231105 2750 1476 2610 4259 93 30 DDHAA 
001Q3 NVT RHW 7120 231237 556 030 231105 2750 1476 2610 4259 73 30 DDHAA 
00223 NVT RHW 7120 231543 558 052 231500 1561 2645 8371 3485 48 38 AJAAJ 
00053 OAL RHW 3160 230407 202 024 230335 4152 5218 2610 5320 61 21 DDHAA e 00174 RBU RHW 7120 231112 752 028 231000 8943 7263 2610 5726 82 37 ODHAA 

5 

00065 FHI SFV 7830 230725 652 397 230640 4775 4606 5086 8327 56 18 AIJAI 
001"'3 FHI SFV 7830 230913 653 401 230730 1120 8820 5086 8327 71 27 DCGCD 
00216 FHI SFV 7830 230942 654 401 230l30 3731 4257 5086 8327 84 33 OJOJD 
00349 FHI SFV 3910 231007 656 401 2301-30 5504 9054 5086 8327 69 14 DCGCD 
00029 MKP SFV 3910 230356 403 388 230300 0120 1871 5086 5762 48 16 DJDJD 
00144 MKP SFV 7830 231124 408 4rlll 230730 8943 3456 5086 5762 87 33 OJOJD 
00215 MKP SFV 4795 2U207 410 401 230730 8943 3456 5086 5762 92 33 DJDJD 
00067 XYR SFV 4795 230613 801 394 230525 3749 2645 5086 8444 49 31 DCGCD 
00114 XYR SFV 7830 230929 804 405 230845 9518 5074 4726 1801 28 15 EGBEG 
00278 XYR SFV 7830 231611 808 432 231520 urn 1663 5086 844.1f. 51 20 EGBEG 
00333 XYR SFV 3910 232023 810 445 231910 9942 3456 5086 8444 55 34 DCGCD 
00348 XYR SFV 3910 230936 805 401 230730 6530 7803 5086 8444 69 17 DCGCD 
00222 YFT SFV 4795 231448 001 425 231400 5161 2239 5086 5320 34 33 JOOJD 

13 

00066 FHI TOJ 6430 2307'0 751 910 230705 5161 3456 0162 8327 53 21 80808 
00102 FHI TOJ 6430 230915 752 912 230840 3731 9054 0162 8327 39 35 GIFIG 

2 

00008 BWO TPY 3360 230157 701 811 230120 8943 0611 2025 8156 32 27 CFIFC ;; 

00(i)74 BWO TPY 741lJ0 230722 7(i)5 815 230635 1120 3456 2025 8156 54 47 CFIFC 
00205 BWO TPY 7400 231256 710 827 231205 4775 5218 2025 8156 36 45 ADEAD 
00043 HOG TPY 4505 230553 402 813 230450 3731 1476 2025 6707 70 40 CCFII .. 00154 NIO TPV 7400 231024 151 822 230915 9942 7263 2025 2125 51 32 CFIFC 

5 

e -

~ 626 
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C01Ulil6t1AL 

00051 IN.J UBT 4535 230553 152 494 230500 5504 1476 6832 1397 46 23 AEFEA 
00026 YWP UBT 2850 230347 652 493 230310 1561 6010 6832 4718 39 23 AEFEA .. 00148 YWP UBT 6890 231058 654 501 231025 1120 3456 6832 4718 46 38 AEFEA 
0121149 YWP UBT 689121 231106 655 502 231030 2750 7263 6832 4718 48 37 CCFII 

4 

.. 
"" 362 FHI UNK 6220 231006 903 760 230920 1120 5445 1972 8327 32 20 GIFIG 
00101 FHI UNK 6220 230922 901 758 230900 3749 7263 1972 8327 45 16 50505 

2 

00034 XYR Vl.H 2990 230338 201 722 23121315 9742 5237 1260 8444 55 24 50505 
00092 XYR VLH 5635 230631 202 724 230610 3973 7820 1260 8444 44 17 28082 
00198 XYR VLH 6750 231202 204 725 231125 9518 2645 1260 8444 37 23 50505 
00284 XYR VLH 6750 231705 206 728 231550 6350 3456 1260 8444 51 37 68486 

4 

00187 EDI VLX 5960 231312 002 705 231225 1561 3456 6373 30tH 72 29 FFBGG 

00306 FMT VXI 4165 231712 701 753 231600 3731 2664 6940 2620 75 14 CCFII 
00049 FZX VXI 2860 230408 952 735 230325 2110 7263 6940 0172 51 28 EGBGE 
00050 FZX VXI 2860 230431 953 735 230325 2110 7263 6940 0172 36 28 EGBGE 
00263 FZX VXI 6860 231454 957 748 231420 8140 5237 69lt0 0172 50 38 DCGCD 

4 

~ 
00291 CUN WNN 7290 231704 351 551 231600 2750 5445 5680 2396 64 10 FFBGG 
00006 IZW WNN 3490 230154 851 518 230110 2172 4803 5743 0334 52 26 EIDEI 
00077 IZW WNN 7290 230721 854 526 230540 8943 7263 5833 3917 99 20 DDHAA 

e 00256 IZW WNN 7290 231419 857 537 231335 9942 1476 5833 3917 69 25 FFBGG 
00257 XTG WNN 7290 231537 552 540 231400 3731 7803 5833 8156 83 24 DDHAA 
00289 XTG WNN 5455 231742 554 553 231630 2110 3456 5833 8156 80 18 FFBGG 
00037 ZCA WNN 3480 230508 951 273 230420 9329 2239 4717 1081 39 09 BFHBF 
00112 ZCA WNN 7280 230856 954 279 230800 1101 8423 4717 1081 40 09 HB.JBH 
00258 ZCA WNN 7280 231427 957 291 231345 5161 1871 4717 1081 43 26 HB.JBH 
00298 ZCA WNN 7280 231719 959 297 231605 9942 7263 4717 1081 78 18 HB.JBH 

UJ 

00146 CUN XTG 4095 231031 752 653 230940 0121 3456 3565 0172 44 26 FFBGG 
00009 IZW XTG 3990 230058 651 628 230005 9518 8423 7543 9083 71 35 DOHA A 
00047 IZW XTG 3990 230503 653 638 230415 9329 5445 5653 7300 64 48 DDHAA 
00158 IZW XTG 7990 231104 656 649 230900 8943 1476 0946 0956 87 32 DDHAA 
00076 OAL XTG 7990 230714 504 643 230600 2110 9054 3565 5320 61 27 OOHAA 
00307 OAL XTG 7990 231&26 509 673 231510 8943 4257 5653 9038 62 33 FFBGG 
00265 WNN XTG 799111 231506 402 665 231325 6530 2664 5653 3395 61 29 FFBGG 

7 
' 

001a4 FHI XYR 6070 230903 551 646 230815 6350 ~664 8641 8327 42 23 D.JD.JD 
00316 FHI XYR 2310 231856 553 660 231810 8943 8820 8641 8327 46 25 DJD.JD 
00044 lXI XYR 5615 230508 251 638 230425 9329 2645 8641 2611 47 24 68486 
00285 lXI XYR 6070 231612 253 656 231535 0120 1871 8641 2611 55 23 28082 
00350 IXI XYR 2310 232331 255 663 232240 5504 8820 8641 2611 51 43 68486 
00261 MKP XYR 6070 231456 802 653 231410 3731 7263 8641 5762 46 25 O.JO.JO 
00317 OWN XVR 5615 231813 102 658 231700 9942 5445 8641 3872 66 43 .JAAA.J 
00005 SFV XYR 2310 230054 351 631 230005 8140 7487 8641 5320 66 30 EGBEG 
00014 SFV XVR 2310 230243 354 636 230200 9518 2239 8641 5320 49 44 EGBEG .. 00115 SFV XYR 6070 230812 359 644 230725 2110 4257 8641 5320 43 28 D.JO.JO 
00156 VLH XYR 6070 231147 601 649 231110 3749 4094 8641 7157 43 43 68486 
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00336 VLH XYR 2310 232106 604 662 232020 6530 1476 8641 7157 33 23 JAAAJ 
12 

" 
00332 VRG XYS 1.315 232024 505 420 231945 2110 5445 4357 1180 59 09 DDHAA 

00356 NVU XZJ 3255 232306 113 410 232220 9329 2645 2683 1676 63 27 DDHAA 
• 

00321 VLX YEC 3875 231925 210 151 231815 9518 8423 0027 3061 91 25 DDHAA 
00328 YRG vee 3875 231938 303 153 231850 4775 4094 2511 9939 52 35 FFBGG 

2 

000'+8 EOU YWP 3490 230507 802 522 230425 8140 0665 5833 1793 51 22 AEFEA 
00296 EOU YWP 7290 231516 804 531 231145 6350 9054 5833 1793 85 10 AEFEA 
00273 FSD YWP 5455 231631 002 55C'J 231540 5161 5218 5833 4718 36 27 JHHJH 
00181 INJ VWP 7290 231303 901 534 231220 9518 6442 5833 1397 38 20 DFJDF 
002Q2 INJ YWP 5455 231754 907 531 231145 5504 8820 5833 1397 90 10 AEFEA 
00295 INJ YWP 7290 231719 903 552 231610 IIJ121 7263 5833 1397 73 10 AEFEA 
00090 UBT YWP 5455 230618 101 525 230530 3749 4606 5833 9803 57 19 GDAGD 
00204 UBT VWP 7290 231319 102 531 231145 8943 2664 5833 9803 87 10 AEFEA 
00294 UBT YWP 7290 231604 103 547 231520 0120 3698 5833 9803 44 13 AEFEA 

9 

00186 ALL ZCA 4405 231326 001 035 231210 3749 1663 2610 1081 43 02 JIIJI 
00190 MRS ZCA 7120 231217 104 029 231020 6350 9054 2610 0091 91 25 HBJBH 
00224 MRS ZCA 7120 231451 105 041 231415 9329 3644 2610 0091 38 18 EO lED 
00293 MRS ZCA 4405 231744 107 064 231700 5161 4094 9523 2594 44 21 EO IED 't 

00340 MRS ZCA 3160 232006 110 070 231915 8140 4257 2610 0091 55 17 HBJBH 
00191 MXU ZCA 7120 231352 305 029 231020 6530 8820 2610 2558 85 25 HBJBH e 00323 MXU ZCA 3160 231904 306 061 231635 2110 7803 2610 2558 63 03 HBJBH 
00341 MXU ZCA 3160 232019 308 069 231905 3731 0611 2610 2558 62 25 HBJBH 
0"342 MXU ZCA 3160 232158 311 073 232110 9942 5445 2610 2558 35 08 HBJBH 
00236 WNN ZCA 7120 231448 204 029 231020 6350 2664 2610 8408 87 25 HBJBH 
00281 WNN ZCA 7120 231622 205 055 231540 9518 1871 2610 8408 63 03 HBJBH 
00322 WNN ZCA 3160 231910 207 067 231830 2750 5445 2610 8408 42 23 HBJBH 

12 

00355 FBG ZHK 2420 232224 153 035 232040 1120 1476 4212 3313 36 til FFBGG 
00371 FBG ZHK 2420 231902 152 028 231745 2750 4257 4212 3313 57 rU FFBGG 
00375 FBG ZHK 2420 232309 154 038 232225 3731 7263 1774 2549 36 22 FFBGG 
00354 NIO ZHI< 2420 232247 356 036 232135 2110 9054 9208 4637 45 24 FFBGG 
00275 NIO ZHK 2420 231712 355 025 231605 6350 5445 4212 8912 48 24 FFBGG 
00172 POH ZHK 6660 231103 305 016 231015 9942 7263 1774 4754 41 22 FFBGG 
00173 POH ZHK 6660 231158 306 019 231100 0121 2645 4212 5942 68 23 DDHAA 
00234 POH ZHK 6660 231519 307 023 231430 8943 780-3 4212 5942 59 37 FFBGG 
00235 POH ZHK 6660 231536 308 023 231430 891f.3 7803 4212 5942 53 26 FFBGG 
00339 POH ZHK 2420 232113 310 032 231950 5504 2664 4212 5942 70 33 DDHAA 

10 

00196 EDH ZIC 6620 231219 903 778 230940 2750 ~257 1918 5267 85 42 DAEAD 
00343 EOH ZIC 2460 232106 905 808 231920 0121 9054 1918 5267 67 50 OAEAD 
00136 EJJ ZIC 5265 231156 002 787 23'1115 8140 7487 1918 5726 39 52 JFFJF 
00365 FSD ZIC 6620 231537 704 778 230940 1120 5445 1918 7238 85 42 DAEAD 
00145 FSQ ~IC 6620 231052 703 782 231005 3749 2239 1918 7238 35 30 HDBHO 
00238 FSD ZIC 6620 231558 706 797 231510 4775 1871 1963 8741 37 28 DAEAD 
003;7 HCO ZIC 2460 23234~ 810 811 232235 5504 1476 1918 8219 43 30 DAEAD .. 
00225 HCO ZIC 6620 231438 806 794 231350 1101 3698 1963 3791 39 27 FBHFB 
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00237 HCO zrc 6620 231426 803 778 230940 9942 2664 1918 8219 90 42 DAEAD 

" 
00324 HCO ZIC 5265 231822 807 804 231715 9329 8423 1918 8219 68 28 DAEAO 

10 

00042 DYO zzz 2030 230409 401 130 230315 4775 8423 4258 3917 00 16 IIHFF 
00061 DYO zzz 6350 230704 406 151 230640 6320 5433 3637 1577 77 21 ABCAB 
00228 DYO zzz 6350 231412 409 202 231320 5161 9054 6445 7300 90 29 IIHFF 
00274 DYO zzz 6350 231629 413 219 231535 9942 8820 6445 7300 58 16 IIHFF 
00368 LLZ zzz 6350 231746 111 233 231710 9518 0665 9000 4178 77 15 HAIHA 
00007 LLZ zzz 2030 230116 101 121 230040 3973 4094 4258 5942 63 23 IIHFF 
00062 LLZ zzz 5955 230619 104 143 230545 2172 6010 6445 4493 65 24 llHFF 
00134 LLZ zzz 6350 231034 106 181 231000 8121 2645 4104 4754 66 33 HAIHA 
00227 L.LZ zzz 6350 231451 108 208 231415 0732 3644 4258 5942 67 17 IIHFF 
00345 LLZ zzz 2030 232118 113 49 232030 0120 8423 4258 5942 85 15 IIHFF 
00040 ML.H zzz 5955 230557 301 138 230500 1101 7487 3637 1117 76 20 FEAFE 
00099 MLH zzz 6350 230822 304 154 230710 9942 7803 4258 4259 97 32 IIHFF 
00139 MLH zzz 6350 231051 307 177 230945 8140 8820 4258 4259 91 26 JIHFF 
00140 MLH zzz 6350 231118 308 177 230945 8140 8820 4258 4259 90 32 I IHFF 
00141 MLH zzz 6350 231136 309 177 230945 8140 8820 4258 4259 92 19 JJHFF 
00248 ML.H zzz 6350 2315Z8 313 211 231450 3973 1871 8236 4033 80 32 FEAFE 
00249 MLH zzz 6350 231541 314 211 231450 3973 1871 8236 4033 52 11 FEAFE 
00022 zzz zzz 5955 230326 001 126 230200 2750 2664 4258 7094 87 18 IIHFF 
00023 zzz zzz 5955 230358 002 126 230200 2750 2664 4258 7094 85 10 IIHFF 
00041 zzz zzz 5955 230431 003 126 230200 2750 2664 4258 7094 83 21 IIHFF 
00095 zzz zzz 5955 230903 005 165 230830 9742 7837 4258 7094 80 14 JEEJE 
00096 zzz zzz 5955 230917 006 165 230830 9742 7837 4258 7094 70 13 JEEJE 

e 00097 zzz zzz 5955 230931 007 165 230830 9742 7837 4258 7094 80 30 JEEJE 
00098 zzz zzz 5955 230941 008 165 230830 9742 7837 4258 7094 42 20 JEEJE 

24 
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e~:w. 

E. FreSI.!!!Cl 11st1y, 23 Deceaber 

00372 DVO MLH 2020 231921 352 652 231705 6530 0611 7525 3917 76 16 IIHFF 
00346 DYO ~LH 2020 232037 355 655 231830 3731 9054 9109 7300 56 22 J JHFF 
00120 ZZZ MLH 2020 230347 702 590 230315 3973 7487 7525 7094 90 28 FEAFE " 01159 ZZZ MLH 2120 231551 703 594 230430 4775 2239 7525 7094 63 30 IIHFF 
00019 RHW NVT 2020 231242 102 587 230205 4775 2645 7525 1081 36 38 AJAAJ 

5 

00042 DVO zzz 2030 230409 401 130 230U5 4775 8423 4258 3917 00 16 IIHFF 
00007 LLZ zz.z 2030 230116 101 121 230040 3973 4094 4258 59 .. 2 63 23 JIHFF 
00345 LLZ zzz 2030 232118 113 249 232030 0120 8423 4258 5942 85 15 IIHFF 

3 

00326 MLH DYO 2100 231936 454 858 231700 6530 5445 5815 4259 55 34 I IHFF 
00327 zzz OYO 2UJS 2319UJ 511 857 231625 3731 4257 9749 6644 76 4S IIHFF 
00032 WNN r zw 2UJ0 230252 302 810 230130 0121 8820 581!5 4718 94 22 DOHAA 

3 

10815 ZIC EDH 2218 230212 153 480 230125 4775 1663 6977 5726 44 37 BGIBG 

00373 NIO EOU 2220 232010 452 243 231935 6350 3456 7UJ1 2125 53 24 DCGCD 
00344 NIO EOU 2220 232148 453 245 232105 2750 2664 7UJ1 2125 37 28 CCFII 
00012 YWP EOU 2220 230313 552 221 230240 3749 0420 1101 4718 37 28 CBECB 
00057 VWP EOU 2220 230528 554 224 230435 1101 7046 7101 4718 58 39 AEFEA 

4 

00315 BWO NIO 2240 231845 956 481 231730 2750 4257 4140 8156 31 33 CFIFC '• 

00338 FBG NIO 2250 232106 805 203 231910 1561 8423 2124 3313 60 49 FFBGG e 00352 FBG NIO 2250 232209 807 205 232035 9942 7803 2124 3313 80 01 FFBGG 
00337 POH NIO 2250 232013 109 202 231840 0121 2664 2124 5942 65 01 FFBGG 

3 

00316 FHI XYR 2310 231856 553 660 231810 8943 8820 8641 8327 46 25 OJO.JD 
00350 lXI XYR 2310 232331 255 663 232240 5504 8820 8641 2611 51 43 68486 
00005 SFV XYR 2310 230054 351 631 230005 8140 7487 8641 5320 66 30 EGBEG 
00014 SFV XYR 2310 230243 354 636 230200 9518 2239 8641 5320 49 44 EGBEG 
00336 VLH XYR 2310 232106 604 662 232020 6530 1476 8641 7157 33 23 JAAA.J 

5 

00332 Y~G XYS 23l5 232024 505 420 231945 2110 5445 4357 1180 59 09 ODHAA 

00004 ZIC HCO 2350 230104 053 718 230020 1561 2239 8740 5726 45 07 FBHFB 

00013 ZIC FSD 2400 230354 251 647 230310 8140 7487 1161 5726 46 25 HOBHO 

00355 FBG ZHK 2420 232224 153 035 232040 1120 1476 4212 3313 36 01 FFBGG 
00371 FBG ZHK 2420 231902 152 028 231745 2750 4257 4212 3313 57 01 FFBGG 
00375 FBG ZHK 2420 232309 154 038 232225 3731 7263 1774 2549 36 22 FFBGG 
00354 NIO ZHK 2420 232247 356 036 232135 2110 9054 9208 4637 45 24 FFBGG 
00275 NIO ZHK 2420 231712 355 025 231605 6350 5445 4212 8912 48 24 FFBGG 
00339 POH ZHK 2420 232113 310 032 231950 5504 2664 4212 5942 70 33 DOHAA 

6 ::' 

00054 NVT RBU 2460 230437 654 767 230320 0121 7263 1080 2198 71 38 ODHAA 
00343 EDH ZIC 2460 232106 905 808 231920 0121 9054 1918 5267 67 50 DAEAD .. 
0Wl357 HCO ZIC 2460 232348 810 811 232235 5504 1476 1918 8219 43 30 DAEAD 

3 



; 

.. 

• 
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00370 NVU HVW 2515 232347 417 282 232250 4775 6010 7994 3278 70 45 OOHAA 

00003 FZX GFH 2620 230103 551 167 230025 1101 4606 4997 0172 44 11 CJBCI 
0~055 FZX GFH 2620 230406 554 169 230310 5504 4257 4997 0172 50 25 EGBGE 
00056 FZX GFH 2620 230424 555 169 230310 5504 4257 4997 0172 56 25 EGBGE 

3 

00016 PVK AAA 2685 230317 602 215 230235 9969 7046 9262 3061 48 08 IlHFF 

00374 EDH MXU 2700 232312 052 660 232200 5504 5445 6616 5267 55 18 CCFII 
00331 WNN MXU 2700 232026 352 658 231935 6350 3456 6616 8408 58 21 OCGCD 
00360 ZCA MXU 2700 230310 653 629 230215 1561 1663 6616 1081 43 13 GEBGE 

3 

00033 MKP HZY 2750 230248 701 765 230135 9942 8820 8623 5762 61 12 95459 

00026 YWP UBT 2850 230347 652 493 230310 1561 6010 6832 4718 39 23 AEFEA 

00049 FZX VXI 2860 230408 952 735 230325 2110 7263 6940 0172 51 28 EGBGE 
00050 FZX VXI 2860 230431 953 735 230325 2110 7263 6940 0172 36 28 EGBGE 

2 

00353 NIO FBG 2910 232352 055 511 232300 5504 7803 7435 8912 35 25 FFBGG 
00052 POH FBG 2910 230408 204 468 230320 3749 4257 7165 4493 56 20 FFBGG 
00320 POH FBG 2910 231956 211 508 231840 3731 2664 7165 4493 47 26 FFBGG 

3 

00010 MKP PSD 2960 230053 551 848 230010 5504 1476 6607 5762 61 07 ECHCE 
00011 MKP PSD 2960 230114 552 848 230010 5504 1476 6607 5762 75 16 ECHCE 

2 

00034 XYR VLH 2990 230338 201 722 230315 9742 5237 1260 8444 55 24 50505 

00347 GFI LAN 3095 232256 606 527 232210 1101 1871 5644 1324 37 25 DOHAA 

00053 OAL RHW 3160 230407 202 024 230335 4152 5218 2610 5320 61 21 DDHAA 
00340 MRS ZCA 3160 232006 110 070 231915 8140 4257 2610 0091 55 17 HBJBH 
00323 MXU ZCA 3160 231904 306 061 231635 2110 7803 2610 2558 63 03 HBJBH 
00341 MXU ZCA 3160 232019 308 069 231905 3731 0611 2610 2558 62 25 HBJBH 
00342 MXU ZCA 3160 232158 311 073 232110 9942 5445 2610 2558 35 08 HBJBH 
00322 WNN ZCA 3160 231910 207 067 231830 2750 5445 2610 8408 42 23 HBJBH 

6 

00058 XYR IXI 3170 230449 101 802 230420 5161 2645 0586 8444 37 30 68486 

00312 BWO HOG 3200 231930 850 342 231805 2110 2664 9145 8156 79 33 DCGCD 

00356 NVU XZJ 3255 232306 113 410 232220 9329 2645 2683 1676 63 27 ODHAA 

00027 YWP JNJ 3330 230249 751 811 230215 9329 2645 1864 4718 64 09 AEFEA 
00028 YWP JNJ 3330 230331 752 812 230240 1120 7263 1864 4718 40 04 AEFEA 

2 

00008 BWO TPY 3360 230157 701 811 230120 8943 0611 2025 8156 32 27 CFIFC 

00314 GKW MKP 3440 231947 206 626 231830 2750 9054 6625 9399 96 32 50505 



REF ID:A64556 

00335 HZY MKP 3440 232057 506 626 231830 1120 7263 6625 6473 70 14 ECHCE 
2 

00037 ZCA WNN 3480 230508 951 273 230420 9329 2239 4717 1081 39 09 BFHBF 
" 

00006 IZW WNN 3490 230154 851 518 230111& 2172 4803 5743 0334 52 26 EIDEI 
00048 EOU YWP 3490 230507 802 522 230425 8140 0665 5833 1793 51 22 AEFEA 

2 • 
00017 zzz LLZ 3520 230236 601 612 230140 9329 5074 8146 7094 80 17 HAIHA 
00018 zzz LLZ 3520 230259 602 612 230140 9329 5074 8146 7094 60 28 HAIHA 
0001S0 zzz LLZ 3520 230542 606 617 230355 3731 9054 8146 7094 00 39 I IHFF 
00fJ 31 FBG POH 3520 230305 851 614 230215 1101 7820 8146 3313 63 26 FFBGG 
00358 NIO POH 3520 232021 759 664 231900 6530 0611 8146 8912 53 31 FFBGG 
00030 NIO POH 3520 230321 751 608 230105 2750 7263 8146 8912 77 01 FFBGG 

6 

00fJ25 UNK FHI 3670 230208 451 608 230115 9942 3456 6869 7904 60 29 80808 

00035 FMT FZX 3760 230513 501 191 230420 9518 7487 7741 2620 44 18 GHEGH 
00334 FMT FZX 3760 232114 507 230 232000 5504 4257 7741 2620 63 32 EGBGE 

2 

00321 VLX YEC 3875 231925 21'0 151 231815 9518 8423 0027 3061 91 25 DDHAA 
00328 YRG YEC 3875 231938 303 153 231850 4775 4094 2511 9939 52 35 FFBGG 

2 .. 
00039 NVT OAL 3910 230456 052 390 230410 5161 7487 4555 3485 37 23 CJCCJ 
1110309 RBU OAL 3910 231916 153 442 231825 9329 4257 5158 6824 50 14 FFBGG 
00349 FHI SFV 3910 231007 656 401 230730 5504 9054 5086 8327 69 14 DCGCD e 00fJ 29 MKP SFV 3910 230356 403 388 230300 0120 1871 5086 5762 48 16 DJDJD 
00333 XYR SFV 3910 232023 810 445 231910 9942 3456 5086 8444 55 34 DCGCO 
00348 XYR SFV 39UJ 230936 805 401 230730 6530 7803 5086 8444 69 17 DCGCD 

6 

00351 NJO BWO 3990 232249 310 680 232130 3731 3456 3565 2125 58 19 DCGCO 
00024 TPY BWO 3990 230337 203 632 230210 5504 1476 3565 9713 59 30 CFJFC 
00318 TPY BWO 3990 231922 208 679 231830 9942 7263 3565 9713 59 22 CFJFC 
00009 IZW XTG 3990 230058 651 628 230005 9518 8423 7543 9083 71 35 DDHAA 
00fJ47 IZW XTG 3990 230503 653 638 230415 9329 5445 5653 7300 64 48 DDHAA 

5 

00221 GXW BWO 4095 231448 001 668 231400 4775 3058 3565 8156 39 17 JCCJC 
0fJfJ38 NIO BWO 4fJ95 230536 301 640 230455 1561 6442 3565 2125 67 12 CEHCE 
00146 CUN XTG 4095 231031 752 653 230940 0121 3456 3565 8172 44 26 FFBGG 

3 

00359 FHI FBP 4105 231820 506 84fJ 231735 653fJ 4257 4122 8327 83 20 80808 

00306 FMT VXI 4165 231712 701 753 23161110 3731 2664 6940 2620 75 14 CCFII . 
0fJ091 XYR OWN 4235 230620 951 681 230605 7932 8423 5095 81t44 68 31 JAAAJ 

;: 

00036 IZW CUN 4265 230557 952 195 230515 1101 5074 2241 9083 58 38 AGHAG 
00286 XTG CUN 4265 231754 452 228 231650 8140 2664 7741 8156 71 41 FFBGG 
003-61 LYD FZX 4265 230751 0fJ1 199 230700 3749 0420 7741 0172 48 12 JAAJA • 3 



REF ID:A64556 

00186 ALL ZCA 4405 231326 001 035 231210 3749 1663 2610 1081 43 02 J IIJI 
00293 MRS ZCA 4405 231744 107 064 231700 5161 4094 9523 2594 44 21 EDIED 

2 

000lt3 HOG TPY lt505 230553 402 813 230lt50 3731 11t76 2025 6707 70 40 CCFII 

00051 INJ UBT 4535 230553 152 494 230500 5504 1476 6832 1397 46 23 AEFEA 

00093 UBT EDU 4565 230609 952 225 230435 2110 8820 7101 9803 31 23 CCFII 

00310 XTG OAL 4795 231834 608 439 231745 8140 2664 5158 3557 56 08 FFBGG 
00215 MKP SFV 4795 231207 410 401 230730 8943 3456 5086 5762 92 33 OJOJD 
00067 XVR SFV 4795 230613 801 394 230525 3749 2645 5086 8444 49 31 DCGCD 
00222 VFT SFV 4795 231448 001 425 231400 5161 2239 5086 5320 34 33 JooJo 

4 

00078 ZCA MRS 4845 230623 753 825 230540 4775 3644 8669 1081 43 38 HBJBH 

00075 BWO NIO 4885 230630 953 465 230525 9942 2664 4140 8156 46 48 CFIFC 

00369 FBG NIO 4895 231913 804 201 231825 2750 9054 2124 3313 98 01 OOHAA 
00277 ZHK NIO 4895 231808 258 200 231725 6530 0611 2124 3151 73 01 OOHAA 

2 

00071 GKW MKP 4925 230634 201 588 230515 8943 7263 6625 9399 75 28 95459 
00313 PSD MKP 4925 231916 302 626 231830 9942 0611 6625 1243 86 24 95459 

2 

e 00329 OYO LLZ 4965 231814 551 659 231715 5161 3644 81.6 3917 72 31 I JHFF 
00082 NIO POH 4965 230628 754 619 230440 8943 5445 8146 8912 63 31 FFBGG 
00079 VPO POH 4965 230613 002 621 230530 5504 4257 8146 5942 86 33 DOHA A 
000 80 V PO POH 4965 230644 003 621 230530 5504 4257 8146 5942 84 33 DOHAA 
00081 VPO POH 4965 230715 004 621 230530 5504 4257 8146 5942 82 33 OOHAA 

5 

00073 BWO HOG 5045 230618 853 321 230520 5504 1476 9145 8156 40 21 CFIFC 
00311 BWO HOG 5045 231802 858 340 231645 2750 3456 9145 8156 61 43 CFIFC 

2 

00136 EJJ ZIC 5265 231156 002 787 231115 8140 7487 1918 5726 39 52 JFFJF 
00324 HCO ZIC 5265 23l822 807 804 231715 9329 8423 1918 8219 68 28 DAEAD 

2 

00325 FMT GFH 5285 231829 652 191 231750 3731 5445 4997 2620 46 16 OCGCD 
llll!ll!l94 VXI GFH 5285 230612 051 172 230535 8943 7803 4997 31!170 65 21!1 CCFII 

2 

00069 TOJ FHI 5335 230712 651 612 230600 2110 0611 6869 5609 83 23 8081!18 

00001 NCM IZW 5385 230136 001 809 230100 1101 3644 5815 3917 80 12 JGGJG 
00002 NCM IZW 5385 230157 002 809 23011!10 1101 3644 5815 3917 80 24 JGGJG 
001!121 NCM IZW 5385 230212 003 809 230100 1101 3644 5815 3917 34 22 JGGJG 
00130 NCM IZW 5385 230908 005 828 230800 9942 5445 5815 3917 86 09 DOHAA 
00131 NCM IZW 5385 230939 006 828 230800 9942 5445 5815 3917 84 09 DDHAA 
80165 NCM IZW 5385 231004 007 828 230800 9942 5445 5815 3917 80 09 DDHAA 

.. 00088 WNN IZW 5385 230623 305 816 230515 8943 7803 5815 4718 69 16 DDHAA 
7 

633 
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00289 XTG WNN 5455 231742 554 553 231630 2110 3456 5833 8156 80 18 FFBGG 
00273 FSO VWP 5455 231631 002 550 231540 5161 5218 5833 4718 36 27 JHHJH 
00292 INJ VWP 5455 231754 907 531 231145 5504 8820 5833 1397 90 10 AEFEA 
0009~ UBT VWP 5455 230618 101 525 230530 3749 4606 5833 9803 57 19 GDAGO 

4 

00044 IXI XVR 5615 230508 251 638 230425 9329 2645 8641 2611 47 24 68486 
00317 OWN X"f'R 5615 231813 102 658 231700 9942 5445 8641 3872 66 43 J~AAJ 

2 

00092 XYR VLH 5635 230631 202 724 230610 3973 7820 1260 8444 44 17 28082 

00046 HCO FSD 5805 230549 351 650 230500 2110 7803 1161 8219 34 05 OAEAD 

00143 AAA AAA 5820 231018 003 251 230940 0120 0420 9262 73!9 49 19 IIHFF 

00045 ZIC HCO 5895 230553 054 720 230435 0121 3456 8740 5726 61 03 DAEAD 

00083 OAL NVT 5945 230623 604 602 230500 1561 6010 2962 7896 55 43 CJCCJ 
00194 WPX NVT 5945 231351 003 644 231310 9969 4606 7525 4259 35 36 JBBJB 
00195 WPX NVT 5945 231208 001 635 231130 5161 7487 7525 4259 51 37 JBBJB 
00330 WPX NVT 5945 231902 004 654 231815 3749 5218 7525 4259 58 20 JBBJB 

4 
;. 

00319 RTJ NVU 595121 231802 809 564 231705 5161 6010 3222 1603 87 25 FFBGG 

00062 LLZ zzz 5955 230619 104 143 230545 2112 6010 6445 4493 65 24 I IHFF 
00040 MLH zzz 5955 230557 301 138 23051210 111211 7487 3637 1117 76 20 FEAFE ~ 

00022 zzz zzz 5955 230326 001 126 230200 2750 2664 4258 7094 87 18 I lHFF 
00023 zzz zzz 5955 230358 002 126 230200 2750 2664 4258 7094 85 10 I IHFF e 00041 zzz zzz 5955 230431 003 126 230UJ0 2750 2664 4258 7094 83 21 IIHFF 
000Q5 zzz zzz 5955 230903 005 165 230830 9742 7837 4258 7094 80 14 JEEJE 
000Q6 zzz zzz 5955 230917 006 165 230830 9742 7837 4258 7094 70 13 JEEJE 
00097 zzz zzz 5955 230931 007 165 230830 9742 7837 4258 7094 80 30 JEEJE 
00098 zzz zzz 5955 230941 008 165 23~830 9742 7837 4258 7094 42 20 JEEJE 

9 

00187 EOI VLX 5960 231312 002 705 231225 1561 3456 6373 '3061 72 29 FFBGG 

00167 cuo PVK 6005 231109 202 698 231035 9518 7820 6373 7742 40 21 I IHFF 

00119 EDH HCO 6030 230822 402 723 230730 9518 8423 8740 5267 51 05 DAEAD 
00200 ZIC HCO 6030 231219 057 730 231145 2750 1476 874iD 5726 27 08 OAEAO 

2 

00104 FHI XYR 6070 230903 551 646 230815 6350 2664 8641 8327 42 23 DJOJO 
00285 IXI XVR 6070 231612 253 656 231535 0120 1871 8641 2611 55 23 28082 
0~261 MKP XYR 6070 231456 802 653 2314lrb 3731 7263 8641 5762 46 25 DJOJO 
00115 SFV XYR 6070 230812 359 644 230725 2110 4257 8641 5320 43 28 OJOJD 
00156 VLH XVR 6070 231147 601 649 231110 3749 4094 8641 7157 43 43 68486 

5 

00179 MKP GKW 6100 231142 351 824 231110 4775 7046 9893 5762 33 32 ECHCE • 00243 MKP GKW 6100 231420 353 826 231245 3731 2664 9893 5762 76 24 50505 
2 

00251 EOU NIO 6120 231525 852 474 231410 6350 7263 4140 1793 72 46 OCGCD ;. 

'-

e 
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00168 POH NIO 6130 231152 104 169 231045 9969 8423 2124 5942 84 01 OOHAA 
00169 POH NIO 6130 231437 106 186 231350 6350 3456 2124 5942 79 49 DOHAA 
00217 POH NIO 6130 231527 108 191 231450 8943 4257 6427 4493 80 42 OOHAA 
00185 ZHK NIO 6130 231214 252 170 231100 8943 8820 2124 3151 79 01 DOHAA 
00233 ZHK NIO 6130 231704 256 196 231625 0121 2664 2124 3151 74 01 OOHAA 

5 

00177 YWP EOU 6140 231146 555 236 231100 6530 9054 7101 4718 44 29 CCFII 
00241 YWP EOU 6140 231437 556 239 231350 3731 5445 7101 4718 32 26 OCGCO 

2 

00113 FSO EDH 617!11 23!11939 452 487 230900 0121 3456 6977 7238 28 41 OAEAO 
002~9 MXU EDH 6170 231603 552 503 231515 5504 7803 6977 2558 44 20 OCGCD 
00126 ZIC EOH 6170 230809 155 485 230730 1561 3698 6977 5726 34 43 BGIBG 
00208 ZIC EDH 6170 231323 159 492 231145 6530 1476 6977 5726 79 35 OAEAO 
00209 ZIC EDH 6170 231348 160 492 231145 6530 1476 6977 5726 74 35 DAEAO 

5 

00362 FHI UNK 6220 231006 903 760 230920 1120 5445 1972 8327 32 20 GIFIG 
00101 FHI UNK 6220 230922 901 758 230900 3749 7263 1972 8327 45 16 50505 

2 

00266 LLZ DYO 6260 231541 653 855 231450 8140 2645 9749 4493 91 41 IIHFF 
00218 MLH DYO 6260 231358 452 850 231315 0732 5218 5815 4259 74 29 I IHFF 
00302 MLH DYO 6260 231612 453 854 231430 2750 3456 9749 2198 64 35 IIHFF 
00125 zzz DYO 6260 230929 503 832 23~900 9192 4803 9541 3755 45 46 ABCAB 
00135 zzz DYO 6260 231156 504 840 231105 4775 8820 9749 6644 53 22 IIHFF 
00267 zzz OYO 6260 231511 508 849 231300 9942 7263 9640 8110 86 32 I IHFF e 00268 zzz OYO 6260 231404 507 847 231235 0121 1476 9541 3755 76 27 IJHFF 
00303 zzz ~YO 6260 231602 510 853 231420 6530 2664 5815 7094 74 29 IIHFF 
00363 CUN IZW 6260 231124 7.04 837 23U,0 3731 1476 5815 0172 59 24 DDHAA 
00132 CUN IZW 6260 230903 201 824 230640 6350 3456 9749 2396 81 24 ODHAA 
00184 CUN IZW 6260 231318 207 844 231140 2110 9054 9640 1360 70 31 DDHAA 
00166 WNN IZW 6260 231008 308 829 230820 2750 7263 9640 5230 83 11 DDHAA 
00247 XTG IZW 6260 231433 101 852 231400 3749 3698 5815 8156 27 29 G8IGB 

13 

00063 LLZ MLH 6340 230718 251 616 230545 2110 7263 7525 5942 58 24 IIHFF 
00367 zzz MLH 6340 231441 711 646 231330 9942 1476 9109 6644 92 27 IIHFF 
00064 zzz MLH 6340 230659 704 611 230525 8140 3644 4447 0127 96 31 I IHFF 
00137 zzz MLH 6340 231008 705 627 230830 8943 4257 4339 8110 70 24 I IHFF 
00138 zzz MLH 6340 231023 706 627 230830 8943 4257 4339 8110 56 24 IIHFF 
00219 zzz ML.H 6340 231354 709 640 231230 5504 3456 7525 7094 53 20 I IHFF 
00220 zzz MLH 6340 231337 707 638 231215 1120 5445 7895 9119 84 37 I IHFF 
00270 zzz ML.H 6340 231539 720 646 23U30 9942 1476 9109 6644 95 40 IIHFF 
00271 zzz MLH 6340 231426 710 643 231305 2750 4257 9109 6644 80 33 IIHFF 
00304 ZZZ MLH 6340 231612 721 6 ... 6 23U30 9942 1476 9109 66 ... 4 99 20 JJHFF 
00084 OAL NVT 6340 230648 605 619 230600 1120 4257 7525 5320 87 36 FFBGG 
000 85 OAL NVT 6340 230709 608 624 230640 6960 3058 7525 5320 80 37 CJCCJ 
00086 OAL NVT 6340 230714 609 624 230640 6960 3058 7525 5320 36 34 CJCCJ 
00127 RBU NVT 6340 230822 504 619 230600 3731 9054 7525 5726 87 28 FFBGG 
00290 RBU NVT 6340 231602 507 650 231520 9329 4094 7525 5726 43 29 DCGDC 
00128 RHW NVT 6340 230914 104 619 230600 2750 2664 7525 1081 84 32 DDHAA 
00129 RHW NVT 6340 230949 U!5 619 230600 2750 2664 7525 1081 83 32 ODHAA 
00142 RHW NVT 6340 231046 109 632 231010 9518 5237 7525 1081 35 21 AJAAJ 

• 18 

635 
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00061 OYO zzz 6350 230704 406 151 230640 6320 5433 3637 1577 77 21 ABCAB 
00228 ovo zzz 6350 231412 409 202 231320 5161 9054 6445 7300 90 29 JJHFF 
00274 ovo zzz 6350 231629 413 219 23U35 9942 8820 6445 7300 58 16 IIHFF 
00368 LLZ zzz 6350 231746 111 233 231710 9518 0665 9000 4178 77 lS HAIHA • 
00134 LLZ zzz 6350 231034 106 181 231000 8121 2645 4104 4754 66 33 HAJHA 
00227 LLZ zzz 6350 231451 108 208 231415 0732 3644 4258 5942 67 17 IIHFF 
00099 MLH zzz 6350 230822 304 154 230710 9942 7803 4258 4259 97 32 IIHFF 
00139 MLH zzz 6350 231051 307 177 230945 8140 8820 4258 4259 91 26 IIHFF 
00140 MLH zzz 6350 231118 308 177 230945 8140 8820 4258 4259 90 32 I IHFF 
00141 MLH zzz 6350 231136 309 177 230945 8140 8820 4258 4259 92 19 J IHFF 
00248 MLH zzz 6350 231528 313 211 231450 3973 1871 8236 4033 80 32 FEAFE 
00249 MLH zzz 6350 231541 314 211 231450 3973 1871 8236 4033 52 11 FEAFE 

12 

00301 CUO MKR 6355 231733 604 562 231655 3731 0611 3222 7742 44 44 IIHFF 

00207 MRS MXU 6380 231257 151 639 231210 2110 7263 6616 0091 28 32 CCFII 
00259 ZCA MXU 6380 231506 657 642 231420 9969 8423 6616 1081 59 36 HBJBH 
00260 ZCA MXU 6380 231528 658 642 231420 9969 8423 6616 1081 42 36 HBJBH 

3 

00037 CUO AAA 6405 230806 753 243 230745 3749 1663 9262 7742 37 06 BEGBE 
~ 

00066 FHI TOJ 6430 230730 751 910 230705 5161 3456 0162 8327 53 21 80808 
00102 FHI TOJ 6430 230915 752 912 230840 3731 91'654 0162 8327 39 35 GIFIG 

2 

00240 FZX GFH 6460 231552 557 188 231520 6350 3456 4997 0172 70 15 CCFJI 
00176 lNJ GFH 6460 231157 402 180 231015 6530 0611 4997 1397 50 18 CCFII e 2 

00183 NVT RBU 6620 231328 656 790 231245 7753 5218 8858 3485 66 36 DCGDC 
00297 NVT RBU 6620 231623 659 800 231550 1523 4606 1080 2198 50 28 DCGDC 
00175 OAL RBU 6620 231004 852 775 230835 3731 7803 8858 7896 66 29 FFBGG 
00197 RHW RBU 6620 231221 452 786 231100 6530 2664 8858 0406 76 33 OOHAA 
00196 EDH ZIC 6620 231219 903 778 230940 2750 4257 1918 5267 85 42 DAEAD 
00365 FSD ZIC 6620 231537 704 778 230940 1120 51,45 1918 7238 85 42 DAEAD 
00145 FSD ZIC 6620 231052 703 782 231005 37"-9 2239 1918 7238 35 30 HOBHD 
00238 FSD ZIC 6620 231558 706 797 231510 4775 1871 1963 8741 37 28 DAEAD 
00225 HCO ZIC 6620 231438 806 794 231350 1101 3698 1963 3791 39 27 FBHFB 
00237 HCO ZIC 662QJ 231426 803 778 230940 9942 2664 1918 8219 90 42 DAEAD 

10 

00172 POH ZHK 6660 231103 305 016 231015 9942 7263 1774 4754 41 22 FFBGG 
00173 POH ZHK 6660 231158 306 019 231100 0121 2645 4212 5942 68 23 DDHAA 
00234 POH ZHK 6660 231519 307 023 231430 8943 7803 4212 5942 59 37 FFBGG 
00235 POH ZHK 6660 231536 308 023 231430 891f.3 7803 4212 5942 53 26 FFBGG 

4 

00122 ZIC FSD 6680 230930 254 655 230825 4775 0420 1161 5726 31 22 HDBHD 
00157 ZIC FSD 6680 231037 256 662 231000 4369 5218 1161 5726 35 27 DAEAD 
00253 ZIC FSD 6680 231550 259 668 2311,35 6530 2664 1161 5726 45 05 DAEAD • 3 

00198 XVR VLH 6750 231202 204 725 231125 9518 2645 1260 8444 37 23 50505 
00284 XVR VLH 6750 231705 206 728 231550 6350 3456 1260 8444 51 37 68486 

2 

e ' 

9QIII'mDIWI&A 636 
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COifliAftDL 

00089 MKP PSD 6760 230708 555 851 230600 0121 4257 6607 5762 54 29 ECHCE 

00279 NIO FBG 6830 231618 054 494 231505 2110 1476 7435 8912 43 01 FFBGG . 00364 POH FBG 6830 231305 206 483 231130 9942 3456 7435 5942 57 22 FFBGG - 00170 POH FBG 6830 231458 207 490 231415 6350 0611 7435 5942 75 28 DDHAA 
00171 POH FBG 6830 231536 208 493 231445 1120 7820 7435 5942 97 18 DDHAA 
00188 POH FBG 6830 231748 209 503 231705 6530 5445 5121 2666 79 28 DDHAA 
00189 ZHK FBG 6830 231728 904 497 231635 2750 7263 7435 3151 93 01 ODHAA 
00280 ZHK FBG 6830 231702 903 495 231610 8943 8820 7435 3151 48 35 FFBGG 

7 

00244 XVR OWN 6850 231418 953 684 231345 8140 1871 5095 8444 42 24 JAAAJ 
00283 XYR OWN 6850 231613 956 687 231540 3749 6010 5095 8444 39 15 JAAAJ 

2 

00263 FZX VXI 6860 231454 957 748 231420 8140 5237 6940 0172 50 38 DCGCD 

00148 VWP UBT 6890 231058 654 501 231025 1120 3456 6832 4718 46 38 AEFEA 
00149 VWP UBT 6890 231106 655 502 231030 2750 7263 6832 4718 48 37 CCFJJ 

2 

00155 MKP MQS 6900 231037 502 832 230940 5504 3456 8669 5762 62 16 CCFII 
'; 00151 WNN MRS 6900 231032 902 833 230945 9942 1476 8669 8408 33 30 HBJBH 

00111 ZCA MRS 6900 230927 755 829 230810 1120 2664 8669 1081 43 18 HBJBH 
00150 ZCA MRS 6900 231158 758 838 231100 3731 3456 8669 1081 37 36 HBJBH 

4 

00206 BWO HOG 7080 231312 857 332 231230 1561 5074 9145 8156 53 22 DHBOH 
00118 NIO HOG 7080 230917 701 328 230825 8943 7263 9145 2125 45 32 CCFII e 2 

00192 NVT RHW 7120 231219 555 030 231105 2750 1476 2610 4259 93 30 DOHAA 
00193 NVT RHW 7120 231237 556 030 231105 2750 1476 2610 4259 73 30 OOHAA 
00223 NVT RHW 7120 231543 558 052 231500 1561 2645 8371 3485 48 38 AJAAJ 
00174 RBU RHW 7120 231112 752 028 231000 8943 7263 2610 5726 82 37 DDHAA 
00190 MRS ZCA 7120 231217 104 029 231020 6350 9054 2610 0091 91 25 HBJBH 
00224 MRS ZCA 7120 231451 105 041 231415 9329 3644 2610 0091 38 18 EOIEO 
00191 MXU ZCA 7120 231352 305 029 231020 6530 8820 2610 2558 85 25 HBJBH 
00236 WNN ZCA 7120 231448 204 029 231020 6350 2664 2610 8408 87 25 HBJBH 
00281 WNN ZCA 7120 231622 205 055 231540 9518 1871 2610 8408 63 03 HBJBH 

9 

00133 XVR lXI 7130 230923 103 805 230815 2110 9054 0.586 8444 54 26 68486 

00112 ZCA WNN 7280 230856 9.54 279 230800 1101 8423 4717 1081 40 09 HBJBH 
00258 ZCA WNN 7280 231427 957 291 231345 5161 1871 4717 1081 43 26 HBJBH 
00298 ZCA WNN 7280 231719 959 297 231605 9942 7263 4717 1081 78 18 HBJBH 

3 

00291 CUN WNN 7290 231704 351 551 231600 2750 5445 5680 2396 64 10 FFBGG 
00077 IZW WNN 7290 230721 854 526 230540 8943 7263 5833 3917 99 20 DOHAA 
00256 IZW WNN 7290 231419 857 537 231335 9942 1476 5833 3917 69 25 FFBGG 

• 00257 XTG WNN 7290 231537 552 540 231400 3731 7803 5833 8156 83 24 DOHAA 
00296 EOU VWP 7290 231516 804 .531 231145 63S0 9054 5833 1793 85 10 AEFEA 
00181 INJ VWP 7290 231303 901 534 231220 9518 6442 5833 1397 38 20 DFJDF 
00295 I~ VWP 7290 231719 903 5.52 231610 0121 7263 .5833 1397 73 10 AEFEA 

e6lltml'I'AL 637 
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00204 UBT YWP 7290 231319 102 531 231145 8943 2664 5833 9803 87 10 AEFEA 
00294 UBT YWP 7290 231604 103 547 231520 0120 3698 5833 9803 44 13 AEFEA 

9 . 
"' 00153 FHI MKP 7320 231012 451 600 230925 3731 0611 6625 8327 43 26 DJDJD 

00250 GKW MKP 7320 230925 203 591 230620 5504 3456 6625 9399 48 11 ECHCE 
00116 HZY MKP 7320 230815 501 596 230750 9329 1871 6625 6473 26 20 50505 
00180 HZY MKP 7320 231124 503 604 231000 2110 8820 6625 6473 90 28 95459 
00199 HZY MKP 7320 230905 502 591 230620 8943 1476 6625 6473 63 24 95459 
00 245 MRS MKP 7320 231509 652 615 231435 8943 5445 6625 0091 51 28 CCFII 
00117 PSD MKP 7320 230849 301 591 230620 3731 3456 6625 1243 70 24 28082 
000 72 SFV MKP 7320 230725 052 593 230645 0120 3698 6625 5320 69 26 BCEBC 
00123 SFV MKP 7320 230953 054 598 230900 9942 2664 6625 5320 60 34 DJDJD 
00152 SFV MKP 7320 231136 060 607 231040 6530 1476 6625 5320 45 32 DJDJD 
00163 SFV MKP 7320 231004 055 598 230900 9942 2664 6625 5320 73 34 DJDJD 
00246 XVR MKP 7320 231553 902 620 231500 2110 4257 6625 8444 29 24 CCFI I 

12 

00109 FZX FMT 7340 230823 753 394 230745 0121 2664 8678 1360 65 29 EGBGE 
00213 FZX FMT 7340 231208 755 399 231130 3731 9054 6850 0172 39 17 EGBGE 

2 . 
00074 BWO TPV 7400 230722 705 815 230635 1120 3456 2025 8156 54 47 CFIFC 

.. 
00205 BWO TPY 7400 231256 710 827 231205 4775 5218 2025 8156 36 45 A DEAD 
00154 NIO TPY 7400 231024 151 822 230915 9942 7263 2025 2125 51 32 CFIFC 

3 '• 

00100 EOU INJ 7450 230918 452 818 230825 6530 7803 1864 1793 47 24 AEFEA 
00110 VWP I N.J 7450 230812 754 816 230705 8943 2664 1864 4718 52 21 CCFII e 2 

00105 FBP FHI 7510 230836 852 612 230600 0121 7803 6869 5447 96 22 28082 
00106 FBP FHI 7510 230851 853 612 230600 6530 5445 6869 5447 82 22 28082 
00212 SFV FHI 7510 231332 754 615 231220 2750 1476 7642 6536 60 22 DCGCD 
00252 SFV FHI 7510 231451 757 619 231345 0121 7263 6869 5320 77 44 D.JD.JD 
00262 SFV FHI 7510 231518 758 619 231345 0121 7263 6869 5320 80 44 DJDJD 
00300 SFV FHI 7510 231704 759 626 231610 8943 7803 6869 5320 57 44 DJDJD 
00070 TOJ FHI 7510 230723 652 612 230600 2110 0611 6869 5609 59 46 GIFIG 
00107 UNK FHI 7510 230804 452 612 230600 3731 4257 6869 7904 71 36 GIFIG 
00108 UNK FHI 7510 230816 453 612 230600 5504 8820 6869 7904 63 42 80808 

9 

00305 MLH LLZ 7640 231613 152 654 231500 8140 7803 1639 348;; 70 41 IIHFF 
00272 zzz LLZ 7640 231419 608 645 231330 7753 0889 8146 7094 80 32 I IHFF 
00182 FBG POH 7640 231356 852 639 231210 8140 2645 1639 2549 83 42 DDHAA 
00231 FBG POH 7640 231522 854 643 231315 3731 5445 8146 3313 93 01 DDHAA 
00232 FBG POH 7640 231738 858 657 231620 6350 1476 8146 3313 72 01 FFBGG 
00276 FBG POH 7640 231524 855 648 231355 9942 3456 8146 3313 70 01 DDHAA 
00124 ZHK POH 7640 230917 951 627 230800 2750 7263 2340 3151 77 38 DDHAA 
00164 ZHK POH 7640 231112 952 632 230935 6530 8820 6210 9074 00 20 DDHAA 
00229 ZHK POH 7640 231528 954 650 231430 3749 6010 2197 8435 81 01 DDHAA 
00230 ZHK POH 7640 231556 955 650 231430 3749 6010 2197 8435 66 01 DDHAA 

10 

00121 I ZW CUN 7720 230913 955 202 230740 6530 9054 2601 0956 89 27 DDHAA 
00226 IZW CUN 7720 231449 956 225 231415 1561 3698 7741 3917 35 23 

.. 
AGHAG 
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00159 WNN CUN 7120 231018 254 207 230900 6350 3456 4366 3395 54 42 FFBGG 
02162 FMT FZX 7720 231052 502 210 230945 2750 7263 7741 2620 64 27 CCFI I 
0,/?255 FMT FZX 7720 231406 503 221 231llr; 3731 0611 7741 2620 84 24 EGBGE 

• 00203 GFH FZX 7720 231254 305 221 231115 0121 5445 7741 6743 85 24 EGBGE 
00288 GFH FZX 77U 231723 3!216 227 231610 6350 3456 7741 6743 56 28 DCGCD 
00147 vxr FZX 7720 231106 601 214 231020 9329 2239 7741 3070 40 18 HBJHB 
00160 VXI FZX 7720 231119 604 212 231000 8943 7803 7741 3070 41 24 EGBGE 

• 00161 VXI FZX 7720 231138 605 212 231000 8943 7803 7741 3070 66 24 EGBGE 
21e281 VXI FZX 7720 231658 606 221 231115 9942 3456 7741 3070 91 24 EGBGE 

11 

00239 AAA cuo 7735 231521 255 452 231445 8140 5237 4618 7319 61 24 IIHFF 
00242 MKR cuo 7735 231546 453 454 231505 3749 0665 1549 3278 53 26 IIHFF 
00269 DVP FZV 7735 231452 663 449 231400 0120 3644 4618 3494 69 38 FFBGG 

3 

00210 NVT OAL 7830 231353 056 418 231230 99&9 5218 5086 4259 65 21 CJCCJ 
00211 NVT OAL 7830 231318 055 418 231230 9969 5218 5086 4259 80 23 CJCCJ 
00068 RHW OAL 7830 230751 302 399 230700 1561 6010 5086 1081 69 21 DDHAA 
00214 XTG OAL 7830 231309 603 416 231200 0121 7263 5086 8156 55 10 FFBGG 
00264 XTG OAL 7830 231422 605 420 231250 8943 3456 5086 8156 63 09 DDHAA 
0•21065 FHI SFV 7830 230725 652 397 230640 4775 4606 5086 8327 56 18 AIJAI .. .... 001~3 FHI SFV 7830 230913 653 401 230730 1120 8820 5086 8327 71 27 DCGCD 
00216 FHI SFV 7830 230942 654 401 230730 3731 4257 5086 8327 84 33 DJDJO 
00144 MKP SFV 7830 231124 408 401 230730 8943 3456 5086 5762 87 33 DJDJD 
00114 XVR SFV 7830 230929 804 4(1}5 230845 9518 5074 4726 1801 2S 15 EGBEG .. 
00278 XVR SFV 7830 231611 808 432 231520 llt:?Jl 1663 5086 8444 51 20 EGBEG 

11 e 00366 FHI FBP 7940 231558 503 837 231525 3749 1871 4122 8327 59 30 80808 
00178 FHI FBP 7940 23111!41 501 834 231010 4775 8423 4122 8327 25 34 80808 
1110282 FHI FBP 7940 231745 504 838 231650 8943 3456 4122 8327 54 34 80808 

3 

00201 HOG BWO 7990 231350 104 658 2'31035 2750 9054 3565 6707 91 10 CFIFC 
00308 HOG BWO 7990 231642 108 677 231600 1101 8423 3565 6707 44 28 CFIFC 
0.tl120 NIO BWO 7990 230913 302 647 230825 9518 6010 3565 2125 49 28 CFIFC 
00254 NIO BWO 7990 231427 306 658 231035 1120 7803 3565 2125 87 10 CFIFC 
00202 TPV BWO 7990 231218 205 658 231035 0121 5445 3565 9713 85 10 CFIFC 
00158 IZW XTG 7990 231104 656 649 230900 8943 1476 0946 0956 87 32 DOHAA 
00076 OAL XTG 7990 230714 504 643 230600 2110 9054 3565 5320 61 27 DDHAA 
00307 OAL XTG 7990 231626 509 673 231510 8943 4257 5653 9038 62 33 FFBGG 
00265 WNN XTG 7990 231506 402 665 231325 6530 2664 5653 3395 61 29 FFBGG 

9 . 

.. 

639 
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P. D18arlldD&Dt l18t1M, 23 Decellller 

111011161 DVO zzz 406 151 230640 6320 77 21 ABCAB HOSHB QNNLN VJHLL FSHIV 
1110125 zzz ovo 51113 832 230900 9192 45 46 ABCAB TNVEJ GPMPP ZTZWI ZBQWT ;; 

2 
. 

00205 BWO TPV 71111 827 23121115 4775 36 45 ADEAD JRTGE RTJOH SCEVX FWIEB 

1110048 EOU VWP 802 522 230425 8140 51 22 AEFEA BIEIC AMTFI DLTUU MBOIM 
00028 VWP INJ 752 812 230240 1120 40 04 AEFEA CAIQF VTXQA OGQAK CFVSW 
00292 INJ YWP 907 531 231145 5504 90 10 AEFEA FAFPL IFSWA RPLIF SFAFP 
00296 EOU YWP 804 531 231145 6350 85 10 AEFEA FAFPL IFSWA RPLIF SKOZK 
00204 UBT VWP 102 5:n 231145 8943 87 10 AEFEA FAFPL IFSWA RPLIF SCYTV 
00294 UBT VWP 103 547 2 31520 0120 44 13 AEFEA GUVBS IPHRE BUVVK BHIDN 
00057 VWP EOU 554 224 230435 lllal 58 39 AEFEA HADPX AMLMU COVEN IWIRN 
00295 INJ YWP 903 552 231610 0121 73 10 AEFEA KOZKL IFSWA RPLIF SCYTV 
00148 VWP UBT 654 501 231025 1120 46 38 AEFEA MOTFS ULBGU VBMUC OWOIO 
00100 EOU JNJ 452 818 230825 e530 47 24 AEFEA NOXLD AZHVO BVBEO TVOBV 
00051 INJ UBT 152 494 230500 5504 46 23 AEFEA PASKK AVMWA RPVVO vxocv 
00027 VWP INJ 751 811 230215 9329 64 09 AEFEA WIRNP OZOZO EBXYV PVYDV 
00026 VWP UBT 652 493 230310 1561 39 23 AEFEA XVSMB ECHDA IRXYU OKEER . 

13 I ~ 

00226 IZW CUN 956 225 231415 1561 35 23 AGHAG STEFG OCRNT KRNHM WPAPD 
00036 IZW CUN 952 195 230515 1101 58 38 AGHAG TPOCG EZNQQ WWUUE MKQHC 

2 
• 

00065 FHI SFV 652 397 230640 4775 56 18 AZJAI FZTGH ROUNV JSOCP VFHDD 

00019 RHW NVT 102 587 230205 4775 36 38 AJAAJ LMPDG GZXFI PMDVH XYPSB e 00223 NVT RHW 558 052 231500 1561 48 38 AJAAJ QANGF JKHUI ONGDH DJLUR 
00142 RHW NVT 109 632 231010 9518 35 21 AJAAJ YZMCC FPHXO NRFGC TV ACE 

3 

00072 SFV MKP 052 593 230645 0120 69 26 BCEBC MVVBE GMPKQ WMKUV YVLON 

00087 cuo AAA 753 243 230745 3749 37 06 BEGBE PJBGA UDQKX CNXJZ XWOQG 

00037 ZCA WNN 951 273 230420 9329 39 09 BFHBF NFI ED NSDJD SPVYV JKATT 

00015 ZIC EDH 153 480 230125 4775 44 37 BGIBG HTQHI HEFEJ XSVDJ NYUHH 
00126 ZIC EDH 155 485 230730 1561 34 43 BGIBG NXUEF MGUHX ISPOV WASLG 

2 

00012 YWP EOU 552 221 230240 3749 37 28 CBECB LJEBA CZMSK BRERC UAYJK 

00207 MRS MXU 151 639 231210 2110 28 32 CCFII AAVLZ SWFKZ FQXVH SLOZS 
00162 FMT FZX 502 210 230945 2750 64 27 CCFI I CCFDT JKNIV AEOKV GLQKA 
00240 FZX GFH 557 188 231520 6350 70 15 CCFI I CCUKL QFRGE CGZXT BORJD 
00118 NIO HOG 701 328 230825 8943 45 32 CCFJI DDQHW OKLXF VHXLZ QHXSB 
00110 VWP INJ 754 816 230705 8943 52 21 CCFI I GGOZS EPIJR TUQKX AWDUN 
00155 MKP MRS 502 832 230940 5504 62 16 CCFII GGRIU SDBVJ ICPAX CPXJZ 
00245 MRS MKP 652 615 231435 8943 51 28 CCFII MMXAR KQWHM ZEMDE WIXJA 
00149 YWP UBT 655 502 231030 2750 48 37 CCFII NNUSJ ZATKH JLMZB MFRHJ 
00246 XYR MKP 902 620 231500 2110 29 24 CCFII OOLFC XWRUZ YTWBP MQDEA 
00093 UBT EOU 952 225 230435 2110 31 23 CCFII PPAHC JLJSN LJNXW HBGWQ ,. 
00094 vxr GFH 051 172 230535 8943 65 20 CCFII QQPMN AI.FSQ JZORF POHKU 
00177 VWP EOU 555 236 231100 6530 44 29 CCFI I QQPMN ALFSQ JZMTQ WBWDH 
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00344 NIO EOU 453 245 232Ul5 2750 37 28 CCFII RRZYD HLEJS XZORF POHKU 
00176 INJ GFH 402 180 231015 6530 50 18 CCFII SSMLZ JUMZR YGVCZ VYPGO 

\& 00043 HOG TPY 402 813 230450 3731 70 40 CCFII UUVDF DBNJM EDOPR UYHTW 
00306 FMT VXI 701 753 231600 3731 75 14 CCFIJ WWGRV AXBAD YEGAY PEXIS 
00374 EDH MXU 052 660 232200 5504 55 18 CCFII ZZYTP NHDGQ TAIXB AIBQV 

17 
•::'1- 00038 NIO BWO 301 640 23121455 1561 67 12 CEHCE JLXDF UWFKE GHRXR FQEUJ 

00308 HOG BWO 108 677 23160121 1101 44 28 CFIFC BEYOL YHRCU QTZEZ YPIEU 
00201 HOG BWO 104 658 231035 2750 91 10 CFIFC CYTVN IRFVU FYNIR FCVTV 
00254 NIO BWO 306 658 231035 1120 87 10 CFIFC CYTVN IRFVU FYNIR FGYKP 
00202 TPY BWO 205 658 231035 0121 85 10 CFIFC CYTVN IRFVU FYNIR FBETY 
00315 BWO NIO 956 481 231730 2750 31 33 CFIFC DUCGM OXKSO GYTVM CWEOL 
121121075 BWO NIO 953 465 230525 9942 46 48 CFIFC GIKSB UDFJA OAKEK WZOSP 
00311 BWO HOG 858 340 231645 2750 61 43 CFIFC GIKSQ ENEZU VRCOP TJAOA 
00008 BWO TPY 701 811 230120 8943 32 27 CFIFC GIKSX ANMFO MSOAL TNAZQ 
00073 BWO HOG 853 321 230520 5504 40 21 CFIFC LYDNX AVUJY GOCAU BLUKU 
00154 NIO TPY 151 822 230915 9942 51 32 CFIFC QOHXS ANHZY GBQYP CJAOA 
00024 TPY BWO 203 632 230210 5504 59 30 CFIFC SYDTR EVONU IVMOH UOYPC 
00120 NIO BWO 302 647 230825 9518 49 28 CFIFC VEEAQ UZOXO WSLEZ NHAWH ... 00318 TPY BWO 208 679 231830 9942 59 22 CFIFC ZAIIZ UVRSA AVMUK VDUOS 
00074 BWO TPY 705 815 2306n 1120 Sit lt7 CFIFC ZISQT AYDVA KGFEV OXOCV 

14 

·- 00003 FZX GFH 551 167 230025 1101 lt4 11 CIBCI WUHIJ HAVAM TYBAG PBKLK 

00211 NVT DAL 055 418 2312l0 9969 80 23 CJCCJ CZZAH RFVHU BLEUZ OHUEM e 00210 NVT OAL 056 418 231230 9969 65 21 CJCCJ CZZID APXPJ QANBV IKNLW 
00083 OAL NVT 604 602 230500 1561 55 43 CJCCJ ORKJA HAZIL LLDWH VWMPK 
00039 NVT CAL 052 390 230410 5161 37 23 CJCCJ GLNJJ MMHTM PDSUJ DXGMH 
00086 CAL NVT 609 624 23064121 6960 36 34 CJCCJ NZBEC GNTUY IWEUC LBYXC 
00085 OAL NVT 608 624 230640 6960 80 37 CJCCJ VLVGG XAGPE IWHKI OUKWE 

6 

00157 ZIC FSO 256 662 231000 4369 35 27 OAEAD CYKMO YHLDI MSSON EQIAR 
00046 HCO FSD 351 650 230500 2110 34 05 DAEAO OOEKZ YZUJI EPNAO UOITK 
00357 HCO ZIC 810 811 232235 5504 43 30 OAEAD DVCFK IAMXA FECIL QSEIC 
00343 EOH ZIC 905 808 231920 0121 67 50 OAEAO GUZFZ IQOFI QXNOL YRYPD 
00324 HCO ZIC 807 804 231715 9329 68 28 OAEAD GUZFZ IQOXI PMZAZ ZXICZ 
00196 EDH ZIC 903 778 230940 2750 85 42 DAEAD GVKPM UAMKI OZMUA MHVQW 
00365 FSD ZIC 704 778 230940 1120 85 42 DAEAD GVKPM UAMKI OZMUA M~YVF 
00237 HCO ZIC 803 778 230940 9942 90 42 DAEAD GVKPM UAMKI OZMUA MGVKP 
00208 ZIC EDH 159 492 231145 6530 79 35 OAEAO HYQWM UAMKI CZMUA MJVYF 
00209 ZIC EDH 160 492 231145 6530 74 35 DAEAD HYQWM UAMKI OZMUA MHVQW 
00119 EDH HCC 402 723 230730 9518 51 05 DAEAD LYKTL CRCFA FPQIN DBETY 
00113 FSD EDH 452 487 230900 0121 28 41 OAEAD MOWIH UDLCI WBFEW EPACF 
00045 ZIC HCC 054 720 230435 0121 61 03 DAEAD NUDQN ATKJE WHLAU INOLV 
00253 ZIC FSD 259 668 231435 6530 45 05 DAEAD SONEK AAOTI VPQAN FHIVE 
00238 FSD ZIC 706 797 231510 4775 37 28 OAEAD ~VDTQ ITKMO TFHAO PPIBR 
00200 ZIC HCO 057 730 231145 2750 27 08 OAEAO SVDTX ERPWA AVGYK PKOZK ,,... 16 

00333 XYR SFV 810 445 231910 9942 55 34 DCGCD AQZSQ BJGXT GAQWL XUETZ 
00288 GFH FZX 306 227 231610 6350 56 28 OCGCD AVGLE JOFRX ZKQVR VMWGR 

.).,. 00312 BWO HOG 850 342 231805 2110 79 J3 DCGCO CMBKA GCZGP JEMBA NIDXM 

e 
COli!~ 641 
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00351 NIO BWO 310 680 232130 3731 50 19 DCGCD CZWAS KKPIS DFT~Z GMYRS 
00373 NIO EOU 452 243 231935 6350 53 24 DCGCD GMSNW QOUPS AMUYZ RDDYD 
00263 FZX VXI 957 748 231420 8140 50 38 DCGCD ITMBX PJCQU RMHMD YVCXP 
00241 YWP EOU 556 239 231350 3731 32 26 DCGCO ITMBX PJEGU PBICD WASSH 
00212 SFV FHI 754 615 231220 2750 60 22 OCGCD JJCMH EDYOW QXSAW VYMZQ .. 
00251 EOU NIO 852 474 231410 6350 72 46 DCGCD KVENR ELDCW NWUVS TGRJH 
00348 XYR SFV 81115 401 230730 6530 69 17 DCGCO MJCOC VUKQI OBNJT RQCDS 
00331 WNN MXU 352 658 231935 6350 58 21 DCGCO NJMTQ UTOHV QNMCB LYCRR 
002Q9 MXU EDH 552 503 231515 5504 44 20 DCGCO NTIQX BYPAT TVLHB SJBPG --00349 FHI SFV 656 401 230730 5504 69 14 DCGCD OUARG SRJVG GPISH KYNLQ 
00325 FMT GFH 652 191 231750 3731 46 16 OCGCO TOVCT OLEVN RUTYN JCNMK 
00067 XYR SFV 801 394 230525 3749 49 31 DCGCO TQJOQ JEGVA IPVEE KUUCE 
00U3 FHI SFV 653 401 230730 1120 71 27 DCGCO WSGFI NTVPQ QKUDA OWKWZ 

16 

00290 RBU NVT 507 650 231520 9329 43 29 DCGDC DEOFB LMUAN PRYRS JAMWZ 
00297 NVT RBU 659 800 231550 1523 50 28 DCGDC ITXCG IZDSQ BDJTW USYLU 
00183 NVT RBU 656 790 231245 7753 66 36 OCGDC PLVAF ESBSR BEOVI XOYDN 

3 

00339 POH ZHK 310 032 231950 5504 70 33 DOHA A AOEXU VXMAT XMTLO BQXXQ 
00132 CUN IZW 201 824 2J0640 6350 81 24 DDHAA AYSTX FPOSG SYFUC DJPSX 
00189 ZHK FBG 904 497 231635 2750 93 01 DOHAA BCBOI ABGGV OZAGI JXSOY 
00068 RHW OAL 302 399 230700 1561 69 21 OOHAA BQBOF GLWAT WIXBY YXOOI 
00121 I ZW CUN 955 UJ2 230740 6530 89 27 DDHAA CGPLL KJPFK FOHSU VPWRS 
00277 ZHK NIO 258 200 231725 6530 73 01 DOHAA CXIAM EXVMY BUPJG SGYYP 
00231 FBG POH 854 643 231315 3731 93 01 DDHAA OFBOX VFXVP QLJSM PVRNY 
00197 RHW RBU 452 786 231100 6530 76 33 DOHAA FFWLS ZHRPB CUUQY NLYRY ...... 
00079 VPO POH 002 621 230530 5504 86 33 DDHAA FGRYG TGGWA ZBNUV FAOTZ 
00080 VPO POH 003 621 230530 5504 84 33 DOHAA FGRYG TGGWA ZBNUV FAOTZ e -
00081 VPO POH 004 621 230530 5504 82 33 DOHAA FGRYG TGGWA ZBNUV FAOTZ 
00130 NCM IZW 005 828 230800 9942 86 09 OOHAA FPCHA DSUNP HVMHH UNOZZ 
00131 NCM IZW 006 828 230800 9942 84 09 DDHAA FPCHA DSUNP HVMHH UNOZZ 
00165 NCM IZW ~07 828 230800 9942 80 09 DOHAA FPCHA DSUNP HVMHH UNOZZ 
00173 POH ZHK 306 019 231100 0121 68 23 DDHAA GLSKO XSYRN VFCGE PKZWT 
00009 IZW XTG 651 628 230005 9518 71 35 DDHAA GNZME LWSRZ FBMTQ ZFQZA 
00369 FaG NIO 804 201 231825 2750 98 01 DDHAA GQNKW NXOLR KSPlX JZJZU 
00128 RHW NVT 104 619 230600 2750 84 32 DOHAA GZCYP CHVNE NLLBZ \oJPZFO 
00129 RHW NVT 105 619 2306~0 2750 83 32 DDHAA GZCVP CHYNE NLLBZ WPZFO 
00077 IZW WNN 854 526 230540 8943 99 20 DOHA A GZPEQ MCLAJ CYGDZ TGSOC 
00174 RBU RHW 752 028 231000 8943 82 37 DOHA A HNAYE ZJQQU WXSOO GVEZG 
00076 OAL XTG 504 643 230600 2110 61 27 DOHA A IFJDI GVJAA EMOID UGXWB 
00264 XTG OAL 605 420 231250 8943 63 09 DOHA A JBZNT PORTS WYEAU FNAEF 
00229 ZHK POH 954 650 231430 3749 81 01 DDHAA JQYPL ESJOO QUKCT JEXUO 
00230 ZHK POH 955 650 231430 3749 66 01 DOHAA JQVPL ESJOO QUKCT JEXUO 
00276 FBG POH 855 648 231355 9942 70 01 DOHA A KVLCC OVIWL FXMJV BZWXW 
00088 WNN IZW 305 816 230515 8943 69 16 DOHA A LFAQE DWTVJ DAGJQ QMJKP 
00047 IZW XTG 653 638 230415 9329 64 48 DOHA A LFVCD LZUXL HPEWW XXEKE 
00012 WNN IZW 302 810 230130 0121 94 22 DDHAA LJTYE PSJMU GLZBH CPRUM 
00363 CUN IZW 204 837 231010 3731 59 24 DOHA A LUSNJ VL.ZMR TTRUT HNRST 
00233 ZHK NIO 256 196 231625 0121 74 01 DOHAA LVPPP DJTWR JJQUO FUVEN 
00185 ZHK NIO 252 170 231100 8943 79 01 DOHA A NVMJN HJZEP TLVRI FVXJP 
00171 POH FBG 208 493 231445 1120 97 18 DOHA A NYQEZ WTAPK TTSAQ TNNWU 
0~217 POH NIO 108 191 231450 8943 80 42 DDHAA OAVOQ DITOV LVXUR ODYDN .. 
00170 POH FBG 207 490 231415 6350 75 28 DOHA A C::>EPL KUKJE ZMZTV KIVGU 
00158 IZW XTG 656 649 230900 8943 87 32 DOHA A OVFJK NMCNI SIVCX UBZVS 

~ 

642 
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00356 NVU XZJ 113 410 232220 9329 63 27 DDHAA OYUQM YWODH LPCWL FFAJC 
00184 CUN IZW 207 844 231140 2110 70 31 DDHAA PHENA HOGYT FMZNV PVBWW 
00347 GFI LAN 606 527 232210 1101 37 25 DDHAA QNRRV NVOJE VIEWM VBHSH 
00188 POH FBG 209 503 231705 6530 79 28 DDHAA OOMBV HRTLV XOFTZ XNQPQ 
00053 OAL RHW 202 024 230335 4152 61 21 DDHAA RHETB XSHLG PNVHJ XEENE 
00169 POH NIO 106 186 231350 6350 79 49 DDHAA RTPEE SHRPB YSTNG KQCPU 
00124 ZHK POH 951 627 230800 2750 77 38 DDHAA RZGBD JABQM I IBZH CUAIC ,.._ 00332 YRG XYS 505 420 231945 2110 59 09 DDHAA SVUBE XKVMD HSTNM JVAGH 
00164 ZHK POH 952 632 230935 6530 00 20 DDHAA THVIA XVIBX CYYGN LXBRB 
00321 VLX YEC 210 151 231815 9518 91 25 DDHAA UGZLZ BCNSB OCYSA VTXUT 
00168 POH NIO 104 169 231045 9969 84 01 DDHAA VDLIU KISLW yQRJX OMHUX 
00370 NVU HVW 417 282 232250 4775 70 45 DDHAA WGZQK GSPHY OANPD UTUNX 
00054 NVT RBU 654 767 230320 0121 71 38 DDHAA WRDZJ EJIRF IHFES OFT DO 
00192 NVT RHW 555 030 231105 2750 93 30 DDHAA WXSQP UVYZK xQRFW JKsMR 
00193 NVT RHW 556 030 231105 2750 73 30 DDHAA WXSQP UVYZK XQRFW JKSMR 
00182 FBG POH 852 639 231210 8140 83 42 DDHAA VNFPT BKAPD SCVWQ RCEEK 
00166 WNN IZW 308 829 230820 2750 83 11 DDHAA ZKJVS HTMTJ UGOGB FDONs 
002?7 XTG WNN 552 540 231400 3731 83 24 DDHAA ZWSHW XUWSY LEAEK SCI HZ 

54 

00191 INJ YWP 901 534 231220 9518 38 20 DFJDF AOJGB SOITH BKOBG WWVLB 

1210206 BWO HOG 857 332 231230 1561 53 22 DHBDH LONGH DAAFL NFL GO JIOXU 

00-215 MKP SFV 410 401 230730 8943 92 33 DJDJD BETYV OBVZY LFVOB VBETV 
.. 00216 FHI SFV 654 401 230730 3731 84 33 DJDJD BETYV OBVZY LFVOB VGYKP - 00144 MKP SFV 408 401 230730 8943 87 33 DJD..JD BETYV oavzv LFVOB BHVQW 

1210152 SFV MKP 060 607 231040 6530 45 32 OJDJO BVRSS YDTDU MQXER PFONT 

e 00104 FHI XYR 551 646 230815 6350 42 23 DJDJD DUMQP IMBSI QISAN HKOZK 
00123 SFV MKP 054 598 230900 9942 60 34 DJDJD GYKPV OBVZY LFVOB VHYQW 
00163 SFV MKP 055 598 230900 9942 73 34 DJDJD GVKPV OBVZY LFVOB VGYKP 
00252 SFV FHI 757 619 231345 0121 77 44 DJDJD GVKPV OBVZV LFVOB VHYQW 
00262 SFV FHI 758 619 231345 0121 80 44 DJOJD GYKPV oevzv LFvos VGYKP 
00115 SFV XYR 359 644 230725 2110 43 28 DJDJD LUDOS IQIHE TDXVI CPVXK 
00153 FHI MKP 451 600 230925 3731 43 26 DJDJD QUI.. ZV YFXSE DXDUQ UTOVO 
00300 SFV FHI 759 626 231610 8943 57 44 DJDJD SAL.FZ IAVHU HPFOM SQYPC 
00316 FHI XYR 553 660 231810 8943 46 25 DJDJD TIGAJ I~WJY TASIQ IMAGW 
00261 MKP XVR 802 653 231410 3731 46 25 DJDJD TIGAJ IMWJY TASIQ IMAGW 
00029 MKP SFV 403 388 230300 0120 48 16 DJDJO VUKCH IBLKO ZKCYT VHYOW 

15 

011}335 HZY MKP 506 626 231830 1120 70 14 ECHCE FOAOS MBEDN CNHII XRSRO 
00250 GKW MKP 203 591 230620 5504 48 11 ECHCE OIQHR LUATR RHAHM EPPDV 
00179 MKP GKW 351 824 231110 4775 33 32 ECHCE RAFNO EAIOI MMTEL OLFFY 
00089 MKP PSD 555 851 230600 0121 54 29 ECHCE RNNNS RESPE EETMO VEECA 
00010 MKP PSD 551 848 230010 5504 61 07 ECHCE TNUOS ROIRT APDiu XRDOA 
00011 MKP PSD 552 848 230010 5504 75 16 ECHCE TWMUO NOMZT APVLL NERO A 

6 

J 00224 MRS ZCA 105 041 231415 9329 38 18 EDIED IOKHF OOOQS GNTQE ZNCVR 
00293 MRS ZCA 107 064 231700 5161 44 21 EDIED JLPHE XRXBV DWAVD RZACE 

.. 2 -
00014 SFV XYR 354 6:}6 230200 9518 49 44 EGBEG DZXFD EENWX BJJNE BYQVK 
00114 XVR SFV 804 405 230845 9518 28 15 EGBEG HQDCF LFYWY UUZXN EJZXL ..... 00278 XYR SFV 808 432 231520 1101 51 20 EGBEG JMBDE AI JAB QTSRV VXGYM 
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--00005 SFV XYR 351 631 230005 8140 66 30 EGBEG PLIGH FHOTZ YQKCM KOKHB 
4 

00055 FZX GFH 554 169 230310 5504 50 25 EGBGE CYTVW UEYNY IUWUE YBETY 
.. 

00056 FZX GFH 555 169 230310 5504 56 25 EGBGE CYTVW UEYNY IUWUE YCYTV 
00049 FZX VXI 952 735 230325 2110 51 28 EGBGE CYTVW UEYNY IUWUE YBETY 
00050 FZX VXI 953 735 230325 2110 36 28 EGBGE CYTVW UEYNY IUWUE YCYTV 
00160 VXI FZX 604 212 231000 8943 41 24 EGBGE CYTVW UEYNY IUWUE YCYTV ..... 
00161 VXI FZX 605 212 231000 8943 66 24 EGBGE CYTVW UEYNY IUWUE YBETY 
00255 FMT FZX 503 221 231115 3731 84 24 EGBGE KOZKW UEYNY IUWUE YBETY 
00203 GFH FZX 305 221 231115 0121 85 24 EGBGE KOZKW UEYNY IUWUE VCYTV 
00287 VXI FZX 606 221 231115 9942 91 24 EGBGE KOZKW UEYNY IUWUE VKOZK 
00109 FZX FMT 753 394 230745 0121 65 29 EGBGE NECSM EAPSI XQLUU EFAIS 
00334 FMT FZX 507 230 232000 5504 63 32 EGBGE NUWIW YKCOO QVKOZ KHIZI 
00213 FZX FMT 755 399 231130 3731 39 17 EGBGE SYDTV UHAJU QYTIY SDIBH 

12 

00006 IZW WNN 851 518 230110 2172 52 26 EIOEI RLXHB GUHHI XVUOL WOVJE 

00225 HCO ZIC 806 794 231350 1101 39 27 FBHFB GMYEH AQBRB UGLHH JHSPL 
00004 ZIC HCO 053 718 230020 1561 45 07 FBHFB KZVEJ KHIGO QOBXN ZUQIA 

2 •• 
00248 MLH zzz 313 211 231450 3973 80 32 FEAFE LLLHI FODZH OWYOY WLYXD 
00249 ML.H zzz 314 211 231450 3973 52 11 FEAFE PTDFE DSHHT MXKGX GTSJH 
00040 MLH zzz 301 138 230500 1101 76 20 FEAFE SOJFH SCYZR LLZTU XHVPL _., 
00020 zzz MLH 702 590 230315 3973 90 28 FEAFE TZSIG QPXUZ PCYLK TI IXR 

4 

00291 CUN WNN 351 551 231600 2750 64 10 FFBGG BHCSF zrcvx BWLJF GLFMG e 
00309 RBU OAL 153 442 231825 9329 50 14 FFBGG BSAEE GPXBR YDYYQ YYINR 
00354 NIO ZHK 356 036 232135 2110 45 24 FFBGG BVRJD YRSEA OFLIK QVCXV 
00214 XTG OAL 603 416 231200 0121 55 10 FFBGG CNEKH YUDND NEKGL HSVAG 
00082 NIO POH 754 619 230440 8943 63 31 FFBGG DAOSM BLBRH PSABO AYTBS 
00'355 FBG ZHK 153 035 232040 1120 36 01 FFBGG OQFHO ASSEV FNTNG DINUC 
00031 FBG POH 851 614 230215 1101 63 26 FFBGG FKTNA CUGNE VRFCR HMQTO 
00375 FBG ZHK 154 038 232225 3731 36 22 FFBGG FLIQI HOKMC FNGAM AVBIS 
00235 POH ZHK 308 023 231430 8943 53 26 FFBGG GAFLH EYEYR BIRXC BVJVP 
00289 XTG WNN 554 553 231630 2110 80 18 FFBGG HJKDJ MWFXK CNKUK JHYYJ I 
00280 ZHK FBG 903 495 231610 8943 48 35 FFBGG HMTHB QKHND PBFKR JKSEC 
00172 POH ZHI< 305 016 231015 9942 41 22 FFBGG IDOOD ANWWS GHJAU FCAFA 
00358 NIO POH 759 664 231900 6530 53 31 FFBGG IFUDQ ETNKQ VVPBH JZMIJ 
00353 NIO FBG 055 511 232300 5504 35 25 FFBGG IQTKD GIXGP ATDCC ITTHB 
00286 XTG CUN 452 228 231650 8140 71 41 FFBGG JLQHL QLWPU UOUKC HIMIR 
00234 POH ZHK 307 023 231430 8943 59 37 FFBGG JPOBO VOMCV RGKQU NACHU 
00159 WNN CUN 254 207 230900 6350 54 42 FFBGG JQCHA ETIFD SZHVS WTHQQ 
00307 OAL XTG 509 673 231510 8943 62 33 FFBGG KAKSN MWHGU ORCFS ZBDVL 
00371 FBG ZHK 152 028 231745 2750 57 01 FFBGG KJDHB ZVQFP RVONA XXEHP 
00320 POH FBG 211 508 231840 3731 47 26 FFBGG LPHSO YPEHD JALFU QSBDZ L 
00352 FBG NIO 807 205 232035 9942 80 01 FFBGG MDCDH SYHNV LSQOP NYFGM 
00232 FBG POH 858 657 231620 6350 12 01 FFBGG MLRDC RHNKD TVBGV KBLFI 
00338 FBG NIO 805 203 231910 1561 60 49 FFBGG MSJQC TYGNK LPTNE NOWMO ..... 
00275 NIO ZHK 355 025 231605 6350 48 24 FFBGG MSKRA IAPJM SKQIP GYPGZ 
00328 YRG YEC 303 153 231850 4775 52 35 FFBGG MUPBA XAOTV MIGMK DJCBO 
00269 DYP FZY 663 449 231400 0120 69 38 FFBGG NNCBB GPYPF RDBOV KNHZX 
00175 OAL RBU 852 775 230835 3731 66 29 FFBGG OJCHL NHMON KBZLK BLIKQ 

CCi&ll&41LkL 
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.e 
00256 IZW WNN 857 537 231335 9942 69 25 FFBGG RADEF JNWHI ACONH Stw1IXB 
00030 NIO POH 751 608 230105 2750 77 01 FFBGG SHRIH MSVCG VMDUK QWGSW 
00265 WNN XTG 402 665 231325 6530 61 29 FFBGG SPMQO POXBM AETXX MLTFC 
00084 OAL NVT 605 619 230600 1120 87 36 FFBGG TOMRK CLUDA PUAOO RRTAT 
00127 RBU NVT 504 619 230600 3731 87 28 FFBGG TDMRK CLUDA FFRFU EJHAB 
00337 POH NIO 109 202 231840 0121 65 01 FFBGG TGHLN ZEHOO IRMRW FZULL 
00279 NIO FBG 054 494 231505 2110 43 01 FFBGG UDKRQ BHTEV IHNEE HBVEO 

·~ 00364 POH FBG 206 483 231130 9942 57 22 FFBGG VPHJN FGVYA UKSXX ZXHOC . 
00146 CUN XTG 752 653 230940 0121 44 26 FFBGG XlBEO NZSZT NXIGK LSMOR 
00052 POH FBG 204 468 230320 3749 56 20 FFBGG XPRJD IFRAN WOGIF JOPYB 
00310 XTG OAL 608 439 231745 8140 56 08 FFBGG YSKPB EFZWB fiRHN CTVSS 
00187 EDI VLX 002 705 231225 1561 72 29 FFBGG ZGFPL CVZFA KWKBI ByKQz 
00319 RTJ NVU 809 564 231705 5161 87 25 FFBGG ZNTFM HVZPR RBKEY vrsPv 

40 

00247 XTG IZW 101 852 231400 3749 27 29 GBIGB WSDAI WZBZJ PLDZY XHXXQ 

00090 UBT YWP 101 525 230530 3749 57 19 GOA GO BIPEA OOTSY FELLL VLIDM 

00360 ZCA MXU 653 629 230215 1561 43 13 GEBGE BHMFE EPMOW ZBJHV XBMOG 

.... 00035 FMT FZX 501 191 230420 9518 44 18 GHEGH CWIHE VHWIS UROFR RDEEU 

00362 FHI UNK 903 760 230920 1120 32 20 GJFJG EOUEE MMVLN SFEDS ACJER 
00102 FHI TOJ 752 912 230840 3731 39 35 GIFIG ERBEW MGEUC GVTOS NADEE 

... _ 00107 UNK FHI 452 612 230600 3731 71 36 GIFIG WGOAR SSRGM OUAUA LLYPP 
00070 TOJ FHI 652 612 230600 2110 59 46 GIFIG WGOID EECGM TMNMV MTMPP 

4 

e 00134 LLZ zzz 106 181 231000 8121 66 33 HAIHA CEGAC VGHMG XSOWE GHPXO 
00368 LLZ zzz 111 233 231710 9518 77 15 HAIHA FOHDE GDBMX SQCYH KDKVY 
00017 zzz LLZ 601 612 230140 9329 80 17 HAJHA FLVBI UYGKK RRHAA BOCKY 
00018 zzz LLZ 602 612 230140 9329 60 28 HAIHA FLVJE CLFSP KXELU UWFAK 

4 

00340 MRS ZCA 110 070 231915 8140 55 11 HBJBH BYIKP ENDZU OZJUX FSYGW 
00151 WNN MRS 902 833 230945 9942 33 30 HBJBH BYIKP ENDZU OZJUX FZYZU 
00342 MXU ZCA 311 073 232110 9942 35 08 HBJBH OEWDG UGNZE AZXYX RBYEF 
00112 ZCA WNN 954 279 230800 1101 40 09 HBJBH DUElL ICPPO APByM NZOCZ 
00322 WNN ZCA 207 067 231830 2750 42 23 HBJBH FOWCW AWUHE QASEW QQEZR 
00150 ZCA MRS 758 838 231100 3731 37 36 HBJBH FUGMH UMTWY IBVEB XPEGX 
00258 ZCA WNN 957 291 231345 5161 43 26 HBJBH GEBLQ INDHY QWXOC YFAFP 
00323 MXU ZCA 306 061 231635 2110 63 03 HBJBH HUXEQ ETLQA GZWAK HOIIP 
00281 WNN ZCA 205 055 231540 9518 63 03 HBJBH HUXEQ ETLQA GZWAK HOIJP 
00190 MRS ZCA 104 029 231020 6350 91 25 HBJBH HYGWV OQKNY UFVOQ KHYQW 
001~1 MXU ZCA 305 029 231020 6530 85 25 HBJBH HVOWV OQKNY UFVOQ KJYYF 
00236 WNN ZCA 204 029 231020 6350 87 25 HBJBH HYQWV OQKNY UFVOQ KQIND 
00259 ZCA MXU 657 642 231420 9969 59 36 HBJBH JYYFV OQKNY UfVOQ KQIND 
00260 ZCA MXU 658 642 231420 9969 42 36 HBJBH JYYFV OQKNY UFVOQ KJYYF 
00111 ZCA MRS 755 829 230810 1120 43 18 HBJBH MIQOS YGWFA FPQIN DXOCY 
00341 MXU ZCA 308 069 231905 3731 62 25 HBJBH QEMDZ YZUFO WCGOO VMESG 

_.,. 00078 ZCA MRS 753 825 230540 4775 43 38 HBJBH SALFZ YZUXO CYXOC YGYKP 
00298 ZCA WNN 959 297 231605 9942 78 18 HBJBH TAYUQ YTGFE TBHUX EVACZ 

18 

~·~ 00147 VXI FZX 601 214 231020 9329 40 18 HBJHB FVFAB YXVXT QAVFB ERZNX 
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-~ 00122 ZIC FSD 254 655 230825 4775 31 22 HDBHD AYWEF JGBAC PSVKJ ZLGBS 
00145 FSD ZIC 703 782 231005 3749 35 30 HDBHD ECREG AMCZT SLJIK JKSCI 
001l113 ZIC FSD 251 647 230310 8140 46 25 HOBHD PESDI AMCQV VB HEX JCCBU 

3 

00138 zzz MLH 706 627 23f6830 8943 56 24 IIHFF AFLBC CLORU EOUCI OXYUB 
00242 MKR cuo 453 454 231505 3749 53 26 IIHFF AFMBC ROE GO AY.JKP EBB ..lA 
00062 LLZ zzz 104 143 230545 2112 65 24 I IHFF AFPBC GFYFG R..IBUZ SXKSY 
00329 DYO LLZ 551 659 231715 5161 72 31 I IHFF AGLBC NZOOZ MOOUU CSMPU 
00023 zzz zzz 002 126 230200 2750 as 10 IIHFF AGOBC VRROS MCSAK PC XGO 
00060 zzz LLZ 606 617 230355 3731 00 39 IIHFF AGPBC YAASM SCUOJ FRZKD 
00099 MLH zzz 304 154 230110 9942 97 32 IIHFF AGQBC CUPMM KDQOF EKJQZ 
00042 ovo zzz 401 130 230315 4775 00 16 I IHFF AGQBC HVSMW EOEJL RHZ..IR 
00267 zzz DYO 508 849 231300 9942 86 32 IIHFF AHMBC BQVOT XIURX CLKXL 
00346 ovo MLH 355 655 231830 3731 56 22 I IHFF AHRBC JNUEL LPKyQ F)(GME 
00140 MLH ZZZ 308 177 230945 8140 90 32 I IHFF AJOBC BCTSR FQJOO MWVKX 
00022 zzz zzz 001 126 230200 2750 87 18 IIHFF AKLBC TOLCL NYMFJ VNDHI 
00211 ZZZ ML.H 710 643 231305 2750 80 33 I IHFF AKMBC VRDOV CLUDH QDMCI 
003 :J4 ZZZ MLH 721 646 231330 9942 99 20 IIHFF BFQBC CISCG KGWSA WDQOO 
00372 DYO ML.H 352 652 231705 6530 76 16 IIHFF BHLBC MPPuX KVJHB ZJUBI 
00327 ZZZ DYO 511 857 231625 3731 16 40 IIHFF BHQBC YJXAF OHGKR QHCZU 
00227 LLZ ZZZ 108 208 231415 0732 67 17 IIHFF BINBC HOEJI EMOCJ KVSML 
00041 zzz zzz 003 126 230200 2750 83 21 tiHFF BIRBC TCMPE LNXLJ vauzv 
00064 ZZZ MLH 704 611 230525 8140 96 31 I IHFF BJMBC MPQEK VTAUJ SFLKF 
00016 PVK AAA 602 215 230235 9969 48 08 I IHFF BJOBC JCMUK LDXWV NLOQF 
00266 LLZ DYO 653 855 231450 8140 91 41 I IHFF BKLBC SBWJH KAMVA BXTNLJ 
00139 MLH ZZZ 307 177 230945 8140 91 26 IIHFF BKPBC DGECE TQHDJ JZUIC : 

00239 AAA CUO 255 452 231445 8140 61 24 I IHFF BKQBC XGYWM UKAZZ UROVN 
00272 ZZZ LLZ 608 645 231330 7753 80 32 I IHFF CFOBC GETJN MACQM OAR IF 
00218 MLH DYO 452 850 231315 0732 74 29 IIHFF CGMBC LJUUBZ YDRJY RHEZU e 00137 zzz MLH 705 627 230830 8943 70 24 IIHFF CHNBC NJBFT PANCU URLMY 
00219 zzz ML.H 709 640 231230 551i}4 53 20 IIHFF CHOBC UAGSR JHOSH ZUWBB 
00167 cuo PVK 202 698 231035 9518 40 21 IIHFF CIL.BC ISQXK BKWCR UPUKQ 
00326 MLH OYO 454 858 231700 6530 55 34 IJHFF CJNBC IVMSO KMOLI LGJLB 
00007 L.LZ zzz 101 121 230040 3973 63 23 IIHFF CJRBC MJUKM LNVPW JQIFG 
00135 zzz DYO 504 840 231105 4775 53 22 IIHFF DFLBC LOVIZ SOMHA WLWOE 
00220 zzz MLH 707 638 231215 1120 84 37 JIHFF OFMBC LYWHF OMXEG ICMUA 
00274 OYO zzz 413 219 231535 9942 58 16 IIHFF OFPBC YNZCV JCFJM ULFYX 
00305 MLH L.LZ 152 654 231500 8140 70 41 IIHFF DHNBC DSSQL HBBMT WOGPA 
00141 MLH zzz 309 177 230945 8140 92 19 IIHFF OIMBC JJHVL IFZRT HCYJF 
00367 zzz MLH 711 646 231330 9942 92 27 IIHFF D..INBC TIMBX VKDTX WNUZZ 
00059 zzz MLH 703 594 230430 4775 63 30 IIHFF OJOBC RMHUK OWXPN XGBHL 
00303 zzz ovo 510 853 231420 6530 74 29 IIHFF DKPBC XVRPJ CKGJG ERR XV 
00268 zzz OYO 507 847 231235 0121 76 27 IIHFF EFOBC ZRFIQ GOZXR HPSJF 
00228 ovo zzz 409 202 231320 5161 90 29 liHFF EGLBC FBSYT auazo FPEXG 
00302 MLH DYO 453 854 231430 2150 64 35 IIHFF EHOBC CTQJF UTLBL WIUUR 
00143 AAA AAA 003 251 230940 0120 49 19 IIHFF EHQBC PJMJV TIDOE UHKOJ 
00270 zzz MLH 720 646 231330 9942 95 40 IIHFF EILBC ISCEO OCR•tJJ PMVQJ 
00063 LLZ MLH 251 616 230545 2110 58 24 IIHFF EIPBC ETESX FMMCQ AVKBC 
00345 LLZ zzz 113 249 232030 0120 85 15 IIHFF EJNBC JTCQQ JQlVW HZMVW 
00301 cuo MKR 604 562 231655 3731 44 44 IIHFF EKNBC USVYL KTEPE YXIEG 

46 

00244 XYR OWN 953 684 231345 8140 42 24 JAAAJ CTPIE NOEFR ERR DO AIVIO 
00317 OWN XYR 102 658 231700 9942 66 43 ..IAAAJ EHBED OASLT CO IEO IERUR 
00283 XYR OWN 956 687 231540 3749 39 15 JAAAJ ESTLG BREEI OALCP SNTET 



---------------
.,.) 

REF ID:A64556 
eeNP~ 

l e 00091 XVR OWN 951 681 230605 7932 68 31 JAAAJ EUEBD OETDN GX~WR SUTEU 
00336 VLH XVR 604 66? 232020 6530 33 23 JAAAJ TROHO LEAHN INHAI PMUMQ 

5 

• 00361 LVD FZX 001 199 230700 !749 48 12 JAAJA OZXGF IGFHD RXSIY NBMJH 
I 

00194 WPX NVT 003 644 231310 9969 35 36 JBBJB CTVIA OSGMO LDHDS VOAVB 
00330 WPX NVT 004 654 231815 3749 sa 20 JBBJB GQJCE QZATN KOBAC L.VVFP 

,- 00195 WPX NVT 001 635 231130 5161 51 37 JBBJB ORPFH FMSDE ICFKO VMNKY 
3 

00221 GXW BWO 001 668 231400 4775 39 17 J((jC BPZFC DVRHG IUKRD HSRMV 

00222 VFT SFV 001 425 231400 5161 34 33 JODJO FLCIG UQCSN RPZOC GWJID 

00098 zzz zzz 008 165 230830 9742 42 20 JEEJE AOSEJ XOMRH IGXTV MSIHN 
00095 zzz zzz 005 165 230830 9742 80 14 JEEJE JRGCB FIORN HCJXP OASIC 
00096 zzz zzz 006 165 230830 9742 70 13 JEEJE JRGJH LNEMW TSGST SBVKR 
00097 zzz zzz 007 165 230830 9742 80 30 JEEJE LTTHD JMJZR UBIED RVCTN 

4 

00136 EJJ ZIC 002 787 231115 8140 39 52 JFFJF NUNBJ BHOOH EWVMP YMBXB 
~J 

00002 NCM IZW 002 809 230100 1101 80 24 JGGJG BROAJ TWSPR ZFYUZ JWADS 
00021 NCM IZW 003 809 230100 1101 34 22 JGGJG BRDIF VJHFQ ZFKBE ENGKI 
00001 NCM IZW 001 809 230100 1101 80 12 JGGJG DZBDD XJXUF TWL.IM xOPAF 

3 ... _ 

00273 FSD YWP 002 550 231540 5161 36 27 JHHJH I DR GO STCWH FOZZW WKRIU 

e 00186 ALL ZCA 001 035 231210 3749 43 02 JIIJI EUMCH CVAFH NFNHC TCNKJ 

00092 XVR VLH 202 724 230610 3973 44 17 28082 21848 52164 96410 22149 
00117 PSD MKP 301 591 230620 3731 70 24 28082 22132 65415 26226 12240 
00285 lXI XYR 253 656 231535 0120 55 23 28082 43730 82251 14513 59827 
00105 FBP FHI 852 612 230600 0121 96 22 28082 50021 00464 81416 57350 
00106 FBP FHI 853 612 230600 6530 82 22 28082 50021 00464 81416 57350 

s 

00314 GKW MKP 206 626 231830 2750 96 32 50505 17376 89111 89159 79059 
00101 FHI UNK 901 758 230900 3749 45 16 50505 77602 49639 77420 73974 
00034 XYR VLH 201 722 230315 9742 ss 24 521505 77620 98696 91537 27597 
00198 XVR Vl.H 204 725 231125 9518 37 23 50505 79470 98895 99600 69633 
00243 MKP GKW 353 826 231245 3731 76 24 50505 97483 76807 37527 05989 
00116 HZY Mfi:.P 501 596 2321750 9329 26 20 50505 98870 57309 89560 56891 

6 

00156 VLH XYR 601 649 231110 3749 43 43 68486 40721 81198 84853 75524 
00058 XYR IXI 101 802 230420 5161 37 30 68486 40721 86550 38848 53779 
00044 IXI XYR 251 638 230425 9329 47 24 68486 40752 20265 14472 54875 
00284 XYR VLH 206 728 231550 6350 Sl 37 68486 47525 52198 56057 58212 
00350 IXI XVR 255 663 232240 5504 51 43 68486 51651 42852 51959 58514 
00133 XVR lXI 103 805 230815 2110 54 26 68486 90057 58182 12029 40286 

:> 6 

00108 UNK FHI 453 612 230600 5504 63 42 80808 09147 98937 09852 96743 
-:<-

647 



REF ID:A64556 
ee&matiu. 

e 
00069 TOJ FHI 651 612 230600 2110 83 23 80808 10893 70985 29674- 37389 
00025 UNK FHI 451 608 230115 9942 60 29 80808 4-2831 71157 33931 99675 • 
000 66 FH I TOJ 751 910 230705 5161 53 21 80808 4-2831 71157 74793 46985 
00282 FHI FBP 504 838 231650 8943 54 34 80808 42831 76992 07747 90885 
00359 FHI FBP 506 840 231735 6530 83 20 80808 74793 46985 29293 34311 
00178 FHI FBP 501 834 231010 4775 25 34 80808 76885 03090 13340 95374 
00366 FHI FBP 503 837 231525 3749 59 30 80808 91595 97914 92424 93475 

8 

00180 HZY MKP 503 604 231000 2110 90 28 95459 06843 02842 23840 27884 
00199 HZY MKP 502 591 230620 8943 63 24 95459 30697 49439 61925 74202 
00071 GKW MKP 201 588 230515 8943 75 28 954-59 39028 18861 1314-S 04-4-23 
00313 PSD MKP 302 626 231830 9942 86 24- 95459 65982 84285 4-2128 24064-
00033 MKP HZY 701 765 230135 9942 61 12 95459 6894-2 32654 13390 43054 

5 

., 

QQII':mBN!J:IAI. 



REF ID:A64556 
eeiiftJBP.PlAL 

e o. Call81p l18tiy. 2~-26 Deceaber 

IIJ0597 AAA AAA 5700 241635 002 306 241530 1300 1420 9389 5681 79 08 IIHFF 
1110455 EEA AAA 7025 241040 609 294 241018 7302 6036 9389 1559 86 21 IIHFF 

2 

00629 NVT AYP 3580 241826 304 097 241746 3702 6631 2728 0938 73 34 HBJBH 
00656 NVT AYP 3580 242035 306 098 241955 2939 0215 4186 7391 81 28 HBJBH 
00672 UBT AYP 3580 242319 105 108 242209 2958 3618 2728 0208 73 20 EDIED 

<!- 00505 UBT AYP 7580 241235 102 083 241020 5360 4833 2728 0208 46 21 HBJBH 
00409 VKD AVP 4045 240741 202 080 240621 8349 5661 2728 6789 86 29 HBJBH 
00410 VKD AYP 4045 240747 203 080 240621 8349 5661 27}8 6789 82 15 HBJBH 
00575 VKD AVP 7580 241539 205 091 241444 4154 4022 2728 6789 59 19 HBJBH 

7 

00457 PJX BEA 7590 241041 102 808 240950 5360 4022 8984 0983 48 24 68486 
00614 PJX BEA 7590 241717 104 810 241613 9707 7236 8984 0983 29 29 JAAAJ 

2 

00624 MXV BJL 3575 241807 308 295 241728 8546 1629 9460 8778 84 29 FFBGG 

00640 MRS CHJ 3970 241851 658 718 241716 4154 9865 19361 2387 62 19 DDHAA 
00415 MRS CHJ 7930 240817 653 694 240728 9915 5895 1936 2387 60 47 DDHAA 

.._.J 00477 MRS CHJ 7930 241127 655 704 241032 '!5343 9865 4032 5672 53 23 FFBGG 
01448 MRS CHJ 7930 241028 654 699 240943 8546 4022 9343 9353 49 28 DOHAA 
00474 SSZ CHJ 7930 241120 506 701 241015 0770 7236 1936 5753 65 23 FFBGG 
00377 SSZ CHJ 397(i} 24(i}l47 501 686 240117 7395 1629 5914 6248 37 31 FFBGG 

... _ 00665 VKD CHJ 3970 242120 402 731 242030 8383 2258 5914 6608 72 30 DDHAA 
7 

e 00621 HOT DVO 6640 241738 707 851 241619 1300 3618 3277 1036 53 28 HDBHD 
00674 HOT ovo 2440 242350 710 861 242240 0770 6407 0289 4484 79 24 DAEAD 
00544 HOT DVO 6640 241415 706 845 241335 9121 3212 0289 4484 65 26 DAEAD 
00482 IZW DVO 5485 241135 004 829 240910 4154 4022 0289 4097 43 27 JFFJF 
00650 NJG DVO 2440 242006 905 854 241926 8725 5858 0289 3638 37 35 DAEAD 
00668 NJG DVO 2440 242144 906 858 242009 1715 7236 0289 3638 45 21 DAEAI> 
00535 ZNM OVO 6640 241348 807 842 241223 2958 1629 8731 2260 45 33 DAEAD 
1110439 ZNM OYO 5485 241011 804 831 240956 4154 4833 0289 6680 80 30 FBHFB 
00568 ZNM OVO 6640 241524 809 841 241219 1715 9865 0289 6680 55 17 DAEAD 

9 

0(i}522 HOG EDH 6160 241311 802 752 241230 9707 4022 5310 8994 54 16 EGBGE 
00444 MKP EDH 6160 241023 953 750 240948 4181 3212 5310 5870 69 26 EGBGE 
00612 MKP EDH 6160 241714 955 755 241612 9915 7236 5310 5870 82 32 DCGCD 

3 ;;;;;;;;;;;;;;-

00539 PJX EUZ 6050 241406 201 731 241250 9915 4634 9668 0983 63 37 68486 
00596 PJX EUZ 6050 241630 202 732 241525 8349 7236 9668 0983 42 15 JAAAJ 

2 

0061t7 WDU FIB 3675 241959 106 417 241918 2958 4634 613Y 3647 73 32 FFBGG 

00431 MRS FMT 7340 240928 952 239 240847 2958 1629 2458 5672 42 35 AGHAG ., 
00333 MRS FMT 3420 240402 951 235 240328 1976 9865 0612 7454 45 41 AGHAG 

2 

80664 AAA FNL 3435 242116 255 469 242035 2958 4022 4177 7067 73 14 I IHFF 
00401 OHG FNL 7355 240632 452 461 248617 3702 1266 99it7 1658 82 26 IIHFF 

2 

- e 
OeE'IDIBP.l'fAL 61t.9 
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REF ID:A64556 
COl'fP:mDTiltt 

00623 NIO FSD 6680 241758 156 059 241723 2939 9234 2593 4529 34 51 FFBGG 
e 

00438 NIO FSD 6680 241009 152 048 240844 5360 5661 1882 8499 80 27 DDHAA 
00503 WCB FSD 6680 241232 303 052 241142 8546 7236 0847 2224 59 48 FFBGG 
00408 WCB FSD 6680 240741 301 045 240615 1715 4022 2593 4538 81 33 FFBGG 
00515 WCB FSD 6680 241300 305 054 241220 8383 1042 2593 4538 95 13 DDHAA 
00519 WCB FSD 6680 241305 306 054 241220 8383 1042 2593 4538 90 16 DDHAA 
00622 wee Fso 6680 241744 309 062 241740 4154 3436 2593 4538 Sit 21 FFBGG 
00376 XNW FSO 241210 240138 352 043 240049 4181 3212 1882 2936 86 31 DDHAA 
00574 XNW FSD 5805 241530 354 057 241440 9194 1420 2593 6167 lt6 26 DDHAA ~ 

00435 XNW FSD 6680 240958 353 047 240823 9915 9234 2593 6167 82 50 DDHAA 
10 

00652 NCM GEP 2990 242024 906 594 241935 0770 6407 4302 9795 62 43 DCGCO 
00580 NCM GEP 5635 241552 903 584 241507 2939 9234 430~ 9795 55 27 AEFEA 
0062}6 NCM GEP 6750 241703 904 586 241623 5576 0215 4302 ~795 43 13 AEFEA 
00559 VXI GEP 5635 241506 105 583 241450 8349 9865 4302 8174 48 26 AEFEA 
00412 VXI GEP 6750 240753 102 564 240722 8339 9865 4302 8174 65 30 CCFII 
00490 VXI GEP 6750 241204 104 572 24lllJ35 1300 5661 4302 8174 59 39 AEFEA 
00549 XBS GEP 6750 241437 802 579 241312 2958 3266 4302 0163 32 24 AEFEA 
00605 XBS GEP 6750 241657 803 585 241617 9194 4833 4302 0163 46 19 CBECB 
00405 XBS GEP 6750 240706 801 562 240620 4181 1629 4113 2765 62 29 DCGCD 

9 

00384 OLY GKS 3970 240408 101 689 240322 8349 3212 1936 7436 28 41 CFIFC 
00479 OLY GKS 7930 241131 104 702 241016 2958 5661 1936 7436 56 22 CFIFC 
00554 OLY GKS 7930 241452 107 711 241327 9987 7236 1936 7436 45 l7 DCGCD 
00553 OLY GKS 7930 241449 106 713 241349 2532 4833 8830 7436 38 24 DHBDH :: 
00422 WID GKS 7930 240906 203 695 240831 9121 3618 8830 0280 81 33 CFIFC 
00470 WID GKS 4295 241107 l06 698 240942 5360 3212 1936 8084 48 15 CFIFC 
00400 WID GKS 7930 240630 202 692 240536 1715 4022 1936 8084 51 37 ADEAD e 00586 WID GKS 7930 241608 208 715 241502 4181 1042 1936 8084 26 35 CFIFC 
00654 XNW GKS 4295 242031 305 721 241936 1300 9234 1936 0497 37 38 CEHCE 
00472 XNW GKS 7930 241109 302 697 240940 4154 4022 1936 0497 28 32 CFJFC 
00590 XNW GKS 7930 241618 304 716 241513 9915 0215 1936 0497 43 30 CEHCE 

11 

00508 MKP HOG 7080 241241 554 195 241205 9987 5661 3466 5870 54 28 DCGCD 
00512 MKP HOG 7080 241253 555 193 241143 5360 2258 3466 5870 38 04 EGBGE 
00639 NCM HOG 3200 241848 406 199 241750 4154 1042 3466 9795 46 45 EGBGE 

3 

00627 DYO HOT 2380 241822 259 679 241702 9915 0476 9569 4097 73 38 HOBHD 
00487 DYO HOT 6700 241157 255 670 241043 1300 1629 9569 4097 53 40 OAEAD 
00502 DYO HOT 6700 241230 256 673 241120 1976 9865 9569 4007 69 03 HDBHD 

3 

00556 MDR IBF 7810 241504 853 657 241345 4154 3266 4393 2305 33 44 80808 
00513 OFW IBF 7810 241258 606 655 241213 9707 9234 4393 8570 25 37 DCGCD 
00382 PJX IBF 3690 240359 401 643 240324 8349 5661 4393 0983 sa 16 DJDJD 
00661 WPB IBF 3690 242103 455 669 242005 9915 9234 4393 6275 29 15 GIFIG 
006~)1 WPB IBF 7810 241649 453 661 241540 2958 0215 4393 6275 59 24 GIFIG 
00423 XTG IBF 7810 240911 752 647 240836 2939 4833 4393 5753 60 19 AIJAI 
00520 XTG IBF 7810 2413~8 755 656 241217 7395 3212 4393 5753 84 35 DJDJD 
00523 XTG IBF 7810 241314 756 656 241217 7395 3212 4393 5753 83 26 DJOJD 
00485 XTG IBF 7810 241142 754 652 241026 1715 1420 4690 6437 51 12 DJOJD 
00633 YTG IBF 3690 241837 656 664 241732 5360 9865 4393 3971 46 25 80808 

10 

e ,-
650 



REF ID:A64556 

1210399 OFW JIF 6060 24061219 552 853 24121519 9987 3618 9974 8570 54 26 95459 

00576 OGN JKR 6240 241540 453 899 241450 8546 3212 8038 1865 46 35 I IHFF 

• 00385 ZZZ JKR 2120 240413 501 866 240314 8349 3618 8038 2134 48 15 I IHFF 
1210644 ZZZ JKR 2120 241935 511 908 241745 9915 4022 4285 3890 69 34 I IHFF 
1210451 ZZZ JKR 6240 241031 503 879 240951 5576 1050 4285 3890 66 03 I IHFF 
00491 ZZZ JKR 6240 241209 504 885 241136 9987 9637 4285 3890 40 46 I IHFF 

... 00543 ZZZ JKR 6240 241415 507 897 241340 1399 3436 4285 3890 41 27 I IHFF 
1210593 ZZZ JKR 6240 241621 51219 903 241521 2939 8810 4285 3890 91 25 ABCAB 
00660 ZZZ JKR 2120 242052 512 913 242002 1976 7236 5824 6581 27 14 IIHFF 
00560 ZZZ JKR 6240 241507 508 895 241328 4154 5858 5824 6581 56 36 IIHFF 

9 

00570 MJZ JLJ 6245 241526 304 294 241401 7395 2455 3051 6239 90 03 FFBGG 

00416 IBF MDR 7720 240820 503 843 240735 2939 0215 0775 5979 56 38 80808 
00516 IBF MDR 7720 241302 504 845 241220 0770 9865 0775 5979 42 25 GIFIG 

2 

00540 JLJ MJZ 7355 241408 657 465 241243 5360 7236 3088 8183 95 09 OOHAA 
00592 OSB MJZ 4610 241619 003 467 241529 9707 8810 3088 6239 52 21 FFBGG 

2 
~.J 

00645 EOH MKP 3420 241945 602 264 241825 4181 9234 6238 1540 33 45 OCGCO 
00588 EOH MKP 4605 241612 601 259 241515 1715 5661 6238 1540 36 14 EGBGE 
00636 HOG MKP 3420 241839 308 263 241743 4154 4022 6238 8994 80 24 EGBGE 

-.~ 00446 HOG MKP 7340 241024 302 245 240934 8546 3618 6238 8994 72 28 DCGCD 
00565 HOG MKP 7340 241517 306 253 241348 7395 7236 6238 8994 74 22 CCFII 

e 00484 MWC MKP 7340 241140 505 248 241040 5782 8810 6238 0992 88 25 EGBGE 
00486 MWC MKP 7340 241145 506 248 241040 5782 8810 6238 0992 87 29 EGBGE 
00550 MWC MKP 7340 241445 507 254 24ll50 1976 4833 4744 5889 65 33 GHEGH 

8 

00402 CHJ MRS 6241/J 240643 101 869 240528 2958 6631 8092 2026 70 30 DDHAA 
00537 CHJ MRS 5145 241353 105 886 241154 5360 4237 8038 4376 46 21 GBIGB 
00579 CHJ MRS 6240 241544 106 901 241501 3343 0286 4285 6527 58 23 OOHAA 
00616 FMT MRS 6240 241723 207 906 241622 3343 0286 4285 5870 72 20 FFBGG 
00488 FMT MRS 6240 241158 206 882 241033 1715 9234 8092 6112 50 26 AGHAG 
00421 TPY MRS 5145 240905 002 872 240840 9987 1690 4285 2387 26 25 JGGJG 
00673 YKD MRS 5145 242346 308 919 242300 9194 5661 4285 3098 44 42 EIDEI 
00585 YKO MRS 6240 241608 307 902 241513 3343 0286 4285 3098 63 28 FFBGG 
00442 YKO MRS 6241/J 241018 305 873 240848 7395 7082 8038 6608 70 09 ODHAA 

9 

00499 EOH MWC 6801/J 241225 903 412 241146 n9s 3266 1495 1540 38 30 EGBGE 
00517 HOG MWC 6800 241302 152 413 241217 9194 4833 1495 8039 53 25 EGBGE 
0(1;380 MKP MWC 2921/J 240328 751 407 240253 5576 9234 1495 5870 73 28 EGBGE 
00632 MKP MWC 2920 241831 755 418 241729 1715 0215 1495 5870 59 18 CCFII 
00456 MKP MWC 6800 241040 754 411 240934 8349 1420 1495 5870 42 21 EGBGE 

5 

00417 PKP MXV 6375 240821 605 716 240711 9915 9865 4753 8354 56 34 DDHAA 
,_.,. 

00445 GEP NCM 7430 241024 752 833 240915 9915 3212 0351 3098 62 20 AEFEA 
00567 GEP NCM 7430 241522 755 841 241406 2958 5895 0351 3098 64 26 CCFII 

"! 
00649 HOG NCM 3350 242003 204 842 241938 8339 4833 0351 8994 75 13 DCGCD 

3 

e 
(lQ!&!~ 65l. 



'• 
REF ID:A64556 

00628 FSD NIO 2250 241823 909 514 241732 9707 2258 5806 1531 40 24 FFBGG 
00454 FSD NIO 6130 241037 904 502 240957 9987 9865 5806 1531 37 27 DDHAA 
00495 FSD NIO 4895 241214 905 503 241030 0770 0215 9433 9777 64 32 FFBGG 
00547 WCB NIO 6130 241431 205 505 241242 1300 9234 5536 2963 47 30 FFBGG • 
00391 WCB NIO 2250 240446 201 497 240406 0770 4833 5806 4538 45 18 DDHAA 
00418 WCB NIO 6130 240840 202 500 240810 5576 5661 5806 4538 53 36 DDHAA 
00620 WCB NIO 6130 241733 206 512 241507 4181 7027 5806 4538 79 18 FFBGG 

7 ~ 

004'l8 DYO NJG 6410 240922 152 504 240832 9707 0215 5356 4097 58 51 BGIBG 
00545 HOT NJG 6410 241422 451 511 241327 2939 4833 4096 0019 47 26 DAEAD 
00657 NVT NJG 2690 242036 553 514 241948 4154 4634 5356 0938 40 32 DCGCD 
00507 ZNM NJG 6410 241240 603 508 241150 8546 9234 0298 0244 71 23 DAEAD 

4 

00534 AYP NVT 5845 241343 655 661 241253 0770 4022 1765 9489 54 18 HBJBH 
00447 AYP NVT 7000 241025 652 656 240945 3343 5661 1765 9489 93 29 HBJBH 
00450 AYP NVT 7000 241030 653 656 240945 3343 5661 1765 9489 88 22 HBJBH 
00481 UBT NVT 7000 '241132 154 657 241026 8349 3618 1765 0208 46 19 HBJBH 
00625 YKD NVT 2720 241809 352 665 241749 9345 0286 1873 5203 61 25 HBJBH 

5 

00425 IBF OFW 6780 240914 452 641 240834 8546 9865 5635 5979 83 36 DJDJD 
00655 JIF OFW 2940 242034 309 664 241949 4154 7236 5635 9641 73 25 50505 
00480 JIF OFW 5185 241131 304 648 241045 8339 4833 5635 9641 57 39 ECHCE 

~ 00546 JIF OFW 6780 241429 307 653 241317 9915 4022 5635 9641 54 26 28082 
00589 RME OFW 5185 241612 502 658 241523 8339 4833 5635 4844 57 40 ECHCE .. 
00388 XTG OFW 2940 240421 051 631 240346 9194 4022 5635 5753 37 13 BCEBC 
00528 XTG OFW 6780 241330 054 652 241215 9915 5895 5635 5753 96 28 BCEBC 
00531 XTG OFW 6780 241336 055 652 241215 9915 5895 5635 5753 79 21 BCEBC e 00468 ZYV OFW 5185 241102 205 644 241020 8339 4833 5635 7779 57 25 95459 
00413 ZYV OFW 6780 240808 202 639 240719 0770 0215 5635 7779 42 23 DCGCD 

10 

00564 JKR OGN 6320 241514 351 703 241425 1300 4237 5897 2387 60 33 I IHFF 
00378 ZZZ OGN 2040 240200 700 658 240025 2958 1042 5897 3890 27 38 FEAFE 
00631 ZZZ OGN 2040 241831 713 710 241710 9915 3436 5897 3890 46 09 IIHFF 
00634 ZZZ OGN 2040 241838 714 708 241639 0770 1050 5897 3890 63 18 IIHFF 
00532 ZZZ OGN 6320 241337 711 692 241217 1976 5802 5897 3890 35 04 IIHFF 
00506 ZZZ OGN 6320 241237 709 682 241142 8339 5661 7411 4295 59 06 IIHFF 
00630 ZZZ OGN 2040 241828 712 712 241748 8546 5858 6247 7481 48 21 I IHFF 
00669 ZZZ OGN 2040 242158 715 718 242102 4181 6631 6247 7481 62 23 IIHFF 
00467 ZZZ OGN 6320 241102 707 669 240843 9915 3212 6247 7481 44 29 IIHFF 
00504 ZZZ OGN 6320 241234 708 678 241026 0770 4833 2827 8525 84 13 IIHFF 

10 

00449 FNL OHG 6335 241030 603 582 240913 8349 3212 3619 6031 67 42 I IHFF 

00404 GKS OLY 7540 240705 851 343 240630 5360 8810 8425 6527 38 23 CFIFC 
00478 GKS OLY 7540 241127 853 348 241042 8339 7236 8425 6527 49 22 DCGCD 
00584 WID OLY 7540 241559 503 351 241513 3343 4022 8425 8084 61 34 CFIFC 

3 
;,. 

00607 JKR PDV 7660 241704 555 724 241624 8339 6631 6517 2387 25 23 IIHFF 
00397 OGN PDV 3500 240558 151 682 240516 9194 7027 4564 2503 34 27 I IHFF 
00459 zzz PDV 7660 241043 608 698 240943 8339 1050 6517 3890 98 34 IIHFF 



REF ID:A64556 

0121460 zzz PDV 766121 241047 609 698 240943 8339 1050 6517 3890 89 39 I IHFF 
00462 zzz POV 7660 241052 610 698 240943 8339 1050 6517 3890 86 10 IIHFF 
00387 zzz PDV 3500 240417 601 675 240347 1976 5858 6698 7481 56 43 HAIHA 

-~ 00646 zzz PDV 3500 241953 615 727 241853 5576 9234 6698 7481 47 29 HAIHA 
7 

00635 BEA PJX 2590 241839 255 695 241754 1976 3618 8137 2729 41 17 50505 
00473 BEA PJX 6510 241119 252 675 241013 9915 1629 8137 2729 75 41 68486 
00572 BEA PJX 6510 241527 254 687 241438 4181 9865 8137 2729 68 46 68486 
00489 EUZ PJX 6510 241202 603 681 241310 2939 4022 8137 5627 52 25 68486 
00461 XFL PJX 6510 241052 103 671 240957 7395 0215 8137 2251 73 41 JAAAJ 
00437 XTG PJX 6510 241008 354 670 240923 5576 9234 0180 0749 52 22 CCFII 
00394 XTG PJX 2590 240515 351 667 240440 1715 5661 8137 5753 46 25 OJOJD 
00527 XTG PJX 6510 241328 355 676 241238 7302 1042 8137 5753 39 20 DJDJD 

8 

00577 HDH PPA 723.5 241541 603 534 241437 4181 9234 4023 9722 57 23 DOHAA 
00548 MJZ PPA 723.5 241437 404 532 241335 4154 3212 4023 6239 65 18 DOHAA 

2 

00456 OFW RME 6970 241101 702 773 241026 8349 1629 6995 8570 39 23 ECHCE 
00SU OFW RME 6970 241553 703 774 241508 4181 8810 6995 8570 68 20 95459 

2 

00619 CHJ ssz 7970 241732 607 492 241512 1300 0215 1224 6.527 32 24 FFBGG 
00582 VPO ssz 4475 241.554 154 489 241434 4181 7236 1224 4097 71 31 FFBGG 

a. 00511 WDT ssz 7970 241250 057 481 241150 8339 0476 2926 1865 62 38 CJCCJ 
00398 WOT ssz 7970 240601 052 465 240521 0770 9865 2052 3250 49 32 CJCCJ 

e 00452 WOT ssz 7970 241031 056 472 240946 8725 9637 1224 8390 53 30 DDHAA 
00555 WOT ssz 7970 241452 058 484 241247 9915 3212 1224 8390 62 16 DOHAA 

6 

00411 AYP UBT 6880 240753 752 849 2407U 9987 1629 3899 7913 68 27 HBJBH 
00599 AYP UBT 6880 241643 753 854 241532 1300 9865 7011 9489 45 36 EOIED 
00509 OFW UBT 6880 241243 502 851 241148 7762 0215 7011 8570 36 34 DCGCD 
00578 YKD UBT 6880 241541 902 853 241426 4181 9234 7011 6789 51 42 HBJBH 

4 

00562 WDT VPO 6640 241511 655 844 241320 7395 5661 7200 1865 76 25 DCGDC 
00406 WDT VPO 6640 240723 653 825 240643 3702 1050 0289 8390 34 20 DCGDC 
00609 WOT VPO 6640 241707 656 849 241!)38 8349 3266 0289 8390 82 17 DDHAA 

3 

00381 GEP VXI 2870 240333 651 507 240302 4181 3618 5202 3098 5 .. 22 CCFII 
00525 GEP VXI 6870 241316 653 511 241240 1976 4022 5202 3098 69 31 AEFEA 
00558 NCM VXI 6870 241504 153 513 241425 8546 7236 5202 9795 57 27 AEFEA 
00658 XBS VXI 2870 242037 054 .515 241937 0770 4634 5202 0163 28 35 AEFEA 

4 

00663 FSO WCB 7660 242112 960 729 242042 2939 2455 0108 0.532 83 32 FFBGG 
00643 FSD WCB 5225 241923 958 726 241810 8383 9098 6517 1531 71 31 DOHAA 
00494 FSD WCB 7660 241213 954 708 241137 1722 0286 6517 1531 55 12 OOHAA . ... 00573 FSD WCB 7660 241529 9.57 719 241439 3343 2258 6517 1531 38 22 OOHAA 

~ 

00529 FSD WCB 3500 241333 9.55 717 241228 4154 3618 7697 9777 59 52 DDHAA 
00471 NIO WCB 7660 241108 852 704 241038 1722 0286 6517 4529 55 28 FFBGG 

• 00675 NIO WCB 7660 242353 855 730 242308 9707 1690 6517 4529 78 31 FFBGG 

653 
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00598 NIO WCB 7660 241638 854 721 241517 1715 9865 0577 7733 59 40 OOHAA 
00396 NIO WCB 3500 240555 850 683 240522 0371 4022 0108 8499 60 49 DDHAA 
00496 XNW WCB 7660 241216 756 703 241036 4154 8810 9334 1423 83 05 FFBGG 
00498 XNW WCB 7660 241222 758 712 241152 8725 4237 6517 6167 84 26 DDHAA 
0~501 XNW WCB 7660 241227 759 712 241152 8725 4237 6517 6167 79 02 OOHAA 
00424 ZHK WCB 5225 240912 002 694 240817 8546 5895 6517 4538 74 47 FFBGG 

13 
;. 

0~653 ssz WDT 2040 242025 605 114 241950 9707 9098 5897 5753 56 31 CJCCJ 
00569 ssz WDT 6320 241525 603 702 241320 5576 2210 1332 6248 47 24 DDHAA 
00677 ssz WDT 2040 242358 606 720 242319 4181 6407 7471 7418 84 40 FFBGG 
00533 VPO WDT 5865 241338 504 697 241308 5303 1420 9028 3232 73 44 ODHAA 
00587 VPO WDT 6320 241610 507 704 241520 5576 2210 9028 3232 47 16 DDHAA 
00536 VPO WDT 6320 241350 505 684 241151 7395 1690 5897 lt097 39 42 OCGDC 
00615 VPO WDT 6320 241717 508 706 241630 9194 9234 5897 4097 42 22 FFBGG 
00500 YLV WDT 5865 241226 002 672 240958 1715 9865 5897 8390 79 18 JBBJB 
00552 YLV WDT 5865 241448 003 695 241232 0770 1629 5897 8390 85 25 JBBJB 
00395 YRF WDT 5865 240546 HH 663 240440 7395 0215 1332 8804 64 29 AJAAJ 
00464 YRF WDT 6320 241057 103 677 241022 7302 2455 5897 9489 43 12 DDHAA 
00613 YRF WDT 6320 241714 105 705 241622 5576 2210 5897 9489 47 27 FFBGG 

12 

00440 GKS WID 7380 241013 702 834 240923 0770 6407 0397 6527 47 24 A DEAD 
-:;, 

00551 GKS WID 7380 241448 703 835 241347 1.00 5661 0397 6527 35 14 AOEAD 
00583 OLY WID 7380 241555 401 839 241520 9987 4833 0397 5078 56 08 CFIFC 
00666 XNW WID 3380 242126 153 841 242018 4181 3212 0397 0497 75 24 OCGCD 

~ 

4 

00419 IBF WPB 6200 240856 901 765 240815 2958 0476 0441 5979 63 43 GIFIG e 005';7 IBF WPB 6200 241504 903 767 241414 3343 1629 0441 5979 55 16 80808 
2 

00602 GEP xes 6420 241654 555 253 241608 1300 0476 5176 0965 39 09 DCGCD 
00476 GEP xes 6420 241124 551 245 241019 1715 9865 5455 3098 41 33 AEFEA 
00571 GEP xes 6420 241526 554 249 241426 9121 0215 5455 3098 80 45 CCFII 
00475 NCM XBS 6420 241120 252 246 241045 5576 1629 5455 9795 53 21 AEFEA 

4 

00483 PJX XFL 6150 241139 952 688 241038 1715 3618 5211 0983 37 22 68486 

00611 FSD XNW 6450 241713 255 213 241632 9733 0476 0496 1531 29 20 DDHAA 
00469 FSD XNW 6450 241103 252 201 240925 9915 9098 3538 6257 27 34 FFeGG 
00429 GKS XNW 6440 240922 952 482 240839 1715 5895 2638 6527 73 32 CFIFC 
00463 GKS XNW 6440 241055 953 484 241027 9733 7082 2638 6527 59 20 CFIFC 
00518 GKS XNW 6440 241304 955 486 241150 2958 3618 2638 6527 42 23 CCFI I 
00538 NIO XNW 6450 241405 805 204 241250 8339 7236 0856 2512 61 39 DDHAA 
00600 NIO XNW 6450 241647 806 210 241610 9733 0476 0496 4529 29 36 DDHAA 
00648 OLY XNW 2640 241959 604 493 241914 4181' 1629 2638 5078 36 16 CFIFC 
00591 WCB XNW 5515 241619 105 208 241549 4773 3618 4915 2963 51 25 DOHAA 
00667 wee XNW 2650 242141 107 216 242116 5576 6407 0496 4538 33 29 FFBGG 
00403 WCB XNW 6450 240703 102 197 240518 4154 1629 0496 4538 65 29 DDHAA 
00420 WCB XNW 6451£1 240903 103 198 240833 1976 2455 0496 4538 76 07 FFeGG -<:; 
00604 wee XNW 6450 241655 106 211 241620 9733 0476 0496 4538 29 15 ODHAA ~ 

13 

00436 BWO XTG 4475 241005 003 471 240920 5576 1629 1224 5753 32 40 JOOJD • 
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COlli IDBlf.FfA:& 

00526 BWO XTG 4475 241326 005 483 241236 7302 1690 1224 5753 48 11 JDD.JD 
00637 IBF XTG 3930 241842 658 495 241738 0770 3212 1224 5979 99 49 DJDJD 
00638 IBF XTG 3930 241848 65C) 495 241738 0770 3212 1224 5979 94 02 DJOJD 
00641 IBF XTG 3930 241853 660 495 241738 0770 3212 1224 5979 86 08 DJDJD • 00493 IBF XTG 7970 241212 654 475 241032 5360 3618 1224 5979 83 43 AIJAI 
00603 IBF XTG 7970 241654 656 493 241540 9915 4022 1224 5979 27 11 CCFII 
00651 OFW XTG 3930 2421H2 410 504 241902 1715 3618 0144 4475 47 27 DJOJD 
00389 OFW XTG 3930 240422 404 462 240328 8349 5661 1224 8570 29 06 CCFII .. 
00433 OFW XTG 7970 240946 405 468 240841 4181 0215 1224 8570 56 11 DCGCD 
00521 OFW XTG 7970 241310 411 482 241200 9987 9234 5031 8813 72 22 OJDJD 
00670 PJX XTG 3930 242215 803 508 242150 5790 '•237 0144 0181 47 46 CCFI I 
00642 PJX XTG 3930 241854 801 501 241809 1976 4833 9929 8543 65 35 DJDJD 

13 

00610 FIB VEC 7865 241710 302 375 241612 8339 1629 4636 7995 81 26 DOHA A 
00392 KOT VEC 3865 240458 401 371 240420 5360 6631 4636 5014 56 19 FFBGG 

2 

00453 AVP VKD 6740 241033 951 294 240943 3343 1629 3097 9489 72 26 BFHBF 
00530 FMT VKD 6750 241335 353 576 241240 9707 3212 5987 9137 58 37 DOHA A 
00492 MRS VKD 6750 241211 856 573 241121 8339 1420 4302 2387 94 25 FFBGG 
00497 MRS VKD 6750 241216 859 573 241121 8339 1420 4302 2387 92 21 FFBGG 
00434 MRS VKD 6750 240949 852 568 240843 1715 3618 5987 7454 43 28 DOHA A 

5 

00541 ssz VRF 7580 241408 203 087 241143 7395 9234 6724 6248 65 42 DOHA A 
... 00458 VPO VRF 7580 241042 752 082 240931 1300 3212 6724 4862 59 10 DDHAA 

00386 WDT VRF 3580 240415 551 078 240320 1722 8810 2728 8390 37 37 FFBGG 
00432 WDT VRF 7580 240942 553 081 240832 1722 8810 2728 8390 43 28 DOHA A e 00595 WOT VRF 7580 241627 555 094 241517 0770 5661 2728 8390 28 19 AJAAJ 

5 

00465 IBF VTG 5535 241059 752 919 241007 9121 7082 8560 5979 52 18 50505 
00594 IBF VTG 7050 241623 753 921 241522 4154 9865 8560 5979 47 36 80808 
00608 IBF VTG 7050 241705 754 922 241632 5360 9234 8560 5979 63 16 50505 

3 

00542 ovo ZNM 6550 241413 053 741 241248 8349 7082 7110 4097 47 44 DAEAD 
00566 DVO ZNM 6550 241518 054 746 241529 2958 4022 7110 4097 69 27 OAEAD 
00414 HOT ZNM 6550 240813 851 738 240738 5576 3618 7110 4484 42 10 DAEAD 

3 

00659 OFW zvv 2620 242041 351 832 241942 2958 6407 8362 8570 75 19 28082 

00561 JKR zzz 6330 241510 410 334 241340 1715 3436 6841 2387 44 24 I IHFF 
00390 JKR zzz 2050 240427 401 273 240356 0371 3868 8399 2387 46 30 IIHFF ~ 

00671 JKR zzz 2050 242303 415 385 242108 8349 7236 3330 2819 34 23 I IHFF 
0el626 JK.R zzz 2050 241812 412 377 241742 9194 321'2 8155 7454 53 17 ABCAB 
00676 OGN zzz 5875 242355 321 390 242250 5360 8810 4816 0578 44 26 IIHFF 
00379 OGN zzz 6330 240249 303 266 240214 2939 9865 4816 0578 55 28 I IHFF 
00662 OGN zzz 2050 242109 320 382 241920 9915 6407 8155 1865 43 19 FEAFE 
00563 OGN zzz 6330 241513 314 345 241453 1399 6270 8155 1865 76 27 I IHFF 

d' 00514 OGN zzz 5875 241259 308 302 241134 2958 1629 6841 8390 28 '26 FEAFE 
00407 OGN zzz 6330 240733 304 277 240658 0371 3868 8399 8390 46 45 I IHFF 
00617 OGN zzz 6330 241725 316 361 241648 5782 2455 8399 8390 57 32 9IHFF 

.. 00510 OGN zzz 2050 241249 307 326 241229 9987 3618 6148 9515 91 31 I IHFF 

655 
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00524 OGN zzz 2050 241314 309 326 241229 9987 3618 6148 9515 90 22 I IHFF 
00393 PDV zzz 2050 240513 101 275 240458 0371 3868 8399 4538 46 20 HAIHA 
00426 POV zzz 6330 240917 103 279 240711 1300 1690 8399 4538 92 11 I IHFF 
00427 POV zzz 6330 240920 104 279 240711 1300 1690 8399 4538 87 25 IIHFF " 00430 POV zzz 6330 240926 105 279 240711 1300 1690 8399 4538 64 37 I IHFF 
00441 zzz zzz 5875 241015 003 285 240925 9121 7082 8399 3890 87 08 JEEJE 
00443 zzz zzz 5875 241020 004 285 240925 9121 7082 8399 3890 79 41 JEEJE 
00618 zzz zzz 5875 241727 007 358 241615 4154 4022 8399 3890 33 14 JEE-.IE ... 

20 

00843 MWD AAA ~285 251825 752 322 251711 4785 2690 2304 9380 70 51 IIHFF 

00744 JKR ALL 6570 251053 054 754 251027 6331 7416 5491 9173 86 33 DAEAD 

00861 XGC BJK 3560 252150 205 138 252009 8745 8604 1099 4123 86 26 DOHAA 
00678 VXH BJK 3560 250244 551 111 250216 6331 6246 8326 3548 43 28 FFBGG 
01b732 VXH BJK 7600 251027 556 118 250943 8745 7416 1099 6761 91 18 AJAAJ 
021748 VXH BJK 7600 251103 558 121 251020 7330 2248 1099 6761 67 24 FFBGG 
00784 VXH BJK 7600 251258 560 129 251157 3399 3635 5103 0352 66 32 FFBGG 

5 

00722 GKS CHJ 4115 251003 002 532 250927 9356 3850 1017 4123 43 29 JOD-.10 
00701 NOR CHJ 7950 250852 651 529 250815 2560 5282 1017 4321 47 25 AIJAI 
00795 NOR CHJ 7950 251349 653 544 251240 5315 6246 1017 4321 72 40 CCFII 
00831 NOR CHJ 7950 251709 654 548 251535 3191 2042 1017 4321 88 12 OJOJD 
00844 RHW CHJ 3950 251828 806 550 251743 8311 2826 1017 2710 73 31 OJOJO 
00858 RHW CHJ 3950 252103 807 552 251917 2561 7416 1017 2710 56 40 OCGCD 
00692 RHW CHJ 7950 250755 802 528 250720 1372 5461 1017 2710 42 10 OJOJO 
00775 XME CHJ 7950 251242 406 538 251110 5351 8055 1017 7049 57 49 OJ0-.10 
00789 XME CHJ 7950 251303 408 539 251122 5531 1070 1017 7049 62 22 OJOJO e 9 

00715 RHW COG 7610 250947 102 813 250916 553] 7416 7354 2710 82 41 JAAAJ 

00740 LVO DSM 6840 251047 704 848 251028 7330 6246 8795 5546 84 24 ADEAD 

00710 XME OWL 6500 250939 552 858 250918 8311 4662 8353 7049 84 34 95459 

00742 HCO EDH 6170 251051 653 525 251030 9356 6246 6715 1108 73 26 AEFEA 

00741 NOR FOW 6180 25112150 903 770 251036 1372 6246 8849 4321 59 08 GIFIG 

00728 LVO FTV 7060 251017 953 496 250936 5315 4662 1008 5546 84 20 CFIFC 
00816 LVD FTV 7060 251559 955 504 251452 3399 0846 1008 5546 59 25 OCGCO 
00724 VWP FTV 7070 251013 104 223 250950 8311 6813 8894 2882 56 27 DOHA A 

3 

00702 UBT FZX 7710 250858 652 740 250824 1723 8604 0315 0758 27 19 GBIGB 

00834 NVU GKT 7915 251721 204 173 251602 5351 9800 2755 7157 92 19 DOHA A 

00718 HIR GRU 6040 250953 952 303 250820 1723 2042 1107 8976 87 36 BFHBF 
00757 HIR GRU 6040 251138 954 305 251017 5315 0854 0702 9812 32 30 HBJBH ., 
00690 UBT GRU 6050 250650 851 602 250632 2560 9800 2674 0758 83 15 FFBGG 
00776 UBT GRU 6050 251244 855 612 251115 3399 1070 2674 0758 64 27 EIOEI 
00798 VXI GRU 6040 251400 405 308 251250 1562 0846 1107 8606 46 24 CCFII 

5 
.. 
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e~ 

00755 NOR GYM 7340 251132 504 848 251038 3399 8055 0126 4321 67 11 28082 

00695 EDH HCO 6050 250824 102 604 250850 7330 7874 2674 6554 49 23 AEFEA 
00800 EDH HCO 6050 251406 105 615 251352 2561 0846 2674 6554 67 33 eeFII .. 
00803 TPY HCO 6050 251415 907 614 251226 3399 8639 9640 2837 76 30 CeFI I 
00853 TPY HCO 2330 252038 909 619 251956 7330 4662 2674 8264 53 30 AEFEA 
00725 TPY HCO 6050 251014 904 608 250913 1562 8055 2674 8264 84 28 DeGCD 
00768 XZI HCO 6050 251212 805 610 251058 5351 0846 1152 7355 36 16 AEFE.6 ... 
00822 XZI HCO 6050 251632 808 617 251523 3191 2826 2674 8561 57 39 eeEeB 

7 

00750 GRU HIR 7600 251109 205 122 251022 7782 2826 1099 5375 74 27 HBJBH 
00769 GRU HIR 7600 251213 208 126 251115 3399 6813 1099 5375 68 23 BFHBF 
00711 VXI HIR 7600 250940 104 114 250847 5531 6813 0009 4899 59 22 HBJBH 
00805 VXI HIR 7600 251422 107 132 251243 7782 3850 0009 4899 81 03 HBJBH 
00686 VXI HIR 7600 250606 102 112 250538 7123 0846 1099 8606 55 43 HBJBH 
00813 VXI HIR 7600 251534 109 135 251450 1309 8604 1099 8606 43 12 HBJBH 
00847 WDT HIR 3560 251901 307 137 251726 3191 1070 1099 1045 46 21 eeFI I 
00719 WDT HIR 7600 250954 303 116 250920 1309 2042 1099 1045 74 33 HBJBH 
00859 WDT HIR 3560 252130 309 134 251424 5351 2042 2557 5861 53 34 HBJBH 

9 

00856 YWP HOT 2380 252050 309 075 2!)1952 1562 4662 0252 1595 65 34 DDHAA 
00717 YWP HOT 6700 250952 304 069 250925 7330 8604 1062 2882 38 05 FFBGG 
00777 YWP HOT 6700 251245 307 072 251143 2560 0846 1062 2882 48 22 OOHAA 

3 
• 

00632 BWP IBG 3695 250516 201 421 250438 2560 6246 4519 7652 66 11 DOHA A 

e 00681 ALL JKR 2420 250454 801 867 250426 5944 8055 5257 5050 62 30 DAEAD 
007lt7 PVJ JKR 6660 251102 705 878 251011 4785 6246 5257 3296 84 14 DAEAD 
00835 PVJ JKR 6600 251721 707 886 251547 1562 1070 2322 8237 45 07 DAEAD 
00731 WPX JKR 6660 251025 904 872 250936 3399 7416 5257 6149 56 23 DAEAD 

4 

00817 XME KZE 7080 251621 355 836 251540 3191 6813 6733 7049 56 29 EeHeE 

00713 NOR LNB 7510 250943 752 925 250847 8745 2826 2278 4321 83 46 80808 
00785 NOR LNB 7510 251258 755 927 251202 3191 1826 2278 4321 76 26 GIFIG 

2 

00862 DSM LYD 3790 252206 206 755 251546 4785 2042 0315 5096 54 37 AOEAD 
00791 DSM LYD 7710 251308 204 750 251127 5351 2248 0315 5096 82 27 eFIFe 
00849 FTV LYD 3790 251928 307 760 251843 2561 6246 7309 4682 56 25 eEHCE 
(lJ0807 FTV LYD 7710 251425 305 752 251314 7782 7416 031!) 8895 39 32 eFIFC 
(lJ0759 PDV LYD 4635 251144 003 748 251041 1562 6813 0315 5546 48 38 JeCJC 
00683 SFV LYD 3790 250525 101 737 250457 8311 6813 0315 3458 48 21 eeFI I 
00734 SFV LYD 7710 251032 103 743 250938 8745 8604 0315 3458 63 28 DeGeD 
00839 SFV LYD 7710 251743 106 758 251619 5531 1826 5932 3458 75 27 CFIFC 

8 

00779 zzz MEN 6220 251248 504 932 251214 8914 1070 2656 2369 95 28 liHFF 
00782 zzz MEN 6220 251252 505 932 251214 8914 1070 2656 2369 91 14 IIHFF 
00706 zzz MEN 6220 250931 502 925 250832 3191 6246 6409 0488 34 36 I IHFF 

3 

00810 wee MEO 6225 251450 405 303 251241 3191 3635 1521 0406 73 12 DOHA A 

657 
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00696 MWD MKR 6355 250826 202 738 250732 2561 0079 3222 4600 39 10 I IHFF 

00726 UBT MWC 6800 251016 954 271 250942 6331 0079 4609 0758 86 23 AGHAG 
00730 UBT MWC 6800 251021 955 271 250942 6331 0079 4609 0758 88 42 AGHAG • 

2 

00826 AAA MWD 6815 251643 254 475 251535 3191 0846 6805 1955 68 40 IIHFF 
00707 MKR MWD 6815 250932 352 472 2.50912 9309 5073 1459 .5276 75 36 I IHFF .ij 

2 

00771 OFW NJG 6400 251232 954 764 251138 3399 0846 7822 4240 84 25 HBJHB 

00772 CHJ NOR 7790 251235 754 682 251139 7782 2042 2863 4123 72 27 D.JD.JD 
00836 CHJ NOR 7790 251727 756 685 251623 4785 2042 3079 4907 85 29 CCFII 
00736 FDW NOR 7790 251040 453 674 250939 3191 7416 2863 4655 48 22 28082 
00746 FDW NOR 7790 251101 455 618 25l(IJ17 3399 8604 2863 4655 82 25 GIFIG 
00705 GYM NOR 7790 250907 852 672 250828 8914 6830 2863 0118 58 32 80808 
00851 LNB NOR 3710 251947 654 688 251842 1562 1070 2863 2350 76 26 80808 

6 

00703 OFW NUB 6100 250858 752 423 250817 1723 8604 9893 4240 69 13 GHEGH 

00780 WOG NVU 5950 251248 002 741 251219 0101 1070 3222 5276 83 22 FFBGG 

00766 RHW NXA 6530 251210 204 736 251130 2560 9800 2511 2710 75 06 68486 

00697 N.JG OFW 6800 250837 602 268 250810 1723 6813 4609 9948 35 25 EGBGE .3. 

00840 NJG OFW 6800 251746 608 284 251638 5531 8055 4609 9948 74 31 EGBGE 
00781 NUB OFW 6800 251248 505 276 251142 3191 7668 4609 9399 48 21 DCGCD e 00818 OLY OFW 6800 251621 307 282 251527 5315 4662 4609 7364 57 32 EGBGE 
00790 OLY OFW 6800 251303 305 280 251217 4785 2826 4195 8228 65 24 EGBGE 

5 

00827 OFW OLY 7541lJ 251644 557 211 251528 2561 2042 1837 4240 47 48 DCGCD 
00763 OFW OLY 7540 251151 553 205 251047 7782 5282 1837 4240 38 06 EGBGE 

2 

00809 OGO OMR 7545 251439 503 436 251356 5315 4877 21lJ89 4601lJ 75 30 DDHAA 

00811 JKR PVJ 6000 251504 255 689 251438 1309 2690 6382 9173 62 31 DAEAD 

00855 ALZ RHW 3170 252042 106 718 251943 3191 4662 6481 9524 73 12 68486 
00788 ALZ RHW 7130 251259 103 711 251152 7782 3635 6481 9524 59 22 JAAAJ 
00756 CHJ RHW 7130 251135 353 707 251026 2561 8055 5329 7094 76 37 EGBEG 
00685 COG RHW 3170 250559 251 698 250525 1372 0846 6481 1090 64 20 28082 
00793 COG RHW 7130 251331 254 713 251217 3191 6813 6481 1090 as 15 68486 
00716 NXA RHW 7130 250951 602 704 250910 7782 8604 6481 3999 44 37 50505 

6 

00828 GKT RHX 7135 251648 603 437 251525 8745 8604 1080 2909 56 26 FFBGG 
00727 GXX RHX 7135 251016 504 434 250935 1309 1070 1080 7959 48 45 DDHAA 

2 
~ 

00814 FTV SFV 7840 251545 704 360 251438 4785 6813 7552 8895 76 18 DCGCD 
00758 LYO SFV 7840 251142 853 356 251150 5351 4418 7552 5546 92 31 CFIFC 
00761 LYD SFV 7840 251146 854 356 251150 53S1 4418 7552 5546 89 28 CFIFC .. 

3 
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00842 XME SSF 2790 251804 7QJ5 779 251728 1562 1QJ70 9505 7049 73 30 95459 

00804 HCO TPY 7410 251422 754 849 251346 874.5 2826 8759 1108 59 41 AEFEA 

00829 FZX UBT 6220 2.51652 106 936 251516 5315 2860 2656 5546 56 25 ODHAA 
00770 FZX UBT 6220 251220 104 928 251049 7782 7874 6562 039'8 82 18 DDHAA 
00738 GRU UBT 6220 251045 304 927 251016 1560 2826 2656 1108 43 24 FFBGG ... 
00688 GRU UBT 6220 250636 301 923 250536 5351 0854 6409 9975 39 38 FFBGG 
00838 MWe UBT 6220 251739 205 937 251640 1562 8055 2656 4240 28 28 FFBGG 
00841 WID UBT 4865 251803 004 939 251720 9356 4047 2656 0758 39 19 JGGJG 

6 

00792 WNN VRG 6300 251328 254 745 251237 1372 8604 9730 1595 42 06 IIHFF 
00689 zzz VRG 6300 250642 701 730 250615 9356 2826 4276 2369 53 40 FEAFE 
00820 zzz VRG 6300 251630 705 751 251540 3191 2042 4276 2369 89 29 IIHFF 
00823 zzz VRG 6300 251634 706 751 251.540 3191 2042 4276 2369 85 20 I IHFF 

4 

00694 HIR vxt 6860 250804 752 863 250738 6331 6813 5482 8976 34 38 HBJBH 
00825 HIR VXI 6860 251640 7.56 870 251614 7123 7271 5482 8976 38 35 OCueo 

2 

00852 MEO wee 3055 252026 506 540 252006 0552 2826 8371 6536 82 27 FFBGG 

00845 GRU WOT 2740 251836 356 6'80 251732 8745 6246 0135 5375 49 26 HBJBH 
00721 HIR WDT 6980 251001 654 672 250920 7123 4877 3394 6284 58 14 OCGCD 
00773 HIR WOT 6980 251240 656 676 251145 5531 8604 0135 8976 74 26 CCFII 

e 3 

00680 VRG WNN 3480 250447 151 733 250427 0380 624-6 8506 0352 75 4-1 I IHFF 
00708 zzz WNN 7280 2.50933 602 735 250846 2561 5282 4-898 2369 98 39 I IHFF 
00709 zzz WNN 7280 250938 603 735 250846 2561 5282 4898 2369 87 46 I IHFF 
00801 zzz WNN 7280 251409 605 748 251311 4785 6813 7868 24-31 94 19 IIHFF 
00802 zzz WNN 7280 251412 606 748 251311 4785 8055 7868 2431 93 02 I IHFF 

5 

00723 JKR WPX 7030 251003 153 519 250932 7592 1070 3826 9173 83 18 DAEAD 

00749 BJK XGe 7950 251108 305 535 251017 2561 4418 3989 4989 89 32 DOHAA 
00796 YXH XGe 7950 251356 059 542 251211 5315 8055 4258 6626 47 04 DOHAA 
00765 YXH XGC 7950 251154 057 536 251038 3399 4662 1017 6761 91 4-8 CJCCJ 
00737 YXH XGC 7950 251041 055 534 250955 4785 0846 1017 6761 87 11 FFBGG 
00684 YXH XGC 3950 250551 051 526 250515 7592 4662 3989 0352 65 26 DOHAA 
00830 YXH xGe 7950 251653 062 547 251527 2561 3256 3989 0352 35 51 FFBGG 

6 "' 
00774 CHJ XME 6080 2.51242 055 679 251141 4785 7416 5437 3377 78 45 OJOJD 
00729 CHJ XME 6080 251020 053 675 250926 8745 2826 0270 3953 62 19 ceFII 
00837 OWL XME 6080 251736 304 689 251632 5315 6246 4005 5825 72 29 95459 
00797 KZE XME 6080 251358 203 683 251312 5351 2826 4005 6121 55 17 ECHCE 
00691 RHW XME 6080 250725 901 670 250648 8311 7271 4005 2710 43 27 DJOJD 
00704 SSF XME 6080 250900 502 672 250819 1309 1070 4005 0505 64 28 50505 

6 

80751 YWP XNW 6450 251110 206 523 251042 1723 2042 3385 2882 47 09 FFBGG 
00806 YWP XNW 6450 251425 208 526 251326 7782 6830 3385 2882 63 21 DDHAA 

2 
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00778 HCO XZJ 7040 251248 553 262 251206 7592 1070 3925 1108 67 27 AEFEA 
00821 HCO XZI 7040 251631 555 265 251525 5351 8055 6931 4349 52 23 CCFll 

2 :;. 

00754 FSO YWP 5445 251130 003 741 251010 3191 0079 4898 2882 34 13 FFBGG 
00787 FTV YWP 7280 251259 753 745 251134 8745 9800 4898 6590 47 20 DDHAA 
00794 FTV YWP 7280 251340 754 747 251239 1562 6244 4898 6590 83 52 DDHAA :! 
00712 HOT YWP 728111 250942 951 737 250913 7123 6813 7840 6923 69 21 FFBGG 
00824 HOT YWP 7280 251636 956 751 251520 3399 1826 8506 8930 43 37 FFBGG 
00762 HOT YWP 7280 251149 953 743 251103 5351 8604 4898 9939 92 33 DDHAA 
00764 HOT YWP 7280 251153 954 743 251103 5351 8604 4898 9939 90 17 DDHAA 
00848 XNW YWP 3480 251907 854 753 251842 0101 7416 4898 2891 28 30 FFBGG 
00714 XNW YWP 7280 250946 852 738 250917 2560 2826 4898 2891 62 15 DDHAA 

9 

00783 BJK YXH 6300 251255 107 743 251204 9356 4877 9730 4989 78 16 FFBGG 
00854 BJK YXH 2060 252042 112 755 251940 2561 1070 4276 8976 52 29 FFBGG 
00698 BJK YXH 6300 250839 102 133 250123 5315 7668 4276 8976 82 11 AJAAJ 
00760 BJK YXH 6300 251145 105 739 251019 8745 0846 4276 8976 43 45 FFBGG 
00815 BJK YXH 6300 251550 109 750 251532 8391 4662 5644 9209 65 35 DDHAA 
00699 EVW YXH 5745 250842 002 735 250810 1372 7211 4276 6761 63 42 JBBJB 
00846 XGC YXH 2060 251854 608 753 251728 4785 2690 4276 4123 47 32 FFBGG 
00863 XGC YXH 2060 252233 609 756 252108 5351 7416 7606 3953 56 27 DOHA A 
00767 XGC YXH 6300 251212 606 741 251116 7123 8055 7606 3953 45 24 DOHA A 
00743 XGC YXH 6300 25Ul52 603 738 250954 8745 6813 4276 4123 84 25 DDHAA 
00745 XGC VXH 6300 251055 604 738 250954 8745 6813 4276 't123 87 22 DDHAA 
007'35 ZHK YXH 6300 251035 503 737 250946 5531 3020 4276 9173 59 24 DOHA A 
00808 ZHK VXH 6300 251430 507 748 251406 0552 0846 4276 9173 61 35 DOHA A e 13 

00857 YXH ZHK 2420 252058 656 890 251937 5531 2826 5257 6761 38 26 DCGDC 
00700 VXH ZHK 6660 250850 652 870 250821 7592 8639 5257 6761 77 36 FFBGG 

2 

00860 MEN zzz 2070 252140 416 471 252122 4323 3635 5220 0758 86 10 ABCAB 
00799 MEN zzz 6310 251402 413 447 251237 3399 0846 5220 0758 47 31 IIHFF 
00850 MEN zzz 2070 251939 415 468 251850 7182 5461 6760 0758 56 17 I IHFF 
00720 MEN zzz 6310 251001 409 411 250841 2561 1070 6760 0758 83 23 IJHFF 
00687 VRG zzz 6310 250610 302 403 250520 5315 1070 5220 6761 29 43 I IHFF 
00733 VRG zzz 6310 251030 306 415 250926 8745 7416 6760 6761 46 26 I IHFF 
00833 VRG zzz 6310 251718 316 466 251702 9309 4418 6760 6761 58 44 I IHFF 
00786 VRG zzz 6310 251258 309 438 251140 3191 4662 4465 9326 45 47 IIHFF 
00812 VRG zzz 6310 251509 314 458 251413 5351 2042 6526 0352 77 08 I JHFF 
00679 WNN zzz 2070 250418 104 399 250349 6331 2826 0324 1333 82 50 HAIHA 
00819 WNN zzz 6310 251628 114 461 251533 5531 3256 6526 1595 34 29 IIHFF 
00752 WNN zzz 6310 251121 109 425 251023 5315 6830 6760 2882 94 16 I IHFF 
00753 WNN zzz 6310 251125 110 425 251023 5315 6830 6760 2882 93 20 I IHFF 
00693 zzz zzz 5755 250802 002 408 250730 1309 5073 6760 2369 52 34 JEEJE 
00739 zzz zzz 5755 251045 004 418 250942 4785 6246 6760 2369 46 13 JEEJE 
00832 zzz zzz 5755 251717 006 463 251613 1562 8604 6760 2369 64 26 JEEJE 

16 

00936 AAA AAA 5340 261017 001 352 260926 7376 2457 9280 3412 75 47 I IHFF 
01185 NUC AAA 3305 261841 758 358 261735 6152 6246 0117 0884 63 27 I IHFF 
01078 ZJV AAA 7465 261355 907 354 261218 3579 4283 4500 0280 49 28 I IHFF 

3 

66o 



REF ID:A64556 

01041 EJJ CUN 7730 261257 056 579 261206 5369 1889 8399 5636 46 28 FFBGG 
01000 EJJ CUN 7730 261201 052 571 261038 0752 8667 1750 5906 93 40 CJCCJ 
01004 EJJ CUN 7730 261204 053 511 261038 9988 8667 7750 5906 86 28 CJCCJ 
01205 EJJ CUN 3770 262013 058 605 261917 3579 5265 7507 87se 71 44 DDHAA 
00976 GXW CUN 1730 261120 301 565 260917 0149 4473 7750 1328 57 21 DDHAA 
01139 GXW CUN 7730 261607 302 588 261533 2182 1232 1750 7328 66 20 DDHAA 
00988 MKP CUN 1730 261143 603 570 261024 0752 9403 1750 1702 43 34 FFBGG 
01024 MKP CUN 1730 261230 604 576 261140 4360 6246 8399 9010 38 25 FFBGG 

8 

00964 GSL EDH 6160 261101 502 892 261017 0193 5265 3853 5410 74 20 DCGCD 
00908 LAM EDH 6160 260910 752 879 260811 9988 0610 3853 7328 42 35 DCGCD 
01168 LAM EDH 6160 261738 756 897 261649 6945 5652 3853 7328 68 40 HBJBH 
01099 LAM EDH 6160 261422 754 894 261320 8366 2600 8722 7571 92 48 HBJBH 
01152 LAM EDH 6160 261649 755 896 261548 4712 0459 0621 8165 77 15 HBJBH 

5 

00934 MEN EEZ 6370 261010 253 695 260908 4712 0459 4735 7643 56 24 DCGCD 
00951 MEN EEZ 6370 261038 254 696 260934 0752 2600 4735 7643 82 13 DAEAD 

2 

00984 CUN EJ.J 6280 261133 604 783 261008 0149 6488 2746 0776 45 28 FFBGG 
01086 CUN EJJ 6280 261406 606 802 261321 2182 1232 2746 0776 84 24 CJCCJ 
01222 CUN EJJ 2080 262257 609 815 262202 4712 4473 2250 2530 80 49 CJCCJ 
01200 CUN EJJ 2080 261939 608 814 261824 0752 2832 1422 3890 71 17 CJCCJ 
00881 FSD EJJ 2080 260545 502 767 260526 7103 6001 7976 1928 59 52 DDHAA 
01115 FSD EJJ 6280 261458 505 803 261354 3579 5652 1422 4916 95 34 DDHAA 
01187 FSD EJJ 2080 261849 509 812 261719 6152 7450 2746 7643 54 23 DCGDC 
01040 FSD EJJ 6280 261256 504 796 261215 3766 2457 2746 7643 83 26 DCGDC e 01061 GXW EJJ 6280 261325 106 798 261239 3171 7443 8119 3476 87 15 FFBGG 
01174 GXW EJJ 6280 261758 109 811 261652 6152 7443 1422 4826 36 50 DDHAA 
01043 GXW E.JJ 6280 261259 104 791 261138 2182 3230 2746 7328 83 25 FFBGG 
01045 GXW EJJ 6280 261302 105 791 261138 2182 3230 2746 7328 96 38 FFBGG 
01138 GXW EJJ 6280 261602 108 806 261427 2336 5632 1738 8165 78 22 AJAAJ 
00891 INJ EJJ 5585 260724 001 710 260648 5773 2600 2746 5906 50 26 JBBJB 
009Q9 INJ EJJ 5585 261201 003 785 261032 9988 0459 2746 5906 55 19 JBBJB 
01070 INJ EJJ 5585 261:!43 004 795 261207 3145 0250 2746 5906 63 35 FFBGG 
01163 INJ EJJ 5585 261720 005 808 261526 6945 4283 2746 5906 68 34 DOHAA 

17 

01058 INK EKC 5590 261324 003 614 261148 6945 6246 2098 7887 72 23 FFBGG 
01131 NOS EKC 6295 261537 704 616 261423 4712 5265 0469 8147 85 25 FFBGG 
01214 VRH EKC 2095 262101 906 618 262002 9988 1889 4546 1234 93 02 DOHAA 

3 

01012 ORI EOU 6140 261219 704 858 261143 2182 5652 7174 1702 50 20 CCFI I 
01105 ORI EOU 6140 261437 705 860 261258 0193 3811t 1174 1702 63 11 CFIFC 
01166 ORI EOU 6140 261730 706 863 261628 9988 2600 7174 1102 44 39 CFIFC 
00923 XTG EOU 6140 260956 402 855 260902 6945 7443 7114 3566 82 lt3 CFIFC 

4 

00915 HPK FHI 7500 260933 451 278 260904 0319 6246 2296 7274 71 25 AEFEA 
01149 ZNM FHI 7500 261638 555 282 261549 0149 2457 2296 0767 49 18 CBECB 
00887 ZNM FHI 7500 2607 04 553 272 260621 0752 6894 5284 6059 60 16 AEFEA 

3 

01018 EJJ FSD 6680 261225 655 910 261140 8366 6246 3772 5636 48 29 FFBGG 

661 
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00880 EJJ FSD 2400 260537 651 893 260452 0752 4473 3600 5906 46 18 DCGDC 
01198 EJJ FSD 2400 261933 658 932 261907 4712 0457 3961 6806 39 25 DCGDC 

3 

01079 GEP FTV 7070 26.1357 205 538 261233 0319 7443 1800 1261 69 29 FFBGG 
01147 GEP FTV 7070 261637 206 540 261542 3579 3230 1800 1261 55 22 FFBGG 
00900 GEP FTV 7070 260841 202 531 260715 0149 5652 6418 4439 34 36 DDHAA 
00986 HPK FTV 7070 261139 052 535 261029 3560 8251 1800 4961 53 24 FFBGG !f 
01104 HPK FTV 7070 261436 053 539 261358 3145 2600 5301 9803 39 27 ODHAA 
00916 PVJ FTV 7070 260937 902 533 260910 6321 2230 1800 8282 76 48 FFBGG 

6 

01084 GSL FZX 1730 261403 407 584 261310 5369 2457 1750 5410 88 33 DJOJO 
01089 GSL FZX 7730 261407 408 584 261310 5369 2457 7750 5410 79 30 DJDJO 
01204 GSL FZX 3770 262005 411 601 261846 4712 0610 5428 5654 44 22 OJDJD 
00963 GSL FZX 7730 261100 405 564 260912 9988 1232 7255 7058 91 29 CCFII 
00938 LYD FZX 4275 261018 001 566 260919 7376 5652 7750 0776 59 23 JOOJD 
01178 LYD FZX 4275 261820 003 593 261632 3579 7443 7750 0776 53 35 DJDJD 
00993 TDU FZX 7730 261155 654 574 261103 2182 5426 7750 2701 35 24 OJOJD 
01217 TDU FZX 3770 262120 660 608 262022 3560 0457 7255 3089 87 26 AIJAI 
01190 TDU FZX 3770 261852 658 596 261740 9375 2600 8399 8732 62 50 AIJAI 
01030 YRF FZX 7730 261238 807 572 261054 6945 5265 7750 1180 55 27 EGBEG 
01220 YRF FZX 3770 262239 811 610 262125 2336 0459 5428 2314 63 22 DJDJD 
01066 YRF FZX 7730 261336 808 580 261225 0319 4283 8399 7076 85 41 DCGCD 

12 

01026 FTV GEP 6740 261232 855 787 261058 3579 6246 0379 3980 76 33 DOHA A 
00902 FTV GEP 6740 260850 852 769 260739 0149 2457 6878 5221 69 21 DDHAA 
01046 FTV GEP 6740 261302 856 803 261212 5962 8296 0801 7346 86 46 FFBGG e 01206 FTV GEP 2980 262013 858 829 261942 6375 4473 3240 9740 45 10 DDHAA 
01226 FTV GEP 2960 262329 859 831 262204 6152 1232 3240 9740 53 18 FFBGG 
00918 HOT GEP 5625 260942 002 775 260811 3579 5652 3240 1261 37 16 FFBGG 
01054 HOT GEP 5625 261315 003 806 261235 3145 7244 3240 1261 74 27 DDHAA 
01211 HOT GEP 5625 262053 004 827 261838 0752 5265 3240 1261 53 36 DDHAA 
00968 HPK GEP 6740 261108 754 780 260923 2336 5265 3240 4961 74 37 FFBGG 
01073 HPK GEP 6740 261345 757 813 261304 2182 6894 3240 4961 91 24 DDHAA 
01160 HPK GEP 6740 261712 758 822 261508 9375 3814 6878 9803 64 32 DOHAA 
00890 HPK GEP 6740 260721 752 764 260527 3560 7443 8272 9876 55 31 DDHAA 
01036 PVJ GEP 6740 261247 956 801 261208 6321 0457 6067 1522 79 28 DDHAA 
01095 PVJ GEP 6742} 261412 957 817 261335 2182 2600 8272 5294 44 04 FFBGG 
0UJ19 PVJ GEP 6740 261225 955 796 261144 0193 3230 0801 6617 28 03 FFBGG 
00905 PVJ GEP 6740 260856 952 776 260820 7924 3076 3240 8282 48 41 DDHAA 
00995 PVJ GEP 6740 261155 953 784 261017 5369 0459 3240 8282 98 30 DDHAA 
00997 PVJ GEP 6740 261158 954 784 261017 5369 0459 3240 8282 89 26 FFBGG 

18 

00965 SFV GFH 6460 261102 155 437 261011 9375 0459 8362 0055 73 23 CCFI I 
00906 SFV GFH 6460 260907 152 434 260813 2336 7244 6166 1397 67 11 DCGCD 
010 n SFV GFH 6460 261408 156 443 261334 3579 2600 0685 3098 63 08 DCGCD 
01032 WPX GFH 6460 261240 903 441 261145 6945 5652 8362 8318 59 26 CCFI I 
01179 XME GFH 2620 261822 758 446 261728 9988 1232 8362 1612 86 27 EGBGE 
00940 XME GFH 6460 261026 754 435 260952 7376 8667 8362 1612 73 22 DCGCD 
00872 XME GFH 2620 260408 751 431 260329 3560 5265 6184 6671 75 26 EGBGE 
01110 XME GFH 6460 261450 757 445 261419 8366 6488 0685 9029 86 34 EGBGE 

8 

00975 EDH GSL 6480 261120 652 700 261011 2336 1232 8678 3241 80 08 DCGCD 

662 
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00899 EDH GSL 6480 260836 6.51 695 260728 937.5 3814 4681 .5537 72 30 DCGCD 
01094 FZX GSL 6480 261412 057 716 261321 2182 4473 8678 2323 24 44 DJDJD 
01142 FZX GSL 6480 261613 0.58 719 261512 3.560 6246 9794 3278 83 17 DJDJD 
0102.5 FZX GSL 6480 261232 055 705 261143 5369 2457 9983 0776 69 32 BCEBC 
01203 HMX GSL 2600 262004 206 725 261902 9988 2600 9983 .5618 96 22 9.54.59 
01062 HMX GSL 6480 261326 203 709 261218 0319 5265 9983 5618 73 40 50505 
01167 HMX GSL 6480 261734 205 720 261620 6945 2230 9983 5618 61 02 28082 
00907 OFU GSL 6480 260909 301 697 260813 4712 .5652 9983 4312 75 27 28082 
01126 OFU GSL 648(1J 261524 304 718 261445 0752 7443 9983 4312 84 26 50505 
00959 PIC GSL 6480 261053 502 699 260932 0149 7244 9983 7580 47 37 ECHCE 

11 

01049 CUN GXW 7620 261310 202 156 261132 5369 5265 9497 0776 83 23 FFBGG 
01158 CUN GXW 7620 261658 203 178 261538 0149 8667 8452 3890 30 26 FFBGG 
00928 EJJ GXW 7620 260959 553 145 260819 3579 2600 8452 5636 64 12 DOHA A 
01181 EJJ GXW 3540 261826 558 179 261732 0149 3814 9497 5906 69 23 AJAAJ 
01034 EJJ GXW 7620 261242 556 157 261151 0319 5652 9497 5906 52 19 AJAAJ 
00956 EJJ GXW 7620 261048 554 147 260907 0752 7443 8407 6806 83 37 DOHAA 
01201 FSD GXW 3540 261941 753 181 261825 6152 0655 3691 7562 69 27 DOHAA 
01108 FSD GXW 7620 261449 752 170 261333 0193 0459 9497 7643 52 25 FFBGG 

8 
~ 

01057 GSL HMX 7540 261324 353 838 261243 3145 3473 5112 5410 78 47 ECHCE 
01111 GSL HMX 7540 261452 3.54 840 261402 4712 2457 5112 5410 59 04 95459 

2 

01068 FTV HPK 7530 261340 803 239 261305 314.5 6246 9136 4574 28 28 DDHAA 

e fJlll5 FTV HPK 7530 261548 8fJ4 24fJ 261413 9988 4473 7273 974fJ 48 22 DDHAA 
00947 GEP HPK 7.530 26UJ35 103 235 260954 8366 6001 7273 1261 94 26 DDHAA 
00974 GEP HPK 7530 261118 104 235 260954 2336 6001 7273 1261 95 14 DDHAA 
01157 GEP HPK 7530 261656 107 241 261641 4700 0459 0522 9308 84 23 FFBGG 
00879 GEP HPK 3650 260532 101 231 260428 6945 1889 6832 9993 56 31 FFBGG 
01008 ORI HPK 7520 261212 953 516 261140 7709 6246 9406 1702 98 36 CFIFC 
01010 ORI HPK 7520 261217 954 516 261140 7709 6246 9406 1702 76 27 CFIFC 
00914 PVJ HPK 7530 260932 251 233 260817 0752 2600 2412 6617 49 30 DDHAA 
00991 PVJ HPK 7530 261147 253 237 261032 4712 1232 1273 8282 51 13 FFBGG 

10 

01083 EEZ HVV 6590 261403 853 768 261255 3145 5265 3844 3287 43 51 DAEAD 
00913 MEN HVV 6590 260931 053 763 260823 9988 7450 3844 7643 85 42 CCFI I 
01027 MEN HVV 6590 261232 056 766 261038 6945 1232 3844 7643 87 10 DAEAD 
01125 MEN HVV 6590 261520 057 769 261416 2336 4473 3844 7643 78 43 DAEAD 

4 

00896 VRF lEO 7150 260830 202 739 260742 6945 7244 8948 1180 52 34 68486 

01225 EDH LAM 3540 262305 108 184 262146 6152 0459 8407 3241 42 04 HBJBH 
01097 EDH LAM 7620 261418 106 169 261312 7709 3473 8452 5537 51 25 DCGCD 
01031 EDH LAM 7620 261240 103 155 261109 0319 5652 9497 6978 61 25 EDIED 
01056 EDH LAM 7620 261321 105 166 261242 1317 8251 9497 6978 62 21 CCFII 
00920 EDH LAM 7620 260947 101 144 260806 3560 2600 5978 7832 46 45 EDIED 
00998 PWB LAM 7620 261201 204 152 261016 2336 7443 8407 2198 64 37 HBJBH 
01148 PWB LAM 7620 261637 207 177 261528 9375 7244 0937 2972 87 33 HBJBH 
01212 PWB LAM 3540 262053 208 183 262003 6945 0250 9497 3728 43 17 HBJBH 
01067 PWB LAM 7620 261340 205 163 261215 7709 3230 9497 3728 71 38 BFHBF 
00985 RBU LAM 4665 261136 002 154 261048 7376 2230 9497 7328 55 35 HBJBH 

663 
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01129 YXH LAM 7620 261536 308 175 261455 7709 2oft 57 8452 3737 39 2A GEBGE 
e 

00957 YXH LAM 7620 261048 303 148 260924 0752 1232 9497 9443 94 31 HBJBH 
00958 YXH LAM 7620 261052 304 148 260924 4712 1232 9497 9443 89 36 HBJBH 
00960 YXH LAM 7620 261056 305 148 260924 9988 1232 9497 9443 57 16 HBJBH 

14 

00932 LYE LLA 7655 261008 509 342 260843 9375 6246 5941 2693 58 49 DOHA A 
01182 YRG LLA 3535 261831 704 347 261728 0752 6001 5941 5195 73 25 FFBGG 

2 "' 

01064 YRG LYE 7695 261333 403 180 261316 0713 2457 4384 5195 65 33 FFBGG 

01128 EEZ MEN 6680 261534 708 919 261420 2336 5632 3600 3287 84 15 DAEAD 
01133 EEZ MEN 6680 261541 709 919 261420 9375 5632 3600 3287 92 21 DAEAD 
01074 EEZ MEN 6680 261348 706 913 261219 4360 5265 3961 6798 51 26 CCFII 
00937 EEZ MEN 6680 261017 704 901 260943 5962 5652 3772 7904 72 29 DAEAD 
00927 HVV MEN 6680 260958 802 898 260823 6945 5426 3600 3430 32 24 DAEAD 
01155 HVV MEN 6680 261651 806 920 261532 9988 1232 3600 3430 45 2<ll FBHFB 
01189 HVV MEN 2400 261851 808 928 261810 7376 0459 2188 8138 55 32 DAEAD 
00982 UBT MEN 5805 261126 001 902 261016 6152 3230 3600 7643 99 28 JFFJF 
01013 YLV MEN 6680 261220 905 908 261135 7376 7244 3600 4493 52 22 OAEAD 
01037 YLV MEN 6680 261247 906 903 261048 3560 2600 3600 4493 50 11 BGIBG 
01107 YLV MEN 6680 261446 908 916 261328 3579 5652 3600 4493 64 30 DAEAD :: 

01151 YLV MEN 6680 261648 909 923 261614 4360 7443 3772 7652 36 26 DAEAD 
12 

01183 CUN MKP 3450 261835 503 803 261730 9988 7450 8713 0776 75 24 FFBGG 
01005 CUN MKP 7330 261208 502 789 261117 3145 4473 5671 2323 86 31 DDHAA 
01180 NUB MKP 3450 261826 752 802 261711 2336 5265 8713 1612 46 l7 FFBGG 
01060 PWB MKP 7330 261325 402 791 261214 7709 1232 8713 0767 91 29 DOHA A e 00970 VXI MKP 7330 261112 653 787 261027 0193 6246 4401 0974 59 32 FFBGG 
00892 VXI MKP 7330 260734 651 773 250628 6152 3230 8713 9155 48 29 GBIGB 
01069 VXI MKP 7330 261342 655 792 261238 6746 6894 8713 9155 67 27 DDHAA 
01153 VXI MKP 7330 261650 659 797 261532 0752 2457 8713 9155 43 25 DOHA A 

13 

01116 TOU MKV 6380 261459 903 775 261428 0149 2600 7219 2701 49 35 80808 

00969 WID NJG 6410 261109 152 538 261015 3579 5265 7318 6635 49 16 AEFEA 
00874 ZNM NJb 2690 260421 651 531 260330 2336 5426 7318 0767 52 29 AEFEA 
01035 ZNM NJG 6410 261244 655 539 261143 6945 4473 7318 0767 48 28 OCGCD 
01141 ZNM NJG 6410 261613 656 541 261528 3560 1232 5086 2585 85 07 AEFEA 

4 

01159 GKT NOS 7795 261702 205 435 261637 6746 0459 2980 6:?)04 84 15 FFBGG 

01100 MKP NUB 6100 261425 452 313 261310 3145 lt473 4131 1702 62 24 DOHA A 
01208 VXI NUB 2260 262038 957 328 261950 6152 3076 4780 7968 37 23 DOHA A 
00962 VXI NUB 6100 261057 953 304 260948 6945 ~457 4131 9155 75 09 AGHA(, 
01150 VXI NUB 6100 261638 955 317 261502 2336 6246 6959 9687 64 19 AGHAG 

4 

00904 GSL OFU 7120 260855 551 861 260826 4360 6246 6823 5410 43 12 ECHCE 
01106 GSL OFU 7120 261442 553 863 261348 0752 4473 6823 5410 62 15 28082 

2 

01137 Z.JV OHG 6335 261558 305 753 261445 0149 8296 1594 7887 82 13 I IHFF 

eelfti'fB.Bff.fiA 
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01224 EOU ORI 3450 262303 209 811 262201 3560 7244 8713 5212 54 35 A DEAD 
00911 EOU ORI 7330 260920 202 779 260835 6152 0459 8713 5212 82 30 CFIFC 
00935 EOU ORI 7330 261012 206 785 260906 0149 0250 8713 5212 46 29 CFJFC 
00871 HPK ORI 3450 260353 301 766 260317 9988 5632 8713 7274 72 37 CFIFC 
00992 HPK ORI 7330 261148 305 788 261029 3560 3473 8713 7274 56 15 CFIFC 
01102 HPK ORI 7330 261428 307 794 261329 2182 3230 8713 7274 86 20 CFIFC 
01161 HPK ORI 7330 261714 308 800 261608 9375 6246 8713 7274 43 28 CFIFC 
01044 XTG ORI 7330 261302 106 790 261150 8366 2600 8713 3566 75 26 DCGCD 
01196 XTG ORI 3450 261916 109 807 261822 4712 5652 8713 3566 83 25 DHBDH 
01143 XTG ORI 7330 261613 108 796 261451 2336 7443 8713 3566 91 39 CFIFC 

10 

00952 GSL PIC 6930 261041 703 781 260956 0149 4283 7859 5410 93 39 ECHCE 
00955 GSL PIC 6930 261046 704 781 260956 6152 4283 7859 5410 79 32 95459 

2 

01080 FTV PVJ 6000 261357 153 086 261243 3145 2457 8650 5221 51 28 FFBGG 
00954 FTV PVJ 6000 261045 151 081 260916 0149 4283 9460 9740 70 33 FFBGG 
01113 GEP PVJ 6000 261457 305 087 261323 536Q 1232 9659 0037 92 40 FFBGG 
01114 GEP PVJ 6000 261457 305 087 261323 5369 1232 9659 0037 92 40 FFBGG 
01219 GEP PVJ 2360 262218 308 089 262109 6152 0610 9460 1261 71 27 DDHAA 
01140 GEP PVJ 6000 261608 307 088 261534 7709 0459 9460 1261 82 26 DDHAA 
01088 GEP PVJ 6000 261406 304 084 261151 3579 9403 8650 9993 36 27 FFBGG 
01039 HPK PVJ 6000 261254 353 085 261203 8366 4473 9460 4961 32 16 DDHAA 
01028 HPK PVJ 6000 261233 352 082 261028 6152 6246 7336 8192 54 39 FFBGG 

9 

01207 EDH PWB 2560 262016 403 321 261910 2336 7443 0766 6978 63 03 DCGCD 
00875 LAM PWB 2560 260422 951 312 260345 4360 3230 0766 7328 96 31 BFHBF e 00876 LAM PWB 2560 260425 952 312 260345 4360 3230 0766 7328 84 34 BFHBF 
00983 LAM PWB 6520 261131 954 317 261017 9375 6246 0766 7328 37 39 CCFI I 
01009 MKP PWB 6530 261213 551 641 261127 6746 5884 1053 1702 96 31 DDHAA 
00884 NUB PWB 6530 260617 352 627 260528 0752 0459 1053 1612 68 38 FFBGG 
01144 NUB PWB 6530 261619 354 652 261507 0149 5652 2737 5988 85 17 FFBGG 
01169 VXI PWB 6530 261740 858 656 261634 6152 5265 9550 0677 43 34 FFBGG 
01121 VXI PWB 6530 261505 857 645 261341 3579 3076 8957 7968 54 26 DDHAA 
0UJ01 VXI PWB 6530 261201 855 640 261115 8366 1232 1053 9155 35 23 DDHAA 
01101 VXH PWB 6520 261427 803 319 261328 7376 8251 0766 9443 65 11 HBJBH 

11 

00878 GFH SFV 3880 260509 651 215 260426 3579 6246 1864 0262 67 37 DCGCD 
00977 GFH SFV 7840 261120 654 223 261035 6152 0250 0216 7779 48 13 EGBGE 
00994 GFH SFV 7840 261155 655 225 261120 4360 2457 0216 7779 52 46 EGBGE 
01112 WPX SFV 7840 261453 053 229 261354 0149 4473 0216 8318 59 35 CCFII 
01218 XME SFV 3880 262145 556 235 262109 0193 3230 0216 1612 86 29 EGBGE 
00888 XME SFV 7840 260710 552 217 260631 2336 7443 0216 1612 55 25 EGBGE 
00926 XME SFV 7840 260958 553 219 260914 9375 5652 0216 1612 48 33 CIBCI 
01170 XME SFV 7840 261743 555 233 261702 4712 0457 0748 6671 63 41 EGBGE 

8 

00950 VWR SFW 7845 261037 702 443 260922 6152 7450 1468 8804 67 28 DDHAA 

01033 FZX TDU 7770 261241 756 708 261142 0149 2457 1233 0776 56 09 DJOJD 
00980 FZX TDU 7770 261124 755 706 261035 0752 6246 1549 3278 64 19 DJDJD 
00886 FZX TDU 7770 260650 752 696 260516 6945 4473 8803 3890 58 38 OJDJD 
01210 GSL TDU 3730 262051 603 724 262005 2336 1232 1233 5410 86 34 DCGCD 

665 
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00939 MKV TDU 7770 261019 453 703 260925 4712 0459 1233 3007 75 24 80808 
01081 MKV TDU 7770 261401/l 455 712 261250 0149 5652 1233 3007 68 31 GIFIG 
01186 UPP TDU 3730 261846 656 719 261748 6152 2600 1233 0820 75 26 80808 
01098 UPP TDU 7770 261420 653 715 261326 3579 0459 1233 0820 46 44 28082 
00917 ZHY TDU 7770 260937 852 701 260833 3560 0655 1233 8516 35 12 GIFJG 
00990 ZHY TDU 7770 261146 854 707 261112 9375 5265 1233 8516 43 15 50505 

10 

00946 YRF TTT 7630 261034 102 817 261013 2182 9403 5734 1180 38 04 68486 
01093 YRF TTT 7630 261410 104 819 261314 9988 7443 5734 1180 46 22 JAAAJ 

2 

01227 ZIC UMF 2160 262330 452 993 262241 0149 0459 7345 5906 63 32 I IHFF 
00865 zzz UMF 2160 260240 502 945 260220 5773 5265 7345 0730 42 24 IIHFF 
00921 zzz UMF 6200 260952 505 957 260817 2336 7443 7345 0730 39 18 IIHFF 
01090 zzz UMF 6200 261408 509 979 261328 9375 0655 7345 0730 83 41 I IHFF 
00897 zzz UMF 6200 260833 504 954 260743 3560 3230 9767 5014 93 27 I IHFF 
01122 zzz UMF 6200 261511 512 981 261402 6746 2230 5185 8886 70 39 IIHFF 

6 

01007 TDU UPP 7810 261210 753 931 261109 3560 0459 0649 27!?>1 49 19 80808 

00942 YRF vus 7050 261030 952 694 260946 6152 5652 0388 1180 53 48 JAAAJ 

01021 DSM VXI 4545 261225 001 971 261139 6746 3230 7345 9155 93 31 JGGJG 
01052 MKP VXI 6200 261313 108 976 261239 3766 6246 7345 1702 72 07 GBIGB 
01014 MKP VXI 6200 261220 107 972 261140 6746 5265 5185 4673 53 37 FFBGG 
00981 MKP VXI 6200 261126 106 967 261024 0752 3473 4825 6077 77 26 DDHAA 
01193 MKP VXI 2160 261902 112 986 261658 3579 5652 9767 9407 86 47 DOHA A 
01103 NUB VXI 6200 261432 204 980 261351 5369 4473 7345 1612 61 12 AGHAG e 01215 NUB VXI 2160 262103 208 990 261934 3560 1232 4933 5393 75 21 AuHAG 
01156 NUB VXI 6200 261656 207 983 261516 7376 6894 9767 9029 48 43 FFBGG 
00925 PWB VXI 6200 260958 303 963 260926 0319 2457 7345 0767 96 42 FFBGG 
00931 PWB VXI 6200 261003 306 963 260926 0319 2457 7345 0767 92 25 FFBGG 
01154 PWB VXI 6200 261651 309 984 261542 7709 7450 6364 2585 84 10 EIDEI 
01202 PWB VXI 2160 261943 310 988 261737 9375 2600 5185 8354 66 30 DDHAA 

12 

00885 YLW WDU 5870 260644 001 751 260620 5773 4473 1594 3647 76 24 FFBGG 

01042 FHI WID 7390 261258 453 863 261217 5369 2600 7129 2279 38 42 CCFI I 
00912 SFV WID 7390 260931 202 857 260846 0752 6001 7129 0055 39 23 DCGCD 
01120 ZNM WID 7390 261505 755 866 261421 9988 0610 7129 0767 73 39 DCGCD 
01177 ZNM WID 3390 261817 757 869 261729 4712 0459 9686 7742 50 30 AEFEA 

4 

00903 XME WPX 7020 260854 953 772 260825 6746 7443 6175 1612 61 37 HBJHB 
01015 XME WPX 7020 261222 954 778 261016 9988 3230 6175 1612 6o 32 CCFI I 

2 

00961 UNY XLN 6115 261057 653 479 261011 0193 7244 9857 5005 59 35 FFBGG 

01195 GFH XME 2260 261913 508 326 261812 9375 5652 4780 0262 42 32 EGBGE .:1 
00882 GFH XME 6100 260601 502 296 260516 6945 323:l) 6959 2855 46 22 EGBGE 
01221 GFH XME 2260 262254 510 330 262208 2182 7443 2566 6086 94 29 EGBGE 
01136 GFH XME 6100 261550 506 315 261455 0319 3076 4131 7779 58 15 DCGCD 

::, 
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01055 SFV XME 6100 261320 307 309 261210 7376 2600 4780 1397 47 08 EGBGE 
00866 SFV XME 2260 260256 301 291 260222 3560 1232 4131 0055 85 27 EGBGE 
00867 SFV XME 2260 260303 302 291 260222 0149 1232 4131 0055 97 25 EGBGE 
00971 SFV XME 6100 261113 305 307 261019 5369 0459 6959 3098 45 34 CIBCI 
01199 SFV XME 2260 261937 310 320 261738 3579 6001 2566 4745 63 19 CCFI I 
01192 WPX XME 2260 261856 606 318 261642 3560 0250 4780 0992 75 46 CCFI I 
00898 WPX XME 6100 260833 602 299 260735 0149 6246 4131 8318 57 35 DCGCD .. 01065 WPX XME 6100 261335 604 310 261231 8366 2457 4131 8318 53 42 HBJHB 

12 

00989 HPK XTG 7980 261143 701 370 261045 6152 2457 5923 7274 75 25 CFIFC 
00919 ORI XTG 7980 260943 852 367 260902 9375 3230 5923 1702 68 33 DCGCD 
00972 ORI XTG 7980 261116 854 369 261022 3560 6001 5923 1702 83 21 CFIFC 

3 

01134 ZIC YKD 6740 261544 155 820 2611t38 6945 2600 3420 0442 53 12 liHFF 
01053 ZIC YKD 6740 261314 154 795 261142 0193 5265 3240 5906 61 24 liHFF 
01173 ZIC YKD 6740 261755 156 824 261634 9988 9403 3240 5906 71 36 I IHFF 
01048 zzz YKD 6740 261307 624 804 261216 8770 4473 7282 2!686 89 22 IIHFF 
00929 zzz YKD 6740 261026 612 779 260915 3560 1232 3240 0730 67 21 I IHFF 
00869 zzz YKD 2980 260341 603 759 260319 8366 6246 3240 0730 50 11 I IHFF 
00870 zzz YKO 2980 260345 604 759 260319 8366 6246 3240 0730 85 35 I IHFF 
00948 zzz YKD 6740 261036 612 779 260915 3560 1232 3240 0730 67 21 I IHFF 
01016 zzz YKD 6740 261223 620 794 261136 6746 0663 3240 0730 87 25 I IHFF 
01123 zzz YKD 6740 261515 629 819 261410 4360 8251 3240 0730 49 47 IIHFF 
01082 zzz YKD 6740 261402 627 816 261327 2702 1889 6355 0811 59 40 IIHFF 
01145 zzz YKD 6740 261625 632 823 261526 3579 0459 6355 0811 91 19 IIHFF 
01171 zzz YKD 6740 261748 634 825 261653 0752 5652 0379 4105 35 45 I IHFF 

e 00987 zzz YKD 6740 261141 616 782 260942 4712 3230 6067 5014 54 18 I IHFF 
00924 zzz YKD 6740 260957 609 777 260846 6152 2457 6878 8886 85 29 IIHFF 
01003 zzz YKD 6740 261203 618 792 261119 0149 3473 6878 8886 58 27 IIHFF 
01209 zzz YKD 2980 262038 633 826 262017 5141 4641 8335 9722 94 20 IAJIA 
00944 zzz YKD 6740 261032 611 784 261003 5141 4641 8335 9722 84 41 IAJIA 
01085 zzz YKD 6740 261405 628 817 261334 5141 4641 8335 9722 98 44 IAJIA 
01132 zzz YKD 6740 261540 630 821 261512 5141 4641 833.5 9722 73 30 IAJIA 

20 

01194 EEZ YLV 3290 261905 4.52 546 261741 2336 5652 2197 3287 84 41 DAEAD 
00889 MEN YLV 7490 260714 152 531 260638 6746 1889 2197 7643 36 17 DAEAO 
00910 MEN YLV 7490 260915 154 534 260810 3560 7443 2197 7643 35 30 DCGCO 
01146 MEN YLV 7490 261633 157 544 261527 9375 3230 2197 7643 87 33 BGIBG 
01051 YXH YLV 7490 261311 552 542 261153 9988 4473 2197 9443 51 18 DCGCD 

5 

01071 FZX VRF 7590 261345 356 739 261249 7709 2457 4861 0776 63 28 DJDJD 
00864 FZX VRF 3590 260233 351 722 260200 9375 6488 7075 2323 87 45 DJDJO 
01216 FZX YRF 3590 262115 359 750 262014 3579 4473 7075 2323 69 18 OJDJO 
00949 FZX YRF 7590 261036 354 732 260937 6152 6246 0810 3278 58 45 OJOJO 
01184 IEO YRF 3590 261840 605 747 261742 0149 5652 4861 2378 65 32 JAAAJ 
01029 IEO YRF 7590 261236 603 735 261116 3579 7443 4861 2378 43 19 68486 
01076 TOU YRF 7590 261350 552 740 261315 3145 1232 4861 2701 92 21 OCGCD 
00883 TTT YRF 7590 260614 252 725 260533 9988 2600 4861 9498 94 06 68486 
01047 TTT YRF 7590 261304 254 738 261205 0193 0459 4861 9498 86 09 50505 
01165 TTT VRF 7590 261725 255 746 261621 4712 0250 4861 9498 77 42 68486 
01002 VUS YRF 7590 261201 103 733 261043 6945 8667 4861 9957 65 36 JAAAJ 
01124 VUS VRF 7590 261517 104 744 261428 3560 5265 4861 9957 78 25 2808~ 

12 
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01109 SFW VWR 7275 261450 603 547 261413 3766 5265 6724 2260 81 38 OOHAA 

01175 LAM VXH 2760 261812 658 699 261708 6152 2'459 8533 7328 56 49 GEBGE 
009_.5 LAM VXH 6960 261033 653 691 260924 0752 2600 8533 7328 85 30 GEBGE 
01020 LAM VXH 6960 261225 655 694 261116 3579 1232 8533 7328 65 14 HBJBH :;. 

01075 LAM VXH 6960 261349 656 695 261240 6746 5265 8533 7328 36 38 DCGCD 
01176 PWB VXH 2760 261814 352 700 261735 7709 4473 8533 3728 48 14 HBJBH 
00894 VLV VXH 6960 260746 051 688 260648 3560 4283 1714 7652 82 24 CCFI I 

6 ; 

00901 TDU ZHV 6800 260842 502 852 260816 0193 5265 8524 2701 57 45 GIFIG 
01164 TDU ZHV 6800 261722 504 854 261640 3579 6894 8524 2701 60 12 80808 

2 

01130 UMF ZIC 6280 261537 353 805 261416 3560 6246 7976 2404 25 32 IIHFF 
00978 UMF ZIC 6280 261121 352 786 261042 0193 4473 2746 9155 48 51 I IHFF 
00996 VKO ZIC 6280 261158 254 787 261048 2336 2600 2746 1261 58 05 I IHFF 
00933 VKD ZIC 6280 261009 253 775 260814 9375 8667 7976 9731 93 20 I IHFF 
00973 zzz ZIC 6280 261118 708 781 260953 4712 2457 2746 0730 37 07 IIHFF 
01023 zzz ZIC 6280 261230 712 790 261131 3145 0459 2746 0730 46 33 IIHFF 
01059 zzz ZIC 6280 261325 714 799 261243 6961 2230 2746 0730 88 42 I IHFF 
0HJ63 zzz ZIC 6280 261329 715 799 261243 6961 2230 2746 0730 93 25 IIHFF 
00873 zzz ZIC 2080 260416 702 762 260317 9988 6246 1738 5014 43 09 llHFF 
01191 zzz ZIC 2080 261853 717 813 261738 6945 4641 5842 7102 35 13 I IHFF "' 
01006 zzz ZIC 6280 261208 710 789 261124 7376 1232 &119 8886 75 28 I IHFF 

11 

01188 FHI ZNM 2570 261851 806 657 261757 9375 9403 4618 0604 43 13 CCFI I 
01072 FHI ZNM 6530 261345 804 643 261255 4360 2230 1053 2279 47 27 AEFEA 
01213 FHI ZNM 2570 262057 807 659 262006 6945 6246 9550 5735 65 48 DCGCD e 00941 NJG ZNM 6530 261027 103 634 260943 0319 2457 1053 5023 93 18 AEFEA 
00943 NJG ZNM 6530 261031 104 634 260943 0319 2457 1053 5023 82 28 AEFEA 
01050 NJG ZNM 6530 261311 106 642 261220 7376 2600 8957 5320 49 16 CCFI I 
00979 WID ZNM 6530 261123 904 636 261002 9988 3230 4618 2017 68 32 AEFEA 
01011 WID ZNM 6530 261217 905 638 261058 4712 5652 1053 6635 82 33 DFJDF 
01127 WID ZNM 6530 261528 908 648 261417 6152 6894 1053 6635 53 36 AEFEA 

9 

00909 UMF zzz 6290 260911 4({15 495 260731 6945 0655 5545 0974 49 39 I IHFF 
01071 UMF zzz 6290 261351 410 564 261216 6746 5652 2962 3494 37 43 ABCAB 
01087 UMF zzz 6290 261406 413 572 261325 7709 5426 5905 9155 97 14 IIHFF 
010Q2 UMF ilZ 6290 261409 414 572 261325 1709 5426 5905 9155 89 02 I IHFF 
01096 UMF zzz 6290 261413 415 572 261325 1709 5426 5905 9155 93 06 IIHFF 
01162 UMF zzz 6290 261716 417 592 261649 4566 3814 0063 9687 48 19 I IHFF 
00868 VKD zzz 2090 260308 102 482 260237 0713 4473 5905 1261 45 08 I IHFF 
00966 VKD zzz 6290 261103 110 535 261016 7376 0610 5905 1261 95 17 I IHFF 
00967 VKD zzz 6290 261108 111 535 261016 7376 0610 5905 1261 87 30 I IHFF 
00895 VKD zzz 6290 260817 104 496 260742 7103 6441 3718 6031 91 27 IAJIA 
01118 VKD zzz 6290 261503 116 580 261428 2702 8296 3718 6031 86 06 IAJIA 
01197 VKD zzz 2090 261932 117 595 261746 6152 3230 3457 7607 86 23 I IHFF 
01038 VKD zzz 6290 261253 114 559 261205 8366 5631 0063 9308 36 14 HAIHA 
00953 VKD zzz 6290 261042 107 523 260953 3579 5265 5545 9993 93 26 I IHFF 
00930 ZIC zzz 6290 261002 308 515 260910 9988 2600 2962 0442 83 16 I IHFF 
00877 ZIC zzz 2090 260503 302 485 260418 0149 7443 5905 5906 Z.4 44 I IHFF 
01117 ZIC zzz 6290 261500 316 582 261433 4350 6488 5905 5906 94 34 I IHFF 
01119 ZIC zzz 6290 261504 317 582 261433 4330 6488 5905 5906 96 23 I IHFF 
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01022 ZIC ZZZ 629!ll 261229 312 552 261153 1317 0459 3141 7698 68 26 IIHFF 
00893 ZIC ZZZ 6290 260739 304 489 260643 0752 6246 3196 8273 55 15 IIHFF 
01223 ZIC ZZZ 2090 2623!lll 321 600 262220 4712 4283 3457 9272 39 31 FEAFE 
00922 zzz zzz 5595 260955 001 502 260826 2336 1232 5905 0730 39 38 I IHFF 
01017 zzz zzz 5595 261223 003 548 261138 4360 2230 5905 0730 44 29 JEEJE 
01172 zzz zzz 5595 261752 004 588 261555 9375 7443 5905 0730 91 20 JEEJE 

24 
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APPENDIX 9 

PROBLEMS--MILITARY CRYPTANALr.l'ICS I PART II 

ibe problems in this appendix are grouped into ten sections, pazoal­
leJ.ing the sequence ot the text, vi th scopes as f'ollovs: 

Section A--Repeating-key systems with stancla.rd alphabets,; Parta and 
Gronsfeld systems 

Section B--Repeating-key systems with mixed alphabets, I,; direct sym­
metry 

Section C--Tbeory and principles of indirect symmetry of position 
Section D--Repeating-key systems with mixed alphabets, II; indirect 

symmetry 
Section E--special solutions for periodic ciphers 
Section F--Progressive alphabet systems 
Section G--Repeating-key systems with unrelated alphabets 
Section H--Polyalpbabetic bipartite systems 
Section I--Monome-dinome systems with cyclic additives 
Section J --Periodic digraphic systems; miscellaneous pol.yal:phabetic 

systems 

The portion of the text which should be read by the student prior to solving 
the problems in each section is indicated in the section heading. 

This set of problems is also available as a separate publication in a 
loose-leaf book of ten lessons. This book, entitled "Problem Book--Course, 
MUi tary Cryptanalytic&, Part II", contains the cryptograms which for the 
most part have been arranged in proper worksheet form, obV'iating the neces­
sity of recopying; and frequency distributions are also appended to reduce 
the amount of time spent on the purely clerical. labor incidental to solution. 

***** 0 

DO NOT WRI1£ ON OR OTHERWISE DEFACE THESE PAGES! 
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PROBUMS--MILITARY CRYPTANALYTICS I PART II 
.,' 

A. ReE!atiBi·kel &latems with standard 
al.:Ehabets ,i Porta and Gronate1d s;y:stems 

.... .! (embracing Chapters I-IV, inclusive) 

1. Solve the following cryptogram. and recover all keys: 

BYKSJ HBKFS IRDCW JUSGS llfGLN ~ FRBLM lllLST TEKLX IL"Wl.W: 
FICPG KDJ1U KLAVY SKACK IDZYF BTn'i' GVMHG LSTAQ F.AEI..F JARGE 
AZHIQ RZM- SGAVM- SLPZc .HIWQ 'l.WKFI WTDAV ZELJCA SXIRD XXRHP 
BKIIa LXJOK QrmOE YSGAV MSLPZ COSFP AFir/3 LVUGI SEFVX GJSOK 
U'SGsP ZFVSE KDHIF VMQIO WCWM F!JiX:A SV1IlM OEYSG AVMSB BGKNI 
IImlO IQHBN IPAVF SKBPJ VK'lML BTBRH GEKT'l YGSKX AEICII IPEGD 
TPUYF IXNIO RRKSY 1WLAF ZXASI VDTAR MiX:AG FRXAI ll'lBJE iZELP 

I ZCNII AHZSU ARMOP SZJGF HRSPB RFINN XAIJJF SIFTS ZVfMV OAPBW _, 

2. Solve the following cryptogram and recover all keys: 

QDIQR ZIJQD VKSJR WPTN JTVZS COPAK GDPPD PUAQ'l. XZWHC PPPJA 
OHFUU EAOAP BZYME QJ'JBD EVIKJ E.ILHQ cmtl YOSKP U.AJQU PZZGZ 

e XSXNU UDPXP YP.EIK EJAFV TJKW' QGEOC DZBZU MEDm UUQKK EtVKO 
AZUOA PBZPr RKBNC PPPJL IJ>EQT JRWEL VDNPO OZGUD QllGGR GERAW 
YEDPX VCQFK AF:D3 W)JW UBOYY EIKMA OPQMA BZsPEV IKJUA QKZYM 
BQJYO SDVXZ JORDG PDPEG ZNAOB AVDCQ RVTNC WQKZ 'UKDPU ADDRP 

3· Solve the following cryptogram and recover all keys: 

4o3l3 71236 39244 lt-3o45 2l&. 61128 39284 3354o lt-5391 03413 
29381 3124o 251121 13034 25 24Jr.43 29372 91210 21444 01342 
34314 3l211 29353 3451t2 39321 238Ji2 341124 2lt445 4o3J.3 33010 
lto383 lt-3645 2528lt. 21536 32353 32711 282'73 71536 3932lt. 34314 
2935lt. 03132 3~ lt.lt.5112 38Jr.33 33329 45124 31lt.Jr.5 4o414 34443 
39421 2Jr.443 45381 3lllt.5 25303 74232 3Jr.43l 53839 32243 21528 
31f263 31342 34281 54136 34281 l.244o 29353 31232 21421. 24433 
38382 93337 41373 11336 35372 62526 2lt24l. 13729 21343 3lll0 
4o384 44332 43lt21 34543 32123 23Jr.43 35432 91330 38381 11245 
35243 21226 20211 11342 36152 52418 29423 31743 25261 23431 
2838J. 31142 26241 01136 42244 o4433 26321 Ol211 4o4l2 93841 

~ -
~ 
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4. Solve the following cryptogram and recover all keys: 

ILBKM TXND' BDBVG OHHDO UGIKH DFBAB BGMID XZQBR FVWGB VQPJm 
Tl'UB!r QIRCZ :BMDYM YBGXZ OTEZC LBOHQ IWFOK XVAIT VXHQY FRAAI 
IHCOC AGQIID SOKBG AUCUU VS'mS RAWFY SKFPl. BDKIZ AOOKR PVZRC 
ESHBK MBBDA XQUm DRASP FKITT AGsm KZLRT GMAII RXAGG QYom 
EFCilL BIIJMIJ GHQYH HIAIE FMGHQ vvnm UTNRT GGFPZ GEQBP WIUVQ 
GPSBR KITFT ZSBQB PHr.SB CAUOX XMSZR BRRVM RAAIF USBHS KVEBE 
TIGER ~ GAUBH KPDm MUKNQ YBRWA z~ lWVRD KIZAO RYHRW 
.AGBYI TQYXN IIOl1G 1m.WR WATAB T.PRBU mruGE BXXMP CHOQR UVIJlP 
VSAUG QBMUY Pf/l.YV SUILX QIEXG CPBML YACFN OXMHQ UOGIY VPRBZ 
PFABP 

5· Solve tbe tollov1ng cryptogram and recover all keys: 

SJ!IIC IBlUB XFliCZ KCRIK GWCJE WCSCI OBISB J()(Hf LJSBY VTKOA 
PJCWJ ZBIMO WKKSN BSJYI TVBlll JOXXC AIXKI BMJAU EFJCP USCEJ 
UOEKX XMIPA BIEUS JXBCF EitiBL ZVIIlP MOHVU QXJJZ WMMKX CPJLG 
BPPUJ WHWJ UCBZV CBRDX ZSRKE ALABF FKAMD KOLIW SLFLL GRQEP 
lD'JaX PCSCO XAYKC FQAlJR WICU P.lE(Jl ZWRKS JAISN HQPIX EQVGW 
OCIFP QNKEA YAUJ BMJAJ SGBXU RZVKK ClUKG WCJRR llftm' AYADN 
RUIAX IOCBB XZBDK KCFIR NSLZX LSSLJ ICBKR JWLSW ENllVI JCKPK 
~ 

6. a. The following cryptogam vas enciphered with direct standard 
al.pbabets; sol.ve it aDd recover all. keys. 

PLCAK lWKEU mqpv Il4LTR ESGJlf HVW.AM EDLYG KGOLN FI.XUI CCVZG 
YIMAD TIBGL mDS KORWF mRBR RNPD1 ADIEE BMIVX 

b. The following cryptogram vas enciphered with reversed standard al.­
pbabets; sol.ve it and recover all keys. 

ZIVDB CDFXM NJJBH XVT'm LKOZR IZPVZ OQNTE DJIQ4 J:BAOI MIPDN 
BDtllt WAXBU XXOOF RFDQP IZfW RTlllT RPLQD PYNVO OECFF RYKDA 
WLXBU XXBBC LKOZH MKJMJ 

7. The cryptogram below vas enciphered by periodic polyal.phabetic 
substitution employing direct standard alphabets, Vi th the number of &l­
pbabets between 45 and 50. C&l.culate the observed and expected plaintext 
and random values of the +'s ar I.e. 'a tor each hypothesis and show these 
data in a diagram; determine the correct -period, solve the text 1 and re­
cover all keys. 

IfHBRK D::DIT BPQBO XRLXI FJ'TNO HOBFU MOSIA AVlllU lOCCOE WJWCM 
SLJST SSIIA JlllZH VLX!rZ KCUAA UEISM vmHQ ICPKK VWMGM VUEFD 
BZUOO KIRVD IllVVR IZAZ.D ABZSZ NULL EKSMC SWHLE TBJNW CAWSK 
:unm.r xocuw GZRGN VA'l'LI ISCZL DBMY EAUGF YVBKJ &mZB BRGQZ 
DNPVB IFFGR CMASI DBLOT ~ PillfJ LPRZF lBUTF UBUOG JIBZL 
UGKSP BRKNK VRQGO KI.HJX CLIJN 

~L 67Jt. 
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8. !.• The following cryptogram, enciphered with direct standard al­
phabets, is sus-pected of containing the probable vord GREENVILLE. Solve it 
and recover all keys. 

ODPHN VVMCE WEAVP MGVAC EPVIR 
RRITJ XHXUR PKWC 

b. '1\:J.e following cryptogram, enciphered Vith reversed standard &lpha­
bets,-is suspected of containing the probabl.e word Nllr.l'OB. Solve it and 
recover all keys. 

XDOAA QUYAQ TQDRU PKVFR .iZXHE 

9. !. . The following naval message is in the Porta system, and contains 
the probable word COLLISION. Solve it and recover all keys. 

MPBSI XBLAM IZXJK GXKJD WNRCJI IIJSIR GAKFH MXGVR ETIEX NQXDB 
AXMDR KGRXU AmX (Jm'O EXIMQ SElWR FGWJR XKDPT EELPA GCWOJ 

~· Solve the following Porta cryptogroam and recover all keys: 

VAMNA mmM VBBFX RRBTA ZFKWI RNCKZ QVJWK ANQAU APNFX CNWZL 
GRIRV AWSOU TRD'R AUUCY QFKFK AWSW mzNU RWBVX YBJKS &nJRD 

10. The following naval message, known to be a Gronsteld cipher is 
suspected of containing the probable word DimBL. Solve it and recover all 
keys. 

XSKFS CUZTS lNBOX UVVCT SMCPK MKKXH QRDLU RKOAX RQEDI RQTNP 
UMABC LXBXX 

B. Rel)eati!!fi-kez sl!tems with miXed 
a.l;ebabets 1 Ii direct s~try 

(embracing Cbapter V 

1. Solve the following cryptogram and recover all keys: 

JJXMF NXWQQ YOGHN JVTJF DOIR .ABMXE BJI£N XNTEI GIWMT ABLTG 
SSE'r.l' YMCKT AXETli ZBJPH SIGOF PRHRK WECEP YBMJY CPAZM TBLXK 
SIKLF EHJlW NVBEB HWGZF YNGOF PRBRK WEMCN TSHXG NHVCZ NXHVE 
TmPV WCN~ JDDlW KVLJG GEYLF KJMFC SUKD:N VOdJK GNWKL NBFPl' 
IllVRL ABL1W TVGOJ NBCNN TUYTN IALCU WTI'l'L VCLAD NX!mC VNKGO 
WRZMT JMG'G BU~K FMrlKF RSZLP AULNA BYAUL JHBMI NECKL POEAI 
GHBMP KWXFK NOLOD PKCIT XJZLX KJBXA QOOCR SVLJG NXBJK VXZQE 
JSZLP AtJLNA BECKL P.HBMI HQAKN ABLTK w.nmv NCEXU AXGNX vuwwx 
()JllfX WXL2Ji SIMHG PEBKI TIGOL JHBKG SPA'r.r NNGK ARMVR SXWKF 
ITALF MHZNG VEHLF PCLXQ RUBJN IDFDG IJLBR SAMAG SlWMF 
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2. SoJ.ve the fol.l.ow1ng cryptogram and recover all ke;ys: 

DIXHP IVSEI lCHRCO SIOXB D'l'BCO N.AqiZ XAllfP LEJMI VKACF DVBII "' BGC¥JG WiX:AU <JlQPO llrllrGL ISUW IVBlW TBJ"JK VKOYB DT.BCO TEJitT 
I.AOYR MVQAN DP'RBI KJJJK alQPO llrllDY VZJTE FPJIIO Dmn AKSAF 
IBJJK LAQBZ BWGIY OZBDY SMBRU MZJZU IVQPS IEJVP AMBBG JWOFG -
Y.ASSP SWLPS DX:FP ICBFG T&mK IYTXM V.AOBI BSBPW SGBCU MZPm -
IVSGZ INOAQ AKSJB VWQJB CMOBG WZRBO PDDGO MXC'lM GGFLR MSACU 

3· Solve the fol.lawing cryptogram and recover all keys: 

!RBXR OKSAX :x.nu *XRF DJlWI TNKYD JAF/1£ AQOGQ LBXMIJ ABJSZ 
SXURC AZPWI PWGSR UETJX D'OTQ BlmCK K(,JJDC Rn'QO ZJWY RBXGT 
JSRUE AFCUM CZKST TVFZG ELKXU KPlUG LLZTA YTSPA Kllmf. BDCNP 
amm LLZEJ liJKLG AXXDR LYTXU JLEGT NKYRX YFa{T KLJRT PGEXIE 
DJALZ FXTPP PRCEA PXGI.W FOXQB RIBZF KXAXX VJCST PPQJS FBCGE 
VSZlll N:1I.'GY TXUCU UTC¥)Z MOJKS NGLlW CLCZR CYODJ SJPr! FXSFL 
DTJYP ROGFX 

4. It is suspected tbat this cryptogram contains the same signature 
present in Problem 2. Solve 1 t and recover all keys. 

J. ~ 

18200 32215 10011 41510 20041 208o2 07221 12513 1.6172 504o6 
2220~ 7J.5J..O 20011 02106 20121 Oo413 182oO 71423 07210 30318 e 1219~ 70508 1026~ 21607 20082 42o~3 25091 21626 25110 52203 
19151 10906 22172 20525 20032 20605 22192 21607 04251 10511 
21J.10~ 00305 J.8141 l.2l2l. 19200 61423 25231 2l.6ll l.22ll 02218 
12200 5210~ 25~51 72118 25011 00321 14o2J. 12313 13122 506o4 
25221 62021 1419J. 31525 07172 12014 09201 7J.510 2oo4l 02218 
23011 42625 17191 70411 26261 6203.3 17192 50614 263.72 2l6o2 

5· Solve the following cryptogram and recover all ke;ys: 

GMP.FM VClWH OKPZA VQVFif lSWDO JQBZW ADHVF WALPS tum~ wvvm. 
IHOO.. BYGMI N:1r1EU UJlllT NFSHL IGVQlt WHOIO JUZFE 1WYGM :NXXAU 
MTONB OYD1B QDQRO JBml BJ'JBG xxzzo QRalT IKIGB KDQJR mUMR 
BN!ZO JI4XOX NRGVZ IJRYO mJJJ FPJISR FZJOF LLNKE MNZBJ BT'!UM 
JBKDH BBYUV NRSSY SGBKD QJRQL BKRCV ZQITP NPSKR lMJSV XDVOS 
TRCKH BOOXK :NVQQX LJVQY FNYSK IAFLJ UEOKY BBLZN onruo BGUUS 
AMJUB VNYIJI vvcnl .AWITF GBDTG XLGKJ RBBSJ VBXLG FEriG GEQQV 
GZFCF 

6. a. The enemy is still using the components of Problem 1, with the 
periods V'arying between lO and 20. Solve the following cryptogram and re-
cover all keys: 

BPLOT c~ J'l'GNB 'l'VRKF MEMMN RMSFG IVRBR KPZOV QNRHI BMEHH 
MFFXG l&lBJ BDKGR MMMVW NOFXS JCSPN LRUCP CLWOA 



'" 

.. 

e 

~ 

REF ID:A64556 

DO NOT WRI1!!: ON THIS PAGE 

~· The enemy is still using the components of Problem 2, with the 
periods varying between 10 and 20. Solve the following cryptogram andre­
cover all keys: 

VCZUU PSGZV GDJBT QBXAO .NZDHX 
WKJIG PSDGP FBSZZ QDHDS BEX'GD 

TBXCC rm.rm AJJPS BZHTS BOYRJ 
GJMJB 

1· a. Tbe cryptogram below, enciphered with the components of Problem 
1, contains the probable word FLIGHT. Sol.ve it and recover all. keys. 

LFCET LQT&J JlWIA BJ..RIB JWWFV lWRVG TNNFS UIJRT AQOBM TOEXZ 
TPEZU RFAFG ~ DVBBT EPWMA YODAV 

b. The cryptogram below, enciphered vith the components of Problem 2, 
contains tbe probable vord NAVAL. Solve it and recover all keys. 

SORTH L'BSST OVFGN VSIVX R'l'HBA RYEIK MCJYLL JVLlE VJZBM VABOH 
DNKB QVCEV RWliiN EPOQP OP'l'OX 

8. SoJ.ve the following cryptogram and recover all keys: 

RCCQN XGSRO VBT.I.M ERC,¥A YKWBl BBSGL ESWZK CQSFB SYYTD JKJSZ 
UAOYH LAOSD QPZZT FGYC'l' OZ'IRT VTITS BMYRS LMZLA BMOMD DlCYX 
M'IKOZ BP.l'FI TJLFN CSODE WZYLC JKLPZ YERIP ZTOLB XOGWD RUJ§lZ 

EZGBS HXIEV YOLl!M PEIAJ YEFKY ZSRKQ CMGUI CYPKL DSSHF ITNEW 
IRRQD LS&JC TAOYR CJNIM .P.BI2M CGQHP NSFCY WS!MV PABEM ETBRE 
YTQYE SBOCB CLNFJ CANJY HSBZY HFPYZ TFr.FY INVIK Z1MIU 'lWFVL 
CJMZE FVAFT 'l'rFSS RCBFS ROVTI KJYXF UBNKY UTDCB CX'lW RYV'lM 
DEQFY ZTJ1M TrroB KNWRD DA 

9· Sol.ve the following cryptogram and recover all keys: 

YWIUP WALRO ZMZXN SUWDO GQJNC GHNBU FFYltV FDNVP QRUTF BO(;JJT 
xmww KGDAQ YFDLA PGrmY DIOFL IYXVH FFCFQ FI.1D'lB QXSUF lWQNW 
OOVKR EYQJF DJHFN OBSAD KWVOP I..H'l--rD .HGBSJ HFHHE TTF'lB OCALD 
PHDKP OSUFZ WFFBH ZINLH HZPCU SLBBA VBRFD SOORN BOXBI LNFKZ 
JDJQH XJLAM ZLJFJ DBFAR FCAOY YDSVW LILTI WZFJB NJQRV yzun 
LEFCJJ MVF're 

10. The foJ.lowing cryptogram is assumed to begin with the words .ENiMY 
RECONNAISSANCE. Solve it and recover all keys. 

ZJOKJ mKYS XSIAO MFVQF CiWMA VNCDY FCWLL KZZUR CUVIS KKWCB 
DOYBL SVNYN TBKIS XSIAO MFVQY ACMXX EFEZM YSM 
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c. Theory and principles of' indirect SYJ!!!!try of position 
(embracing Chapter VI) 

1. Assumptions made in a -polyal.phabetic cipher of a period of five 
have yielded the f'olloving pairs of' plain-cipher relationships. Recon­
struct the primry components and recover all keys. 

Pairs from Pairs from Pairs from Pairs from Pairs trom 
Alphabet 1 Alphabet 2 Alphabet 3 Alphabet 4 Alphabet 5 

AZ AR ER EI CP 
DO ET (If IV IX 
lll IF PO NX NY 
IA NH RC OB RG 
NK ()( ru RN TH 
TQ PL sc UJ 

SI VL 
TN 

2. The following assumptions have been made in a periodic ~al-
Pbabetic cryptogram. Reconstruct the priary components aud recover all. 
keys. 

12J422l2l 2J4~12J4 42§12J42 12J4261 ~ 
YLKI..DltPLX ZEFUROIZG LVHYKKJK WHFQDAA HGLP 
ARTILLERY BATTALION INFANTRY CAVALRY STOP 

3. Ana.l.ysis of' messages containing enem;y morning reports has shown 
pronounced stereotypic beginnings, such as ''MORNn~G REPORT FOR TUESDAY 
DlOOl!MBER ELEVENTH PERIOD OUR ORGANIZATION ••• " The following is the begin­
ning or a message believed to contain the morning report tor Wednesday, 
December twenty-sixth. Reconstruct the primary components and recover 
all keys. 

JLVKI HHQPU CCEAW QYABK XQIUS 
CWRA DLEGE YVPIH ••• 

GUWXJ TLNOO .NWVQV DCXJQ PAFRG 

4. The sequence reconstruction matrices belov vere mde during the 
sol.ution of three foreign-language ciphers. Reconstruct the primry com­
ponents and recover all keys. 

a. ¢ ABCDEFGHIJKLMNOPQRSTUVWXYZ 
1 F GTBUQON DA RVZMICH L 
2 HN I v CUEA F Q 
3 I z H T CEG BD p 
4 A H N D uv M I 
5 Q B FZ 0 p c .B 
6 LO H AG Q s 

-- - -- -----
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b. - ~ ABCDEFGHIJKLMNOP~RSTUVWXYZ 
1 H JMINOSFT w GLYZA u 
2 uz w AE RDFGX H y 

3 XH s UB L A 
4 c D PG Q s v w 
5 X M E BL N J AO F H 

c. ~ ABCDEFGHIJKLMNOPQRSTUVWXYZ 
l c u GZ PDABOQISERJFWLliB M 
2 RGJNH p WQ FTU LK B 
3 w M Q L uv KB A 
4 I p WL Q BC ., 

5. The t'ollaving three sets ot' data were developed during tbe 
solution ot' certain s_-pecialized polyalphabetic problems. Reconstruct 
the primary components and recover all keys. 

a. ~ - l 
ABCDBFGHIJKLMNOPQRSTUVWXYZ 

0 F K IW TD E 
2 L s * MV R c G A 
3 AB G I s Z*T J 
4 G N SJX 0 w 
5 K s L X u B F* 
6 H p G J UA L 
1 D * Q KY GR 

b. ~ - 1 
ABCDEFGHIJKLMNOPQRSTUVWXYZ 

J N c X 
2 H M s F I Z 1 5 
3 
4 

D E G RU WB 
MQ v Z I K34 

5 K A w y 9 
6 1 8 PL 0 T 3R 

c. l 2 ..J_ 4 
~ 

6 .J_ 8 
A3B' E 27 A22 F12 AlB' A 35 if"'i2 
D 27 G 15 D 25 I 39 c 21 c 28 D 18 G 26 
G 28 I 25 118 N 19 Dll E 34 H26 K 29 
Oll M 24 F 32 021 E 30 L 43 I 23 N 37 
R 41 0 17 H 13 R 45 L 35 N 13 042 T 19 
s 34 p 39 L 10 z 29 0 38 s 31 R22 u44 
u 36 T 38 P4o R 34 Tl2 s 19 v 14 

y 43 R 39 Yl6 v 10 u 33 
T 35 V44 
u 20 y 24 
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6. From the data in the •trix below, reconstruct the priary 
components and recover all keys: 

~ ABCDEFGBIJKLMNOPQR8TUVWXYZ 
~ X c B WK F 
2 L y T F v G 0 
3 R u E L 
1t. B B T QKO 
5 ZM v p 
6 D L K X z 
7 8 p J BE 

7. From the data in the •trix below, reconstruct the priary 
components and recover all keys: 

~ ABCDEFGHIJKLMNOPQR8TUVWXYZ 
1 
2 8 
3 
1t. 
5 v 

AG B MKN U W 

PWV 
CB 

R J 

E JA RU W 
MI T Z EF K 
RU D X OLY 
P Q IS 

8. From the data in the •trix be~ow, reconstruct the primary 
components and recover all keys: 

~ ABCDEFGHIJKLMNOPQRSTUVWXYZ 
1 
2 
3 
1t. 
5 
6 
7 

M 
E 

T 

F 
R 

D 
I B 
c 

K 

X 
v 

vw 
QS A 

c YJ 
0 

B NRK Q 
B DZ B 
FAO MYJL 

p 
G AUB w 

E u 
N I 

9. From the data in the •trix below, reconstruct the priary 
components and recover all keys: 

~ 
~ 
2 
3 
1t. 

ABCDEFGHIJKLMNOPQRSTUVWXYZ 
QZ XYE C KN AG 

Y B B T L C IJ 
HE BD P I W 

G J T P WK 
5 R GF S M OQ TUNV 

68o 
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10. From the data in the matrix below, reconstruct the primary 
components and recover all keys: 

1. 

IOQID 
VHJGQ 
SGMIV 
CWGQ'l' 
UYTRC 
OGOEQ 
YPSFZ 
KCVOO 
'JMAAJ 
TPDQD 

¢ ABCDEFGBIJKLMNOPQRSTUVWXYZ 
1 
2 
3 
4 
5 
6 

G 
u 
R 

E 
T N 

y B E 
WG H s 
L N 

FS 

NV JLB 
A D LI Q 

CZM B I s 
T I DA 

uo VDK 
VQ D OP 

D. Ree:ati:e~-ke;t slstems with mixed alphabets 1 II· 
' indirect sYJDDetD:; 

(embracing Chapter VII) 

Solve tbe folloving cryptogram and recover all keys: 

BmW AYC¥JZ XMRFS PSXWP JEBJ!M IBMNZ PFAQI AZPMil 
EQV<Jl AKOOD IUIBMM PWHEM YSDAG IPNSQ GSMaJ WIMNW 
DBEBT HMlRC IBQFL ClllAK OUSSM CMLPG OI.'DQP QOAAF 
LTARA PGG:NS MVPGQ WATLC HEAGH FAQIA ZLJYE JTABA 
mQTP QKWMP WHSHF WQAGI PNSC¥} IAFVB CHIKO NMIUE 
AAKBS WJPLH DAAJE 'rolWZ NAZPD YDIZK NZBQT PV'JZO 
EUAMX YSZFA FlUW' DNJYE VRAlli NJQPR BBIRM ~QEB 

ETXMP CNOIA NLZYA R1WW IQVPN QIANL ZLGRS BMKXO 
PNIYC MmllO SVVRE BZRGN ~I NKFDD BKKWP OAEDU 
OMPXV CSV.AO MAKGP VYIAR ZXDED WAEAG I 

TSGMI 
F'lmE 
EMRAH 
AJE'l!li: 
SUBW'C 
GKAYG 
MFXCU 
XFCLA 
APLM 

2. The following message was interce'Pted on the same day as that of 
Problem 1, but due to operational ditficulties only the first 160 letters 
were received. Solve the text and recOV"er all keys. 

MRCVP 'lZVCX SKZWD 'l'IBAP OIUQ,L WMZV RRXXV a<ZXV IKPWZ JINCP 
LVQ!l'Z TIBGM MFJYD JMBKX K&UZ WIVJO nmAZ FEV'.IZ AGNWF AKX'l'I 
LZLRL Wu...QX IOO'SU WYAEV HZZYJ SZVDF Fmocv ZXCRP OQi'SU WLVGY 
KIIlrlZ WCHVX ••• 

3. a. The ene:m;y is still using the components of Problem l.. Sol.ve the 
follow.l.ni cryptogram and recover all keys: 

EllfBB PVDVS WFBCY l1iBXW UBIVP WXVDU LZICJ WMRID l4R!CY KUMIC 
ZKWXA VZVMH WBSZB BIMVH 

b. The following cryptogram, suspected of containing the probabl.e word 
CAVAiif!, was enci-phered With the components of Problem 1. Solve it andre­
cover all keys • 

EQXFI lWUS BZKCP OHRVA VLUMI 

68J. 
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4. Solve the following cryptogram and recOV"er all keys: 

23047 7EJ.ZU AN39F 8ClRF 6~YG6 61!477 ElZBJ - SVAF4 lW3lZ 6JABY 
ZlJYGW 6CB7A B6PC4 Aq/Jrr AJ9CZ XC72E GTA'7W VIJJAY VVY4A 789DI = 

3G2¢G msAY ZUIGW MIJ8CA B6PC1 ~8 CXRF6 E5K27 Z47HE IZ9CA 
6M27J I2F64 6M66D Y41WV DDY.AC 6FLJM 8BF8C 'XRF6E 5K2B'Za YKA2F 
wn¢2 ~~ RVDX2 ltciQ8 7B2JZ H9RRY C¥3JYV ZQBOJ R7Z4I U2WGB 
nt3tJB C4Y¢B 6YYF4 9BS5M WDr42 4QN8B 7IXXX 

5· The following five messages were enciphered in the same general sys-
tem an4 specific keys. Solve the text of Message No. 1 and recover all keys. 

Message No. 1 

NRPWH FNDru BMBNO KB»>J WGI:Ift{ Wl!ZLV UDOIN FJPGK DLASW BBHZN 
INUFP EQVWB BSBMQ liKllffl UQXKH ZliBHJ) :NVREE .J!SZBW WRJmZ ~ 

Message :No. 2 
omru ZNDQI ABlWB BRSJG IGHXrl LCNFL 'l'm'NJ FJRZT WZSF OJWVH .., 
TQBAP TGNHJ KQ.ADF GZBLL LXMQX &J'HOK BPmJ GDYIS NRLKQ RLRRU 
RZEPB I\'CIC ENHAX MIZQL KDRAS WTNGK amuz JXCJQ WIBGQ EZPDZ 
I<JIPE BNBJK Qlt1KF ENBQl) XZFVP HLQI)T YAVRE ZAPQF FOJJQ lGlCMK 
BZBBH DNVR 

Message No. 3 e 
MSmll LASWll FGPEB ABJSX JlOO.P lCIRE !MPJI RIHfi Wlm3C SACJA 
iUXY FGZUJ lMNJX CJlWK lCBAF BPZAR QNWJE WRAIQ XJQVD LLR(JJ 
WJKKN KBGAE JUDLL WCM!ro QDRA 

Message No. 4 

KCDm UNDRS JZYm' NSFLC BNBBE BKJWG KD'llUI QVNVQ PQIMQ IASJB 
LLLO'l' .NWZKB YQRJJ QVDDI Y'l'LRM ECWKS XJPGK zzm.lJ IKEEE SALTJ 
ZDIPL RIMUC WIJZW DTPEH JJPWQ JGCCB EBRIQ ZAFUH UlFGT ALJUT 
ZRCSR EJQXM WRIAG UGFYQ BJIGN DLLFC H 

Message No. 5 
DQEl!H UKBDl JWGHW MNQ,SJ CBEBR DTBQV SP.BIA ADQPC Jl.KQP TNWZU 
LGIFO NLXBX XPBPE ZEHWX BAMRH y~ XMQXZ 1JLSPQ XMGKP ZBSBD 
RDBBX RIQZN JMLLL lWODL KQ 

6. Solve the following cryptogram and recOV"er all keys: 

"' HHBHH HBHHH PHLLI ~ZUF B'l'rXM HNGLI mmHH mmLJ) LKTXF RBWBD 
ZUU:& m.:PHN ENZOA EFTDA QRERE TV'LBD ZUZHQ BFVRC WSQJM REILF 
LKTXF RVGLD ~ HBFUC mnma: BHHYF WANNF UKPQN TTVIK HBNZL -IYKOA XCZEN LlllPA CHZMN .AIP.IKG TLPOF GIKOA TVLEG K&!IF UYBZN 
ENSRU GHUUD 'l1/JOVJ Im>FL Q<¥JVL EHDZN AQPOA QHWFA ROPJM mmax 
EQLFW NHVJH HHHHM RBZZI XNYNH HHBRG Em.JCB ZBVEJ ZEPPC ULKFH 
CSKAC OKRLD GHYIF umzc IVWJQ HHEFT ENHJL ZBZPX EZ.WO HRWFG 
.HXXRR SLC¥tiL VIKOV IIBJloli VTVOJ BKRMA ARTTF BDMR CBMZC 
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1· Solve the follow~ng cryptogram and recover all keys: 

EGQYI RKCTJ .BRLEP RAAHP CXVCH DHVAJ KAGXU NSI KLGMI KAGAD 
IVQLJ DRHOI VNMKO DQYYL NNWES DBVBL NBC AU T'roMP MRWLX KAGZP 
NTSCA KLGRV TTOFP IMOEO SMHSL MNGND DQGML HWCTJ HRLII LHCCL 
RKGTJ DJGRP CQOOC D:NMOT NMPUM HWKAJ ZTPUJ ITNOT NBGII MACID 
VQPIU QICNP VBGKI NNKAI BVZIP FVOOC DHGLM VTJIZ DRVDI NRGSG 
MUWMU TNWOZ KSGWJ IVQND DRBJA VNMPL FWLR ZRCTG KAZKI ZARTV 
HACES KGHEQ E'!QZI MCCRJ KSGLU LFHON HMPII MNQOX KSHSL VKGCJ 
KBZZI OQKLT MUGMX NTXNO ZAZZP PWCTG KAZSP UVQIY HMPCR RABAY 
HYG'l'L MKNIJ DTJUU UVQIJ XTJBI LXCRO LVP'l.J ITNBL NAGUN IOOlNQ 

8. The following cryptogram is suspected of' ending vi th the signature 
"TRAMPLER COL INF. " Solve it and recover all keys. 

GLIGV MQ)(UO LVZGG LR~ BZPLB GSRHC KlWNF JSPKP XXBSZ YYKIC 
XZWPY GZRIG V'mCW NBYRF MRIGS OU2MN LVGLH UZJBT YPGXG QBIZC 

.... ZYKFT RMNYY FlZRX QPSQJti EOFIP HGLIG VMKHl NYYKI GDXGQ BTJNX 
KPXBL QKOQ.K GHKCA FKWJP QLEXF MRBCG LNMGW AGLQL WNBD' KBWSA 
WZQLD SBWIY PGXGQ BIZHS YYKXT ANBAX EZICB ELKWS IJBPl' JJOZG 
RUPNQ FGNJK RCJBP TSQ~ GZKHI CJBPT JJPGG GBHQP JZPXR NNXVJ 
RTENP WNJPI EQGOH GQTUS DZES PGSRJ RSYKF BAQOU YFKHQ .KXVKJ 
VDESG MNGAZ BKXII QPXKQ 'lMWOF YPHLN ZZERG GGSAB MY -- E. SE!cial solutions for E!riodic ciEhers 

(embracing Chapter VIII) 

1. Solve the following isologs and recover all keys: 

Message "A" 

ARZKK VCQ'PY IOQ.l(O YTRWP KTmv PKRNR BZZSX YVJJW PNWm1 lDMIK 
KMUL JMAJP NPDEQ BSTJ I Fl'VND 'Zl.OVP KRZMA KRJIU LJMAL RLRXK 
IFABK JQOBR IWJEB PQLOL SRZOD ADOLE EJWDK OE 

Message ''B" 

GVBHF RAI'lM CVKWS MOCS.H PPCJQ ~ MSRO'l' IQBOT JBSMY c~ 
PEOEH BYEDl EHIXK PLKOD YGQZI XTVQH PZUDG CNFCE BBYEH CHVEH 
COGEP FKVMV' LTD.BM HDIIU LVRJN FNFQX WSSMP JW 

2. Solve the following isologs and recover all keys: 

Message "A" 

JKSRB WNXQK wrnm FJQJJV IIASJ ZXWKE BICQO HODSU JSCSV IPCKQ 
MAHQO WA1'ID PIPMI ~m XLN 

Message ''B" 

IXAES CIQW UMLRX DYMVO II'GOY AFVZH JNZRV DNQAN YEFJJ EWEZN 
OCXMV PNCEA UHIUK MZRYV MID 
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3· Solve the following isol.ogs and recover all keys: 

Message "A" = 
UPSJE RY~T YPCI4L NY.ASN ZKHDP CRKYX m.BN NCEBW IKQJID EBPFX 
ROPVP ST<JlP LPQ1<X WKPZM XNOXK 

Message "B" 

RXFCF W.AJSW VUAFW RNUTI WIVET CXSXH CBCSD YBNBZ lJlBVF SDLAE 
PLDUT SZIMI EXHI!Z SJIZP LBASV 

4. Solve the following naval text isologs and recover all keys; 

Message "A" 

smJI ISCEV JJMFS V&TIP CZUMX IFVZC MEMFS IFERT AIFZP MBCGI 

Message "B" 
;:-

BKDAX u.tMMS AmAZ EAAFI KDPJJ XKFVR XlOCKA NPSYI RXKIU EVCWN 

5· Sol.ve the following isologs and recover all keys: 

Message "A" 

KOIPQ IBGIS PQOKD MPVKS YKBQV SKPUS EPPSF KPEEB PXVXB PISWI e 
E'l!)QS PIMXK lm'TJ GOGJT XIEQE BPGCG OEO.BE IET!W JEEEP UUMDK 
AQVOL MB 

Message "B" 

KOIPQ IBJIS PC¥)KP S~HN ENBQP QEQIM CUMB XRVMF QIEQL RIYCC 
FFOlP GDO'm RPUVO COSUG OGGUT FLIOO WQNK UFFOQ U'OO'Q IBYAS 
BSPQB CN 

6. Solve the follow1ng isologs and recover all keys: 

Message "A" 

AF'/.JV LRBWO DUWEZ USEm KBNPW ocxwx BKB~ BQRPN BOONS XXIWX 
BmEY NKBNP KFRCB APEVR DGFLN CJlRMJ BBYSB BWRPZ :HI)(mC VBMMD 
1GWHB ZCNKD DRFRT 

Message ''B" 

'rPlCI:M PPXFF DIGAP EREOU XPORD WPXQ.t. XMIGG YQYYE BVZPR ZIKFG -LPUIF PBGJG DUPDA KYDSE QKBOZ CFJEA m"Dl GDEQf LZZAE mwJQ 
PRUQA EQNWG G.APEI 

; 
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7. Solve the following cryptogram and recover all keys: 

RNXDB RFEPU PLCIDC CSDNO WSJIS UCYHK XFHVV NBCZO LBMEO EJHDH 
MFVLY ZFULO EJHDA TLCRK PBHCN UBBlM MVWWO KOFXL BZMDX RZSKA 
TZBWS WVXNN CVXIH WSXAS TBZHV RZTLN PMBIU &JJPO CVDPX YVMJU 
XRXIL MPAIT MVMGU XBCZO I.MFPU WFl'PR RUAWV NCCJN MOURK 1UQHD 

8. SoJ.ve the first five of the 25 message beginnings given below and 
recover all keys: 

l. LBTDH BNFPH WGVPN ••• 14. LHZKG FUVXH DXDQL ••• 
2. CBUSN LNBUW DJ::M ••• 15. LCKDH WNF.BH GRHLK •• • 
3· CVDBV J'GZFM SDVKP ••• 16. XDHBC JDDDD KGVKY ••• 
4. IPVVC ZGBBG QQHLK ••• 17. SPHBR JGOEP VNUWH ••• 
5· WNOJ QIHn' HRJSX: ••• 18. GVZMD SROFB VCVQJ.~ ••• 
6. WBSFJ QDI!A ~ ... 19. QTKFD QFFi'A CIJ.IVI ••• 
1· SSOGH RGLFR PGULQ ••• 20. BVNOF GNFPH WGVPK ••• 
8. WHCQD MRGUO GRMSW. •• 21. IDHOU JXGKB VQUSD ••• 
9· WHRDJ KXII4F HGRCK ••• 22. WHQRW QFBFW SGBXR ••• 

10. XHQHH LNBUW RGMCJ ••• 23. ZTVOD .AXWHM CRYQD ••• 
u. GVNCF QNGGB CPBVE ••• 24. WHTDH SBRBR CFSKI ••• 
12. GVBZC SMVIm FKHJJ ••• 25. WDAHU MIMCC LGJSX •• • 
13· WBWCK mx:z D.FDJF ••• 

F. Progressive al;phabet s~stems 
(embracing Chapter IX 

-
1. Solve the following cryptograms and recover all keys: 

a. POTAE TRlUllJ 1UJXO QEGRE EXXLZ JZCOO TVSSS KKCWD - !lmVJ BJVTS 

b. OLGCE m<EQ SRJZL BSIGE FNFRL RZmJ USWUA UBRNR - Blf.JMl 

c. SDNQR UMIUC AIXEX UWOLO UARCX BMQVT HEZJI YMMIJ -
2. The :l'ol.l.OW'1ng cryptogram is suspected or beginning w:i th the opening 

pbraaes "Ai'.L'ENTION ALL SHIPS STOP." Solve 1 t and recover all keys. 

ZSUJS XDXXC XYLNP SPQHD YJF'l'r 
RMBDD 

YQAQQ UTLNC YGZP'I MBQPF RUGXG 

3· Solve the text of the first or the following messages and recover 
aJ.l keys: 

Message No. l 

CTHBW GXUW OHQZV NIEBQ SPQ,KE UECNY QAIJMZ DBSZI ENXGZ ZUJAY 
EMRCM BBFFT YFR'I'l KVBTE IHFVT W.ALZO IRCLQ GBSFF WVDXV SKRSO 
OSUKA PH4DI TBCSK TJFSM FOBXF COQW J.tlMXL RCJBU JGPGC I«YNT 
BEEQE JJKAX 
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Message No. 2 

YVRDP LQQ-1P KCONU YRJVE NDDGX )lHOGY NIBLF AZPGX TQDFV V'JZLV 
ZSBSA VLGLZ CLYBX MJYBW RYD'l.I QXWLli l!ZGZD QNPaf IPEMr "' XZAIG 

SHQ!.W WNYOI~ D'lFFB CBPVR TSlf.LU :OOHIE CQIFA GFNUE JPNSZ YD 

Message No. 3 
QBZAY RACLI FKX'm BRRJT KORAA LACCH ITIXE PGXJS NBQWQ Bl7tlFF 
MINNT OVRGI LSWC1/l YRNRV VPBGH XDIVN MFGUG POJRM VKHBX KEABG 
GYIZJ KRXZZ LlWED F'IV':CX SOEER FRMXV Ql3JFZ KGIMY Rin.!EN XSORM 
ZVllUI ZDAKP QmFX WWRB ovxwx FCQFF IWYI OGUNV 2l4BMO Q,SQLL 
FUlM' FVZJB TOVRI XEPUK :esgzH OTLXW EFKKV MRBKR GMDEY GAEXY 
WJOPL zrruwG DRROG SFJXQ FBJVP PGNYP XCZ1W lWRCH MZOSO IEQPG 
UWLZY UNAJY .AKQBX m•I:NC ZQHBB ~IBQZ EIMOV FOVHO KA 

Message No. 4 

XKOTI ANZUC lllOO'C TQJCJ BEBRR SOBMN IOJZJ SGQ,EX VGYHW RYDZI .,.. 

Message No. 5 

BLa:!E VRBTP SEFYY KUJHV ZGZOO XWRIE BTJXW KDKPL GLNlE Q,SUEE 
KHPOE VLQRS ovnx UKTNV FIEQL SHHTL KY f-

Message No. 6 e 
XGFFU FVRHT ~~ PCOBE DDBJZ MEURU aoon UlUYI XPCBH OIFBJ 
AHBQK UDZUZ DWIN MIPBB FXDlJr1 RSCZF I TAWS OFLZN NMJKR LQOSW 
BJVIB CRG 

4. Solve the first 100 letters of the first of the following crypto-
grams and recover all keys: 

Message No. l 

PHCOK nQAQL JQJOX GRXNE ~ KPRFY GXYGG OKAYG GJDJO XGBXQ 'roB IT 
NBQOZ TDKP"l UOODS ZLLQZ MAVPJ iUPilF MJBLR JXCED UTSWR QJCBJ 
YTYLO HYQXI RVORW BGSZC HZPPD XFRXB QOTDX OOZOR ODINV TVOQT 
ITVRV MAPMJ mnm.t OSWI DAAYZ DVQl{T BBGHH VOIUJC MOS(Jl QIWRQ 
TJRQK YHPBN FXEJE WQJUP TJXCH WIJMV RZ1Hl JCN 
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Message No. 2 

" PHCOK NQAQL JC¥l()X GRXNE WLL'l'N BWLLD KAGBJ BEHBR ENWJN AOPl'N 
YBSOI DXXDE mccm IRMDH PT.FQA AWOQ D'lWT WHQVP KSPLZ YLCET 
VZCKZ HLTDE JZRRT MUGBY AXKPI GFBNC G<Yl'VO XNC&J' WUDOY SCYFE 
WPmN 1WQTB CCCIX TOlDf XCGPP AWVXL NGIW ILKAI KFAPR IYO'm 
QAEPR 1UMQN SDGCR WAFAQ Glmlrl CT.BVQ KYGCL !DlZY RKULJ mGPD 
P:Fm!V XKNCU ODFOZ PmlE TSYIP NSVm MFXZV CMQT.B QTHIK CEDUT 
smr.v FDILK JUODF IILDQ BJLVG JPFBB HlUBK LACZF lWVKF INNIE 
ELXMG cpGfP RNVLY xu~ JY.CAO GUKVW BBJLT UORCJ WFXDO CRBMZ 
ZDZTD SCQPlrl lUFRN WJPOG DlCBJ BDBKO GAQlR nOET AUPm MOXEI 
ICYGF QSYAZ UWBST ABURO UIAXIi CLlllW KFBFV OXJTQ KPKLQ FPUGK 
PZKLV PQJVQ CZDDl XRKNV KQIBI 'WRCSF EVUJY WlllFN OUlZC KA*Z 
VKim BEBRG NEBQJt A.Y'VU) NMOTT !rXPSY SCEJK ZGMIY ATFKG BVLOY 
UXFPG DmQU DNELN XUCBS IJI! 

5· SoJ.ve the text of the first ot the following messages and recover 
-... all keys: 

Message No. l. 

QIJPQT Rqz.FS HVGDD QAPBG ZEUVM Qrn::M iMNYO llVD'I ZRTRQ GXP!N 
P.mOJ GWEPQ EKUFX LVZNB VlllKM DPZOT P.LWEN FSBJO KCDrl' DPQRM 

e NBNQL FSVXU UTDVZ K~QF ERUVJ UZXCB RKGNM BNQBS KCIDL ERBUA 
TDBGX JMQUI MRYSX SIM!N m:ztJL TFXDE VAJJU UMCSD BXXXX 

Message No. 2 

Qi'LTO BBlZJ WGFCT KSTVD T.BUUii BXTLP JAnV NQBKO IIDXY NCGUM 
WJOOM HBAXE lJlFYB SXKMO HQVSL URQlltl GRQaJ KERKll GFBKD ABZXS 
KVINY RBKIS GYAEX Q.lVXD KXFZE :umRY OYGAK AWTAN EL'FBE NLLYP 
WYDXG DXXXX 

Message No. 3 

JDGJM ZJ.OO{ AUQJV BINXK EVNLF BYAEX LVOUV ZSISF HVSHN znmu 
WNINZ AMlXN LVASQ ESLNR JKBNB LSJBZ EXRJZ ZVK'N OUAOX 

6. Message "B", belleved to be an isolog vi th Message "A", vas trans-
Ddtted in answer to a re~st tor a repetition. Determine the cause ot the 
cryptogra-phic errar invoJ.ved., soJ.ve the text, and recover all keys: 

Message "A" 

VVSIO PPXYD JJGCW (H4J'L lMX1H KXZYP PBSLX DIOAA XOMAL BMNZB 
S.1U.BN KL'& F1UIAO ATNDH PZUlD XXOOK NWZUG ~ OC¥JGO BXUCK 
zwcm NUFFN sc 

Message ''B" 

VlYPL ACJI.J{ OBDCT FlJXVW GJ.Atll IXATX ZQOO!{ XD'lZA ZFUEI 'NCOPl' 
NFUOS RVJIK WIYXH ABSIJ SIT.NX PR1D4 SOGDR BJCAJT HQEIJ JGGPC 
PSZWU ~NQf OP 
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G. Repeating-key systems with unrelated alphabets 
(embracing Chapter X) 

Solve the f'olloving cryptogram and recover all keys: 

SLAFI ITGSD WLICX ZMAXT ADRLS 'JMXXL ZYPTY MHCOA 
LDFIU JOBOR PZPNY EIWRN MRVOP NXOSN ZRXAQ JO'IMR 
.AIWO BOITQ PDRLI cxzco LCSWB El.WRN MINXM XXOZI 
JJICX mTDB RKPBP LCYSU NWHPZ KEBNL NLSBT IUJOB 
WBFTG Nz.BRA XJNCI OBWSA G.AMFP CXPIT IETAA GXDNX 
LRMLR SGEOO PWRMH COAXO ARRLL WZZIV COTTC IMIUJ 
NLNQI FIJPB QAXTP OMINX XKNIU JOOXI SWLCC PJJRL 
ZBAPL UPNLD BARKN IJZFNA CNLJR LHAGT YDTYS 

XOAIA 
HTLWR 
ARTDZ 
WRJJS 
SLAFI 
NAIYV 
liEOilB 

2. The eneD\Y is using the system illustrated in par. 75 of the text. 
Solve the follOWing naval intercept and recover the order of' strips used in 
the encryption: 

NPYGN DVIWR PSCFD nRGU JEQAS JNYMQ AJUSX XI.:Wi ESFFO OAOIN 
YUIAN VARZ.B ICDDL BRGCN HAWSS XEZFN CMMJE DVFNK NVMGA UALJD 
DLICA IKLOM BNSAS JNYMA BRISN GZKFL RTRZV TJPGZ QOLDO GAINO 
xcaru JEGPN HEWI OLDOC YZKOJ HTKPS XEZFN NQGGA H'lKPL WWDSN 
DZKOT QENH ODYMR NGSDO GWWPV AXSSP NTUUX YDHMM TTDOI QXXOR 
Pna>Q OEFAN J1MJP TTXXX 

3· The ene~ is still using the system illustrated in par. 75 of the 
text. The following cryptogram, intercepted on an administrative net 1 is 
suspected of' beginning with a stereotype; solve 1 t and recover the order of 
strips used in the encryption: 

KURGD WFFMH ZOKUN AWYET JK'roL MGMMT SVK.~ XUDLO XUEJU LOPI'X 
.MTGBU DFKSI IYKQY XJKUV MTLSX KEYDH UBEJU LOPTR UDDYU LJYSC 

4. The enemy is still us~ng the system illustrated in par. 75 of the 
text. The following air intercept is suspected of containing the probable 
word BOMBERS; solve it and recover the order of strips used in the encryp­
tion: 

XJOAK SIYOH XBSVJ OVERK MAUWB 
RGEMT BOJJY NOUKZ 'JfCMP KPSAC 
WAENZ FYNSV S'ruED OYFNI 

LEMDT SYNTQ CGUJT BXYJQ VNPSE 
WAZ.RA PSYOP SJOED CGFJX KPSAC 

5. The following cryptogram was enciphered by means of the device 
illustrated in Fig. 84 in the text. Recover the plain text of the message, 
and establish the numerical key for the order of' strips. 

IFCIM DOBKB YJV AV UBORU BDOME 
ZCJUE MSQ.EM HEBSA LVUKB XOUKE 
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6. The following five messages, intercepted on 1.6 December, were en-
ciphered with tbe Aggressor ZEN-4o cipher uach1ne described in par. 77 of 
the text • Sol.ve the messages, and submit the plain text to Message No. 5. 

.,_ 

Message No. 1 

·- BABAX HYNVG RCWTL BCISU JFSVX BJZEW HYQTr MPPBR VMAUN XMZXX 
RRZFW BMKCE .AJGAJ TAIBI DXZKC D.BSIP GGDCT AXG8S MNMTD WMZBR 
tiiCZP QBNNP PPFHO MDTL1) IUXBC VDVGT MCWUP ERNDR BYJUF TRJNZ 
DDTnl HBDVE MVXQR IMUKSZ QDZYO BPRYX GHZAN MYBIG BCPSP GPZ.IM. 
QTPPW JCUSS MLZVZ GiUCB XOBAX .RKZRZ ZBJIN BPZVZ GICQlf XOINL 
LLSRW DBJVN XSUJZ BUKSZ QLOOG LX'lWP HMKRA URNZC QYABX TRIBQ 
I.r.mK MAn1P BDGTD BJIMI) VCKZZ NBRHT KWZGP IYWO lWNJF WBZIR 
DlZYU GDZAS li'01VY FDMl1 JCPAO XKLQG VAf;&A Pl.'XNG B8KJD DCFVC 
XZGMD 

Message No. 2 

VEVEX OSELD LVQUX H!VGG GKMIT IBSUJ FSVXG LGBUR YPXN.F .PGmQ 
NEIHI 

Message No. 3 

JUJUX LHCIB UYCHT LOJ'ZH VJYLV AUVWT WSYLV OTLDA CXWRO MRQDN 
PPPFH a.mTL DCLJS NLXSI YVA'lM. FBDNI BQIBX TQDYB LHDVQ GLTBK e Message No. 4 

PEPEX GTDHJ EMNXN ZXUIL 'M<MY IMMUV W1VSY LBOPN n:RTJ V'11'JA 
~NMV VVOAY KQYKV FZXLP GKKZB JamN LAG.AM MZLWZ DHGEH 

Message No. 5 

NON OX LUAFfl, IBVSN mMZ QRNI EAPOI RPJDX NKGWO QJDBC iUROB 
MLCHB 
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7. Solution of ZEN-4o traffic for 17 December yielded the DBtrix 
given below. In this DBtrix, Alphabet 1 is the alphabet used to encipher 
the 1st, 26th, 51st, ••• letters of each BABAX message of the day. Using 
the DBtrix below, complete the matrix for 16 December, and show the plug­
ging for 17 December in terms of the matrix for the 16th. 

1 2 3 4 56 7 8 910111213141516171819 202122232425 

AP PPLIRI YTLUMFYXY WY MDY 
BX IP YMIW XPIL Q UP 
CFWIQY U TI Y IDL PF U 
DHE 8 Z SSN C 8 ZNJGAJ 
IQDX XRTX FI LWUFUQQIPUXIL 
FC GOGG E B KAINVVJC K 
GMMFRFFW MX MR W D U 
BDQ RLL UURFIXLIL MIY 
I CBKAVABCENHCJBBK EKHVE 
JULL M RPT IU TF DTTD 
K I RFT WIURI F 
L JJ AHBS SOAESHCHBN SZOB 
MGGN JNBGNZ VAZOZGSNH ABO 
NYTMTU MUQMQIDTRXF LMDXRQW 
0 X F Q RWQLXWPPMPRYUUQ LM 
PA AAB Z ZJ OOBO ZCB SVB 
QBH C OS NON EBB 0 N 
RSS GHEAOSJHVKVNS OGKZVN 
SRR DWYQLRLDDTL RTDM LPM 
T N N ZEZC AJSNK S J JJZ 
UJZV N CNHH A EJE KOOECBG 
V YU I X RMR FF RIP 
W C S G OB OE K AG ZB 
XBOEZE EVG 0 RBNA NE 
YNV CSB A C A AO A H A 
Z U X TPTDPM M M PDR LWT 

8. a. On 18 December there was intercepted the following Aggressor 
message, -suspected to begin vi th the words REQUliBT CONCURRENCE. Solve the 
text, and recover the plugging in terms of the matrix for 16 December. 

BABAX SOOJS QIK'IW KVIIV ETB'I' 
URQRC FAQIF RQSKV OBZBV RQHIJ 
CUSHN 

KYEQB ZSSGD RIMQX ICRUQ XVUVV 
msxT VMSLS TRSKI DRHIY CUUHZ 

b. On 19 December the Aggressor massage given below vas intercepted. 
It is -suspected that the message has a stereotyped beginning of' the form. 
''TO Ca.sMANDING OFFICER (number) RliGIMENT", where the regiment involved is 
one of' the first 20 regiments, trom FIRST to 'lWENTIETH inclusive. First 
determine the correct f'ull crib, then solve the remainder of the plain text, 
and recover the plugging in terms of the matrix for 16 December. 

KIKIX ZNDID .AYVNM OFNAW NIOVN VGCNO BZLJW JCIZE XHIES VBOVA 
NBFJD IZUPM AIGWY CHIGW NZOIS AmfJG SFUBT BXKPO OINPV EPK'1W 
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9· The follcnrins begiDDinga of 35 •ssapa, intercepted on a41111niatra-
tive nets, han been encryptecl with a c011plex cipher -.chine which generates 

.. a large nUJDber of alpbabeta • It is furthermore known tbat an eucipherecl 
word spacer ia used in the cr,-ptos;yatem. Since the •••ases bore identical 
indicators, it ia aasu.cl tbat the •••ages are in tl.uah &lpth; the repeti-
tive pheDOJII8D& confirm this conJecture. Solve as JllUCh of the texts as •Y 
be Decesaary in order to reacl the plain text of the first tift ••sap 
beginnings, and aubmi t the plain text of these fin beginniap. 

(1) WJWHZ K~ MAJAD 1iWYLD ISDAH MICXE ••• 
(2) CLCCY IULPB OLUN OIAVI .LCU4E JLXUU ••• 
(3) FAODB QVSQE DCWKP 2.DEXQ KQOGC LGYQZ ••• 
(4) NWOAE KE.rlK QSI're REKFG SJDJE WXIIZ ••• 
(5) CLODE WHOQE WHZFP BEQEP FVDDK XHFJJ ••• 
(6) RVMSS WXL'IZ XHHVQ WIBFQ OGMJX WLMEC ••• 
(7) AFGKD ZFOQX GLVTE OZFBB PCQPF NAFSL ••• 
(8) NWSSE HYJ'JK QEVZQ EEZJD NRDliF IEFLJ ••• 
(9) UQVKD GXTFW IAMTR KJS'ID TNONF KNXWP •• • 

=- (10) CLZAE QRLVS CQPDV ADQXK PFSZH NOMII ••• 
(11) NWKWY GRTSE PQCXQ WIBFB PGBGG JW'RXI ••• 
(12) I1MMX ZEUBE XBZFP NWZEH NMSAH AVFTV ••• 
(J.3) VODUB WSE'ro MIJrl're JCGYN PSNQY MDFAJ ••• 
(14) QLDZK WXBFK X&WEX BHZYU PUQVK O.NMHF. • • 
(15) UQJSD LRLJR BEEYN OBEQR USDZR .ARNR. • • e (16) YQAYG WHJFK XSMCQ UEZDP LLRGR JVXLF ••• 
(17) CLKAG KFFSP ~YF CJlHSQ WUKKD KDBEJ ••• 
(18) ZJULY ZFFRN CBPAR UMLAD MSDZR AWBJW ••• 
(19) I GYm ZEJ'IK QSCJP WASBU VRYGY WTVJW ••• 
(20) CLODE ZVFHE DHVKD DAZPD YSLCX ALYIE ••• 
(21) FKZDP WTFO EQSVX BZZYE Pl'COZ I!DGM ••• 
(22) I~ HXDKX QPVGF OA'l»l WQBL JLXMT ••• 
(23) GLJGV NFDNN OEVVX BMKQU TPFGN 111K2'M ••• 
(24) PLNAE GHMDD CQMBM AJZJJ PnlNF AMFMQ ••• 
(25) OWDE GMLVR KGHAC DYLXN PUlFX LWWS ••• 
(26) RJDBZ JVFHE MIMlf IXXXQ QOIOX .AOBSZ ••• 
(27) NWWY MMBFT ISQ'lM UCVXB YBYOL CERPY •• • 
(28) YRMDN FURFR HBCFN JCGYN PBOEL IEKWM ••• 
(29) VHNZN LRJUP DQFUP BEVYN KRDIZ ALYIE ••• 
(30) ULJSS WXLRK Q,iWEO NXQJO KEQGE KIMIL •• • 
(31) CLCCU IVJ'!K QEVJD UCQCH WQ,SOF AL'BHJ ••• 
(32) YLYDE WCMYD ZPEAN NCSFR NRMAF ADPSD ••• 
(33) I!IMSD XHTFK XSGW OFSSR Th'RMD TISWT ••• 
(34) CLHMB TVFHE KCJU)H NIIlSD PGBGG MCC.AF ••• 
(35) ZJUJZ VVMXT HFVHN UEAHR ENIOY JVDA.J ••• 
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10. Solve the following isologs which were enciphered with two dif-
ferent groups of' random, unrelated alphabets. 

"=' 
Message "A" 

JLRAZ HGZMZ GZLNW UJCMY YPRNB HJCZJ TGMVI IDBMZ GDROS WYZYL 
UGMl HHLGA HVLIF QJ4MSJ OO'DV UMHOY UGUPA SDZMN LLZOX mBBH ..... 
LLB~ uouzx OVYCB TBRQG IlmJI QLEDL D'mVI :K!ZYR WGCZJ TPD.m 
TGYHN DllJSJ OO'QG UJFSB BMRIS UVPFI DHFGG DKLVG VWCDL XULVL 
LPRFJ DiKDR VPHQX NVBPB TGBQX LHTQY OGLZI TPCOY UDZMN BVCZJ 
TPLVG WCDL XULVL LPRFJ iWMMV ULLIV LMMDU 

Message ''B" 

AJWGX HMUDF ZITOS BXFHO A.JlQi JRIJ:UM ISSRP P!JDF ZPMAA USDRJ 
WBJOB JZFBJ NDRSF LIXCN PQYSB BIQJO WBOER UNDEW TJCNU PMJEY 
XHNMA BKMZH SHTSM OSBXD lDlAP LNKWR PUMJD XODRL HBUFJ OABJR 
ISXVQ OYACN PQXMC ~ v~ SDAKO HBNIS OAMVD OFZSV VRVNJ 
RJMTJ HOIMP JGTFU KHJAB IRNMO FLITO SBXFll OATOQ MLCHQ HHHON <: 

IETJC NUFMJ EXXBN MABKM ZHSBL RNMZB XQXSQ 

H. Po~ihabetic bipartite slstems ~ 

embracing Chapter XI) 

1. Solve the following naval intercept and recover all keys: e 
42570 87490 95477 48668 61622 39542 82230 62423 81187 80647 
05230 53574 53620 99181 96693 63528 4o630 99160 06107 98660 
50105 88197 41230 48659 42630 87445 91677 63560 97500 99167 
42290 97123 53470 97495 96672 98114 62922 99567 01177 80960 
57187 37li62 01233 68168 60922 49241 32233 48178 67101 43645 
91580 6o410 61421 89267 45692 53lt60 53527 90492 92471 83978 
81637 37645 42170 93679 53907 88142 82292 92978 57130 68680 
97183 58110 57131 8848o 42430 8o910 81100 68435 41433 48574 
87535 33147 47193 48574 5048o 99597 42290 97123 41525 89535 

2. The enemy has been using a Nihilist system with keys up to 30 
dinomes in length. Solve the following cryptogram and recover all keys: 

93394 87876 86m 84454 68773 43853 37845 08695 57579 56955 
77587 57665 65766 68933 65333 98678 58853 05394 68288 66785 
69576 77676 6o656 72236 73597 17530 85645 84687 78849 95767 
66687 85644 22578 65978 63486 76539 34596 78569 87477 57760 -35674 56695 

!'. 
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3· The enemy bas been using a Nihilist system. vi th keys up to 30 
d1nomes in J.ength. Solve the following cryptogram and recover all keys: 

0 -
63268 63767 56475 962JR3 5771K 96467 57697 84867 64445 56868 
79472 6!1257 58857 7571K 47886 028116 !12556 86889 59294 94448 
58547 64837 38558 83759 83457 74877 60454 94455 38757 94737 
576B7 82936 55625 93855 88375 96367 

4. Solve the following modified Nihilist cryptogram and recover all 
keys: 

832la6 05488 84539 73862 89553 06393 55595 49672 56937 70389 
57266 35454 28529 96432 86566 49965 48249 56530 B27o6 22494 
4o748 68746 525!12 64o54 96662 65346 93678 43822 54346 05687 
021!47 54o03 97845 92482 34298 38884 64555 79258 74665 25la67 
60560 89253 55770 26663 28459 4la627 56669 32287 38847 88470 
24525 72873 96666 47538 85668 la2656 72265 78278 62538 74673 

5· Solve the following cryptogram and recover all keys: 

33946 34720 30519 60051 98505 18766 68363 13446 11034 24487 
43001 08449 10965 73429 14o79 94858 12054 1a6o28 23067 21523 
68145 63189 13081 78172 69221 61545 66734 15207 67159 73220 

e 63929 26027 13021 79484 41305 91507 70484 34528 88869 33879 
05782 36825 35899 1.2220 30519 60070 o4o47 48571 75963 28110 
61869 49375 48519 03543 18312 48oll 8o561 Bll682 82567 31822 
07<>43 74312 31503 18o24 57114 65478 54187 92849 15932 98883 
61534 oo442 66019 18870 27019 05357 11000 o84o2 13714 65877 
65543 54734 17576 21025 67679 36527 

6. The eneiD\Y has been using additive keys between 10 and 15 d1nomes 
in length. Solve the following cryptogram and recover all keys: 

41701 76725 
I 

4la674 07405 73556 78118 90597 8o721 11075 20130 
44o7o 25691 38221 74357 41983 47929 76449 79603 81<>68 67168 
88J.31 647116 13517 82913 34o54 26556 55147 24625 81214 4J.J.61 
85161 64265 524ll4 10859 2614o 09007 30162 8o943 .51308 9i223 
82063 23909 49259 81522 88332 66564 42467 65353 28283 31732 
41369 62001 41877 26016 31652 83974 49685 19972 24556 31686 
33374 28227 58287 09810 141183 19072 786ll 96722 92264 43729 

.. 
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1· The following cryptograms were enciphered vi th the syllabary square 
and coordinates illustrated in Fig. 101, in conjunction With an 8-digit cy-
c1ic additive. Recover the additive sequence and subudt the plain text to <. 

Message "B". Message "A" 
48899 07938 73675 71360 81t873 89386 61t896 88197 16112 18273 ..s. 
27121 58559 75870 07395 02602 061.64 90489 50257 82679 36670 
87024 65598 02o48 96126 29260 58888 35487 93830 03870 11229 
904<>3 64396 00513 24993 90042 . 99335 26664 31733 62682 39555 
46551 11353 99893 17191 95025 06467 34930 20978 23039 07938 
73675 71320 61649 07032 64385 8o873 50887 70293 46581 448o2 
81903 48177 02934 658o5 88077 21821 73280 34678 73219 21686 
45380 50580 81159 80250 17658 73178 72645 96085 70819 32310 
73o68 64986 57971 05781 82106 68263 58280 60060 18621 06536 
90431 18057 02114 76042 21162 72308 43357 67063 44751 o84o2 
10375 72305 88883 54879 38300 38727 93376 74o7J. 82458 94298 
87003 77287 38468 43081 34106 98502 13539 08931 82139 38387 
89467 44502 70950 21671 04184 69386 86305 59502 o4937 20804 
01353 038o9 24450 98972 73325 56397 89059 08704 59329 29691 
55138 921t26 5713 

Message ''B n =-

81353 22816 57772 73178 o4781 22866 57J.39 98610 17629 97875 e 634o8 95064 23648 95982 87045 93253 48o75 50291 17656 93882 
31805 1754<> 94476 14127 93489 81290 07870 27002 53762 98286 
76412 34802 28230 o8l.30 89135 39089 39433 84675 59207 048o2 
04896 12445 1194o 27364 32494 99672 87448 94490 47874 00813 
78771 06628 21246 09963 93o65 20o81 30895 38693 55109 23415 
2657 

8. Reconstruct the plain text of the following cryptogram. which was 
enciphered With the syllabary square illustrated in Fig. 101 (but with un-
known coordinates) and then superenciphered by a 14-digit cyclic additive. 

31902 31274 82175 89569 65675 15668 75529 25950 10946 17039 
83832 28419 22846 12476 33212 61108 83508 57574 12844 66610 
871.61 25950 10946 17039 83207 95647 32733 30521 24170 24888 
57839 48195 20141 46533 90793 98679 64778 33618 74115 4o805 
96898 72lf-18 8laq.q. 99243 11835 35742 37046 68622 22072 36790 
79473 30712 89957 12161 69125 83716 59734 26505 30795 67541 
94899 03095 69577 03666 86222 20723 67903 93911 84761 39576 
94702 90888 60556 88332 49551 86531 72200 59895 12496 632lt8 
88578 30390 32760 62021 00245 57304 24575 2642lf. 25132 03929 .. 
90781 60201 26684 82317 o8468 21789 

.. 
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I. Monome-dinome Bl!tems with clc1ic additives 
(embracing Chapter XII) 

1. The two messages below are known to have been enciphered by addi-
tives from 25 to 30 digits in length. Determine the correct period., showing 

.:>· the S I.e. calculation for Message "A" confirmi.ng this period; solve the 
texts of the messages 1 and recover all keys. 

Message "A" 

84487 87282 <>4146 75217 38872 14493 48491 98o22 66292 72796 
57822 89370 89441 29688 21057 63760 81858 87270 77563 11717 
45185 32991 38991 27876 85455 89707 98551 79260 18477 <>4156 
42238 92763 13007 29821 29865 41224 96608 23650 21522 13303 
56213 62296 47851 87451 08789 64230 16170 41467 58411 52182 
26752 51998 16o69 66165 73132 17099 93798 91136 25234 50910 
ll4o9 54636 07197 6o622 16298 73650 41787 69808 39722 4oo48 
17891 SIJ62l 91619 34838 98027 7474o 83381 16056 28812 23915 
29775 84939 27100 

Message "B" 

84487 87282 04938 25598 73900 69841 25792 8o222 47713 57518 
59016 62199 ooo8o 68230 71089 o6697 888o6 38956 57o64 43825 

e 6o485 72022 25611 53698 86323 84o89 67385 75133 33476 6o4o6 
22315 76795 17105 96601 05569 68418 14610 51555 25803 96308 
86942 55636 53951 74757 70919 35959 16728 64549 55272 794<>2 
16164 8ooo8 15348 07517 3581.6 996~ 33955 87698 005~ 92835 
83375 87020 07391 42oo4 178o2 79560 

2. The following two cryptograms have been enciphered at different 
starting points along a keying cycle ot 30 digits. Deterudne their correct 
superimpos1tions 1 showing the \I.e. calculation confirming the superim-
position; solve the texts of the messages 1 and recover all keys. 

Message "A" 
03743 23504 4188o 60428 72230 85539 28370 91035 63687 87570 
62628 32223 28o57 54179 o6716 45449 91478 55296 93221 76728 
588o7 00025 45627 34192 03601 4~35 19427 65545 51327 86123 
43370 23577 6o691 96078 77774 30o63 03601 4o575 79115 67575 
55319 53092 53870 3o673 08851 56493 66979 65219 39986 79520 
39188 66436 01472 24218 84817 90529 53077 96644 48378 32813 
03686 94472 642o6 53810 87972 35079 18oll 85370 44623 16939 
41326 35723 55122 64751 14346 90574 39628 48o71 23935 79535 
53213 4o570 91224 86170 35622 23097 
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Message "B" 

94786 26566 74745 13124 25735 85238 06054 84966 33700 932TI 
65149 381.62 41295 16782 448o9 95282 46710 32147 99107 28225 
52311 37185 42315 36418 97919 01081 97692 98467 55856 44719 
15211 9181.9 75499 60214 80712 52114 84526 27329 53344 70773 
66720 86216 46729 12765 93215 14484 41702 66214 45327 28023 
2~ 73284 62780 38261 50620 85144 06884 25715 94069 32701 
26603 86961 05753 61943 93390 96466 91351 94269 24200 78282 
IJ.9315 95290 38419 25789 94953 69657 60359 48o19 97205 66882 
69293 15334 4o512 03466 55228 89225 50349 56583 54701 56520 
4o206 08318 64226 633lf2 971too 

3· The ene~ bas been using a fixed monome-dinome matrix with invari-
ant coordinates, in conJunction with additives varying from 4o to 50 digits 
in ~ene;th. The matrix recovered cryptanaly-tically is the following: 

Sol.ve the message given below and recover all keys. 

66027 7891fo 97324 2144o 23195 
62482 703~ 94341J. 33432 714o2 
31011 80794 65391 3144o 23195 
38360 76728 24738 57063 44825 
28337 90688 34ooo 

80287 74318 97991 87472 64536 
33739 14670 24684 23660 03738 
85386 44273 00065 36030 6964o 
8o146 37183 o4625 o6298 90308 

4. Tbe ene~ is still using the same matrix and coordinates as in 
Problem 31 in conjunction with additive sequences trom 4o to 50 digits long. 
Solve the following message 1 suspected of beginning vi th the ward CRUISER 1 

and recover all keys. 

93292 01369 93997 43850 62253 
31798 91654 37776 59676 8o4o3 
87970 09926 15610 05528 69000 

5· The eneJQ" is still using the same matrix and coordinates as in 
Prob1em 3. Solve the foll.oving messages 1 suspected of being isologs, and 
recover all keys. 

Message "A 11 

00589 93906 44731 02895 14974 86TIO 94330 65158 76009 35134 
64211 2411H5 53648 38207 47076 8oTI9 18433 14330 15794 6J.l94 
Oo653 43552 02359 76862 75391 TI195 928o5 95211. 52602 15218 
35866 76686 32078 

COD~ 696 

~ 

il' 

.! 
> ,. 



REF ID:A64556 

CON!'mEM'DUI 

DO NOT WRITE ON THIS PAGE 

Message "B" 
:: 88103 35902 64351 644ll 96llO 20532 10338 2~918 52867 71752 

866r;n 8214o 33028 76681 65830 46917 92435 5 570 39936 25576 
88415 87752 643ll 72024 33515 31571 14405 1l2r:T{ 50288 99870 
170<>4 32486 70016 

6. The eneJ.DiY is still using the same matrix given in Problem 3, but 
with a different set of coordinates; the additive sequence employed is be-
tween 4o and 50 digits long. Solve the following- message, suspected of be-
ginning with the words OPERATION ORDER NUMBER ••• , and recover all keys. 

47638 41814 61394 73436 32874 73183 85963 09141 76547 48496 
16123 83156 86132 33484 61786 23631 47928 96068 81916 16901 
49393 18089 Jw5814 35713 87787 47164 09849 77645 47059 44252 
28921 66842 71380 05418 13129 89418 17613 68047 81965 19893 
93236 64377 44711 17234 97566 630llt. 93938 lt.7579 llt.393 23664 

1· Message "B" 1 believed to be an isolog with Message "A", vas trans-
mitted in answer to a request for a repetition • Determine the cause of the .... 
cryptographic error involved, solve the text, and recover all keys. 

Message "A" 

e 63894 47107 17679 77442 67018 708o0 79179 41870 32254 87525 
35339 51157 41925 46798 78875 68333 05065 83285 68566 57326 
61071 19254 67lt.73 42590 41789 66159 39367 03463 29122 72492 
47547 74734 24341 74<>24 22322 

Message "B" 
63894 45343 34582 39205 94105 92663 24o75 85451 87151 75385 
15937 47196 213ll 44757 18263 62293 ~5451 87151 3lt.924 515lt-1 
48372 75m 74154 68233 35283 o4690 23921 558o3 69516 623ll 
66531 78633 03533 64961t. . 41312 

8. Solve the following isol.ogs 1 suspected of beginning w1 th the word 
M0'V1MENT 1 and recover aJ.l keys. 

Message "A 11 

64o58 08567 87669 38948 olt-171 80250 87539 54997 46629 212llt. 
64926 91576 59201 87442 46214 04108 1.8878 3565lt. 37975 83884 
63694 78844 89271 675ll 83412 51459 42789 72720 o6899 78739 

• 60668 88220 52368 76318 04526 47579 09590 68510 37191 68642 
56528 37848 15155 06817 12852 4o390 38535 59012 34ol.6 29356 

• 97873 96o66 55439 45374 90712 05710 02250 
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Message "B" 

90657 24475 37594 20789 06683 56543 79750 98245 14974 23036 
64352 51492 4o05J. 70934 20316 55374 47160 57798 62743 18386 ~ 

45894 ll4o4 71862 425o4 32696 61600 69318 01942 10224 55564 l084o 08263 18350 35493 03875 65989 2~17 21449 59305 Oll29 
39078 55068 19if,ll 05076 20351 75218 79550 61775 27938 4o799 
45556 41084 77433 71973 16620 55645 94090 

.:. 

J. Periodic difi!:&~hic szstems i miscellaneous 
EOlyalphabetic szstems 

(embracing Chapters XIII and XIV) 

1. Solve the following cryptogram and recover all keys: 

IQJ'NP QJHSI FAYTI UVMOD DLRFI Q,CiWY JUPYY JEOSL JUPYY EOOUV 
BFDQE BMTBK .ARZDD KLJUV GLHLT YNEK MCM;Y RMIJHE QBDVQ LWGKU 
KMWZ WVRTL FSRRY Q,SIUW :NZUG UUYUK UZQUY WDSM AZLBR QiSKS 
FEGRY QPIUW FWZBZ TEBFS PQZRY SOHCL RYCEI KWSIE FAGPW NDQM( 
AQ,YYY FWVNB DmQN WJKHR JUKUP IWKQQ NSQBN WMrlRP FSRCD F'l!BUW 
JUNCI HMru SLAGR UHBUW PWZRJ XUKHE BPZDR UJESR QBIWK PDOFC 
PQDLS UOWL XTIEE BMTJR TQKDA SOUIO AOSFN LVUEU IYAKO ZBUPE 

::-, 

JBYYG QHNTO KUVDI lBJGX IUHHG NZZFU EIYDQ BUOVF LKE.NN SMRSY ?" 

TUQBN W!6lRR ELYHA .AMRSR QBlWK PBHEN SLPIP Q,SRHR KNCEI KBJGX 
NAVH ZLCVB FmRY QPYUW FWWOP YMKNV DOOKG JHOHM e 

2. a. The enemy bas been using a cryptosystem involving a multiplicity 
or Playtair squares. Solve the :first five of' the following message beginnings: 

(1) GESKA KLTSF BDNSO QDUPD ••• (26) ZKBTL SRE'l'C NLnJV KLCUD ••• 
(2) BRMKK SRXXV ZSUTV PUDYL ••• (27) URMVK TYMFH ISKPB NMDKA ••• 
(3) ACQMQ NSFHC ISDBS LPU1M. • • (28) DPMVE QDIRH FHISC 'IWCGA ••• 
(4) BGQPL XIOSF HZEAN LDAIIl ••• (29) ZKBTL SDIRH FHISV KLCUD ••• 
(5) AHSKD mzQF XMILZ ODAIJW ••• (30) mxBX EXOO' LSVTL YRHRK. • • 
(6) CYIFH BZQUL TDBNO ACPZP ••• (31) IDXBX EXlZP PUULL IZWMD ••• 
(7) BRGIJ!: OKRRY CIXER RONFP ••• ( 32) • Q,CETE LONTD SVGNK EZWDP ••• 
(8) SlaPH LYSID IC.Aal OQXIU ••• (33) QCQOE DLELF HCPVV PAEKP ••• 
(9) KSTNG XHZYS BDOAA alOCR ••• (34) mQOG CRTSF OVSPU LHRSF ••• 

(10) KS'l'NI XMZSF PILNF TUIIR ••• (35) CGNGX ZRTSF XPUWI SFWI ••• 
(ll) smTL NGKLT VIULR ESAVG ••• (36) STBHX RDELY BPPON LZXIU ••• 
(12) STEGO BAXHF TDSNC HPDTR. • • (37) STVGK ZRTFU YDZHS LPUCR ••• 
(13) ZKLSK TLYED PBWCI UAFMT ••• (38) HITSQ KDIDI LlVAE WRVIU ••• 
(14) .EHmQ NSFUB LNF'ru LOOSA ••• (39) SKYVT ZFVTD HCCWI SQAKA. • • 
(15) S'lZOK TGBIF VFGXI VFSER ••• (4o) W'IDIH RX'roV DTNYL IIVNG ••• 
(16) IWP~ RXRLE FTKRS PHRCS ••• (41) HKHSK SAKLT SDKUM LRHRU. • • .. ~ 
(17) WPREF XMDXR LTCIH MLACR. • • (42) CQE'ID NP}IXI HFIZO ZRVIU ••• 
(18) WPREF XMZVF ISKUO .A.AS)IE ••• (43) BPKCR TSFOV EOUIY SWTDA ••• 
(19) BRMEZ XZWPZ NBL'l'C IHMIE ••• (44) QPQER 'lSFDE TIJICV QAQRC. •• e. 
(20) STLOX YX'I!« ESVBG EVRQ;Z.. •. (45) GCPTZ. XMFMF LZUKL IERPC. • • 
(21) STQAZ QYSBC ZPFOU LRDIF ••• (46} IDMYQ KTU« 1nolCM HTOAP ••• 
(22) ~QE LID'l'.[. ISKUE KZWGA ••• (47) moBA IRQET DNPOB EPDOG. • • 
(23) DRSBZ QYSDE OTOVD UHRDE ••• (48) .HNZOX q.rycz ESULR HITKD ••• 
(24) GWQHY ZSFEV XLZHD USKFA ••• (49) mmu NELDH FTKUR EKEAF. •• 
(25) CQE'lU ImrlXI LZUKO VlllUD ••• (50) QSHKR KRQET DLBUO AAS!m ••• 
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b. Reconstruct the method of' square generation employed in Problem 
2!_, above, and solve the plain text of' the following message: 

!' 

GESKA KLTSF BDli)O QDUPD VAEPY HVEEI DlLEA HA~ VHRYD T'"~O'l'U 

- 3· The two following messages, known to be isologs, exhibit rather 
incongruous phenomeDS.. Determine the nature of the general system in both 
cases, submit the plain text of' the first 100 letters, and recover all key 
words. 

Message 11 A 11 

Ili01 HYOCF liDEYN DHCHH FEKBB CEDTQ DVHKQ SAY're PEIYT YEITN 
AEKDK KMQGI PBYRL IHVFB CYQHG LCLQX .ACCNB .AEOOM IBR'ro YTDTN 
PBMUL LIITE DHRN DHMDL ESMQT SYPOG HLCZI DSOPL IHCVIi ICLBT 
RDITI AHVFB Tl.BDP IALQL DHITL IDAFN KMQGI AHQHG GAHGL Vl«DB 
.ACKDH ~ DVHIF YTDTN HCMZC OZPFL FGKBD DVHIB MYEGF EAHGH 
LKHYC RYKDN YQXTL FEYRL IHVFB CYYQG PIEHF LKHTL HCQYT EQHTL 
YNOCD DXAHP CICSC VD6KP BPHBL CEDDD HCQEH LKHIP GXHTL YNMFK 
BPHBL HCMLP 'nXDF GCGUG XXP.HT MKOCD ClJ.vlQP E~O TLCVN RZCKF 
MDGAL VTHTQ SAITE DHR'lW XPOKL OSHIC HlDXL ClviDEL QIFOQ SANGX 
QEIAC QNOCD CDI'IM MKXIF PEKDF VTH'll:: VEBWB EFAHG VUAPK FEKBG 

' CFQIC OHQHG LCOVX QED1M !CITE 

e Mess~e 11B" 

CPOOD UAJMF FEM'1'l' KWJCF ELGDG TAQFH UZEVD MCMCK .AGMEZ DOMZG 
SHZFC ZMGDS MUKUS VWHUT GSRLF BGCIS CHJKG AKQDl CZZUT DUQZG 
DUOFS OOMBP CPZZD C:ruDA .AGCBR USUNF UHOBM CEONC SFCOT KY.ASR 
WSMDT VKHUT ON~Q COCUA TFMZA OUWCG ZMGDS AERSD USGSV WKMTG 
SGZFF CPOOD UWZVD DUQZG KTOEE Gl!X:LS QBGMO UWZVT SZKKP AVGCF 
'F'lJI.A£ USZMO LUMAC CSKZA VWliDT HBBXF ODVCZ MUZSC KGZNU LSZ'ro 
UCJIB m'CY BCJMK FZTAY BFGES HHQOB VGENF FZZSM ROZMV XXCYM 
BFGES rl.'CNO UllaZ CSYZQ LVJDU MBJYD D'R:BN lMOZR OFCGG SZOVB 
KUWGV BZZW TSMBU CPZZD LFOZS AZZCE PKFAO HFY~ WLQBD GVGRS 
TDBGT FCJDQ DKMBA PWDED miMZ BZZLV OXPEG SEFAD ZHYEU ESGDD 
NKZGD AERHQ FGCIS T"dQBA DSM!W 

4. Solve the following cryptogram and recover all keys: 

PBTDF RBMFR EKIFS BBGCQ AOACH GIQAG .ASNGD OGUND CKCON REBUR 
oo..xD RPADS .EELLD .NPXCL BATFE VADCD NSB~ IOACC SULNE WKMQ 
IUVIN REFQO OTCON FTRUO LQUGS ENUPD NUFMM EEFLX OQTPD STCKD 
ITHMT NEFLE DNFLH SU'lm IWBET umRH rlORPA ESHGZ EmYD NECRD • DPPCK IWBQD PUBPA ESFQR UAAEX TIBQD HACBU UBTRD R'ruRN PC'n.te 
ESFAI 
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5· Solve the followJ.ng cryptogram. and recover all keys: 

BFSQQ PUXGO AOEID MGUTL NOKTX PEOFZ ATDCE JQKNX YBRRE RFLKH 
DIXYH KVSIO YWXEQ SJPYT GTKBO HMIUT GCISC W.AEQE IJJKM XWUCR 
ERHSQ OEOJM DXGOA OEIDE DFOUY RFSQS TFMC EQSPI VXPSO SEKFK 
FFLRS RVYUQ VEOAE HAEQE AAXRK FYFFA JRFAQ SCIUW FEWN WJHMT 
DHSIH THQPF NHQIT liRSIL FKUQE RTRlll T'mBS NKOFT USLZJ KUUJL 
TQJ)YV 

6. The enemy is known to be using a Baudot system incorporating two 
key tapes of lengths between 21 and 35, the tapes cons1.sting of alphabeti­
cal characters only, without any of the siX function symbols. From analy­
sis of previous traffic, it is known that the first four letters of each 
message conshtute the indicator; a single space is used between all words, 
and a message center idiosyncracy is the use of the doubled 3344 for the 
carriage-return/line-feed operation. 

a. It is suspected that one of the messages intercepted in the morning 
contains the probable word REPORT. Solve the texts of' the morning messages; 
and, after correctly juxtaposing the third message along the keying cycle, 
recover the plain text to this message. 

Message "A" 

RDA DE IZX 0930Z 17 DEC 

IVIVP UiPZJC. EN05C UBHVZ EEKWF MFN8F 57SDK XEB4F VD7F9 CTUMV 
YEYUV ~I5H HCW4C KSK05 YIMHC FHBWC C859G KXVPH IBAVS SUU07 

Message "B" 

RDA DE IZX 0945Z 17 D.i!X: 

IVIVU PEHKV FVCIU NINAP EaiP3 RIVEF UMJEN UZIWN GI5'fi IZVEZ 
UD7US 73EIIZ 3YVIJI XOOLZ GMB5E DNNRC SQ70B 8IGGM NQ7MZ S54TQ 
8YXG3 HIS II 

Message "C" 

IZ.X DE RDA 17 DEC 

BMBMY XYY97 PFPCJ HBU84 NZY3G 
VSU5S 7NN8C L8HVP HUZB4 

HKLVZ. BR3WE SARU4 S'l'Z8G GHKSG 

b. Recover the original key tapes and reconstruet the indicator sys­
tem tram the preceding problem, and solve the text of the following message: 

IZX DE RDA 1510Z 

Message "D" 
17 DEC 

JRJRF UE5IC C9NJV U9I»14 OOZDE 
MDZ9E DY44u 3NYF8 JIWAD FTOKE 

NJLUI U7I5I ZWPL8 LK8PN 854Pc 
3ZlWT 8ZVNJ BSKRB 

-.. 
;.. 
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1· Solve the following cryptogram and recover all keys: 

IO.Pl'P TUCIE XJPFU GHPXQ JXWIS FJAGN lEUNN PGHCJ CEXBY BERJN 
!.- GZLHU GYJBB JDGIV PBOFJ GIPEN PFJFO AXJXZ FEMJD TIVXG BODRJ 

DNLIJ IIXZJ INODZ XNJXX JRBTN VJREZ IMJTX WEVJM KHFOE NRPJE 
OJCHB GFHAT DVJXY WWCJX OYGFJ REZIM JVFBP JVIAF GTTPH XJXWT 
TJ!K} TQJIV JMKXJ ZEHDL HXNKJ XBJOE YROSV VVXNJ BPRJA ECVTP 
BMJVF BPJVI RFIVA XIJVL FVOOJ CSJQB UBJTP WUXIK TPXEY JIVJM 
GLNRS NNEJX AJREF MNJHZ JTYI!'f.V XGBOD RJVOI JPHDl GOFJF YNPDF 
GJHER PYSNJ ALCLK OJVNJ , CAYVJ EUNNP GHJRT EZJUH UKFEN VJLAW 
JL1WX 

8. Solve the following cryptogram and recover all keys: 

VJFYY DARIJl NALGS MALYK AAQNT OSSCM lllPKS URSKI KSHVC NAZKT 
LHOBW OAYDT SPPOS TTNUN ISPPD LEOYV IOUQB VAPSH KSHVC NAUSY 
THCXS PALYK AAQNT osseo VHCBN OJECQ MSDQJ( FKGCJ LLSXC IABXL 
ILHPS JBJEV THYGH NANEM SOXNQ AROJV KPUYY DUAIIl KJYEW ORESX 

':!< RLDGS MAUIX UHOBW OAZKT LHCXS PAODI YJFWJ JUGGN KW.AKM LLQCV 
NOAIY JZHYQ IQBZC IARKC YGQGP CAALL JQBPQ NCIPW KZXVS LHQAO 

, .. KAQNQ UKPWX RBVQY FKGCZ YDLEI NARNL AQ:)OX LKUCZ YOXEN OGFDL 
HAESQ UKPWE KQQNQ KUPRN RIXVQ OJDlU. ISUSQ JRFFN USPIS JABXB • 

e 9· Solve the following cryptogram and recover all keys: 

NMGYO OZIOZ AYMLZ POCUZ LRMBP JGHOH FBLGF TASFX l!.WUCK HVCMR 
RFECF NRBFC ~ PXDYR ZGLZA rnmm WCAZA KFRYI NZHNY KLMYD 
MDmR YNWPZ YSHBG WGJCT SEGYB VBQRF AHMPD TBPGL WMHFM OYROJ 
DAMEC NNLSM PAXDP FIKBA nvcw XRYCN NCYGZ EOGDJ COG AT IHVOP 
QGDFI PXY.AB UGNAM AAHRZ AQNUG FNFIG MGAYB OO'MF OLOOH BFGQF 

AHMPD TBPGL WMHFM OYPHO UZLLF KGAVF PEOZL NFYMA QTVYN ZURBN 

10. Solve the following cryptogram and recover all keys: 

GUOAC LFWBP c~ TYSQH DFXEH BUXXQ KDXYS CMTJN liDUBC FXWAP 
HTHCI PNSBO EIIAV LSRXE WGCm. HXDSC QIGXP GVDJL MKOFH YBWJN 
HOUSL GUOAF KRTIS LOXWY IZDFJ KOHm KWSQJ GINKC KGMSI ZHSEC 
GDYVS rECKO MHJWC IJSIC LRWXU HE'l.'Z.L ONXIW DOXQI MZDMA BSXAR 
JESQY PEZTK BSQAA VMHGY EEDUA BMOZP HSOBY DZIUB muAv QS'lMW 
TX'IMM GNOQS MlULP E!5UJ KGDYV RSPIB BVJXQ WJODY HGOHW MZDML 
YNJKS HLPXN MVNEN FVKLS XMFOB ZV'lMV GCDMO DTXEU TZMYL EFDXB 
KBKQY NJSFO JLE<lr IWXBY EZLNL FNKAT KTKQY LYI.IN HIUAT KJBTY 
LmWD INXXS liVFXB PVLXL ONXMH SSNY MGWO MVOJD DLFMO HGUGP 

• BIKIO MJOIY ZENEP BNXFJ YHHII OJVWT AJGMY LMSLC LMQ.IC IJNSV 
JAMEN NJOWU FRFBS OBBKD PZNEC HSXAQ LAM TV HJDTV OEFQY DAODI 
Q;ZJJofJ TJIES KFMIX NOS TO BDTBC PSBXN SPZZS BXZAV ~ POSBC 

..... IFDIX IPXOI FPLIO JJQJN WSQXA NOUXH BWODS MRWOP BENU FRFBS 
OBBKD PZNEC HSXAQ RMOBY EZYGL KNZQQ VSHMU SHTBV IXDBF D4FlW 
SCSEM MSKIC LKMIB HRYEH BCWBI DUXCU HGCGP HXZNV YAMUB ZVUMY 
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