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1. Introduction. Electrical tabulating machines are widely used in
comerce and industry to reduce the lsbor involved in processing or analyz-
ing & large volume of data, or in performing a large number of meanipulations
or tests on a limited amount of data, or both. The fundamental idea inherent
in tabulating equipment such as that developed by the International Business
Machines Corporation is the recording of data in the form of holes punched
in a card; the holes are used to establish timed electrical circulits which
coutrol the functions of the various machines through which the cards are fed.
The cards are stacked in a hopper of an IBN machine and made to pass between
& set of wire brushes and a brass roller; the presence of a hole in & column
of the card permits the brush pertaining to that column to mske contact with
the roller, thus completing a circuit and operating an electromegnet. This
cloging of an electrical circuit at a definite time during the passage of a
card through a machine and from a fixed position on the card is the basis
upon vhich the various electrical tabulating mschines function. The great
flexibility of treatment afforded by the IEM system lies in the ability to
arrange and rearrange the basic data in a form convenient for study, or to
associate the basic data with other units of information on the same or 4if-
ferent cards for the puwrpose of printing the data, comparing items, accumu-
lating totals, ete.

2. The IBM card. The cards used in the IEM system are 3 1/A" x T 3/8"
and are made of specially prepared paper stock, strong in wearing quality
and free from foreign particles which might act as conductors of electricity;
moreover, the edges have been impregnated with a hardening composition which
retards fraying of the edges under use, and thus makes for longer life of the
card. Each card has §0 numbered columns in each of vhich may be punched a

tem of alphabetical or numerical information in either plain or codedl
form. The columns coantain 12 punching levels or positions; of these, 10 are
m«mwtupmudmu¢w9ntmmwmnm the caxd.

1 By "coding" in this connection is meant a conventional representation of data that may readily be adapted
to IBM techniques. For example, the numbers 01 to 48 in a specified pair of columns could be used to repre-
sent the 48 States; or the letters "M™, “P", "C", or "T" in a particular column might stand for "monoalpha-
betic”, "polyalphabetic®, “code”, and "transposition”, respectively.
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%uwmmthmmmmium,mmnmwuth "x" and
"y" punches, respectively, are at the top of the card and are not indicated
by printed numerals. A hole in one of the levels from §§ to 9 results in the
recording of that particular numerical datum, whereas a hole in an "x", "y"
or ¢ punch (called "zons punches") in conjunction with a mmerical punch in
thnameolgmresults1nthaeodingoromofth0261etmlofthcalph-
bet. The "x" and “y" punches by themselves have control functions in certain
machine operations; furthermore, these punches are also used for the coding
of special characters on the Tabulator such as a comma, an asterisk, or other
symbols. In Fig. 1, below, is mlltrltcdlnmlcu'd,z slightly reduced,
with alphabetical and mmerical data punched in specific groups of columns

s
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Figure 1.

designated as "fields." Often it is convenient to use cards specially
printed with vertical lines to indicate the fields; in addition, the desig-
nation of the field may be printed on the card. Each field defines a section
of the card in vhich one particular type of informmtion will always appear,
and it is assigned a sufficient number of columms to include the largest mum-
ber :f alphabetical or numerical units which it will be called upon to accom-

3. Functions of the punched card. The IEM system, employing a mumber
of aiTFerent machines takeh collestively to constitute & working dnit, makes
possible multiple uses of a record in the form of a punched hole or a set of
holes in the IBM card. A syzmbol punched in a card can be processed through
many operations successively, since the functions of the variocus machines
are rearranged for those operations through proper wiring of their control
pansls. Specifically, a single punched hole in a card may cause ons or more
of such operstions as the following:

The printing at the top of the columns was performed simultaneously with the pun: by a particular
of a card punch equipped with this capability; in normal practice, punched cards dI:: n:l:‘:gntzln sl:u:h pdnﬂz?e
The student may find it instructive to cover the printing above cols, 41-71 and read the information with the
help of the IBM coding shown in cols. 1-40.

3 Note in this case the field comprised by cols. 1-40, and that comprised by cols. 41-75; also note the "x"
punch in col. 76, and the "y" punch in col. 80.
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a. It may add the data represented by it to some other data;
« It may subtract the data represented by it from some other data;
It may multiply the data represented by it by soms other data;
It may divide the data represented by it into some other data;

It may cause the data represented to be listed (i.e., printed);

It may cause the data represented to be suppressed;

g- It may reproduce the data represented into a different field of
the sams card, or on a different card;

h. It may cause the data represented to be classified, or to be sorted;
1. It may cause the data represented to be selected;

J. It may cause the data represented to be printed on the IBM card;

k. It may cause the data represented to produce an automatic balance
forward;

1. It may cause the data represented to be filed properly among other
datsa;

m. It may cause a paper form to feed to a predestermined position or
to be ejected automatically, or to space from one position to another; or

n. It may cause a total to be printed at the end of a group or class
of data.

b, The machines in the IBM system.--a. The principel machines which
constitute the systen are the following:

(1) The Card Punch, with which the cards are punched with the infor-
mation to be recorded;

(2) The Verifier, which verifies the accuracy of the previously
punched cards through an operation similar to key punching;

(3) The Sorter, which sorts the cards in any groupings or classes
desired (referred to as "major", "intermediate”, and "minor" sorts);

(4) The Reproducer, vhich reproduces extra copies of a deck of cards,
with a rearrangement or selection of the punched data as desired;

(5) The Collator, which performs various operations of merging,

filing, matching, and selection of cards, and vhich may also be used to
check the sequence of a sorted deck of cards;

—CONFIDENTIAL— 5§73
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(6) The Calculating Punch, which performs operations of multiplica-
tion and division, and punches the result directly on the card from which
it senses the data, or on a designated following card;

(7) The Interpreter, which prints recorded data directly on the card
from which it "reads" the information, as an aid in certain manual filing
operations; and

(8) The Tabulator (also called the Printer), which performs accounting
operations of various classes of totals, and lists the data on continuous
forms known as “IBM runs® or “IBM listings."

b. In addition to the foregoing standard machines there are special
machines for specific purposes, e.g., a card-operated electric typewriter,
machines for converting the punched holes of IBM cards into teleprinter tape
punched with the coding of the Baudot code or vice versa (for use in certain
semi -automatic procedures), etc. Moreover, each of the standard machines
bhas available a number of extra devices which may be incorporated for spe-
clalized operations, according to the needs of the problems at hand.

s __General t c applications of the IEM system.--a. BSince
electrical tabulating equipment 1s primarily designed as data processing
machinery, we may use IBM machines in cryptanalysis to facilitate and ex-
pedite the examination of a large amount of traffic, in order to isolate
homogensous cryptosystems, or to prepare a group of homogeneous messages
in many wvays suitable for studying the patent or latent phenomena in the
traffic and thus assist us in arriving at some conclusions regarding its
cryptographic aspects, ete. All the manual work incidental to the solu-
tion of a cryptosystem could be performed by machine methods, but it must
be emphasized that by no mesns can we assume that the era of clerical work
is a thing of the past. Feasibility, practicability, and efficiency are
the points which will determine what part of the work, or whether all of
it, or none of it, should be done by machine techniques, and it is the IBM
erypto-technician (i.e., an IBM expert with a broad background in eryptology)
who is best qualified to advise in this respect. Although many phases of
analysis are possible with machines, sometimes a Judicious proportion of
machine work plus manual clerical labor will permit the solution of a par-
ticular problem in the least possible time--certainly an important consider-
ation in practical operational cryptanalysis.

b. The preliminary groundwork that was necessary in the cryptanalysis
of the various types of cryptosystems covered in Military Cryptanalytics,
Parts I and II, may be done by machine methods. For example, we can find
all repetitions within a message or among a set of messages and indicate by
an asterisk those polygraphic repetitions which exceed a prescribed length;
We can prepare messaege prints or work sheets arranged in proper groupings
of characters (e.g., by period-lengths in the case of repeating-key
ciphers, by digraphs in the case of digraphic systems, etc.); we can ob-
tain frequency counts for single letters, digraphs, etc., of the over-all
text, or columar frequency counts of the text considering it to be written

—OCNFIDENTIAL — b7h
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out on various trial widths; we can search for specified idiomorphs and
print only those sequences corresponding to the specified patterns together
with their location in the traffic, or we can search for isomorphic seguences
and list their location; we can complete the plain-component sequence, both
in monocalphabetic and polyalphabetic ciphers, and print the scores only of
those generatrices vhich equal or exceed a certain predetermined threshold
on the basis of two-category, arithmetic, or logarithmic weights; we can
perform the ¢ test on distributions and print only those results which meet
with pre-established minimum standards; we can match distributions on the
basis of the 7 or other tests; we can, once an additive has been recovered,
remove the additive from superenciphered text and convert a message into
monoalphabetic terms; and finally, having recovered all the keys to one mes-
sage or a few messages in a particular cryptosystem, we can decrypt by ma-
chine methods the rest of the traffic in that same cryptosystea.

¢. In the cryptanalysis of the more complex cryptosystems, there exist
many advanced machine methods and techniques, some of which involve the ap-
plications of specialized equipments. A discussion of these methods will be
reserved for subsequent volumes in this series.

d. IBEM techniques are admirably suited to assist in traffic &nalysis
studies. Traffic analysis is so closely affiliated with operational (as
distinguished from academic) cryptanalysis that it is somstimes difficult
to define where the one leaves off and the other begins--in present-day
practice, these two fields of commmnication intelligence are complementary.
In time of war vhen there is available for study a large volume of traffic
emanating from many stations allocated into a plurality of radio nets, the
data from intercept logs and other traffic analysis records may be rearranged
in various major, intermediate, and minor sorts on elements such as the
transmitting and receiving call signs, the file date and time, the group
count, the external message numbers, indicator groups (if these be in the
claarf, priority or secrecy classifications, etc. The use of IBM runs
for such studies greatly facilitates the grouping of stations which belong
to the same net, selecting traffic that is cryptographically homogeneous,
identifying and locating duplicate messages or isologs, finding communi-
cation "service" messages? which are so important to the cryptanalyst,
identifying proforma messages or messages containing stereotyped reports,
ete.

e. In the compilation of codes and ciphers, IBM methods furnish in-
valuable assistance. Through the use of machine techniques, code books are
easily compiled several editions in advance of current needs; random alpha-
bets for strip systems may be generated; and random keys for various cipher
systems may be produced with facility and in volume. The use of IBM equip-
ment eliminates the large expenditure of time and labor that is concomitant
with the production of cryptosystems by manual methods.

4 A service message is a message between communications personnel pertaining to any phase of traffic
handling, cryptographic operations, communication facilities, or circuit conditions,

k75
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cation in a cal in ¢

on the same day on a low-echelon ground net:

RNZ DE LBPF

KRIWH FNIWU
INUFP EQWB

ZVE DE UZK
MSHZH LASWH
WJKKN KBGAE

EJQXM

RNZ DE LBF

DQEEN UKBFM
IGIFO NIXHX
RDHHX RIQZN

Measage No. 1

5980KCS 1807302

RMBNO KBFMJ WGHWM  WEZLV UDOIN
RESBMQ HKEWN UQXKH ZHBHD NVREE

Message No. 2
5980KC8 1808552
AHIWB RRSJG IGHXN ICNFL THTNS
KQADF GZBLL LXMQX EJEX BPTRJ
ENHAX MIZQL KDRAS WINGK EBEWNUZ
QRIXF ENBQD XZFVP HLQGDT YAVRE
Message No. 3
5980KCS 180920Z

FGPEB ABJSX JKMLP MCIRE MPJ1
YMNJX CJYWK MCHAF BFZAH QWWJE
JUDLL WCMIG QDRA

Message No. &
5980KC8 1810002
JZYHF NSFIC BNHEE  BKJWG
YQRJJ QVDDI YTLRM ECHKS XJPGK
WIJZ DTFEH JIRNQ JGCCB EBRIQ
WRIAG UGFYQ BJIGH DLIFC H
Messages No. 5
5980KCS 1811452
JWGHEN MNQSJ DTBQV SFPBIA

XPBFE ZEHBWX BAMRH
JMLLL IWODL KQ

YQILS XNQXZ

1.0--20

FJRZT
GDYIS
JXCJQ

QUINVQ
ZZRiJ

ADQOC
ULSPQ

NRIXQ
WIBGQ
FOJJQ

Let us
intercepted

TRIZU

5 mn actual practice, it would hardly be worth while to process five short messages by machine methods,
It will be understood that this exposition applies to a larger volume of traffic.
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The first thing to be determined is whether or not the messages are crypto-
graphically homogeneous, i.e., in the same general system and specific
keys. In the absence of indicators from which conclusions could be drawm,
ve must search for repetitions between messages, as well as for repetitions

within individual messages; this is accomplished by preparing an IBM index
to be described below. _—

be. We will begin by punching each message on cards. The intercept

data {and preamble information, if any), together with a sequential number
(often called the "worksheet mumber") u.igncd to each message, are punched
on a single card known as a "heading card.™® Thonnagetext"ispunchad

on "line cards” containing a predetermined maximm number of text characters
pcr card; in this case, the line cards will contain 25 letters, except for
possibly the last line card. (In addition to the message text, line cards
will contain a reference line-letter or number, as well as the messsage num-
ber to vhich the line cards pertain.8) Thus, in recording the data from the
five massages, we will have a total of 5 heading cards and 31 line cards;
these cards are then checked for accuracy of punching on the Verifier.

¢. Next, by means of a process known as "offset gangpunching" involving
the use of the Collator and the Reproducer, the 31 line cards are expanded
1ntoa.daeko£736eu-ds,nmmtingommdformhletmoftheﬂn
nessages. For instance, cols. 21-45 of the first line card of Message No. 1
contain the first 25 letters of the cipher text, vis.,

from the foregoing line card
ipher text from the second

vh:l.hinthafouoﬂng'dauﬂeud'gmted
(inoludi ng plcking up the 26th letter of the ¢
line caxrd

we shall have®

REVHFNDNURMBROKBFMIWGHINE
in cols. 21-45. The next detail card after that, picking up two cipher
mm-gutmmnum,mmmnmtmhtm-m
cols. 21-95:

6 These heading cards are used for traffic analysis studies. It is customary to mark heading cards with
an "x" punch in a specified column, in order to distinguish them from line cards in various machine pro-
cessing operations.

7 Indicators, if any, might be punched on the heading card; in any case, indicator groups would be de-
leted in the subsequent indexing procedure.

8 Information common to several line cards 1s punched automatically in the line cards from a prepunched
master card inserted in the "duplicating rack” of the Card Punch.

9 Note how each letter is offset one position to the left.
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Thus for the 100 eiphertext letters of Message No. 1 we shall have generated .
100 cards, each letter of the message appearing in col. 21 of a perticular

card. In addition to the letters of the cipher text, each card will contain

ta ag to the message number, and also the position in the message

occupied by the letter appearing in col. 21 of the card.!’ There are further -
processing symbols incorporated into the cards, as an aid to subseguent ma-

chine treatment.

%

d. Using the Sorter, the 736 offset cards from the five messages are

now put into alphabetical order according to tetragraphs. This operation
takes four alphabstic sorts! on four consecutive columns going from right
to left, as for example cols. 24-23-22-21. In other words, a "minor" sort
is done on col. 2k, "intermediate” sorts on cols. 23 and 22, and a "major"
sort on col. 21. When this is finished, the sorted deck is put into the
hopper of the Tabulator, the control panel of which has been properly wired
for this particular processing operation. The listing which results is knowmn
as an "IBM single-position index", or, more simply, an "IBM index"; the first
page of this index is illustrated in Fig. 2. Every letter of the five mes-~
sages appears as the first letter (called the "control letter®) of the tri-
graphs in the column labeled "d"; the message mumber and the position of the .
control letter in the message are found in the columns labeled "a" and "p",
respectively. The 7 letters which precede the control letter are listed in
the column labeled "e", while the 15 letters which follow the control tri-
graph are listed in the column labeled "e". In order to facilitate examina- -
tion of the IBM run, the control letter and the two following letters are here
separated as an independent trigraph from the line of 25 letters; this, how- .
ever, is an arbitrary convention in this particular case, since any spacing
could be used as desired in the listing, the spacing not being in any way
dapendent upon the arrangement of the punched data on the caxd.? The di-
graphic and trigraphic frequencies ("intermediate totals" and "minor totals",
respectively) are here printed at the right on the listing, in columns "f£"
and "g", respectively, whereas the uniliteral frequencies ("major totals"™)
are recorded at the end of each grouping of A's, B's, etc., of the control
letter. For example, it will be seen in the run that there are 25 A's in
the five messages; there are five cases of digraphic repetition in the "A"
block with two occurrences each, as well as one case in wvhich a digraph
A8.) occurs four times; and there are three occurrences of the trigraph

ce An asterisk (*) in the colwm lsbeled "h" is here employed to indi-
cate a tetragraphic or longer repetition, as may be seen in the case of the
sequence ASWH,.

10 The message number from the line cards is gangpunched in all the detail cards; the position number 1s
punched in the cards by an automatic numbering device in the Reproducer.

L N sorting alphabetical information, it is necessary to sort each column twice, once for the numerical
punch and once for the zone punch; in numerical sorting a single sort per column suffices. Thus a tetragraphic -
sort on literal text requires 8 successive sorting operations.

12 1t will be recalled that the cipher letters are punched in asolid block of 25 columns; the spacing desired

is accomplished through proper wiring of the Tabulator control panel. I is of course also possible w rearrange -
the data punched on the cards in various ways in the listing; this again is dependent upon the wiring of the con-
trol panel.
13 The kinds of totals, as well as the particular location in the printed listing of these totals, are governed
by the wiring of the Tabulator contyol panel, .
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e. At this stage the IBM single-position index would be sent to the .
eryptanalyst, who would study it to see what he could see. He would note
that there are many polygraphic repetitions between messages, many more than
would be expected by mere chance; this is proof that the traffic is homoge
neous, supporting the probability of homogeneity that was implied from traf-
fic analysis information. He would also note that there is a pentagraphic
repetition in Message No. 2, at an interval of 99 (obtained from the run
subtracting the numerical position of the first occurrence from that of
second occurrence), suggesting factors of 3, 9, or 11. On examining the
tervals of the repetitions between messages, he would find that 9 is & factor
common to all the repetitions, proving that the messages are in flush depth 15
and indicating that the cryptosystem is probadly a polyalphabetic ecipher of

9 alpbabets.

f£. With the periodicity established as 9, work sheets of the messages
are prepared according to this period; this step may be performed by IBM if
the nunber of messages warrants, without the necessity for further manual
card punching. The first over-all IBM index has served its purpose, that of
aiding the cryptanalyst in locating repetitions and diagnosing the cryptosys-
tem; so now a new index is prepared, to assist in solution of the plain text. ,
This second run (the first page of which is illustrated in Fig. 3) is an in-
dex by alphabet prepared by first sorting the cards back into their original
sequence in each message, collating these cards cyclically into 9 blocks (each .
containing all the cards belonging to one particular alphabet), and performing
a tetragraphic sort on the blocks;16 the deck is then listed on the Tabulator,
yielding wvhat amounts to an elaborate triliteral frequency distribution showing .
many prefix and suffix letters of the control trigraph, in addition to the fre-
quencies by alphabet of the single letters, digraphs, and trigraphs. This

1
™

tEg

14 5 may be pointed out that the cryptanalyst at this time is really not sure of what he expects to see in
this first index, The index was ordered as a means of examining the over-all immediate phenomena associ-
ated with the uniliteral, digraphic, and trigraphic frequencies, as well as finding all polygraphic repetitions
present in the cipher text; {.e., the cryptanalyst hopes by this first index to find evidence of nonrandom charac-
teristics In the cipher text or in its over-all frequencies. In additon to these obvious elements (which constl-
tuted the main reason for which the index was ordered), any other characteristics which appear to be nonrandom
would be searched for by the cryptanalyst, For example, in a particular case he might note that polygraphic
repetitions occur in the main only between messages originating from the same tansmitting station, or between
messages transmitted within certain periods of time, or between messages having identical or nearly identical
elements in the preamble such as serial numbers or other groups, etc,

All of this emphasizes the first two of the three basic procedures in cryptanalysis as set forth in footnote 2
on p. 18 of Military Cryptanalytics, Part I, viz.: (1) arrangement and rearrangement of data to disclose non-
random characteristics or manifestations (1. e., in frequency counts, repetitions, patterns, symmetrical phe-
Domena, etc, ); (2) recognition of the nonrandom characteristics or manifestations when disclosed; and (3)
explanation of the nonrandom characteristics when recognized. .

15 ¥ the messages had been offset on a keying cycle of 9, the intervals of repetitions between messages
could have been factored to 9 if a constant equal to the offset were first subtracted from the interval; this
could have been noted from multiple repetitions between two messages. -

16 The appropriate alphabet number is gangpunched in each block; this alphabet number is listed in the
column labeled "i* of the run.
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index shows, for example, that there are 10 J's in the first alphabet, and '
indicates two sets of polygraphs that begin with the letter J in Alphabet 1.

With this second run the cryptanalyst can proceed to locate all the causal

repetitions in the five messages--information which, when coupled with the

statistical information given in the index, will considerably simplify solu- -
tion of the cryptosystem. )

1. Further remarks.--a. In case the cryptanalyst is interested only N
in totals of various ciasses (uniliteral, digraphic, etc.), condensed listings
showing only such data may be prepared by a process known as “"tabulating” at
twice the speed of ordinary listing. If, on the other hand, the condensed
data are to be arranged in, let us say, descending order of frequency, & pro=-
codure known as "summary punching” is employed. In this case a Reproducer
is connected eleetrically to the Tabulator; totals accumulated (and perhaps
printed) by the Tabulator are punched by the Reproducer on "summary cards",
together with the information associated with the totals. This technique is
often employed when certain information is desired without the volume of data
that normally goes along with the usual IBX index.

b. If there are a large muber of messages to be indexed, and if all
the cryptanalyst desires is to find all repetitions of a specified length or
longer, it is possible to obtain a condensed run giving only the necessary
information, suppressing the largs volume of ummnted data. For example, let
us say that in the first listing (Fig. 2) all we wish to find are tetragraphic
repetitions or longer; such a listing is illustrated in Fig. &, wherein are
shown all repetitions of the specified lengths for the set of five messages. ‘
Note that four of the asterisked repetitions shown in Fig. 2 have been sup-
pressed in Fig. §; only the long repetitions which in the column of the
control letter are included in the listing of Fig. 4--this of course cuts
Wnt information, and simplifies even more the examination of
the run.

¢. The examples shown of IEN indexes have been single-position indexes.
Where the cryptographic unit consists of two or more characters, indexes are
modified accordingly. For example, if a cryptosystem involved a four-letter
code, then a four ition index would be made of the traffic, showing a
control column of four ter cods groups with ons or more preceding and
following four-letter groups. .

d. In some cases, it might be advisable to prepare indexes with the
mjor sort on message number; in other cases, an index might be prepared of
a mumber of messages grouped together by indicator relationships, or grouped

17 The way in which this run was prepared may be of interest. The tetragraphically sorted deck is passed at
tabulating speed in the Tabulator, without printing. Whenever a tetragraphic coincidence is noted by the com-
parison brushes in the Tabulator, the machine senses the letter immediately to the left of the control letter of
the two tetragraphis; if these letters are identical, it shows that the repetition extends in that direction, and will
therefore be picked up again at an offset; but if these letters are different, it shows that the repetition begins in =
the control column, and the Tabulator will print the lines belonging to this tetragraphic repetition. Another way
in which this could be accomplished is by using the Collator to remove cards with the proper coincidences from
the sorted deck, and then listing only these cards on the Tabulator; this latter procedure might be used in situa-
tions involving a large volume of cards, to take advantage of the high speed of operation of the Collator. '

re
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(a) (v)

o
p2

04
25

g1
04

04
21

24
g3

P23
02

25
21

21
2

73
02

03
21

o2
2

25
D4

25
o4

p2
25

P50
%68

129
pa1

084
093

282
037

265
092

264
136

P07
olé

067
130

P74
200

006
042

258
157

196
133

246
855

872
081

(c)

IMQIASJ
KQADFGZ

JPWQJGC
HWMNQSJ

HBHDNVR
ZZRWJIK

MECWKSX
VUDO INF

ZKBYQRJ
EWRAIQX

GZUJYMN
GKEWNUZ

DQEEWU
WURMBNO

BRSBMQH
RASWTNG

KEWNUQX
JJIQAKWCM

MSHZH
NF JPGKD

TQBAPTG
ZIQMPEH

BDRDHHX
JGCCBESB

OCJLKGP
SJBLLLO

FGZBLLL
RHYQZLS

(a)

BLL
BLL

CBE
CBE

EEE
EEE

JPG
JPG

Jav
Jav

JXC
JXC

KBF
KBF

KEW
KEW

KHZ
KHZ

LAS
LAS

NHJ
NHJ

RIQ
RIQ

TNW
TNW

XMQ
XMQ

(o)

LOTNWZKBYQRJJQV
LXMQXEJHOKBPTRJ

BRIQZAFUHLWFGTA
BRDTBQVSPBIAADG

SZBWWRHEZTTOTX
SALTJZD1PLRLMUC

KZZRWJIKEEESALT
KDLASWHHHZNINUF

DDIYTLRMECWKSXJ
DLLRQUW JKKNKBGA

JYWKMCHAFBPZAHQ
JAWIBGQEZPDZIQM

MJWGHWMNQS JCBEB
MJWGHWMWEZLVUDO

NUQXKHZHBHDNVRE
NUZJXCJQWIBGREZ

HBHDNVREEESZBWW
HBHDNVR

WHFGPEBAB JSXJKM
WHHHZNINUFPEQVW

KQADFGZBLLLXMAX
KQRTKFENBQDXZFV

ZNJMLLLIWODLKQ
ZAFUHLWFGTALJUT

ZULGIFONLXHXXPB
ZKBYQRJJQVDDIYT

XEJHOKBPTRJGDYI
XZULSPQXMGKPZHS

Figure k.

A3
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by date or period of transmission, etc. When a comparison is made between .
all mesgsages in a large volums of traffic to determine possible homogeneity

or relationships, the :I.ndax resulting from this operation is known colloqui-

ally as & “brute force." Such an index mekes exorbitant demands on available

machine time with standard machines; but on the other hand, in extremis it -

might be the only guarantee of solution in a complex cryptosystem.

e. Examples of IBM listings for traffic analysis studies are included -
in the Zendian Problem in Appendix 8.

£. In conclusion, it is hoped that the student has gained an apprecia-
tionofthnmt\mofthaaidthatmbegimbymlteehniqminerypts-
nalysis; but at the same time he should also realize that there may be a
delicate point of transition where manual methods leave off and IBM methods
begin, or vice versa. This is especially true when the volume of messages
or other data to be examined is small.
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' INTRODUCTION TO THE SOLUTION OF TRARSPOSITION CIPHERS

Paragraph

General mm.rk’.-.l..l.o-c.-o-..n--..-...-......c'llo.o.c!l....o...lll....cl.i.lll...o.nl..
&IIIuOBOfmwsemphﬂed vd.thcompletd.y filled !ecunsle'.-.uc-.-oo-o----o.coo-c.-...o-lo-
&lmndmmse'miw with inwmplewly fmedmcunshgnon.o..o-..o-ococ-o--o.ooooo--
" s"l“uonofmls“ with ’!mu.!besmm’l-o---ououo--.-.o--.o.ooo-o.loo-o-nc--.--o.-.aooo--
Soluﬂ.onofmesages with similar ending’-con-ol.o.o.-oonoooooooncncoocc--.-oo-otoo.-.-o.ooocoo
Reconstruction of literal keys from numerical KeYRiaceeseseasencenscocscncssascnsascssecsnssnssne
&luﬂDBOfme’ of identical lelgth lm“nﬂlellmekey.uu..u......-.......-.-..........-
COIIClIIdIIlg remarks on transposition c’iphe".t......-.ll.l.-.l.l.....li.l.l..ll..l..!lll.!......

1. General remarks.--a. Transposition ciphers are like jigsaw puzzles
in that all the pieces of which the whole original is composed are present
but are merely disarranged. The pleces of the picture forming a jigsaw puz-
zle are irregular in size and shape, but the pieces of the plain text forming
& transposition cipher must be much more regular, for the sake of practica-
bility. They must be either single letters or pairs of letters, or sets of
letters in regular groupings, or, in an exceptional case, whole words. Most
transposition methods, however, deal with individual plaintext letters and
are therefore termsd monographic methods; when the methods involve the trans-
position of plaintext units greater than single letters, they are called

N0 D WN =

) polygraphic methods.
‘ b. Practically all monographic or polygraphic transposition ciphers
involve the use of a design or of a geometric figure (such as a square, rec-

tangle, triangle, or trapezoid) in which the letters of the plain text are
first inscribed or written according to a previously agreed-upon direction
of writing and then transeribed or rewritten according to another and dif-
ferent, previously agreed-upon direction to form the text of the cryptogram.
In nearly all cases the specific key controls (1) the use of designs of a
specific nature and dimensions, and (2) variation in the direction or man-
ner of inseription or transcription, or both. When a transposition cipher
involves only a single process of inscription, followed by a single process
of transcription, the system may be referred to as monophase transpositionm,
commonly called single transposition. When, however, ons or more of these
processes intervene between the original inscription and the finsl tran-

scription, the system may be referred to as polyphase transposition.

¢. Among the most elementary forms of transposition ciphers are those
known as route transpositions, which involve the inscription of the plain
text into a square or rectangle by one prearranged route, and the traunscrip-
tion of the cipher text by following any other prearranged route. The prin-
- cipal routes are shown in the diagrame below, vherein, for the sake of ease
in following the route, the plain text is assumed to be merely the sequence
of letters ABC...X, inscribed into a 6xk rectangle.
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(1) Simple horizontal: (2) 8imple vertical: .
ABCDEF FEDCBA STUWX XWVUTS AEIMQU UQMIEA DHLPTX XTPLHD
GHIJKL IKJIHG MNOPQR RQPONM BFJNRV VRNJFB CGKOSW WSOKGC
MNOPQR RQPONM GCHIJKL IXJIHG CGKOSW WSOKGC BFJNRV VRNJFB -
STUWWX XWVUTS ABCDEF FEDCBA DHLPTX XTPLHD AEIMQU UQMIEA
(3) Alternate horizontal: (4) Alternate vertical: .
ABCDEF FEDCBA XWVUTS STUWX AHTPQX XQPTHA DELMTU UTMLED
IKJTHG GHIJKL MNOPQR RQPONM BGJORW WROJGB CFKNSV VBNKFC
MNOPGR RQPONM LKJIHG GHIJKL CFKNSV VSHKFC BGJORW WROJGB
XHVUTS STUWX ABCDEF FEDCBA DELMIY UTMLED AHIPQX XQPIHA
(5) Simple diagonal: (6) Alternate diagonal:
ABDGKO OKGDBA GKOSVX XVBOKG ABFGNO ONGFBA GNOUVX XVUONG
CEHLPS SFLHEC DHLPTN WTPLED CEEMPU UPMEEC FEMPIW WTPMEF
FIMQIV VTQMIF EEIMQU UQMIEB DILQIV VTQLID BEIIQS SQLIEB
JHRUWX XWURNJS ACFJNR RNJFCA JKRSWX IYWSRKJ ACDJKR RKJDCA g
ACFJNR RNJFCA JNRUWX , XWURNJ ACDJKR RKJDCA JKRSWX XWSRKJS
BEINGU UQMIEB FIMQIV VTIQMIF BEILQS SQLIEB DILQIV VIQLID
DHLPTW WTPLED CEHLPS SPLHEC FEMPIW WTPMAF CEHMPU UPMHEC -
GKOSVX XVSOKG ABDGKO OKGDBA GNOUVX XVUONG ABFGNO ONGFBA
(7) Spiral, clockwise: (8) Spirsl, counterclockwise:
ABCDEF IMNOPA DEFGHI IJKIMN APONML. FEDCBA RMIXJI IHGFED
PQRSTG KVWXQB CRSTUJ HUWWXO BQXWVK GISRQP OXWVUH JUTSRC
OXWVUH JUTSRC BQXWVK GTSRQP CRSTUJ BUWHXO PQRSTIG KVWXQB
NMLXJI IHGFED APONML FEDCBA DEFGHT IJKIMN ABCDEF LMNOPA
KIMNOP XIJKIM STUWX PQRSTU PONMLK MIKJIX XWVUTS UTSRQP
JABCDQ WHABCN REFGHI ODEFGY QDCBAJ NCBAEW IBGFER VGFEDO
IHGFER VGFEDO QDCBAJ NCBAEW REFGHT ODEFGV JABCDQ WHABCN
XWVUTS UTSRQP PONMIK MIKJIX STUWX PQRSTU KLMNOP XIJKIM

d. One of the very common types of transposition ciphers is that
known as numerically-keyed colummar transposition, or, as it is more often
called, keyed columnar transposition. In this type, the letters are usual-
1y written in a geometric design, most often a rectangls, by inscribing them
in the ordinary manner, i.e., in horizontal lines from lefi to right and
from the top downwards; the letters are then transcribed dby taking off the
columns in the sequence determined by the numerical key. If the cryptosys-

tem stipulates a completely filled rectangle, enough dummy letters or nulls "
are added at the end of the message to fill the last line of the rectangle.

For example, given the prearranged key word WASHINGION from which is derived

& numsrical key, the text of the message is written in regular lines bensath s
the numerical key, thus:
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WABHINGTORN
101 8 3452 91786
SIXPRISONE
RSCAPTURED
i ’ THISMORNIN
GNEARNEWTO
NBYONEOFOU
i RPATROLSEO
The cryptogram produced by taking off the columns in key order would be as

follows:

ISENB PSURE OLPAS AOTRFP MRNRI TONEO EDNOU ONEIT OEXCI EYAOR
NWFSS RTGNR

In decipherment, a rectangle with the proper number of cells, determined

by the length of the message and the length of the key, must first be pre-

pared. In the foregoing example, since the cipher text consists of 60 let-

ters and the key length is 10, an appropriate diagram is made and the cipher
- text is inscribed vertically down the columns according to the order of the

elements of the nmmerical key. Thus the first two cipher groups vhen in-

serted into the rectangle would look as follows:

101 83452981786

HNEURpnH
RycCm

When all of the colums have been inscribed. the entire plain text of the
cryptogram will reappear.

e. It is not necessary that the transposition rectangle be completely
filled, as in the foregoing case; in fact, the security of the system is
augmented if the rectangle is not completely filled. The same general pro-
cedure for encipherment and decipherment applies in this case, with perhaps
a stipulation that if the end of the plaintext message fills the last line
of the rectangle, nulls are to be added to meke the last line incomplete.

£. In this Appendix we shall treat only monographic, monophase trans-
position of plain text (excluding code text or other intermediate text), and
we ghall limit our exposition of solution in the main to those systems in-
- volving rectangles (both completely and incompletely filled) for the trauns-
position matrices.

b 2. Solution of messages enciphered with cgﬁtelx filled rectangles.
--a. In solving a cryptogram known or assumed to have been enciphered by

keyed columnar transposition with a completely filled rectangle, the cryptana-

lyst first factors the number of letters in the message as & means of deter-

—OONFIDENTIAL ™ L8g
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mining probable dimensions of the rectangle. He establishes the correct '
rectangle by considering the vowel percentages of the rows of the cipher
text which has been inscribed into the various trial rectangles; in the
correct case the rows should contain 40% vowels, without excessive varia-
tion. He then cuts apart the ciphertext colums and anagrams them so as ol
to form combinations of "good" digraphs and trigraphs, which are expanded
into longer polygraphs until all the columns are correctly anagrammed to
yield the original plain text in the rows of the completed rectangle. An “
example will make these steps clear.

b. The following intercept is available for study:

NETEF LTDSR TSSTF MDCET DRHXS WHOHO EEADY OUUFI RRRRS KEROT
CFIEM EDSHA RICPJ AOEGE WNLHO EPMJA WERUV AAINA TSDDS OEOAC
EHNTL. HFLAU RAEEN OTOTS S0SYS TNNCG EMETT YDYRR NEOOE RESTH
INR

This has all the earmarks of a transposition cipher.l The number of letters

in the message, 153, has the factors 3, 9, 17, and 53; if keyed columnar

transposition with a completely filled rectangle is involved, the most proba- .
ble dimensions are 9x17 or 17x9. The cryptogram is inscribed accordingly

into the columns of the two trial rectangles, as shown in Figs. 1 and 2,

below; the nunber of vowels in each row has been recorded in the column

labeled "a" to the right of the rectangle.

123456789 (a) (b) .
NCUFGANSD 2 1.6
EEOIEATSY T 3.
TTUEWILOR & .
EDUMNNHSR 2 1.6 12345678 9101 121314151617 (a) (b)
FRFELAFIN 3 56 NREOUNMPLETCAONYE 8 1.2
LEIDHEHTLSE 2 1.6 ETTHUEEJHERSEBEUTNDR 6 .8
TXRSOSATO 3 .6 TSDOFRDAOUDHRSCYE 6 .8
DSRHEDUNO 3 .6 ESREIOSBOEVDNASGRS T 2
SWRAPDRNE 2 1.6 FTHERTHEPASTEOERRT 6 .8
RERRMSACR 1 2.6 LFXARCAGMAOLESMNE 5 1.8
TOSTWOEGE & A TMSDRFREWIEHNYEEI T 2
SHNCAEEES L R DDWURITWANOFOBTON 6 .8
SOEPWONMT 3 6 SCHOSECNWAALTTTOR 5 1.8
TERJEAOEH 5 1.4 8.4
FEOARCTTI & .t
MATOUEOTN 5 1. Figure 2.
DDCEVHTYR 2 1.6

20.8

Figure 1.

1 The methods of differentiating transposition from substitution have already been treated in par. 25 of
Military Cryptanalytics, Part L
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In Fig. 1, since there are 9 letters in each row, the expescted number of
vowels 18 9 x 40 = 3.6; in Fig. 2, with 17 letters in each row, the ex-
pected number of vowels 1s 17 x .40 = 6.8. Fig. 1 manifests striking vari-
. ation in the range of 1-7 vowels from the mean of 3.6 vowels in the 9-let-
ter rows, while Fig. 2 exhibits a consistency of smaller variation in the
range of 5-8 vowels from the mean of 6.8 vowels in the 17-letter rows;
therefore the rows of Fig. 2 are more like what we would expect in a rec-
) tangle of the correct dimensions. As further demonstration, we might ex-
amine the colurm labeled "b" at the right of each diagram; this column
contains the deviations of the number of vowels in each row from the ex-
pected number, with the sum of these deviations at the bottom of the column.
For Fig. 1, the average of the deviations is 2—%;9 » 1.22, while for Fig. 2
the average is _8_§i = ,93; this demonstrates more clearly that the rectangle

of Fig. 2 has a greater probability of being of the correct dimensions.2

¢. In solving transposition ciphers, advantage is taken of all the
characteristics and idiosyncrasies vhich are applicable to the language of
the enemy, because they often afford clues of considerable assistance to
the cryptanalyst. Firstly, in all languages there are certain letters,
usually of medium or low frequency, which combine with other letters to
form digraphs of high frequency. For instance, in English the letter H
- is of medium frequency, but it also combines with T to form the digraph TH,
vhich is of highest frequency in literary text; it also combines with C, a
letter of medium frequency, to form the fairly frequent digraph CH. The
letter V is almost in the low-frequency category, yet it combines with E
to form the digraph VE, which in military text is the lkth in frequency.
Consequently, in working with transposition eiphers in English, when there
is an H, attempts should be mede to combine it first with a T or with a C;
a V should be combined first with an E; a K should be combined first with
a C; and so on. Secondly, there is usually in every language at least one
letter which can be followed only by certain other letters, forming what
may be termed an obligatory sequence, or an invariable digraph. In all
Buropean languages having the letter Q, the combination QU constitutes such
an invarisble digraph. In bona fide words of German, the letter C is never
used by itself; when present, the letter C is invariably followed by an H,
except on rare occasions when the digraph CK is employed. In English, the
letter J can be followed only by a vowel; the letter X can be preceded
only by a vowel and, except at the end of a word, can be succeeded only by
a vowel, or by one of a limited mumber of consonants (C E P T), and so on.
Letters which behave in this manner, that is, letters which have what may
be called a limited affinity in combining with other letters to form digraphs,

2 A more precise method of ditcriminating among various trial rectangles 1s to square the average of the
deviations, and obtain a ratio of this square to the expected number of vowels in the rows; the higher the rato,

= the more likely it is indicative of the correct case. Thus for Fig. 1, we get —3-1-6)2- = 2.4, vhereas for
Fig. 2 we get -—6—852- =1.9
L[] (. 93 - - .

(1.22

4o
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constitute good points of departure for solution and are therefore of .
sufficient importance to warrant their being designated by the more or
leas descriptive name of pilot letters. The presence of pilot letters

in a transposition cipher often forms the basis for the assumption of
probable words. Obviously, & special lookout should be kept for words

of rather high frequency in military correspondence which contain letters
of low or medium frequency. For example, the important word ATTACK sug-
gests itself if the cryptogram has a K, a letter of low frequency, and a
C, one of medium frequency.

0

d. We now look for a start in the anagramming process. We note the
J in col. 8; this should be followed by a vowel, preferably a U. Colums
5 and 13 have a U in the corresponding position, so we juxtapose col. 8
against each of the two colums in turn, weighting the digraphs thus pro-
duced in order to be able to select the pair that has the highest proba-
bility of being correct.® This is shown below:

835 8 13
PU 33 PA 61
JU 25 JU 25
AF 38 AR &
oI k2 0OA U8
ER 94 EE & .
G R ;ﬁ GE 61
ER EN 99
WN 25 WO 67 .
N8 561117. NT 93
617

The high score of 617 as compared with 6k attests to the correctness of

the choice of cols. 8 and 13 to be paired together. The digraph JU should
be followed by & consonant, preferably N or S; these letters are contained
in cols. 15 and 11. We now Juxtapose cols. 15 and 1l in turn against our
8-13 pair, and, in the absence of available trigraphic weights, we weight
the digraphs formed by the combination of col. 13 with the new trial colums,

as follows:
81816 1)
PAK 89 PAT 83
JUN 68 JUSs 58
ARC 53 ARD 6%
OAG &5 OAD T3
EEE 8 EEB8 86
GEN & GEO 58
ENE 87 ENE 87 .
wWoT 67 WOO &5
NTT 67 ETA T&
618 628 N

3 The weights used here are the centiban weights given in Table 16 of Appendix 2, Military
Cryptanal Part L

— CONFIDENTIAL koo
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The combination of cols. 13-1ll ylelds a higher score than does the combi-
nation 13-15; moreover, the trigraphs formed by cols. 8-13-11 look more
like plaintext trigraphs than do those formed by cols. 8-13-15. From here
on the anagramming progresses very rapidly, without the use of weights, by
expanding the trigraphs into the words which have begun to manifest them-
selves, such as PATROL, JUST, ROAD, etc. The completion of the solution is
shown below, together with the recovered transposition key:

361771681311 2149101124515
ENEMYPATROLERCOUN
TEREDJUSTTHREEERUN
DREDYARDSSOUTHOPFC
ROSSROADSSEVENEIG
HTTHREESTOPAFTERE
XCHANGEOFSMALLARM
SFIREENEMYVWITEDRE
WINTOWOODSANDFURT
HERCONTACTWASLOST

“ . Solution of mes s enciphered with ine tely filled rect-

es.--a. The next case to be considered is that of keyed columnar trans-
position with an incompletely filled rectangle. This case is not appreci-

. ably more difficult than that of a completely filled rectangle; solution may
be achieved by one of several methods, e.g., assuming a probable word, as-
suming the length of the transposition key, and by a general method of ana-
graming without regard to the key length, among others. For this particu-
lar demonstration it will be assumed that the enemy has been using transposi-
tion keys from 10-15 elements in length, with 13 being the mode or most fre-
quent length. The following cryptogram is available for study:

AFOOR QYSHO SDERN XCRDA VAONM EORFS RIYRW SEEIT AFOOI TEONC
ESTIH VIFSE UFIGU RXPLS ELAIOQ LIHUM CTREP IMNSS TIENP RHERO

Since the message is 100 letters long, this means that for a rectangle of

a width of 13 there will be 9 long colums of 8 letters each and & ehort
colums of T letters each. If the long columns comprise the first 9 columms
of the transposition rectangle, we will have the dlagram as illustrated in
Fig. 3a, below; and since the colum "breaks” (i.e., the points where one
column ends and the next begins) are in this case known, the columns could
be anagrammed from this diagram without any trouble. If, however, the first
9 colums are not all long columms, an adjustment must be mede to account
for the possibility that some of the first 9 columms are short columms;

this may be compensated for by constructing what is known as a hat diagram
(also called a crown diagram), illustrated in Fig. 3b. In this latter dia-
gram, it may be seen that if the first columm is a short colummn, the second
colum will begin with an S, not an H; if both cols. 1 and 2 are short, col.
3 will begin with the letter N; and if only one of cols. 1 and 2 is a short
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column, col. 3 will begin with the letter X. It must furthermore be ob- .
served that a letter in any designated row may be matched only with those
123456178 91011213
- 1l foeltul -
2 asetifsi
3 noriehiehy
1284561789101 1213 L sxnitovgluie -
ARECMYARIUAMMER 5 AHLCMYANIUAMMN
FORERFCFRICNKNP 6 FORERFCFRICNKP
OSDOWOESXOTSR 7T OSDOWOESXOTSR
ODARSOSEPLRSH 8 ODARSOSEPLRSE
REVFEITULIETE 9O REV|IFEITULIETE
QRASETIFSHPTR 10 QRIASETIFSHEP|TR
YNORIEHRHIEUIEO 11 YYNORIEHIEUIE|O
SXNITOVGL 12 SXNITOVGL
Figure 3a. Figure 3b.

letters which are a maximm of (n +1) rows removed, where n is the number
of short colums of the rectangle. Thus the hat diagram compensates for
the possibility that any designated nunbered colum will either be short
or long, and so facilitates the subsequent anagramming of the columms.

b. We note the Q in col. 1; this should be followed by one of the
three U's in the cipher text, in cols. 8, 9, and 10. We will take the U .
in col. Sasastaft, andmﬂiuhswthemtehadpd.rofcolmu shown
in Fig. ha, below.” Now the QU should be followed by a vowel, preferably
E. Of the 11 E's 1n the cipher text, only the 6 E's in rows T7-10 of cols.
2, 5, 7, 11, and 13 come into consideration. (Why this is so will be ex-
plained in subpar. ¢,) We now make trial matchings of these colums with

18 182 18356 18656 1817 181 1813
Ay Ayvys AvyY Avi Ayt Avu Ave
FI FIH FIR FTIY FTe FIX FIN
OF OFO0 ° OFW OFR OFo OFC OFP
08 088 088 O8W O8N O8ST OSR
RE RED REE RES REC RER REE
QU QUE QUE QUE QUE QUE QUE
YF YPFPR YFPI YFE YFS YFP YFR
s8I SIN SIT SII sIT 8I1I 8IO

{a) (v) () (a) (e) (£) (g)
Hmho

4 Note that we do not record the letters above V in col, 8; since the first letter of col, 113 A, we know .
that this A must be in the first row of the wansposition rectangle, therefore it would be {mpossible to form
digraphs with any of the letters above V in col, 8,

—CONPIDENTIAL ok
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the already established pair 1-8, as shown in Figs. %1_Itunhsun
tmxmnaueimuuuﬂtnywminny by, and £, leaving only
Figs. haﬂguﬂnmmﬂuu,wtm”tm,ns1cndhbaurh¢ng
trigraphs. The ng process continues, until the following final

© diagram 1s reached (shown here with all the elements of the hat diagram, for
purposes of comparison with Fig. 3b):

. 113185 4632127109

MY XYCR|>RE

[]

NEYEQEe (-
LT ELETY]
LTI Y LRI
AELEE-LEICEX
oMKHOOWP|ctt 0 0
HOoPbdPbWQINB
HZW MO NO K
Wk n =Tl
dRHEDHEO X0 6 o
HREPEOHM>HO|R M

]

OO0 D>
QHE ORGPt

(]
a
o

U in col. 8 to be matched
, that the other two U's

¢. In the preceding su
with tm Q in col. 1. Note in

|
gﬁg
1

in the cipher text could not possibly go with the Q. The U in col. 9 is
. more than (4 + 1) rows removed from the Q, so that if it is juxtaposed against

19 110 1 84 186 188 189 1 812
A AI Ay AvyF Avh AVYR AYN
Fu FO Fla FIO Fly FIX FI1s8s
orf oL OFo OFO OF1 OFP OFS
o1 01 O08n 081 O8F 0B L 08°T
Rg RHE REN RET REB RES RET
QU QU QUE QUE QUE QUE QUE
IR b 4 YFO YFO YFU YFL YF

8X 8 8IR 81I SIF 81 81

(a) (b) (e) (a) (o) (2) (&)

Figure 5.

the Q it will leave the first digraph, A-, incomplete; and the U in ecol.
10 is at the end of the column, so that only 6 digraphs are formed by the
combination vhen we expect either T or 8 digraphs in each pair of columms,
depending on vhether they are short or long. It was also noted that only
6 of the 11 E's in the cipher text could possibly go with he established
QU in the pair of columns 1 and 8. In Fig. 5e, col. 8 for the E has al-
ready been used for the U, so this figure is impossible. In Fig. 5¢c, col.
* l 18 short by one letter at the top, vhereas in Fig. 5g, col. 12 is short

by at least one letter at the bottom, so these figures are also rejected.

—CONFIDENTIAL— k95
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Fig. 5f is rejected because the E is 10 letters away from the U (as may be .
seen from Fig. 3a), and Fig. 5 is rejected because the Q in col. 1 is M

sway from the E, since neither 10 nor 41 can be made up by any combination

of integral mlt:lplel of 8 and T, the lengths of the columns in this exam-

Ple.

d. The simplest solution of keyed columnar transposition with an in-
conpletely filled rectangle has Just been demonstrated, viz., by the method =
of assuming the length of the transposition key and anagramming as has been
treated in the foregoing subparagraphs. It was indicated at the beginning
of subpar. & that there vas also a general method of anagramming without
regard to the key length. This amounts to nothing more than searching in
the cipher text for a pilot letter such as Q, writing several of the pre-
ceding letters of the cipher text in a columm over this letter, and several
of the following letters below this letter; then a letter which is usually
associated with the particular pilot letter is located and placed next to
the pilot letter, again recording the preceding and following cipher letters
in a column as before. The resultant digraphs are then examined for possi-
ble delineation of the upper and lower limits of the columms, based on find-
ing "impossible" digraphs which would indicate these limits, and the digraphs .
are expanded into trigraphs and longer polygraphs until the solution is com-
plete. In the absence of pilot letters, we might use the first few letters
of the ci text (wvhich must have come from columm 1 of the transposition
rectangle), or the last few cipher letters (which must have come from the
end of the last column), comparing these segments both as preceding and fol-
lowing letters of other segments taken progressively throughout the cipher .
text, and weighting the digraphs thus formed as a measure of the validity
of the matching; where tabulating machinery is available, this method con-
stitutes an important and effective analytical approach.

k. Solution of messages with similar beginnings.--a. It is not un-
usual in militsry communications that two messages will begin with exactly
the same words, so that the first two, three, or so lines of the enciphering
rectangle of a transposition cipher are exactly the same in the two messages.
When a single columnar transposition method using incompletely filled rectan~
gles is being employed, the finding of two such messages will very greatly
hasten the solution because the identical portions in the two messages enable
the cryptanalyst to divide up the cipher text into the exact columns of the
enciphering rectangle, thus eliminating the doubts concerning the long and
short colums that would otherwise hinder him in effecting a solution.

b. Note the following two messages, with the underlined common poly-
graphic segments; the fact that there are 12 such segments indicates that
the transposition rectangle hag 12 columns.

G
Message "A"
NOSMO BOOOI TEARS PRDEO EPOOL GNTIPF
EUUNS ILATT ATODO LYTBR ARLIM CTIMC 2
TTRSE EMBAA YENCO FBPIO NYIIC NDSRY
CCFAD rTGSE
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These messages are nov rewritten so as to bring identical portions all on

the same lines, as is shown in Fig. 6, below

BAA_

Yo MO < s tng
Ao e <H

So i DKo
oEmMidi<tHO<nD
o Rl HRERMKGKY
= o OHHMXEEBHON
oHOjADIE A MBSO
w Bloal-{E+ M E4 1 B4 0] & I
Toimie-a < A E

cARiojHdaEMO®nA
N Of-1]E4]fey QA 1= o 5 € H X
~EonM<oaHED

Youkidia o omn M
AHoEI DML
o Bl O I >
o X < MR O
o Elo[ElE 05 0o Mg M
cgigl-d EOEH KM
© kK Ol be -4 M 05
v ol < H B <
<+ olzmlemie @ D o
°on oMAaAOCOM
o O EM < 0G0 Ay 05
~EloOinlEOMoo

6, 10, and 12 and

colums 1, 4, and 11 we easily determine the exact order of these numbers,

as shown in Fig. 7, below:

4, and 11 occupy the last
Message "B"

6, 10, and 12 occupy the first four

It is clear from a comparison of these diagrams, and consideration of the
fact that the long colums must of necessity go on the left-hand side of
By anagramming columns 2,

positions of the key, and that the numbers 1,

the rectangle, that the numbers 2,
three positions of the key.

4

BEHHACAEM M
ONMMRLOAHED
OBRPMMHAGH

1

il

HEHRAAIE M < HN
P S HY AR O € 05 Pa 05 4
ROAMXZEDMMROM
CAOCE 1M O

61012 2

HEEHHRMDD
CwXOMOO
ozQaueE™ND

O HEI M <05m A
[MoxdadDonM
SommAaHO®mMMH
vlHoAaOIMHMAM




REF ID:A64556
—CONFIDENTIAL

The rest of the solutions follows quickly, and the transposition key is .
determined to be 6-10-12-2-8-9-7-5-3-11-1-k. The final transposition
rectangles are shown below:d )

610122 8 9 75 3111 4 61012 28 975 3114 g
TOCOMMANDING TOCOMMANDINKNG
OFFICERSBECON OFFICBRSECON
DBATTALIORNST DBATTALIONST =
o_P_EE'J.'AILEBuI g_J;_EFFECTIViI
LITARYNAPSOF MMEDIATELYAL
YOURSECTORBE LRNRONBATTLECA
IKGSERTTOYOU BUALTIESWILL
BYSPECIALCOU BEREPORTEDIN
RIER SEPARATECATE
GORIEBOFSICK
ORINJURED

E

2. _Solution of messages with similar endings.--a. In the preceding
paragraph it was shown that the solution of two keyed columnar transposition
messages having similar beginnings is an easy matter. The case of a peir of
messages having similar endings is even simpler; the identical plain text -
contained in the bottom lines of the rectangle will afford clues to a direct
reconstruction of the transposition key, without the necessity for any ana-

gramuing vhatsoever.

b. Let us examine the following two messages. We find between these .
messages 14 sets of digraphic or longer repetitions; these repetitions do

S )]

Message "A"
CYMRS TUHRHIT OOANB EODEHEE DYTSD ETEOQOY
1 2 3 1 5
SBERH EAVUE EOIED DDCRE IALEN SRLOG
- - T s 9
MSBRFHE RERNRAB URAPN NAGIE SFEHN RICKC
10 1 12 13 14
Message "B"
MTIUS RLROM IHEAE KPJSU RYSBNKS REIEE .
1 2 3 4
ONAGR BTTOI EEMDN RFHEHE EOCREKC SCVIL
5 6 7 8
EHFFG STSDE ROTOV SBREUSB8 OOAIIXI PODHR
"9 10 u 12 13
NORBT ®

14

5 Note that the last letter of the commeon polygraphic segment GNTI in col. 4 is a chance coincidence, -
and does not belong to the identical beginnings of the two messages. Such coincidences are frequent in this
method of analysis and must sometimes be taken into consideration when allocating the text into the columns.

—CONFIDERTIAL— ko8
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not occupy corresponding sequential positions as was the case in the mes-
sages in the previous paragraph. In order to facilitate our study, we
nmumber the common segments serially in each message, as is shown above.

c. We note that segment No. 1 (RST) in Message "A" corresponds to
segment No. 1k in Message "B"; likewise, segment No. 2 (0OA) in Message
"A" corresponds to segment No. 12 in Message "B". If we set forth the
positional equivalencies between the segments in Messags "A" against their
identities in Message "B", we will have the following:

-
=

"A": 1 2 3 4 56 7T 8 9101112131k
"B": 1%121310112 6 ¥ 17T 3 5 9 8

Message "A" contains 90 letters, which means that for a transposition rec-
tangle of 14 colums there will be 6 long columns of 7 letters each, and 8
short columns of 6 letters each; Message "B" contains 95 letters, which
means that there will be 1l long columms of 7 letters and 3 short columns
of 6 letters. Relative to the position the last letter in each rectangle
occupies in the bottom row of the rectangle, it is obvious that the final
letter of Message "B" is five columns to the right of the final letter of
Message "A". Using this difference, viz., 5, we can build up a key sequence
from the series of equivalencies given above. Thus, the equivalent of seg-
ment No. 1 of Message "A" is segment Ko. 14 of Message "B", so we place l
five spaces to the right of the number 1 vhich was arbitrarily placed at the
left; the equivalent of NHo. 1 in Message "A" is No. 8 in Message "B", so we
place 8 five spaces to the right of the 1k just entered a moment before, as
is shown below:

1 23 k56 7 8 9101112131k
1 1k 8

The equivalent of segment No. 8 of Message "A" is No. & of Message "B", so
a bk is placed five spaces to the right of the 8 in the diagram above, treat-
ing the sequence cyclically. This process is continued, until we bave con-
structed the following complete sequence:

123 %5678 910111213 1%
1 46 51314102119 8 7 12 3

This sequence, 1-%4-6-5..., is either the transposition key itself K or a
cyclic permutation of the transposition key.

d. The underlined segments of the messages in subpar. b indicate the
end of the colums of the transposition rectangle, since the identical plain-
- text portions are located in the final rows of the rectangle; for example,
the first colum of Message "B" must contain 7 letters, ending in SRL. B8ince
we know that Message "B" has three short columms of 6 letters each, we can
N look for these columns delineated in the cipher text by the ending segments;
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we find these to be col. 5 (EBONAG), col. 13 (IIPQDH), and col. 14 (NNORST).® .
Since these short columms must be at the r:l.ggt of the transposition matrix,
the actual transposition key must then be 10-2-11-9-8-7-12-3-1-4-6-5-13-111-.
The cipher texts of the two messages are now inserted into the appropriate
rectangles, and the plain texts emerge as is shown in the illustration

L}

below:

Message "A" Measage "B" e
10219871231 46 51314 10219871231 465131
OURADVANCEBEIN FRESHENEMYREIN
GHELDUPBYDETER FPORCEMENTSBEIN
MINEDENEMYRESI GMOVEDUPINTOPO
STANCENORTHOPFC SITIONSJUSTNOR
ROSSROADBSEVER THOFCROSSROADS
FOUREIGHTDASHC BEVERFOUREIGHT
HA I SHCHARLI

6. Reconstruction of literal keys from numerical keys.--a. If the
enemy is using numerical keys which have been derived from literal keys,
it goes without saying that the cryptanalyst should try and reconstruct
these literal keys as the last step in the solution. This reconstruction
may be of more than academic interest, since the original literal keys may .
furnish clues as to the emeny's thinking and its possible influence on his
ecryptographic habits or idiosyncracies. For example, if the cryptanalyst
determined that the enemy used the names of flowers for the derivatica of ()
keys for five successive days, on the sixth day the cryptanalyst would prob-
ably consult a botanical anthology and perhaps guess the probable key for
the day; this method of cryptanalysis is very rewarding vhen it vorks--and
it doesa.

wd

b. When mumerical keys are derived from literal keys in the usual man-
ner, 1.e., by assigning mmbers to the letters in accordance with their rela-
tive positions in the normal alphabet ,7 the sequence of key numbers forms the
basis for a keyword reconstruction diagram. The diagram for the key derived
in subpar. 2¢ is shown in Fig. be, in which the individual key numbers are
written from left to right on different levels so that each level contains
only mmbers normally in sequence.

6 Note that the third column of Message "B” must end in TSD, and not TSDE; the extra "E" at the end of
this segment in the two messages was a fortuitous coincidence, as pointed out in the preceding footnote.

7 See in this connection par. 38 of Military Cryptanalytics, Part L

LY
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1l 13 12 8 5 & 6 3 2 12 7 10 9
1 1 2
2 3
3 4
b 5 8 1
5 8 9
6 10
Tin 12
8 13

Figure 8a.

On the first level, the number 1l represents a letter near the very begin-
ning of the alphabet, and is most likely an A; the number 2 also represents
a letter near the very beginning of the alphabet, and this too is quite prob-
ably an A, although it might be a B or C. On the second level, the equiva-
lent of 3 must be at least one letter to the right in the normal sequence
after vhatever letter the 2 represents; likewise, on the third level, the
equivalent of 4 must be at least one letter after the equivalent of the digit
3. It is also clear that the number 11 must represent a letter in the last
half of the alphabet, and that 12 might be this same letter, or one further
to the right in the alphsbet; the number 13 must of cowrse represent a let-
ter after that represented by 12. The probable ranges of the various num-
bers of the key are thus recorded in the keyword reconstruction diagram, as
shown in Fig. 8b, below. If desired, the ranges of the letters comprising

1113 1 8 5 4 6 3 2 12 7 10 9

1 2
A-C A~C

D-1 D-1 H-M

10
N-T

P-T -

13
R-W

® 1 O W F W N M
[ -]
©°

Figure 8b.
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the equivalents of the key numbers might be listed as shown in Fig. 8¢,
below, which some students will find to be a more convenient diagram for
selecting combinations of "good" letters forming fragments of the literal

key:

=
(]
[

g
- Ll

[ -]
-
(]
=t
o
(-]

QW
- A RN [
HEQ W o
ow
(~X -]
e =
HONYOH

WO O W
WXnYO = X

EROR-F )

nNadEwm

@EnoqQe
HHEHQY EWUOo

5

¢. The next step is to find a good word (or word fragments, if the

mmerical key has been derived from two or more words) from among the many
possibilities; in this step we may be aided by the relative frequency of
1n1tial and final letters of words in the langusge. If we study the ending,

we can see that ION is a possibility, wvhich is then expanded progressively
into TION, ATION, and CATION. At this point we night consult a list of words
urmngadinrhyﬂngordoraceordinstowordlength, or ve might make trials
for various possible beginning digraphs (vhich must be followed dy A, since
the fifth letter from the end has been established as an A); when WA is
tried, the word QUALIFICATION emerges, without any inconsistencies. It must
be pointed out that if the numerical key is rather short, there may be multi-
ple possibilities for the choice of literal keys. With numerical keys of 10
or more numbers, it is usually possible to reconstruct the original literal
key used; furthermore, the longer the numerical key, the easier it is gener-
ally to recover the literal key. As an exercise for’ the student, it is left
to him to reconstruct the literal keys from the rest of the numerical keys
in this Appendix.

Solution of messages of identical length and in the same key.--a.
In the mechanics of transposition ciphers, the essential feature lies in the
changes in positions of the letters constituting the plaintext message, the
changes being determined by a key. It follows, therefore, that the letters
of two or more messages of exac the same le n_enciphered by the
same key, will undergo exactly the same c 8 in itions. If we have
several such messages, solution may be achieve by writing them under one
awmnumummmmguwwMMlmmthd°wnnﬂMdmuswm
regardless of the slize or shape ape of the transposition matrix, or whether the
transposition involves monophase or polyphase transposition.

B Cf. Tables 2-D and 2-E of Appendix 2, Mflitary Cryptanslytics, Part L
9 Cf. Section B of Appendix 3, Military Cryptanalytics, Part I,
10 iy process is known as multiple anagramming,

-CONPIDENTIAE— 502

v

=~
hd




[}]

=

—CONFIDENTIAL -

b.

REF ID:A64556

Let us assume that we have intercepted four 50-letter messages on

the same day, and that there is reason to believe that the same transposition

system and specific keys might have been used for all four messages.

These

four messages are superimposed as follows, together with a notation of the
positions the cipher letters occupy in the messages:

Msg No. 1:
Msg No. 2:
Msg No. 3:
Msg No. &:

Hogam®

Mag No. 1:
Msg No. 2:
Masg No. 3:
Mag No. b:

WK E SHEHS -

HEXR Y

In Message No. 2 we are fortunate
one of the two U's in the message, as
Fig. S produces better digraphs, we c

3916
IE
QU

LN

R A
(a)

ZranNW o

Hhc<d g

4 656678 9101112131415 16171819 20 2122 238 24 25262728 29 30
ILORRHMHEHTDTEEOTGARUUDEIDINO
LTOLLNOXTREIURNHEHLYSTENAOTTA
POIERRIEENRUNSPNRONHBAIRGOA
OITNESBEEMSBRVAEINTAIRAICEINMYF
34 35 36 37 88 3940 41 42 43 4445 4647 4849 50
DMEZIINACAETATSER
CBCIEQEHREEOILRYIT
WGNRSLEEKPONTAAOT
IIRASRTRPONEWOMNTO
in having a Q; this should be paired with
shown in Figs. 9a and b, below. Since
onclude that the pair of colums (39,33)

8933 39 33 43 393315 3933 49

IV IVA IVE IVE

QU QUE QU I QUI

LS LSP L8U L8O

RE REO REYVY RET

(b) (e) (a) (e)

Figure 9.

is more likely to be correct than is the peair (39,16). The QU should be
followed by a vowel; if the vowel is E, the only colummn vhich does not pro-
duce an impossible trigraph with the combination (39,33) is col. 43, as
shown in Fig. 9¢; if the vowel is I, the only possible combinations are

shown in Figs. 94 and e.

Of the foregoing three possibilities for trigraphs,

the best looking set is that in Fig. 9e. On trying various continuations of
QUI, we arrive at the following fragment:

Msg No. 1:
Msg FNo. 2:
Msg No. 3:
ng No. l|'=

WO HE
HRa<dy
HorHRmY
oOnWl>E
2R
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After a little further expermentation, all four messeges are completely .
anagraxmed, ylelding the following:
411035231 4 1426172945 7 2038 32484211 3624 2 5 152718 30 46 8 21 39
Meg No. 1: AMMUNITIONTRAINSCHEDULEDTOARRI -
Msg No. 2: HOSTILEARTILLERYEXCEPTIONALLYQ
Msg No. 3: EIGHTPRISONERSTAKENBYOURPATROL
Msg No. 4: REINFORCEMENTSBIMPERATIVEIFWEAR :
834943128725 3 6 16 2819 31 47 922 4034504413
Msg No. 1: VEATZEROEIGHTHUNDRED
Msg No. 2: UIETINSOUTHERNSECTOR
Msg No. 3: SOPERATINGNEARNEWTON
Msg No. 4: ETOMAINTAINPOSITIONS

¢. The key recovered in the diagram above, 41-10-35-23..., represents
the order in vhich we must read the elements of 50-letter messages so as to
yield the original plain text; in other words, this is the cipher-to-plain
(abbr. C—»P) sequence for messages of this le;_ggh. If we examine this se-

quence, we vill note a pattern repeated at an in of 16. Let us copy *
this sequence in lines of 16 under each other, as shown in Fig. 10a, below.
1103523 1 L1k 26172945 T 2038 3248 .
211362k 2 51527183046 821 3933 49
43123725 3 6162819 31 47T 922 40 34 50
e °
Figure 10a.

If we now assign numbers to the columms of Fig. 10a in the order of the
ascending series of elements in the columns, as shown in Fig. 10b, we will

have the actual transposition key. The transposition rectangle for Message
No. 1 1s therefore as follows:

1441281 2 59610153 713116
AMMUNITIONTRAINS -
CEEDULEDTOARRIVE
ATZEROEIGETHUNDR]
|2 D :

With the transposition key recovered, we will be able to read any further
messages in the same key, without regard to the length of the measages. .
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‘ d. The foregoing method of multiple anagramming constitutes a general
solution for all trangsposition ciphers, and is one of the reasons that traus-
position of plain text is not often encountered in actual operations. Mors-
over, after the C—» P sequence has been recovered, it is possidble to recon-
struct the transposition matrix, regardless of shape or design, as well as
the transposition key or keys involved; these topics will de reserved for
extensive treatment in Mili tanalytics, Part IV.U

8. Concluding remarks on transposition ciphers.--a. We have seen how
easy 1t is to solve columar transposition ciphers using rectangular
matrices. It might be mentioned that the security of such ciphers is en-
hanced if nulls are incorporated into the matrix; these nulls are arbitrary
letters (usually high- or medium-frequency letters) inserted in certsin cells
designated for this purpose, with the intent to confuse the cryptanalyst in
the anagramming process, causing him to discard combinations of columms which
might actually be correctly matched. An even more effective measure for aug-
menting the cryptosecurity of transposition ciphers is the incorporation of
blanks in the matrix, i.e., certain designated cells which are left unoeccu-
pied; this usage greatly impedes the cryptanalyst in ascertaining the lengths
of the columns and considerably complicates the anagramming process.

b. We have shown the value of special solutions in dealing with trans-
posit:lon ciphers, taking advantage of special circumstances such as cases of
messages with similar beginnings or endings. In transposition ciphers, per-
haps even more so than in substitution ciphers, speclal solutions are of ex-
ceptional importance; sometimes the only possibility of solution of a diffi-
cult system lies in finding a message or & pair of isologs manifesting an
untovard situation, correctly interpreting the phenomena, and capitalizing
on the cryptographic idiosyncracies exhibited. Almost any kind of an isolog
situation, and especially one in vhich some kind of cryptographic error has
been committed vhich is then followed by the corrected version, may be of
inestimable value to the cryptanalyst in leading him to a gquick solution.

¢. The solution of route transposition ciphers such as those illustrated
in subpa.r 1c is merely a matter of experimenting with rectangles of various
dimensions suggested by the total number of letters in the message, and then
inspecting these rectangles, searching for portions of words by reading hori-
zontally, diagonally, vertically, spirally, and so on. In many of the routes
no experiment is even necessary to determine the dimensions of the rectangle
in order to get a starting point. For example, consider the following message:

FISET VEARA DCDKP REATT SUIWI INISI SO0OON WEIPE NFNON YAEOQA
TSTSL USTEE RSRCR ELOFO RSAOT LPATC NEAAG EOLIW TELDO N

U j; should be noted that the simple characteristics present in the diagram in Pig. 10a are typical only of
monophase keyed columnar transposition involving rectangular matrices, Other types of transposition ciphers
yleld C—»P sequences of much greater complexity, and may pose considerable difficulties in the way of
solution,
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If we start off by assuming an alternate diagonal route for the transposi- .
tion, the first two groups yield good fragments, as is showm in Fig. lla.

Ve continue the method until there are conflicts, as in Fig. 11b; this in-
FIVE PFPIVEPRISHN FIVEPRISBONER -
STA STAKENIO BSTAKENIRKNYEST
ER ERDAYSHN ERDAYSPATROL
A ACTIOP ACTIONEBCAPE c
DTWON DTWOHOURBAGO
SB8TOH STOPALERTALL
UNP UNITSLOCATED
Vil WESTOFNEVTON
E
Figure 1lla. Figure 11b. Figure llec.

dicates that the method, which worked for colums of 8 letters, does not work
for 9. We therefore assume columms of 8 letters and go back to the point
vhere the sense broke; from Fig. llc it can be seen that the alternate diago-
pal route was the one followed in the transeription, and that a 12 x 8 rec-
tangle was used. Of course the cryptanalyst might not hit upon the correct
method until after he had tried several other routes, but such trials take
only a very few minutes. It is to be noted that large rectangles of this
type have not often been used because in many of the routes vhole plaintext N
words show up in the cipher text.

9

d. A type of transposition that has occasionally been encountered is .
that involving the use of a square sheet of paper or cardboard, called a
grille, in which small square cells have been cut out in definite but ir-
regular positions; the letters of the plain text are inscribed on a sheet
underneath the perforated design. Usually, the grille is revolved 900 in
four successive operations so that the resulting square of letters inscribed
beneath the grille is completely filled, and then the letters are taken out
in groups of five, reading horizontally or otherwise according to agreement.
The perforations in the grille must, of course, be correctly disposed on the
grille so as to produce the result that every space on the sheet over which
it is placed in inscriding the letters shall be filled after the four turns
of the grille have been completed. Techniques exist for solving even single
messages in such ciphers; vhere several messages of identical length have
been intercepted, the general solution given in par. 7 may be applied. The
grille may then be reconstructed by an analysis and comparison of the cipher
text with its corresponding plain text.

e. Monophase transposition is characterized by a relative simplicity
of the methods of analytical attack, as has been demonstrated in the pre- >
ceding paragraphs. Polyphase transposition, on the other hand, produces
ciphers of formidable complexity, which under certain circumstances may de-
fy solution. The most frequently encountered form of polyphase transposi-
tion is the double transposition cipher employing rectangles for the matrices;
after the plain text has been inscribed in the first rectangle, the letters
of the columns (taken in the order of the numerical key) are inscribed hori-
gontally into a second rectangle (based upon the same or a different key), .
from left to right and from the top dowmwards; the cipher text is then taken
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716832825894 716 3286594
FIRSTREGI IEDOLOTTC
MENTCOMMA SDAHSTOEC
- NDPOSTHAS TNIASEBREE
MOVEDTONE MEOIFRNPY
' WLOCATIONRN OUOFPMNMWS
SOUTHOFNE WROTTTOGM
= WTOR ANON
Figure 12a. Figure 12b.
off from the colums of the second rectangle in the order of the second
key. In the illustration above, Fig. 12a is the first transposition, Fig.
12b the second. The final cipher text would read as follows:
EDNHU RNLSS PMTOH AIFTN CCEVS MTONN
MODAI 0000I SB8TMOW AOTER NTTEE PWG

Although such a double transposition cipher is theoretically extremely dif-

* ficult to solve, nevertheless there are certain disadvantages to the system

vhen used in military cryptography. The greatest danger is the failure on
the part of careless clerks to execute both transpositions. The intercep-

. tion and solution of a single message which has undergone but one transposi-
tion will immedlately provide the key for the solution of all the other mes-
sages even though they have been correctly enciphered. Again, the intercep-~
tion of two or more messages of exactly the same length will provide material
for an effective solution. Again, the interception of a message which is

* based upon a perfect square, even though both transpositions have been ef-
fected properly, will enable solution; and the solution of completely filled
matrices, though they may not be perfect squares, is also possible. Other
special solutions have been devised, to take advantage of certain circum-
stances.

f. In cases of transposition ciphers which employ a more or less ir-
regulu- geometric design accomodating exactly n letters, a long message may
be split up into sections of n letters and then these identical -length sec-
tions may be attacked simultaneously by the multiple anagramming method.
This possibility should not be forgotten in dealing with a transposition
system that is known or assumed to incorporate a matrix of fixed dimensions.
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Paragraph

!nuoductory remalk’-c-noooconoanoono...oc.o-.o-o-onsuooto--o-oa-o-o.-coo.c.oouuo--o-o.ac-oo
Combination BYSlCIMNS, 00000000000 ecarseesrecetesseesntseecesotionstisteceonseeeeneesessantsses
Fractlon.ltl.ng SYSICINS, 00000000000 00000000000000000000000005005000000000000000000000000080080
Clph! devlcesandelemenul’y cryp‘ommm.----oooo-.o--ooooacoo..ooo-.o-o-ooo-o--b-loc-
The Wheatstone clpher &vlceooo--oa.c-.-ooo--a--oa-oooo-o--onoo.-oooo-ooco.-ooo---o.ooo-ncoo
Cyllndﬂﬂl Ciphe' a'iceﬂ llﬂ? SYSICINB, ccesvoscoscvrccscecoscacsnsnscssensencassessesnnsonsans
mmm.cmiiotl.....l.ll.!l.ll..l.ll.l..l.......ll....ll.ll.................l.l...l
Code SYSIEINS . 0000000000000 00000000000000005008000000000000080000000000000000080050000080000
Em’-mmmm'a-o-ooo-o--c-ooooo-o---uooo-c-oolo.-.o.o.-no-loncooconaoclolcoonolnoo
Machine c‘.Phel' SYSDEINIS, 1 s 0000000000000 000000000000000000000rE0EE000RCEN00s0RcORsORRREERRRRES
mmse“n mcmm. tYPG c'sa-o-n--ooo.-o--no...--.-oon.oo-.-..--o-.o--.-.o-o--oo-no-.oooo
Wired rotor mlcm'--.-oon-ooo-o---n---onoonco.---..uno-c.-o.--o-oc.-ooo.-.-..-coanoooocnco
The B-211 c’-Ph‘l mcmo-o-oolooco-c.--.--o.---aouc--oo-oo-.---t-o-.---o.-.---c.oncuuo.--o
Clphﬂ telewmm SYSICINIS, s e 0evev00s000000000000000000080000000000000000000000000000000000a00
CiphonYo c’-f.xo and civision SYSICINS: 4055050002000 08000000000000000000083003000000008080008080

1. Introduc% remarks. In the formal portions of Military Cryptana-
lytics, Parts 1I, the exposition of the details of solution of various
monoalphabetic and periodic polyalphabetic substitution systems was preceded
by a discussion of the cryptographic aspects of these systems, much in the
same way that anatomy and physiology precede more formal medical and dlagnos-
tic studies. Further cryptographic treatment was included in this present
text: in par. 99 a brief introduction to the basic prineiples of aperiodie
substitution systems was presented, and in Appendix 5 the mechanics of trans-
position systems were outlined. However, the student has not yet been intro-
duced to the nature of code systems or machine systems, nor has he encountered
in his studies thus far certain other systems vhich are representative of im-
portant types of cryptography. In the paragraphs which follow these additional
aspects of cryptogreaphy will be treated, so that the student may round out his
perspective and education in general cryptography, in order to provide a step-
pingstone to further advanced cryptologic studies.

2. Combination systems.--a. Some cryptosystems involve superencipherment,
i.0., the plain text of a message undergoes a first or primary encipherment and
the resulting cipher text then undergoes a second or secoundary encipherment,
for the purpose of augmenting the degree of cryptosecurity. If the two pro-
cesses are well selected, the objective is actually reached,! and the resulting
cryptograms present & relatively great degree of cryptosecurity; but sometimes
this umtmmmtbmnMueuﬂtyuofspmlymuory
character.? The final encipherment may, in fact, be no greater in degree than

RO BEBooaochotom

let. addirive encipherment of underlying dinome and monome-dinome text treated in Chapters XI and XII,
which encipherment represents a considerable sophistication over the basic system of the first substitution,

2 ¢f, the discussion on repetitive encipherment in subpar. 84d of Military Cryptanalytics, Part I,
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if a single encipherment had been effected, and in unusual cases it may even
be less than before. It is impossible to describe all the comblnations of
systems that might be employed; only & very few typical cases can here be
considered, and these will be selected with a view to i1llustrating general
principles. A cryptosystem incorporating superencipherment may involve 2,

3, <. Buccessive processes of substitution; or it may involve 2, 3, ... suc-
cessive processes of transposition; or substitution may be followed by trans~
position, or vice versa.® These cases will be taken up in the subparagraphs
below.

b. Monoalphabetic substitution followed by another monoalphabetic sub-
stitution obviously does not make any coatribution to eryptosecurity; the
transformation gC; —e gCo still remains monoalphabetic in character. Mouo-
alphabetic substitution followed by polyalphabetic substitution, or vice
versa, likewise does not add anything more to cryptosecurity than is already
inherent in the polyalphabetic system. If periodic polyalphabetic substitu-
tion is followed by polyalphabetic substitution of the same period, no in-
crease is made to cryptosecurity; if, however, the key for the secondary en-
cipherment is of a different length from that for the primary encipherment,
the resulis are quite different, in that the period of the resultant crypto-
gram becomes the least common multiple of the two key lengths. For example,
1f the length of the key for the primary encipherment is 4, and that for the
secondary is 6, the result is the same as though a key of 12 elements had
been employed in a single encipherment. If the key lengths selected are
relatively prime to each other, the method may give rise to cryptogram of
considerable security; this 1s the prineciple of the two-tape cipher tele-
printer discussed in par. 97.

c. Combinations of substitution and transposition methods can take
many forms. It is possible, of course, to apply substitution first, then
transposition; or transposition first, then substitution. The most commonly
encountered syntems, however, are of the former type, i.e., gC; —e 4Cs.

Furthermore, it can be stated that as a rule practicable systems in which
both processes are combined use methods that are relatively simple in them-
selves, but are 8o selected as to produce cryptograms of great security as a
result of the combination. To give a very rough analogy, in certain combina-
tions the effect is much more than equivalent to the simple addition of com-
plexities of the order x and y, giving x + y; it is more equivalent of the or-
der xy, or even (xy) Some of the most effective combined substitution-trans-
position systems make use of multiliteral substitution for the first encipher-
ment, followed by a transposition of the miltiliteral elements so as to s
rate these elements and distribute them throughout the cipher text; that is, the
fractional parts of the cipher equivalents are thoroughly disarranged and dis-
tributed evenly or irregularly throughout the text. Such systems are known as

3 It will be convenient to adopt the symbol C to represtnt the cipher text produced by any unspecified process
of encipherment, The symbols Cj, Cg, Cg, ... will then represent the successive texts produced by successive
processes in superencipherment. The subscript letter s or t may be prefixed to the C to indicate that a given
process is one of substitution or transposition, Thus, the steps in a system where a first substitation is followed
by a second substitution can be represented symbolically by ,C; —=,Co. In a similar manner, & —£C2
represents a double transposition, The notation C; — Co means that the text from a first process of sub-

stitution undergoes transposition as a second process,

— CONFIDENTITAL— 212
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fractionating systems; these will be treated in the next paragraph.

3. Fractionating systems.--a. All fractionating systems have inherent
in their cryptography a substitution phase in which each plaintext letter is
replaced by a cipher equivalent composed of two or more elements or “frac-
tions”, and tben these elements are subjected to a further encipherment, usu-
ally transposition, in a second phase. This latter may be followed by a
third phase, recombination of transposed elements, and a fowrth phase, the
replacement of the recombined elements by single ciphertext letters; thus
such a system may embrace a first substitution, a trensposition, a recombina-
tion, and a second substitution.

Let us consider the following example of a factionating system.
there is illustrated a bipartite square which is used to encipher
hown in Fig. 1b; the bipartite cipher elements have been re-
corded as vertical dinowmes underneath their plaintext equivalents.

Tows of Of and 02 elements are now recombined horisontally in pairs, and
he pairs are reconverted into single-letter cipher equivalents using the
same bipartite square; this is shown in Fig. lec.

c. It will be noted that there are four basic steps involved in the
E { ng encipherment: (1) a process of decomposition, substitutive in
ehn.not:i, in ch each 6, is replaced by a bipartite 8;, composed of two
parts, 65 and @5; (2) a process of s tion, transpositive in character,
in which each 6% 1s separated from the 62 with which it was originally as-
sociated; (3) a_process of recosbination, also transpositive in character,
in vhich each 9} is combined with e 62 with which it was not originally
associated; and finally (&) a new 8 of recomposition, substitutive
in character, in vhich each new combination is given a letter value
according to & bipartite alphabet. In the foregoing example the alphabet
for the recomposition was the same as that for the decomposition; this, of
course, is not an inherent necessity of the system--the decomposition and
recomposition alphabets may be entirely different.

513
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d. Another method for recombining the bipartite elements is by a .

diagonal relationship, as shown by the arrows in Fig. 14, below; every Of
ONEPLANEREPORTEDLOST X
hh3h21h313HL15312hu;(k)
lsaesisivaneiasasis
211325115%13241132251 <
CDRFUXDEPRKUSDHEFCCZR

Figure 1d.

1s recombined with the 6} of the following nh:-_;mm,untutmm

of the mes is » 8t vhich time the last 0% is recosbined with the

very first 6%. The first several recosbined pairs are 2k 13 14 32 21...,

which becomss CDRFU... vhen converted 1:20 single letters
bipartite squere in Fig. la. The last 65, 1, is combined with the first 6L,
k, to yield an R for the last letter of the final cipher. Another way
accomplishing this method is to set down the bipartite equivalents horizoun-

tally and recosbine them as shown below: :
~02 : B f L.co
38 2
VAVAVAV. :
C D R F ...

The results are identical with those obtained in Fig. 14.

e. The systems shown in subpers. b and 4 are aperiodic in nature,
since the fractionating treatment is sapplied to the message as a whole.
It is also possible to apply these processes to groupings of fixed length,
resulting in a periodic fractionating system.? For example, let the message
and the bipartite sgquare be the same as before, and let the unit of encipher-
ment be five letters. The letters of the plain text are written in groups
of five, and the bipartite cipher elements are written as vertical dinomes
below their plaintext equivalents; this is shown in Fig. le, below. In the

[V}

reconbination process, the bipartite elements in this case are taken hori-- .
sontally within the periodic ings; thus the elements
Tinintert Tcttars are read as b 34 22 11 32, ylelding GKLEF as the final

4 The invention of perlodic fractionating systems is commonly attributed to the French cryptologist
F. Delastelle, who described them in his excellent treatite, Traitd élémentaire de cryptographie, Paris, 1902,
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cipher. The sams treatment is applied to each suceceeding group of five
plaintext letters, until the entire message is encrypted.

_ f. In the foregoing examples, the fractionating schemes involved
bipartite alphabets. Higher orders of multiliteral alphabets may also
be used, as is shown the periodic fractionation system below:

]

® Elll B211 P311 ONEPL AXNERE PORTE DLOSBST
T2 E212 Q312 222)31 12212 321)32 112)33
D13 Fr213 85313 3)311)3 2)312)1 1)322)1 1)331)2
R121 G221 7321 32)211) 22)212) 13)112) 31)331)
Al22 J222 V32 JBPZB AAQAE TTVDY YXXMX
V123 K223 W 323
L131 N231 X33
Il32 N232 233
€133 0233 . 333
The mumltiliteral cipher elemsnts are written as vertical trinomes under-

neath the plaintext letters, and then these elements are recombined as hori-
- soutal trinomes within the periodic grouping, as shomm by the parentheses
in the illustration above; thus the elemsnts of the first five plaintext
letters are read as 222 313 311 332 211, ylelding JSFZB as the final cipher.
If in the recombination process a 333 is produced, this may either be repre-
sented by a 27th cipher character, wvhich is impractical, or else a conven-
tion must be agreed upon such as that will always be represented by ZA
¢ and 333 will always be represented by Z5; the deciphering clerk will thea

take the next letter into account upon encountering a Z, before he decom-

poses this cipher letter.

g Fractionation may be combined with keyed columnar transposition;
such a system was used with considerable success by the German Army in
1917-1918 as its high-command cipher. This system was known to the Allies
as the ADNGVX system, because only these letters appeared in the cipher text
of the messsges. Essentially, it involved a 6x6 bipartite matrix, the co-
ordinates of which were the letters ADFGVX (chosen because their Morse
equivalents are easily distinguishable from one ancther), the interior of

O ¥ E P L A R E R B
A VF DF AF VG VYD DA DF AF AV AF
: P O R T E D L 0 8 T
a V@ VF AV XA AP FF VD VF VX XA
v
X
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the matrix containing a keyword-mixed sequence comprising the 26 letters

and 10 digits. The biliteral cipher equivalents from the primsry encipher-
ment were inscribed into a rectangular trensposition matrix, and the columns
were taken off acscording to the numerical transposition key; this accom-
plished an effective fractionation of the primary encipherment. In Fig. 2a, -
above, is shown a sample bipartite matrix; in Fig. 2b, the biliteral oneiphu'-
ment of a message; and in Fig. 2¢, ﬂmmmitionmtnngle The final
cipher text, transmitted in srcupl of five letters, is VFFFA AXVAY...

L]

b. Cipher devices and elementary cryptomschanisms. Simple devices
have been used in cryptologic practice which produce pericdic polyalphabetie
encipherment; we have already seen typical examples of these, such as the
primitive disc cipher device described in par. 10, and the rudimentary strip
device described in par. 76. There are certain cipher devices, however,
vhich operate in such a manner that periodicity is avoided or suppressed.

them the most interesting of these are the Wheatstone cipher device,
cylindrical cipher devices, and the Kryha machine; these will be discussed
in greater detail in the succeeding paragraphs. As a rule, however, cipher
davices, by their very nature, can hardly avoid being cyclic in operation,
thus causing soms kinds of manifestations of periodicity to be exhibited in <
the cryptograms.

5. _The Wheatstone cipher device.--a. This device, invented by Sir

Charles Wheatstone® in 1867, is a 1ittle more than four inches in diameter ,
and consists of a dial with two hands, as shown in Fig. 3, below:

. L]
\*\ " fe
¥ x\F |a)] AL
-!‘oos'i o*w"
)
2 )
i EY y r e
° vJor
L _’ A

g
y Cp "’Nnﬂ 4
q *
SIETA\2

!'ism 3.

5 Credit for the invention of the device and system described in this paragraph belongs not to Sir Charles .
Wheatstone, as is commonly thought, but 10 an American, Decius Wadsworth, who in 1817 constructed a de-
vice identical in principle with that described on pp, 342-348 of the Scientific Papers of Sir Charles Wheatstone,
published by the Physical Society of London in 1879, The Wheatstone device used a 27-element outer alphabet
and a 26-element inner alphabet; the Wadsworth device used a 33-element outer alphabet (26 letters and the
digits 2-8, inclusive) and a 26-element inner alphabet. Furthermore, whereas in the Wheatstone device only
the cipher component could be varied, in the Wadsworth device both components could be varied according to
identical or nonidentical mixed sequences. Wadsworth later became Chief of Ordnance of the U, S, Army;
Wheatstone, it will be recalled from footnote 11 on p. 138 of Military Cryptanalytics, Part I, was the man
who did not wnvent the Wheatstone bridge.
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The dial is composed of two independent circles of letters. In the outer
circle, which constitutes the plain component, the letters progress clock-
wise in normal alphabetic sequence, but there is an extra character between
the Z and the A vhich is used as a word separator, making a total of 27
characters; furthermore, the digits 1-§ are inscribed together with the
letters A-J and also N-W, for enciphering numbers. In the inner cirele,
vhich constitutes the cipher component, the letters are arranged in a
mixed sequence and are inseribed either on a surface vhich permits of
erasure, or on & dstachable cardboard circle which can dbe removed and
replaced by another circle bearing a different sequence.

b. The two hands are pivoted concenirically, after the fashion of
the howr and minute hands of & clock. In & clock, vhen the minute hand
makes a complete revolution, the howr hand makes only 1/12 of a complete
revolution; the action in the case of this device, however, is somevhat
different. The short hand is frees to be set independently of the long one,
although the motion of the latter affects the former. Since the outer cir-
cle has 27 spaces and the inner one only 26, by a simple gear assembly each
complete revolution of the long hand causes the short hand to make 1 1/26
revolutions, thus causing the short hand to point one place in advance of
vhere it pointed at the end of the preceding revolution of the long hand.
For example in Fig. 3, vhen the long hand is over B of the outer circle and
the short hand points to R of the inner circle, if the long hand is pushed
clockwise around the dial, making a complete revolution, the short hand will
also make a complete revolution clockwise plus one space, thus pointing to D.

¢. To encipher a message, the long hand and the short hand are first
set to prearranged initial positions, or set according to an indicator pro-
cedure; furthermore, by previous agreement, the long band is invariably to
be moved in the same direction, usually clockwise. Suppose the message to
be enciphered is SEND AMMUNITION. The long hand is moved clockwise until
it is directly over S8 on the outer sequence; the letter to which the short
hand points is the cipher equivalent of B and is written down. Then the
long hand is moved clockwise to a position over E, and the letter to which
the short hand points is noted and written down; the next two letters are
enciphered in the same manner. After the encipherment of each word, the
long hand is moved clockwise to the asterisk, and the cipher equivalent of
this word separator is recordsd; vhen a doubled letter occurs in the plain
text, as in the case of the doubled M of AMMUNITION, some infrequently used
letter such as Qp must be substituted for the second occurrence of the let-
ter, and enciphermsnt proceeds as before. To decipher a message, the hands
are first set to their prearranged initial position, and then the long hand
is moved clockwise until the short hand points to the first cipher letter;
the long hand is then directly over the plaintext equivalent. The process
is continued until the message is completely daciphered.

d. The same results as are obtained by using the Wheatstone device
can be cbtained by using sliding alphsabet strips, providing that the opera-
tor will bear in mind that every time a 6p on the plain component is situ-
ated to the left of the preceding 6p, he mst displace the cipher component
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one position to the left, if the correspondents have agreed upon a clocke~
wvise movement of the long hand, or the right, if they have agreed upon a
counterclockvise movement of the long hand. What makes the Wheatstone de-~
vice particularly interesting is that the motion of the cipher
is highly irregular and unpredictable, depending as it does upon the plain :
text being enciphered and upon the arrangement of the letters in the plain

component; at the time of its invention, the Wheatstons device was con-

sidered by the cryptologic world as "sbsolutely indscipheradble.” The stu- 3
dent is used to such appraisals by now--the cryptanalysis of this dsvice

will be treated in the next text.

6. 1lindrical ci devices; strip systems.--a. In 1891 the noted
heneh—""eryptm 'ologi_lt_t:a'ptunl!ﬁwnm- an '“'nuer—"!fu": !nvenm"—_'F an ingenious (for
its day) cipher device vhich he called the "cylindrieal cryptograph.”
Bazeries proposed this system to the French General Staff, which twrned
it down along with previous proposals of his; Bazeries was considerably
piqued, and in 1901, now & major, he gave vent to his feelings in his
book, "Les Chiffres Secrétes Dévoiles,”” in which he described fully his
"chiffre indéchiffrable." Because the principle upon which the cipher
systenm is based was firat described in print by Bazeries, it is usually N
referred to in the literature as the Bazeries principle; for the sake of
historical accuracy, however, it should properly be called the Jeffersonian
principle. The device was independently invented for the third time in
191k by Captain Parker Hitt, U. S. Army; and since then, it has been in-
vented several more times.

%

b. Essentially, the Bazeries device, illustrated in Fig. &, below,
consisted of 20 discs mounted on & spindle, each of ths discs dearing a
different alphabet engraved oun its periphery; the discs were indentifiable

Figure &.

8 Credit for the original invention of this cipher device and cryptosystem belongs to Thomas Jefferson
after there was discovered, in 1922, a descripuon of the device among Jefferson's papers in the Library .
of Congress (vol, 232, item 41575, Jefferson's Papers), For a photographic reproduction of this historically
interesting item, see pp, 189-191 of Articles on Cryptography and Cryptanalysis Reprinted from The Signal
Corps Bulletin, OCSigO, Washington, 1942,

T Librairie Charpentier et Fasquelle, Paris, 1901,

8 Bazertes apparently was not troubled by the fact that 2 general solution had been arrived at by the

Marquis de Vians and published in the latter’s book, L'art de chiffrer et déchiffrer les dép8ches secrites,

in 1893. The theory of solution formulated by de Viaris is one of the most brilliant pieces of cryptanaly-
sis 1n history, considering the state of the art at the tume.
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by a unique number from 1 to 20 assigned to each disc. In using the de-
vice, the discs were first arranged on the spindle according to a prede-
taxmined order, and the first 20 letters of the plaintext messege were set
up in a row across the device. The discs of the device wers then locked
into position, and the cipher text was cbtained by reading off, in groups
of five letters, any one of the remaining rows or generstrices. The same
treatment was applied to the second, third, ... sets of 20 plaintext let-
ters, until the message was completely enciphered. In decipherment, the
20 discs were first arranged on the spindle according to the specific key,
and then the first 20 ciphertext letters were set up in one row on the de-
vice; then, by inspection, the daciphering clerk would find the one and only
ons rov of letters that read plain text all the way across, vhich process
would be repeated until the entire message was deciphered.

¢. Baseries' device incorporated 20 systematic 25-letter alphabets,
including 1% keyword-mixed sequences, Soms of wvhich were calculated to ap-
peal to a patriotic Frenchman;? Jefferson's device was comprised of 36
dises, on the periphery of each there was to be put "all of the letters of
the alphabet, not in their established order, but jumbled & without order
so that no two shall be alike”; Hitt's device had 25 discs consisting of
systemtic arrangements of the vowels and consonants. Captain Hitt brought
bhis device to the attention of Major J. O. Mauborgne, in the Office of the
Chief Signal Officer; Major Mauborgne devised 25 very thoroughly
alpbabets vhich augmented considerably the security of the devieas, and he
wvas the one responsible for the manufacture and production of the U, B.
eipher device of 25 aluminum discs, known as the Cipher Device, Type M-9%;
this wvas widely employed in the U. 8. military services and to a more lim-
ited exteat in other U. 8. services from 1923 wntil 1942, when it was su-

perssded by better devices.

d. A modification of the Jeffersonian principle which has found merit
in practical eryptogrsphy is the strip cipher system. This is nothing more
than a series of printed, random-alphabat strips to take the place of the
dises of a cylindrical cipher device; these strips, bearing identifying mum-
bers, slide freely in a strip board which may be made of metal, wood, or
plastic. The strips are simpler to produce and more economical to replace
than metal discs; but, most important of all, with the use of strip systems
it is possible to incorporete certain simple modifications of the Jeffer-
sonian principle which result in a very considerable augmsntation of the
security of the system. First of all, in cylindrical cipher devices the
pusber of discs must be limited, for the sake of practi gmm-
thermore all n dises (20 in the Baseries device, 25 in the M- Su'en-
vays used togothar so that the latent period is always n. But with a strip
system, it is possible to employ, say, 100 or more strips in the basic sys-
tem, and then choose, for example, 30 of these strips for a dally key; fur-
thermore, it is possible to employ a variable keying element for each mes-

80 that several of the 30 strips are eliminated before encryption be-
gins, avoiding the possibility of the encryption of two messages in exactly

9 Two of these sequences were based on "Allons enfants de 1a patrie, le jour de gloire € arrivé” and
"Dieu protége 1a France"; a little harder to rationalize were the sequences based on "Evitez les courants
d'air" and “J'aime 1'oignon frit 3 1'huile,
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the sams key, and in general resulting in a flexible latent periodiecity
of perhaps between 20 and 30. Finally, because of the ease of production
of paper strips, it is possible to have different sets of strips for dif-
ferent groups of holders, or for various types of traffic, thus reducing
the volumes of traffic in any one cryptosystem.

« The machine.--a. This machine, invented by Alexander von
Kryha in Germany in 192%, is & spring-operated polyalphabetic cipher ma-
chine which has as its principle the irregular dispiacement of two concen-
tric discs which comprige the plain and cipher components. (Actually, ths
ecipher component is a 52-element disc while the plain component is in the
shape of a sexi-circular frams juxtaposed against the revolving cipher com-
ponent.) The letters of the two components are printed on small metal tabs
vhich are inserted in slots on the two dises so that the sequence of the
letters in the components may be varied according to prearranged keys. The
displacement of the alphabets occurring after each encipherment is accom-
plished through a selsctor vheel having on its pariphery 17 toothed sectors
consisting of from one to six teeth each, the sectors being deasignated by
the nunbers 1-17. These teeth serve to displace the components a distance
equivalent to the number of teeth in the sector; however, owing to the man-
ner of spacing between the toothed portions of the wheel, an additional
displacement of four positions is added at each operation of ths machine.
The selector wheel has the following effective displacements between its
1T mumbered positions:

Pos.: 1 2 3 4 5 6 7T 8 9 10 1 12 13 14 16 18 17 1
76 756768 61056 576759

ince the sum of these displacements is 111 (= 7, mod 26), it follows that
after a complete revolution of the selactor wvheel the two components will
displaced 7 positions to the right (measured on the cipher component)
from their original juxtaposition; avd since this number, 7, is prime to
26, there will be 26 series of 17 displacements each, making the period of
the machine 17 x 26 = hi2,

gm

As an illustration of encipherment, let us assume that the compo-
s of the machine have been arranged as follows:

i

P: A
C: H

bet, and a stepping button is pressed
sition. If the setting of the selector wheel was at position 16 at the
beginning of the encipherment, the next alphabet to be brought i
will be 5 to the right of the E alphabet (i.e., the U alphabet), and the
one after that will be 9 places to the right of the U (

K alphabet), and so on.
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¢. A subsequent model of the Kryha neh:lm incorporated a selector
wheel with 52 adjustable screws or “"stops,” each screw having the function
of bringing into play & particular displacemsnt of the alphabets. Any com-
binstion of these 52 screws may be used to generate a sequence of succes-
s sive displacemsnts. The complete cycle of this machine is dependent on the
muxber of stops employed, and is usually equal to 26 times the nmumber of
stops selected; the cycle thzretorolienbetnonlgor% (vhen only ome
stop is used) and 1352 (vhen all 52 stops are used).

d. The usual claims of indecipherability were of course made by the
inventor for this machine-.we would be nry much surprised if they weren't.
The inventor demonstrates ":6.&!::-'&1@: that the number of poasible keys
with his machine is 1.k x 100%; this mumber compares very favorsbly with
the mmber of atoms in the universe, namely, 3 x 107TF, With this happy
note we will go on to the next subject.

8. Code systems.--a. A code system!! is a more or less highly specia-
liged form of substitution. The basic principle underlying code systems is
the replacemsnt of entire words, long phrases, or complete sentences con-

. stituting the plain text of a message by arbitrarily selected equivalents
having little or no relation to the elements they replace; these equivalents
may be other words, groups of letters, groups of figures, or combinations
thereof. It is only exceptionally that the replacement or substitution pro-

. cess is applied to elemsnts smaller than wvhole words, and vhen this is done

the elements are single letters, groups of letters, or syllables. If it

were possible to memorize a long list of words, phrases, and sentences, to-
gother with the arbitrary equivalents called code groups assigned to repre-
sent them, there would be no need of having written or printed cods books.

In a code book, the words, phrases, and sentences are listed in a systema-

tic manner and accompanied by their cods equivalents; correspondents must

possess identical copies of the document in order to be able to commmicate
with one another. An ordinary dictionary may, and often does, serve the
purpose of cods commmnication, so far as single words are concerned, but

as a rule a specially prepared document containing the words, phrases, and

sentences, suited to particular types of correspondence, 1s used. Such

documents are called, in the United States and in Great Britain, code books
or simply codes. In other countries they have been called 0. repertories,

word books, cipher dictionaries, etc., although the term "code™ is becoming

prevalent throughout the world.

b. There are various types of codes each suited to particular types
of eorrelpomnee. Some are large books used for general business or social
correspondence; others are intended for particular industries--for example,
rubber, sugar, steel, and automobile--and contain highly specialized techni-

' cal vocabularies. Most large commercial firms have their own private codes,
constructed especially for their use. While the resemblances between the

¢ 10 1 several stops are used and the sum of the displacements is 13(mod 26), the length of the cycle will
be only twice the number of stops used; if the sum of the stops is 26 or a multiple thereof, the cycle will be
equal to the number of stops used.

U ¢t subpar, 11d, Military Cryptanslytics, Past I
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ordinary commercial codes and the ususl military codes are marked, their .
primary purposes are different. Code is used in commercial commmications

principally to effect economy in cost of communicating, secrecy being of

secondary importance. In modern military signal commmications, code is

used to effect secrecy, brevity, and speed, especially in front-line com- =
mmications. However, in lengthy administrative messages, the economy af-
forded by a properly constructed code is important.

c. Messages encrypted by means of a code book are secure only vhen
the cods book is kept secret. There sre, however, eodnnynta.:lnvhieh
secrecy is not a factor. Such systems are intended for brevity or, in
transmission by commercial telegraph, for economy. Cods books afford a
means for abbreviating or condensing the writing necessary to convey in-
formation. A single, comparatively short group of cods characters may
represent a vhole word of as many as 15 or more letters, a long phrase, or
a complete sentence. Thus, as a rule, the text of a code message is much
shorter than the plain text, and therefore costs less to send. Natwrally,
the condensing power of & code book veries with the extensiveness of its

since in a small book there can be listed only the most common
words and only a few phrases and sentences, vhereas in a large book practi-
eally all the words likely to be used in telegraphic communication, together
with many common phrases and sentences, may be included. When a cods book
is used to condense text only for purposes of economy, it is called a non-
secret code. Examples of such codes are the ordinary commercial codes sold
in book stores. A code book may combine the features of economy and secrecy,
in which case the book itself must be safeguarded from the enemy as a secret .
cods. In addition to money saving, code systems save time and labor in
traunsmission and reception, as the number of characters handled in code sys-
tems is smaller than in cipher systems. The saving of time is an important
factor in front-line comsmmications where speed is essential and sometimes
outweighs security considerations.

)

]

4. In military cryptography, the grutelt degree of condensation is
l.ffordsdby “prearranged-message codes,” "brevity codes,” and the like. A
prearranged-message code is a tactical code adapted to the use of units
requiring special or technical vocabularies; it is composed almost exelu-
sively of groups representing complete or nearly complete messages and is
intended for shortening messages and concealing their content. A brevity
code hag for its sole purpose the shortening of messages. A field cods is
primrily a small tactical code which containsg a large mumber of code groups
representing words and a few common short phrases, from which sentences can
be composed; a syllabary, vhich is & list of code groups representing in-
dividual letters, combinations of letters, or syllables, is usually pro-
vided for spelling out words or proper names, not present in the vocabulary;
numerical tables, or lists of code groups representing numbers, dates, and ’

" amounts, are also included. A Jargon cods is another nams for a simple,

very short code in which bona fide dictionary words, baptismal names of per-
sons, the names of rivers, lakes, etc., are used as cods groups. A voice
code is used for transmission by the small radio-telephone sets used in com-
bat areas and may be a presrranged-message cods, a bdrevity code, or a jJar-
gon code. Other msmes used to designate small military eodes are combat

cods, and operatious cods. ‘

L7
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e. In encoding a message, a code clerk merely replaces the various
words, phrases, sentences, and numbers of plain text by their code equiva-
lents. The code text is built up from code units each representing the
longest possible plaintext unit the code book affords. For example, if
: the sentence ENEMY FORCE ESTIMATED AT ONE BATTALION ENCOUNTERED ONE MILE
SOUTHEAST OF GREENVILLE is to be encoded, and the code book lists the
phrase ENEMY FORCE ESTIMATED AT, the code group representing this phrase
would be used rather than separate code groups representing the individual
words ENEMY, FORCE, ESTIMATED, and AT, all of which might also be present

the code. The word GREENVILLE would be encoded by using the equivalent

IREEN, followed by the group for the syllable VILLE, or, if

s latter is not in the code bdook, by spelling out VILIE as V-ILL-E or
V-IL-ILE by means of the syllabary of the code.’ The process of decoding
is the reverse of that of encoding. ZEach code group is looked up in the
code book, its meaning found and written down. Where the errors in trans-
mission are few, the process is rapid; but even a small muber of errors
in a message may obscure the msaning or render a message unintelligible.

ERE
§
i

f. The elements of which cods groups are composed may be of one or
s more of the following types:

(1) Bona fide words--real words taken from the dictionaries of one
o more languages. Eummlqloydusmummm
of this type are Dutech, English, French, German, Italian, Latin, Portuguese,
and Spanish.

(2) Artificisl words--groups of letters having no real meaning, eon-
structed more or less systematically by arrangements of vowels and conso-

nants so a8 to give these groupings the appearance and pronounceability of
bona fide words.

(3) Groups of letters presenting no appearance of bona fids or arti-
ficial wvords and resembling cipher groups.

(k) Groups of arabic figures.

For special purposes, cods groups composed of intermixtures of letters and
figures within groups may be used. Call signs for radio stations, such as
W2KA and W5AZZ, are examples of such intermixtures often used in radio call-
sign codes. In certain highly specialized naval or military codes, the in-
termixture of letters and figures is somstimes necessary. Such intermix-
tures, however, are either not accepted or, if accepted, are charged for at
a greatly increased rate when they appear in messages transmitted by com-
merciasl communications agencies.

g+ A code may contain two or more parallel sets of code groups of 4if-
ferent types. For example, in many commercial codes and in soms military
and naval codes, there is one series of code groups of the bona fide or

2

12 Many codes contain a small block of code groups designated as "supplement groups”, the meanings of
which are defined in special lists which are effective for specific dates or for specific geographical areas.
These supplement groups may contain equivalents for specific names, places, organizations, and the like.
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artificial word type and another series of the figure-group type, both .
applying to the sames series of words, phrases, and sentences of the code.

There are several ressons for this. In most parts of the world vhere

italic or roman letters are used for writing, letters possess greater

advantages in accuracy of reading and handling by telegraph personnel. =
This is necessary for correct transmission and reception of messages. How-

ever, in some parts of the world--for example, Russia and China--telegraph

personnsl, except in large cities, are unfamiliay with the English alpha- .
bet and hence many errors in transmission arise. But arabic digits are
almost universally recognized and used, so that for commmications between
obscure ports and small cities in foreign countries, figure groups are
preferred over letter groups. There are certsin msthods of condensing code
groups composed of figures into still smaller groups composed of letters by
means of condensers, so that many firms use figure groups for such purposes
in expensive transmissions. Finally, in certain methods of enciphering
code messages for the sake of greater secrecy, figure groups often form the
basis for the encipherment more readily than do letter groups. Prior to 1l
January 193k, in practically all modern codes constructed by experts, let-
ter code groups were of the artificial -word type. On that date new rules
in international commmication became effective,!® permitting the use of
letter code groups without restriction in their formation, as class (3) in
subpar. £, above. The majority of the codes published subseqmntly to the
rmgoing date contain letter code groups of the wrestricted type.X

[

h. The greatest advantage possessed by letter groups over figure
groups lies in the availability of a far greater mumber of permutations ’ .
or interchanges, of letter groups, because there are 26 letters which may
be permuted to form letter code groups, vhereas there are only 10 digits
vhich may be permuted to form figwmre groups. If code groups of five ele-
ments are used, then there are available 265, or 11,881,376 groups of five
letters, and only 107, or 100,000 groups of five figures. Now since the
number of permmtations of 26 letters taken in groups of five is so great,
only permatations conforming to special types may be selected for use, and
there will st:l.ll remain a sufficient mmber of code groups for even the
largest codes.5 Certain types of code groups are selected so that possi-
ble error in telegraphic transmission can be reduced to a minimm. If the
code groups have been constructed scientifically it is possible to correct
such errors quickly without having the message repeated.

1. The length of code groups used, vhether the groups consist of two,
three, four, or five elements, depends upon the size of the code. This
a.pplies almost exclusively to field military or naval codes, where trauns-
mission is through a govermmental agency; in comuerical messages or in
governmental commmnications transmitted over privately-operated lines, five-
letter or five-figure groups are used almost exclusively because of the >

13 See Telegraph Regulations, International Telecommunication Convention, Madrid, 1932,

14 £or & treatise on the development of codes see "The History of Codes and Code Language, the Inter-
national Telegraph Regulations pertaining thereto, and the bearing of this history on the Cortina Report, "
by Major William F. Friedman, Sig. Res., Government Printing Office, 1928,

15 A real whopper in codes is the Western Union Code, comprising nearly 380, 000 groups. ‘

o
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regulations adopted by the International Telegraph Conferences and by com-
mercial telegraph and cable companies. As a general rule in the transmis-
sion of code and cipher messages, each group of five letters is counted as
one word regardless of the number and arrangement of vowels; each group of
five figures is counted as one word.

de Coda groups of modern codes are constructed by use of tables which
pormit more or less automatic and systematic construction in the form de-
sired. These are called permutation tables. Because they may be used to
correct most errors made in treanamission or writing, such tables are usually
included in the code book and are called mutilation tables, garble tablos,
error-detector charts, ete. Before the invention of permutation
code as a system of commmication was not wholly reliable. Bciontiﬁenlly
constructed tables, however, include a feature which has remsdied this fault
to a great extent; this will be discussed in the next paragraph.

k. To meke an error in a group of five letters is not unusual on the
partofthamragatelemphorndioopeutor If a difference of only
one letter distinguished one code group from another in the same code, as
ABABA and ABABE, then serious errors may be introduced in the meaning of a
message, or the messege may be mads unintelligible by only a few transmis-
sion errors. If, however, every cods group in the code book is distinguished
from all other code groups in the same code by a difference of at least two
letters, then there would have to be two errors in & single group and these
two errors would have to produce a code group actually present in the code
before a wrong meaning would be conveyed. This principle of meking code
groups within the same code differ from each other by a minimm of two let-
ters is called the two-letter differential. It is most easily incorporated
in code groups by constructing the permutation table to this end. The Aif-
ferential may be the absolute difference in the identities of two letters
or the relative positions occupied by them. For example, BACOF, and BACUG
differ from each other in the identities of the final pair of letters, eon-~
sidered as a combination of letters, the two groups present a two-letter
difference. The two groups BACOF and BOCAF, however, differ in the relative
positions occupied by two of their letters, but considered as a permutation
of letters, these two groups as well as the two groups BACOF and BACUG, pre-
sent a two-letter difference. In short, when at least two corresponding
letters in a pair of code groups differ in their identitlies, the two code
groups are said to present a 2-letter difference. Errors arising from the
exchange of position of two letters, without a change in their identitles,
are referred to as errors of transposition. They are not unusual but for-
tunately, as a rule, they involve only letters vhich are either adjacent or
alternate. For example, in the pair of groups BACOF and BOCAF there is a
transposition of the alternate-letter type. In recent codes, attempts have
been made to devise permutation tables which will eliminate one of the two
meumbers of every pair of groups which differ from each other by the mere
transposition of two adjacent or alternate letters. Codes using groups
based upon a permutation table will show the table and explain how to use
it in correcting the usual mutilations of groups. The use of the two-let-
ter dirferent rogzﬁu the possibilities for constructing 1otter-eoda
groups from 26 (= 456,976), but considering the sdvantages, the
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sacrifice is wortiwhile. Permutation tables for the construction of figure- ‘
code groups are similar in nature and purpose to tables for the construction
of letter-code groups. However, because of the more limited nusber of char-
acters available for permutations, the nunber of 2-figure difference
groups possible in a 5-figure code is , or 10,000, s

1. In their construction or arrangemesnt, codes are generally of two
types: .

(1) One- or alphabetical codes. The plaintext groups are arranged
in alphabeti order accompanied by their code groups in alphabetical or -
numerical order. Such a code serves for dacoding as well as for encoding.

(2) Two-part, or randomized codes. The plaintext groups are arranged
in alphabetical order accompanied by their code groups in a nomalphabetical
order. The code groups are assigned to the plaintext groups at random by
drawing the code groups out of & box in which they have been thoroughly
mixed, or by some other manner in which the element of chance operates. Such
& list can serve only for encoding. For descoding, another list must be pro-
vided in vhich the code groups are arranged in alphabetical or numerical or- <
der and are accompanied by their meanings as given in the encoding section.
For this reason a two-part code has often been called a cross-reference code.
The following brief extracts from typical one-part and two-part codes illus-

trate ths difference between them: *
Two-paxt code .
One-part cods
Encoding Section Decoding Section
ABARD A A ABABD Obstructed
ABACF Abaft Abaft ABACF Tera
ABAHK Abandon Abandon ABAHK Zero
m l.l'it ...Iit m Ir 1th” not
ABAIN Abandoned Abandoned ABALN To be sent by
ABAMP ....by esesdy ABAMP Acceding
ABAWZ Abandoning Abandoning ABAWZ  Building
ABBAD Abandonment Abandonment ABBAD Do not attempt
L ] ee [ ] [ N ] L ] [ [ N ] h L]

Between the two extremss are codes which have features of both; that is,

complete sections may be arranged in random sequence, but within each sec-

tion the contents are arranged in some systematic or logical order. This is

true, however, only of some of the older codes. In modern types, the two- .
part construction is more common.

m. When a strict alphabetic arrangemsnt is used in the seguence of the =
phrases, the code is said to be a stric al tical code; when the phrases
are listed under separate headings based upon the principal word or idea in
the vhole expression, the code is said to be a caption cods. The following
extracts will serve to illustrate the two types:
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Caption cods

Assistance
Give assistance
Require assistance
No assistance required

:A64556

Str:lcty alphabetical

Assistance
Assistance for
Assistance from
Assistance has been sent

Assistance has been sent Assistance to
Auiai.a.nce for Agsistant
Assistance from Assisted
Assistance to LA
Agsistant Give
Assisted Give assistance
HRERR
ete. No
No assistance required
xEERR

Require
Require assistance

More precise and economical encoding is possible with a caption code than
with an alphabetical code. With the caption code it is easier to assemble
an extended variety of expressions and shades of meaning under specific
headings than with the alphabetical code. On the other hand, the use of a
caption code involves more time and labor in encoding, especially by un-
trained or unskilled personnel, than the use of an alphabetical code. Where
the phraseoclogy of commmnication is standardized or stereotypic, the most
common expressions may be listed in an alphabetical code as readily as in

a caption code. In both types of codes there may be tabulated material,
such as tables of numbers, dates, equipment, geographical or personal desig-
nations, either forming isolated sections in the code or inserted in the
vocabulary under appropriate headings.

n. Two-part codes are used by many governments for their secret diplo-
matic, » military, and naval commmnications because the advantages they offer
over one-part codes are greater than their disadvantages. The disadvantages
are: a two-part code is harder to handle than a one-part code because it is
at least twice as large in content, since each code group and each plaintext
element must appear twice; the cost of printing is approximately double; and
the amount of labor in compiling a two-part code 1s nearly four times greater
because of the necessity for preparing the accurate cross-reference arrange-
ment vhich is its basic principle. On the other hand, the advantages of two-
part codes are greater secrecy, and greater accuracy.

O. In a one-part code the plaintext groups progress from A to Z in a
regulu' alphabetical sequence, accompanied by their code groups, also in a
regular alphabetical or mmerical sequence. If the word ABAFT is represented
by a code group vhose initial letter is A, or vhose initial number is 1, then
= the word ABANDON will be represented by a group wvhose initial letter is also

A, or whose initial number is also 1. In other words, the enemy cryptanalysts
have definite clues to follow in breaking down the code because of the paral-
. lelism of the two sequences; the determination of the value of one code group
affords definite clues to the value of many other code groups. In a two-part
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code, however, the word ABAFT might be represented by a group vhose initial .
letter is T, or whose initial mumber is 8, and the word ABANDON might be
represented by a code group vhose initial letter is F, or vhose initial
number is 3. In other words, the two sequences are not alike in progres-
sion; hence the determination of the value of one code group will give no
clues to the value of any other group.

P In considering the greater accuracy of a two-part code over a one- -
part code, the following pair of phrases (in a hypothetical one-part code)
are given as an example:

WOVAM Will be ready to attack
WOVEN Will not be ready to attack

Such an arrangement is subject to two sources of error. A code clerk

working under great difficulties, in a hurry, may accidentally write down

WOVAM instead of WOVEN as a result of the contiguity of the two sets of

letters vhich are similar in appearance and are so close together on the

page that his eye may take the group from the wrong line. Again, on ac-

count of the similarity in sound, his ear may deceive him into writing .
WOVEN when he should have written WOVAM. HNow the meaning of the one group

is the exact opposite of the meaning of the other and, since either meaning

may fit in correctly with the context of the message, the error may remsin .
undiscovered for some time, thus causing serious inconvenience or, in the

case of combat, actual loss of life. Furthermore, although the making of

two errors in a single group is rather unusual in transmission or reception, ‘
nevertheless it does happen and, in such a case as the above, would not be

detected. This is especlally true in connection with tabular material such

as lists of nunbers, dates, and names, in which the context often fails to

yield clues to the corrsction of garbles or errors, or to give conclusive

evidence of the presence of an error. But in a two-part code such errors

are improbeble. In the first sowrce of error mentioned above, the clerk

would be very much less likely to confuse two entirely different groups of

letters; in the second source, if two errors are made in the transmission

or recaption, and if these errors involve two letters producing a group

vhich actually has a meaning in the code, this meaning is so unlikely to

fit in correctly with the context that its probability of occurrence may

be negligible. Thus, if this sort of error does happen, the meaning of the

group fails to fit in with the context and at once indicates an error.

Knowledge of such an error, even if it is impossible to correct it, is more

preferable than ignorance of its existence, with a possible action based

upon incorrect decodement.

« The following are some closing observations on the subject of codes

(1) In commercial code messages there is sometimes encountered the
practice of mixing plain text and code text; in governmental code messages,
mnilitary or diplomatic, such intermixtures are today so rare that their
presence in telegrams indicates abysmal ignorance of some of the fundamen~
tal rules of cryptographic security. Because the plaintext words give

~
-
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definite clues to the meaning of the adjacent code groups, even though the
former may apparently convey no intelligibility in themselves (such words
as and, but, by, comma, for, in, period, stop, that, the, etc.) their
presenee constitutes a :r-.tal da.nger and no cryptoya.phar vho 1s sware of
this danger will countenance such intermixtures.

(2) It often bappens that correspondents employ & code which makes
ao provision for encoding proper names or unusual vords not included in the
vocabulary of the code book. Rather than leave the unencodable text in
plain language in the message, since its appearance will surely lead to
clues to unauthorized reading of the message, the correspondents encipher
such vords and proper names by msans of any prearranged cipher system.
Also, in some cases, vhen the code is limited in its vocabulary and the
various inflections of words are not represented, the correspondents may
suffix the proper inflections ("ed," "ing," "tion," etc.) in cipher. This
procedure, however, is not to be recommended, because it considerably re-
duces the cryptographic security of the whole systen.

(3) Sometimes correspondents make use of two or more codes within
the same message. This is occasionally the case wvhen they are making use
of a general or commercial code which does not have all the special expres-
sions necessary for their business, the latter expressions being contained
in a small private code. Sometimes, however, the intermixture of code text
from several codes is done for the purposes of secrecy, though it is, as &
rule, a rather poor subterfuge.

Enci code systems.--a. Sometimes the code groups of a code
uuuga undergo & further process of encipherment; the resulting cryptogram
constitutes an enciphered code message. Both of the two general classes of
cipher methods, transposition and substitution, may be used in enciphering
code. Enciphered code is used under the following circumstances:

(1) When the basic code has had wide distribution and the code might
fall into unauthorized hands. Commereial codes sold in bookstores, and even
special codes distributed widely throughout governmental offices, illustrate
the types of codes to which this added safety factor should be applied.

(2) When increased security is necessary for highly classified com-
munications. Although the basic code book may already be secret, further
encipherment would greatly delay the solution of the code if it fell into

the hands of enemy cryptanalysts.

b. Transposition methods wherein whole cods groups or series of them

. are shifted about according to some key are not frequently encountered;

transposition methods applied strictly within the code groups, by rearranging

or shifting about the letters or figures composing them, have occasionally

. been used., One of the most commonly used transposition methods for the en-

) cipherment of code is keyed colummar transposition, either with special
matrices, designs, or forms having nulls or blanks, or without these fea-
tures. Transposition encipherments of code, however, are very subject to

. error and require high-grads personnel for their practical operation. They
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are, of course, wholly unsuited for practical military usage, though they .
can be employed for other purposes. Solution of such systems can be a very
difficult matter indeed, especially if the basic code book is not knowm.

€. All of the methods of substitution applicable in the case of cipher <
systems may be used for the encipherment of code, ranging from simple mono-
alphabstic methods to the most complex polyalphabetic methods, including
machine encipherment. Digraphic methods may also be used; combinations of .
digraphic and monographic msthods are frequently encountered. A favorite
xethod in one-part codes having both letter-code and figure-code groups is
that in vhich the letter-code group standing at a prearranged interval be-
fore or after the letter-code group representing the actual word or phrase
intended to be conveyed is substituted. The interval may remain fixed with-
in a single msssage, or it may vary according to soms predetermined key;
numerical code groups make the use of large intervals practicable. This
method, with modifications, has also been used for the encipherment of two-

pu't codes.
d. Substitution tables of various sorts are often employed. For exam-
ple, us:l.ng a table applicable to code groups of 5 figures, a table giving o

pronounceable combinations of letters for the combinations of digits may
result in converting a group such as 75152 into the letter group KOBAL.
Tables for substituting combinations of letters into other eombinations of
letters are equally feasible. The substitution may be strictly digraphiec,
combining two S5-letter or S5-figure groups into a series of 10 digraphs; or
1t may be a combination of trigraphic and digraphic substitution, each 5- .
character group being split up into a 3-character and a 2-character com-

bination. Other combinations are, of course, also possible. In all of the

foregoing methods the chief objection is that the advantage of the 2-letter

differential feature is more or less dissipated by the encipherment, but

this is true of almost every substitutive method that is superimposed on

code; this disadvantage is absent in those cases in vhich the encipherment

operates merely to substitute other code groups of the same book for the

message code groups. The most commonmethods of this type make use of the

figure-code groups, the latter being manipulated in various ways to change

them and the resulting groups then being given their letter-cods equivalents.

e. The most important of the various methods of enciphering code are
arithmetical methods, which will now be discussed. If the code groups are
mmerical, the addition (usually mod 10) of an arbitrarily selected number
to each code group in the code message constitutes a simple form of enci-
pherment. It may be varied by prearrangement between correspondents, sim-
ply by changing the fixed number as frequently as may be deemed necessary,
or by some easily arranged system of change. The group of digits composing
the number which is added to the plain code values is commonly termed an ®
additive group, or, more often, an additive, or sometimes simply an adder.

n decipherment, the additive is merely removed from the received cnc:l.phered
code groups by subtraction, leaving the plain code groups, wvhich can then
be decoded by reference to the code book. Often the date or some nmumber
derivable from the date is employed as the additive but usually the nunber
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is simply an arbitrarily composed group of digits. Because the sams num-

ber is employed throughout the encipherment of the entire code message,
such an additive is called a fixed additive.

L. Methods such as the foregoing are particularly weak cryptograph-
1ea.'l.'l.y if the basic code book and the code groups embody limitations in
construction. For example, should it be employed in connection with a
. code having only 3000 groups numbered consecutively from 0000 to 2999,

then the initial digits of the groups are limited to the three digits O,
1, and 2; the application of a fixed additive can therefore produce only
three different digits as the initial digits of the enciphered code text.
This phenomenon would, of course, quickly lead to the determination of the
initial digits of the plain code groups. One rather simple scheme involving
the use of fixed additives in the case of codes having alphabetical as well
as numerical code groups 1s to apply the fixed additive to the numerical
code groups representing the plaintext words or phrases and then take the
alphabetical code groups corresponding to the sums as the final enciphered
code groups. In codes of this type, the additives may be rather large num-
bers and the proeeu of finding the alphabetical code groups corresponding
» to the sume is very easy. But in codes vherein only alphabetical code
groups are listed, that is, no figure-code or numerical groups are also
glven, the additives employed must natuwrally be rather small numbers. It
would be extremely laborious to count 573 groups forward, for example. In
cases such as these, additives limited to numbers from 1 to 20 or 30 are
comon..

g Instead of adding a fixed number in encipherment, the latter may
be subtracted, in which case, in decipherment, the fixed number must be
added to the enciphered code groups as received. Such a group may be termed
a subtractive group, or subtractor, because subtraction is the process used
in encipherment; in deciphermant the group becomss, of course, an additive.
A third method involves the subtraction of the plain code group from the key
to yield the enciphered code group in enciphermsnt, and the subtraction of
the enciphered code group from the key to yield the plain code group in de-
cipherment; this method, known as the minuend method, is quite prevalent in
cryptographic practice. Addition and subtraction of a fixed numerical group
may be alternated within the same message, according to some simple sub-
sidiary key; for example, a series of additive groups corresponding to the
keyword BAD might, by prearrangement, consist of the numbers 200, 100, 40O.
These might be used in repetitive manner, or the correspondents might agree
to use these key mmbers alternatively in additive and subtractive manner,
such as 4200, -100, +400, -200, +100, -400, 4200, -100, +400, ete.

h. Instead of a fixed additive, it is possible to employ a sequence
) of digits used in the manner of a repeating key for addition or subtraction,
the sequence being agreed upon in advance or derivable from & literal key,
etc. If a 9-digit key were employed in conjunction with 4-digit code groups,
- the keying cycle would repeat after the emcryption of 9 code groups. If,
however, the key were composed of 10 digits, then the keying cycle would re-
peat after only five code groups, since the common factor 2 cuts the poten-
tial keying length th in half; and if a 12-digit key were employed, the keying
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cycle would repeat after three code groups, because of the common factor .
k between the numbers 12 and b.

1. When special tables are employed as the source of the additives
or subtractors for enciphering code, a mmch more secure system is provided.
The tables may be contained in a book or document called a key book, an
additive book, or a subtractor book. On each page of such a book, groups
of numbers are regularly disposed in rows and columms on the page. By ap-
Plying identifying symbols called indicators to the pages, as well as to
the rows and the columns on each page of the key book, it is possible to
provide for the safe encipherment of a large volume of traffic. All cor-
respondents must, of course, be provided with the same basic code book and
the same key book. In employing the key book, the indicators tell the re-
cipient of a message vhat key groups were used; that is, vhere to begin in
the decipherment of the enciphered code. A page from a typical key book
of this sort is shown in Fig. 5; this figure contains two sets of 100 k-
digit key groupe, disposed in numbered blocks each containing 10 rows and
10 colums of groups. To designate & group as the initial one to be em-
ployed in encipherment or decipherment, it is merely necessary to give the
block number, the row numbexr and the column number of the group. For exeam- c
ple, 0116 is the indicator for the group 8790.16 It is usual to take the
successive groups in the normal order of reading, that is, from left to
right and from the top downwards, although any other oxrder of reading may
be agreed upon between correspondents. The book from vhich this example
was taken consisted of 50 pages each containing 200 groups, making 10,000
in all. The groups themselves, of course, consist merely of digits selected .
at random when the key book is in preparation.

de If a key book for an additive or a subtractor system is used once
and only once, security of an absolute order is imparted to the messages
even if the basic code book is known to and possessed by the enemy. It is
not even necessary to use indicators except where a question may arise as
to the serilal order of one of two or more messages arriving at about the
same time. In such a case the system 1s referred to as a one-time system
and the key book is called a one-time pad because the pages are usually
fastened securely in the form of & tablet or pad and are destroyed as soon
as it is certain that the recipient of a message has properly deciphered
and decoded it. The disadvantages of such a system are two in number, both
very serious. In the first place the production and distribution of the
pads present very difficult problems in composition, printing, assembly of
sheets, etc. For voluminous correspondence many pads are necessary and the
mere question of the production, timely distribution, and proper safekeeping
of the pads is a serious one. In the second place, a system such as this is
suitable for only two correspondents and even in this case there usually
must be two pads, one for incoming, the other for outgoing messages, other- -
wise it will occasionally or frequently happen that both correspondents will
use the same series of additives or subtractors.

16 1y actual practice, indicators are often disguised or encrypted by a special key or set of keys; this
procedure adds considerably to the security of the system,
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k. The foregoing difficulties meke it desirable to modify the sys- ‘
tem 80 that vhile its security may not be absolute it can be employed by
a larger number of correspondents, cutting down on the number of pads re-
quired and permitting of intercommunication among all correspondents. For
such use, indicators are absolutely essential in order to facilitate the °
prompt decipherment of messages recelved from several different correspond-
ents. The secwrity of a scheme such as the foregoing is dependent upon the
manner in which the indicators are treated in the enciphering processes. .
If the indicators are given in clear, that is, without disguise of one sort
or another, it becomes possible to study a series of enciphered code mes-
sages and perhaps to solve them, even without possession of the code. On
the other hand, if the indicators are themselves disguised by enciphering
them according to a well-designed method, the system as a whole becomes
very secure and may, indeed, be made impregnable against attack for a very
long time.

1. It can be perceived by this time that the foregoing arithmetical
methods are, in reality, substitution methods. Where a fixed group is
added or subtracted from the plain code group this is easy to see. For
example, if the fixed additive is 3089 and the plain code group is 8752, o
the enciphered codes group is 1731. This is the same as saying that a k-
alphabet system is involved, and the alphabets are as follows:

Plain cod@scecccaceces 1 2 %4 % 6 1.8 9 0 -
e B 1331787553
2 1 2 3 5 9 " "
Alphabet Ko. 3 9 o 1 2 3 S 5 6 T 8 Cipher .
b 0o 1 2 3 & 5 6 7T 8 9

Note that merely a simple cyclic displacement of values is involved in the
process, the amount of displacement being governed by the particular digit
in each position of the additive group. What this amount to, in crypto-
graphic terms, is a four-alphabet encipherment using direct standard alpha-
bets, wvhere the "normal alphabet" is 1 23 4 56 78 9 0. The process could
be made more Aifficult by employing “mixed alphabets™ of course, but then
the feature of speed, which is now possible (in view of early training in
addition, vhereby the mental arithmetic involved becomes second nature),
would be lost, since constant reference would have to be made to enciphering
and deciphering tables.

m. It becomes clear that when a series of different additives or sub-
tractors is used, as vhen a key book 1s employed, then the number of alpha-
bets involved corresponds to the number of digits employed. Thus, despite
the fact that the encipherment process is here one that involves merely the
pumerical equivalents of direct standard alphabets, the system can have -
great cryptographic security, depending upon (1) how long the keying se-
quence is, that is, the number of groups comprising the additive or sub-
tractor series; (25 the composition of this keying sequence, that is, whether .
it consists of random digits or is systematic in its construction; and (3)
vhether this sequence or parts of it are used only once or several times.
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The last-mentioned factor is the most important of the three, for if the
keying sequence or parts of it are used but once or a very limited number
of times, say 2 or 3, its recovery by cryptanalytic processes is difficult
or impossible and therefore even if the sequence is systematic in its con-
¢ struction, this fact might not become known. However, as a rule the addi-

tives or subtractors are merely digits selected by a pwrely random means,

such as drawing them out of a box, or equivalent means. The length of the
. sequence is gulded only by the amount of traffic to be enciphered; for a
voluminous traffic, key books containing thousands of groups are necessary,
even with a good indicator system, and even then the key books must be
changed at frequent intervals.

n. Arithmetical methods are favored above most other methods of en-
cipherment of code because of their simplicity and relatively better speed
of operation than in the case of alphabetical methods. The speed factor
is, of course, attributable to the fact that practically everybody can add
(or subtract) rapidly and accurately when single digits are involved, and
although very similar processes could be applied in eryptographic processes
involving letters of the alphabet, the operations of addition or subtraction

s would proceed very much more slowly because early training does not devote
any time to arithmetical processes involving letters. For example, every
child learns that "8 plus 5 equals 13" but none learns that "H plus E equals
M." However, these arithmetical methods have two serious disadvantages.
First, there is the disadvantage that the final enciphered code text is
composed of numbers. The latter are not only more subject to errors in
telegraphic handling than are letters, but also it is more difficult to
correct garbled groups when figures are involved than when letters are in-
volved. These disadvantages are, it must be admitted, more serious in
American practice, when emphasis in training is laid upon the telegraphic
transmission of letters and not figures, than they are in other practices;
they may not hold in regard to countries where the emphasis in training is
in the other direction, figures being preferred to letters. BSecond, the
physical procedures involved in the preparation, reproduction, distribution,
and accounting of the necessary key books of additives and subtractors are
tedious, costly, and time consuming. Where provision must be made for
voluminous intercommunication among many units and for relatively long per-
iods of time, these matters constitute a difficult if not impossible prob-
lem for the compiling agency.

10. Machine cipher systems.--a. Cryptographic principles or methods
vhich are too complicated for hand operation may nonetheless be readily
mechanized and become highly practical. Electrical and electromechanical
cipher machines have been developed vhich are capable of producing crypto-
grams of great complexity; these cipher machines are to be differentiated

) from cipher devices, vhich latter are relatively simple mechanical con-
trivances for encipherment and decipherment, usually hand-operated or manipu-
lated by the fingers, such as sliding strips or rotating discs.

b, Machine cipher systems may be classed into two broad categories of
systems: (1) literal systems, in which the plaintext and ciphertext sym-
bols produced or accepted are the normal alphabetical characters and digits;
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and (2) nonliteral systems, designed for the transmisaion of data in which .
the symbols or signals produced or accepted are other than the normal alpha-
bet and digits (e.g., teleprinter, ciphony, cifax, civision, etc.).
Furthermore, litseral cipher machines may be divided into the general classes
of key generators and alphabet generators, or a combination of the two; non-
litersl machines are almost always of the key generator class.

¢. Transposition cipher machines are rarely encountered; the files of
United States patents disclose but two examples and so far as is knowm no
actual machines have been constructed conforming to the specifications
covered thersin. Since substitution methods lend themselves so much more
readily to automatic encipherment than do transposition methods, the possi-
bilities for thes construction of cipher machines for effecting transpositions
are almost completely overlooked. Basically it would seem that & machine for
effecting transposition would have to includs some means for storing up the
letters until all the plain text has been fed into the machine, whereupon the e
transposing process is begun and the letters are finally brought out in vhat
externally appears to be a randomized order. It is conceivable that a ma-
chine might be devised in vhich the disarrangement of the letters is a func-
tion msrely of the nmumber of letters comprising the message;l” daily changes
in the randomizing machinery could be provided for by resetting the elements
controlling the process.

d. The substitution principle lends itself ideally to mechanization by =
cipher machines; these cipher machines ranges from the most primitive types
which afford only a monoalphabetic substitution to very complex types in
vhich the mumber of alphsbets and the length of the keying cycle run into the .

millions. Little need be said of those machines in vhich the ordinary keys
of the keyboard are msrely covered with removable caps bearing other letters
or characters (such "machines" have actually been patented!). Even when the
mechanism 1s such that a whole series of alphsbets can be brought into play,
if the encipherment is monoalphabetic for a succession of 20 or more letters
before the alphabet changes, the degree of cryptosecurity is relatively low,
espsclally if the various alphabets are interrelated as a result of their
derivation from a limited number of primary components. In some cipher ma-
chines on the commercial market the number of secondary alphabets is quite
limited, but the method of their employment, or rather the manner in which
the mechanism operates to bring the cipher alphabets into play is so ingen-
icus that the solution of cryptograms produced by means of the machine is
exceedingly difficult. This point should be clearly recognized and under-
stood: other things being equal, the manner of shifting about or varyi

the cipher alphabets contributes more to cryptosecurity than does the num-
ber of alphabets involved, or their type. For example, it is quite possible
to employ 26 direct standard alphabets in such an irregular sequence as to
yleld greater security than is afforded by the use of 1,000 or more differ- .
ent random-mixed alphabets in a regular or an easily ascertained method.

The importance of this point 1s not always recognized by inventors.

1 A further variable would have to be introduced in cases such as these, to avoid or eliminate the possi-

bility of producing two or more messages of exactly the same length in exactly the same key. ‘
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e. In the following parsgraphs we will discuss the Hagelin C-38 cipher
machine as a typical key generator, wired-rotor machines as typical alphabet
generators, the B-211l ciphsr machine es a typical fractionating machine,
three machines which are representativs of typical cipher teleprinters, and
we will discuss the principal notions involved in the encryption of speech,
facsimile, and television signals.

11. The Hagelin wachins, typs C-38.--a. This machine, one of an urray
of ingenious machines invented and manufactured by a Swedish engineer with
the resounding name of Boris Caesar Wilhelm Hagelin, is a small, compact,
hand-operated, tape-printing, mechanical cipher mechine, weighing 6 pounds,
vith dimensions Ti" x 53" x 33". The cryptographic principle smbodies poly-
alphabetic substitution, employing a complex mschanical arrangement to gen-
erate & long runuing key which is used in econjunction with reversed standard
alphabets for the primary components. In encipherment, the machine effective-
ly subtracts (mod 26) each ©p from the key to yleld the 6, and subtracts each
@c from the key to yield the 0p;1® because of this, the C-38 and machines of
similar genre have sometimes been called "letter subtractor machines.”

b. The C-38 has six wheels or rotors of identical diameters; thess
vheels are so constructed as to have individuasl periode of 26, 25, 23, 21,
19, and 17. Equidistant around the peripheries of the whesls are engravaed
the following sequences of letters:

Rotor I or "26 wheel": ABCDEFGHIJKLMNOPQRSTUVWXYZ
Rotor II or "25 wheel®: ABCDEFGHIJKIMNOPQRSTUVXYZ
Rotor III or "23 wheel®: ABCDEFGHIJKLMNOPQRSTUVX
Rotor IV or "2l wheel": ABCDEFGHLJKLMNOPQRSTU
Rotor V or "19 wheel™: ABCDEFGHIJKIMNOPQRS

Rotor VI or "17 wheel"™: ABCDEFGHIJKIMNOPQ

At each lettered position there is associated & small pin near the edge of
the wheel, vhich pin may be pushed to the left (or "inactive" position) or

to the right (or "active” position). The six wheels!® of the C-38 move one
step with each encipherment or decipherment; if they are initially aligned

at AAAAAA, the second alignment will be BBBBEB, the 18th will be RRRRRA, and
the 27th will be ABDFHJ. Since the wheels are relatively prime to each other,
the cycle of the machine will be the product (26x25x23x21x19x17) or 101,405,
850; in other words, the wheels will not return to their initial position
until after this number of letters has been enciphered.

c. Just behind the six wheels is a revolving drum something like a
squirrel-cage, composed of two circular retaining plates holding 27 hori-
zontal bars 20 on each of vhich are two lugs,?! one or both of which may be

18 The machine actually adds the key to the complements of the plain or of the cipher.

19 The formal name of these wheels is "variable pin rotors, " to distingush them from "fixed pin rotors" used
in some types of cipher machines, and from “wired rotors” used in electrical cipher machines.

20 The retaining plates actually have 29 slots, and some models of the C-38 have been equipped with 29 bars,

21 some models of these machines were equipped with only one movable lug on each bar, other models have
been made which had one lug, permanently fixed, on each bar,
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set at six effective positions (corresponding to the six wheels) on the bar,
or to nesutral positionas. The pins, when in the "active" position on a spe-
cific vheel, serve to engage those lugs which have been set opposite that
vheel,?2 causing the particular bars to be displaced slightly to the left;
these displaced bars act as teeth of a gear wheel, displacing the reversed
standard alphabets23a corresponding number of positions. The number of lugs
in the path of a particular wheel is known as the "kick"™ of that wheel; the
total kick or key is the sum of all the kicks contributed at a given position
of the six key wheels, as governed by those key-wheel levers which are in a
position to contact the lugs on the drum. When both lugs on a bar have been
set to effective positions, the activity of either one or both of the wheels
involved will still contribute only one kick for that bar, since the bar
acts as one tooth of a gear. This situation is known as the "double lug
effect,” and the amount of the "overlap” (i.e., the number of displaced bars
having two effective lugs) must be subtracted from the total number of lugs
actuated at a given setting to ascertain the actual total key; for example,
if wheels with kicks of 1, ¥, and 7 are the only ones at a given position
with effective kicks, and if the bars displaced there is an overlap
of 2, the total key is (1 + & + 7) - 2 = 10.

d. The encipherment (or decipherment) of a letter is accomplished by
obtaining the sum (mod 26) of the key and the complement of the letter.
For example, assuming the juxtaposition of the reversed standard alphabets
to be fixed as

:  ZYXWVUTSRQPONMLKJIHGFEDCBA
(C): ABCDEFGHIJKLMNOPQRSTUVWXYZ

if Rp 18 enciphered at a setting of the machine where the total key is 5,

the cipher equivalent is N,, measured 5 intervals to the right of the com-
plement, I; if the key were 6, Ep would be enciphered as Bg; etc.24 The
relative juxtaposition of the reversed standard alphabets may be varied by
what is known as the slide, which has the effect of adding a constant to

all the elements of key being generated by the machine.25 In the example
above, the slide wes really A = Z (= ¢, mod 26). If instead of K - P = C

we express the Hagelin formule as P + (K + 8) = C, where P 18 the complement26
of the plain and S is the slide, and if we use the mod 26 scale

22 In actuality, the activity of the pins (at a sensing or "reading” position) 15 transmirted to key-wheel
levers behind each wheel. A lever which is pushed back engages the lugs in that wheel position and causes
the bars to move to the left; a lever in the forward position does not come into contact with the lugs. (If
Rotors 1-V1 are aligned at the apparent or "window" serting of AAAAAA on the bench mark, the effective
positions of the six wheels will be at PONMLK, )

23 The alphabets comprise the indicating disk (for setting the plain or the cipher) and the type wheel,
which prints the enciphered or deciphered letters.

24 It will be noted that In the o
peration of the C-388, the kick imparted to the type wheel is in the order
of the ascending alphabet, whereas the sequence on the indicating disk moves in the reverse direction,

25
The slide is brought about mechanically by adjusting the relative displacement of the type wheel and
the indicating disk.

26 The complement of a number a, mod m, is m-a,
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ABCDEFGHEIJKLMNOPQRSTUVWXYZ
123456178 910111213141516171819202122232425¢

it can be seen that if Rp is enciphered with a kick of T and a slide of
22, then

Rp « (T +22) » (26 - 18) « (7 + 22) = 37 (3 11, mod 26) = Ke;
likewise, 1if Ey is enciphered with a kick of 9 and a slide of 22, then
Ep v (9+22) = (26-5) + (9 +22) =52 (s ¢, mod 26) = Ze.

Since the C-38 employs reciprocal alphabets, the operations of encipher-
ment and decipherment are complementary; therefore the decipherment formula
i8 C ¢« (K + 8) = P, as is shown by the example

Ko ¢ (T +22) = (26 - 11) + (T +22) = 4k (= 18, mod 26) = Rp.

e. As an illustration of the generation of key in the C-38, let us
ume that the six vheels have the following pattern of active (x) pins
aMimavu (-) pins:

Rotor X: ABCDEFGHIJKLMNOPQRSTUVWIXYZ
* XXX XX *X* e XX XXXX* XX

Rotor II: ABCDEFGHIJKLMNOPQRSBSTUVXYZ
*Xe*eX X+ eceX*X** e XXXX*XXXX"

Rotor III: ABCDEFGHIJKL
s X o X X o X o o X o o

NOPQRBTUVX
XXX*X+Xe*XX

Rotor IV: ABCDEFGHIJKL
XX X X X XXX

NOPQRSTU
e o o X o o o X

Rotor V: ABCDEFGHIJKLMNOPQRS
**XXXX*X*X°* X XXX
M

Rotor VI: ABCDEFGHIJKL

NOPQ
X o o XXX X o o o X o .

Let us also assume that the lugs have been set up against their respective
vhﬂswuhmbﬂw(ﬁ&tbmm&mﬂﬂﬂ“hduismuuuthm
brackets

I II 111 Iv Vv Vi

27 1 |
8 9 & 1 6 2
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The sum of the kicks of the individual wheels is 30; this number minus the '
three overlsps shows that 27 bars have been ugsed. (With this particular

overlap pattern, when vheels I and II are effective, their combined kick

is 15; wvhen II and V are effective, their combined kick is 14; and when

vheels I, II, and V are effective, their combined:kick is 20.) If the ®
rotors are sligned so that the effective setting is at HHGNKF,27 and if

the slide is § (1.e., the indicating and print wheels are set at A = 2) 28

the gensration of the first 30 key slements is showm in the following «
diegram:2?

56 78 9101121314 1516 17 1819 20 21 22 232425 2627 2829 30
-..886-886868.-8.8..888-.8-8-8
©+9999:9999::9+9:9:+9-9.
hhbb b hobhob bk Qheobeoh
.111.1.1.1.111.]...1...11
..6...665..5556.5.@..5...666..

VI 22 ¢ ¢ e2 ¢ 002220 22]22¢«¢c:20.02.22

Total key: 617 6200 2 1019251615271625 141626 32110 4 2410191 14 20141215

| I

= .

H O
& .

e \O0 @
« o

H &0 o

o o

If the first word of a message was ADVANCE, it would be enciphered as
EMJSLYE vith the keys 6 17 6 20 0 2 10. HNote, in the diagram above, that

the key of 26 in col. 17 is equivalent to @, and that the key of 27 in :
col. 12 is equivaelent to 1. Alego note that theres are several ways to ob-

tain certain keys, such &8 a key of 10 in cols. 7, 20, and 23.30 As an exer- .
cise in deciphermant, let the student recover ths plain text from the fol- _

lowing cipher which was encrypted with the keys above, and continmuing for a
total of 50 key elements:

EMJSBL YESEA

0 VvV YXCAV IFNKA
GJLYU GZNKH V B

L
A

f. The following are the detalled steps performed in the encipher-
mant of & message with the C-38.

(1) PFirst of all, of course, the pins and lugs are set up according
to the key for the particular date. A slide is selected (either at random
or according to a prearranged key) and is set on the machine. An initial

27 The apparent setting 1n this case would be SSQBSM (cf. footnote 22).

28 ¥ the slide were any value but §, the total key would be increased by a constant equal to the amount
of the slide.

29 The brackets in the individual key streams mark the cycles of the respective key wheels in terms of
the 1nitial alignment. .

30 There are 64 possible combinations of six things taken from 0 to 6 at a time, and since there are only
26 different displacements possible of the primary components, there is of necessity a considerable duplica-
tion of key elements. With this particular lug arrangement, there are T key values (2, 3, 4, 5, 23, 24, 25) .
that can occur in only one way (considering that 26 = 0 and 27 = 1), 6 key values that can occur in two ways,
8 key values that can occur in three ways, 4 key values that can occur in four ways, and 1 key value (15) that
can occir in five ways. With some lug arrangements, certain key values might be impossible to produce.
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message rotor alignment is selected, usually at random, and recorded for
future reference; this initial alignment, together with the slide used for
the message, will be incorporated in the indicator groups which are usually
placed at the beginning of the final cryptogram.3! The letter counter is

: reset to zero, and & small encipher-decipher knob is set to the "C" posi-
tion. The machine is now ready for encipherment of the message.

. (2) The first letter of the message plain text is now set on the
indicating disk against a bench mark, and the drive knob is given a clock-
wise turn. This causes the drum to make a complete revolution, imparting
a kick to the print-wheel assembly equal to the number of bars which have
been displaced by the action of the pins sgainst the key-wheel levers, and
the enciphered letter is printed on the tape at the end of the operating
c;rt.:le.32 The six key vheels have moved one step each during the process,
and new pins have come into contact with the key-wheel levers to set up the
key for the encipherment of the next letter.

(3) The succeeding plaintext letters are treated in the same fashion,
with the proviso that at the end of every word a fixed letter (usually 2 or
> K, depending upon the construction of the machine) is enciphbered as a word
separator. After the encipherment of every fifth letter (if the counter
had originally been set back to zero, or for that matter to any multiple of
5), the machine will cause the tape to advance an extra space, so that the
final cipher text will be printed in 5-letter groups, ready for transmission.

(k) In decipherment, the pins and lugs of the machine are first set
up according to the key, and the slide and the message rotor alignment for
the particular message are established from the indicators. The encipher-
decipher knob is set to the "D" position, and the first letter of the cipher
message 1s set on the indicating disk against the bench mark; when the drive
knob is operated, the decipherment will be printed on the tape. When the
encipher-decipher knob is set to "D", it engages a contrivance which sup-
presses in decipherment the printing of (or, in other models of the ma-
chine, Kp); since the letter Z, was enciphered at the end of every word in
the original plaintext message, the suppression of printing of this Zp re-
sults 1n3§he deciphered plain text being printed on the tape in word
lengths.

g. Now that the student has gained a knowledge of the cryptographic
principles and of the mechanical aspects of the C-38, he is in a position
to peruse the illustration of the machine in Fig. 6 with more understanding.

31 These indicator groups are usually not sent in the clear, but instead are encrypted either by means of
* special indicator enciphering tables, or by means of the machine itself.

32 In case the tape is exhausted, the enciphered result may be read on the reproducing disk which moves
together with the type wheel.

33 words which contain a Z, such as ZERO and ORGANIZATION, are sometumes spelled with an X in
Place of the Z (such as in XERO and ORGANIXATION) before encipherment, for the sake of ease in reading
the text when it is deciphered.
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The machine is shown here in the open position, with the inner cover raised .
to expose the mechanism. The principal components of interest to us are

Fim 6.

marked in the illustration and are enumerated as follows: (1) the outer

cover; (2) the inmer cover; (3) the paper tape; (i) a lug; (5) the encipher-

decipher knob; (6) the letter counter; (7) the setting knob, which moves the .
indicating disk (8), the reproducing disk (9), and the type wheel (10) simul-
taneously; (11) one of the key wheels; (12) a pin set to the "inactive" posi-
tion; (13) a pin set to the "active” position; (14) the row of letters which
will be at the bench mark when the inner cover is closed; (15) the drive knob;
(16) a key-wheel lever, in the rear position where it will contact the lugs
set opposite its corresponding wheel; (17) the drum; (18) one of the drum
bars; and (19) the key-wheel windows, through which the alignment of the key .
vheels at the bench mark may be seen when the inner cover is closed.
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. h. The C-38 was used during World War II by United States military
forces as a low-echelon cipher mechine, under the nomenclature of M-209 in
the Army and CSP 1500 in the Navy; the U.S. machines, however, were not
equipped with a slide, and the reversed standard alphabets were set at

A =Z, The Hagelin machine, type C-36, was similar to the C-38 except for
the fact that it vas a five-wheel machine having single fixed lugs. The
original model of the C~36 had 25 bars with a lug arrangement of 1, 2, U4,
8, 10; the feature of the slide, as well as the introduction of 27 bars
(and scmetimes 29), was incorporated in later models. The Hagelin firm
makes many different types of cipher machines which are available on the
commercial market; vhen the designation "Hagelin machine" is used without
further elaboration, it usually means the C-36/C-38 type.

12. Wired-rotor machines.--a. Electrical cipher machines of the
alphabet gensrator class usually employ cryptographic components called
wvired rotors as a2 means of generating & multiplicity of alphabets. A
typical rotor might be visualized as a disk approximately 3" in diameter

* and perhaps é" thick, made of molded plastic or other insulating material.
On each of the two faces of the rotor there are 26 small metal studs or
contacts, arranged in a circle near the edge of the rotor. The studs on
ons face are connected in a random manner by wires to the studs of the
opposite face; thus we have a representation of a mixed alphabet by means
of electrical wiring. The rotors have engraved on their peripheries the
normal A-Z gequence, as & means of aligning the rotors at specific posi-
tions against a bench mark. Several of these rotors are used sids by
side in a cipher machine, so that the studs of each rotor come into con-
tact with the studs of adjacent rotors; the entire set of rotors in the
machine is contained between two endplates likewise constructed with a
circle of 26 contacts which touch the studs of the rotors placed next to
them. In encipherment, when a letter of a typewriter keyboard is pressed,
it sends a current to one of the points on the input endplate, going through
the maze of rotors (each of which contributes the effect of one monoalpha-
betic substitution) to a point on the output endplate which is connected
either to ons of 26 lamps or to a printing mechanism, giving in this way
the cipher equivalent of the plaintext letter. This is illustrated in
schematic form for a three-rotor machine in Fig. 7, below:

.
.
.
.
.
e
.
e
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In decipherment, the current is merely sent through the rotor maze in the .
opposite direction, and the plaintext equivalent is either indicated by the
lighting of one of 26 lamps or by printing on a tape.

b. If the rotors were fixed and 4id not move, the encipherment would
b2 nothing more than simple monoalphabstic substitution with a random-mixed
slphabet; however, after the encipherment of sach letter, ons or more of
the rotors will move oné step, turning on the principal axis. This will ‘
result in the generation of a succession of different alphabets, the num-
ber being equal to 26 raised to the nth power, where n is the number of
rotors in the maze. Thus for e three-rotor machine we will have 263 or
17,576 different alphabets, and for a five-rotor machine we will have 26°
or 11,881,376 different alphabets. If the motion of the rotors is metric
(1.8., mater-like as in an ordinary counter or an odomster),34 these num-
bers will algo represent the periods of the machines.3® In Fig. 8a, below,
we have & diagram of a three-rotor machine, in which the wiring of each

(Direction of -:tlon)l (Direction of motion) .

— 1 A —e — A2 26 20| [28 A
— B| |25 1 2 8||B —_ 25\ 1 Y B
— Cj |26~ 2 3 /26 C —= C] |26+ 2 6] |2 c -

1 3 & 17 o 1 3 k 13. D

2! 1 5 | ~20||g — 2 | 14 15 E—»

3! 5 6 || 22 31 5 3[[5 r

by 6 g T l; \ 6 3 3 : .

3 T~ 3l |E T~ T

é 8 ™ 9 |' ]|z — 6 48 >, 23l e 1

7 9 0 |t nfls 7 9 1 5ll9 J

8 10 n ' Mk 8 10 | 16| |w K

9 1n 12 { 23|L 9 u ;2 L

10 12 13-]1 5| |m 10 12 je22|pe I

n 13 1k | 28N 11 J.i 913 | | |

12 1k 15 |1 9llo 12 1k |11 ik 0

l.i 15 16 [, 12/fP 13 15 {18{f15 | - P

S 16 17)| 251 |9 1k 16 I:E 16/ Q—

15 17 18 16] R 15 17 17 R

16 18 19 8 16 18 [, 13] ]a8 8

17 13 20~ T 17 19 | ~7f f19- —-29( [T —

18 20 a U 18 20 10| |20 6] ju

19 21! 22 v 19 21 ; 8l (a1 v

20 22 23 Ul 20 22’ | 21| |e2

21 \ 23 24 X 21 23 23 X

2k 25 Y 24 26| |2b b4

23 25 (26 z 25 17( 125 2

Slow Medium Test Slow Nedium Tast
rotor rotor rotor rotor rotor rotor
Figure 8a. Figure Eb.
ﬁ
It is usual to refer to the rotor which always moves one step after each operation of encipherment or

decipherment as the "fast rotor”; the rotor which steps at a certain position (or positions) of the fast rotor
is called the "medium rotor"; the rotor which steps at a certain position of the medium rotor is called the
“slow rotor, "

35 Rotors have one or more turnover points which cause other rotors to step when the position of a turnover
point is reached. In a set of rotors with single turnover points, if the rotors are set initially at these positions,

the medium rotor will step once when the fast rotor has made a complete revolution, and the slow rotor will .
step once when the medium rotor has made a complete revolution,
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rotor is represented by numbered contacts on the left- and right-hand

faces of the rotor; wires are understood to comnnect like-numbered contacts
from one side of the rotor to the other. It can be seen that entering
the input endplate comes out as Ac on the output endplate; at this same
position of the rotors By becomes I, and Cp becoms E;. (In decipher-

ment the current is sent in the opposite direction, so that A = Ap, = Cp,
and Io = Bp.) After the encipherment of one letter the fast rotor has mx
one position, as is shown in Fig. 89.; at this setting of the rotors, it can
be seen that Ap = Eo, Bp = Qg, and Cp = Tp.

c. The foregoing illustrations were of straight-through rovor machines.
It is also possible to have rotor machines which incorporate what is called
a-reflector or a reversing rotor as the last element of the maze. This
reflector has studs on one face only, and these studs are connected two-
by~two by thirteen pairs of wires; a current which enters the single end-
plate (known as a stator) goes through the maze to the reflector, vhich
sends the current back through the maze in the opposite direction along a
different path, exiting at a point on the stator different from the origi-
nal entry point. BSuch a machine, known as the Enigna type, is shown in
schematic form in Fig. 9, below:

i

i h’ l’“_l'm)'..: h'n. )'.A'_‘)’ .i'._ »

Note that when the key associated with the letter A on the keyboard is
depressed, the current is sent through the three roters to the reflector,
and back through the maze to the lamp associated with the letter C. It
can be seen that Enigma encipherment is reciprocal in nature ;37 1in the

36 The first patent application for a wired-rotor machine was filed in Germany in 1618, a modification
of this machine was patented in 1923 and manufactured commercially under the wade name of "Enigma. "
The machine of the original patent was a straight-through rotor machine, and was the invention of either
Hugo A. Koch or Arthur Scherbius, it is not known which; the Enigma machine with the reversing rotor
was Invented by Koch,

37 Note, however, that Enigma encipherment is poncrashing, that is, it is impossible for a letter to be
enciphered by itself. In Hagelin encipherment, which is also reciprocal, the noncrashing feature is not

present.
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foregoing illustration, A (either plain or cipher) goes to C (cipher or .
plain). If the "C" key were depressed, the current would go through the
rotor maze and come out at the "A" lamp, since the "A" key would now be
in the "up” position. The circuitry of an Enigma machine is shown more
clearly in Fig. 10, below:

b 1]

R
2% 21 20| [x T
s JF k2

15] |2
1\ 1} 13 (AR 1Tl &
2 ¢ 19|k 15115 20 | 5
Lk alf (%]
T
5\267 12| |8 3] 2
6-\208\239 3|l s
1) gl (2R | ]
9 7] ju 2| la2 23] 10
10 azwn 225 5] 1
1 sl 23 19, 2h 1)
12 11| |k 1| as adl 5
13 | 51|15 18] 26 12]| 12
16 12| |18 Qs:s 191 10
17 23| l19 7] |20 6|l 13
s gE de &
19 2| |22 -
ao\zsae 21 |23 2l]| ©
21 6|23/ 9| [k 711 13
22 2k |2k 26| |25 ]| 1 .
23 13| les 17] |26 wl| 6
Figure 10,

In this illustration the encipherment (or decipherment) C = I is indicated
by lines representing the wires which constitute the path of the current
through the maze. (The reflector "R" is here shown as 13 palrs of numbers
which represent the pairing by two's of the 26 points of the reflector.)

d. In Fig. 11, below, we have an illustration of one of the models
of the Enigma machine. This particular machine has three rotors and a
reversing rotor; the rotors are interchangeable but the reversing rotor
(in this machine the first one at the left) always occupies the same
position. All four rotors may be set to a particuler initial alignment,
but only three of the rotors step during the operation of the machine--
the reversing rotor is usually a “dead" rotor with no motion. In the
i1lustration below of an Enigma machine with the outer cover removed, the
salient features have been indicated as follows: (1) inner cover; (2) s
aperture for reading the message rotor aligmment; (3) slot through which
rotors may be set at initial alignment; (4) rotor; (5) reflector; (6) il-
luminated lamp board; (7) keyboard; (8) plugboard, by means of which the
connections from the keyboard to the stator (to the right of the fourth
rotor) may be varied in order further to emhance the cryptosecurity of the
machine; (9) battery box; (10) battery comnection jack for outside power
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source; and (11) rotor rim which projects through slot in inner cover. In
the operation of the machine, the rotors are first arranged in the order
specified for the particular date, and the plugging is also set up ac-
cording to a key list. An initial message rotor aligmment is selected, and
the key associated with the first letter of the plain text is depressed;
the lamp which lights up is the cipher equivalent of this letter. The
depression of any key also causes a rotor or rotors to step, so that a new
alphabet comes into play with each letter enciphered or deciphered. The
message rotor alignment, in clear or disguised form, is included as an in-
dicator, usually at the beginning of the message. Since the Enigma is a
reciprocal machine, deciphermsnt follows along the same steps as outlined
for encipherment.
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13. The B-211 cipher machine.--&. This electromechanical cipher mm- ‘

chine wvas invented by Boris Hagelin and put on the public market in the
late 1920's. The cryptographic principle of the B-211 may be expressed as
a fractionation of the plain text by means of a 5x5 square, followed by
separate encipherment of the row- and column indicators of the square, and
finally a recombination to uniliteral terms through the sams square. The
fractionation is accomplished by a clever mechanical arrangement, whereby
the depression of a key on a ksyboard sets up a unique pair of rods equiva- -
lent to a specific pair of row- and columm indicators of the fractionation
square. The enciphering elements comsist of four varisble-pin rotors of
sizes 17, 19, 21, and 23 (similar to those in the C-38) and two electrical
switching devices. The switching devices consist of two 10-point "half-
rotors,” in wvhich only the exit contacts of the rotors oppose an endplate,
the entry points of the rotors being made through slip rings, in contra-
distinetion to the usual wired rotor which in effect moves between two
endplates; these switching devices, the movement of each of which is con-
trolled by its associated pair of variable-pin rotors, serve to select
vhat amounts to one of ten rows of a table for the encipherment of the row
coordinates of the fractionation square, and one of the ten rows of another
table for the coclumm coordinates. .

b. The fractionation square of one of the models of this machine 1s

&

the following:38 ]
o2
LNRST
ALNIFX .
E|0JBRS
o8 I|lpUuacw
olxkwrDQ
UlIEVEA

If there were no further encipherment, the word YOUR would be encrypted
biliterally as AR EL IN ES. Now let us assume that both of the followl
two sets of alphabets are used successively to superencipher the 9%, and
ccaponents of the fractionated plain text:

S
o

AEIOU LNRST
OIVUEA RSNLT
EIOAU STRLN

¢=uoazz £=nnnrs
IOUEBA RSNTL

It can be seen that the biliteral pairs AR EL IN ES are enciphered as
ON IS AR OT; these new cipher digraphs are then transformed into single-

letter cipher equivalents by means of the original fractionation square, v
resulting in as the encryption of + The two sets of 10 en-

ciphering alphabets (labeled A through K, tting J) produced by the
_3—8mdxhsquared1elemr2hmhsing: words which contain a Z are spelled with an, X in place of the .
Z before encipherment.
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‘ rotation of the switching devices in the B-211 are actually the following:3?

. ABIOU LERST
AIAEIUVUO A|[RBNLT
BIOIUEA B|{S8TRLNX
CIBEIOAU C|INRLTS

' DIUOAIE DIRBNTL
E|IIOUEA EILNTSR

*F AUBOI% OEF IBLSTG%

GIOUAIE G|ITLBRE
HIEAIUO HILNTRS
I|UAEO1I IIBTRNL
K|IIBEOAU K|ITLS8NR

., Flgure 12.

The switching d.vig’u,\ltep each time an active pin is sensed (at the ef-
fective position4? of the rotors) on either or both of the variable-pin
? rotors associated with the switch; this stepping takes place Jjust prior
to the encipherment or decipherment of each letter. Each of the four
varisble-pin rotors moves one step at every encipherment or decipherment,
. as in the C-38.

¢. An example of the mechanics of encipherment on the B-211 will
serve to clarify the foregoing discussion. Let us assume that the four
variable-pin rotors have been set up at the apparent setting of AAAA at
the bench mark, and that at the effective setting the patterns of the
active (x) and inactive (-) pins for the first 30 positions are as shown
in the top four lines of Fig. 13, below, just under the position reference
numbers. (The two switching devices are also assumed to have been set at
AA.) The plugs are in the normal position, A = A, E = E, ete.

39 The B-211 has two sets of plugs which serve to change the composition of the 6! and 02 enciphering
tables; one set of five plugs consmsts of plugs marked with the letters A, E, I, O, and U, while the other
set is marked withL, N, R, §, and T. Any one of the 5! (=120) permutations may be used for the
vowel plugs, and similarly for the consonant plugs, so that the total number of combinations of pluggings
is (5!)2 or 14, 400; cross-plugging between vowel and consonant plugs is inadmissible. The tables in
Fig. 12 result when swraight-through plugging is made (i.e., where A = A, E =E, etc,). If the
plugging were such that, for instance, A = O, the effect of the plugging would be that all the A's
within the matrix would be changed into O's.

40 ne "23" rotor has the letters A-Y (omitting J and W) in normal sequence on its periphery, as a
means of designating the setting of the rotor against a bench mark, the last letters of the "21“, "19", and
“17" rotors are V, T, and R, respectively, When the 23, 21, 19, and 17 rotors are a1l set at "A" against
the bench mark (i.e., when the apparent setting is AAAA), the effective setting will be GFHG.
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12345678 91011121314 151617 1818 20 21 22 232426 2627 282930 .

23: e X * X o X ¢ X s X e e e XX o o sX oX o ejs X o X XX o

2l: X ¢+ X+ X+ e XXX oX ¢+ XX cXsXeXeX XX
19: ox-xoo.‘ox.xx.-xo.x]nx-xoo-xcxo 4

17: .xxcox.-xoxoxoxoc]-xz-cxoo‘oxo:
: BCDEFGGHIKKAABCDEEFGHIIKABCCDE .

: ABCDDEEFGHIKAABCCCDEFFGGGEHIKAB

P: YOURBATTALIONWILLSBUPPORTFOURTH

AEIBEUOOUAUEOIUVUAAEIIIEEOAEIEOU

%{RLNSRTBRTLLLNTLLLTNLLLSRSLHSRI

OIAOUEIUIIVEUUUUIOEAIAAAAIOIIA

9%9% NSRTNRTLNLSTSTSNNSSBLNNRSRLTNRNT

C: NCYQEBWIUPESEAEHRUDRLUMNYFYPQUUIX

Figure 13.

The 23 and 21 rotors actuate the switch for the 6l components, while the
19 and 17 rotors actuate the switch for the @2 components. Since, as we
have already sald, the stepping of the switches takes place just prior to
encipherment, the presence at position 1l of an active pin on the 23 rotor
will cause the switch for 6l to advance one step; the 62 switch does not -
step, because the pins on the 19 and 17 rotors in position 1 of the diagram

are both inactive. Therefors the keys for enciphering the 0% and 8% com- . ’
ponents of the first plaintext letter are BA. The key stream for enciphering

the first 30 plaintext letters is shown in the two lines labeled Of and of.

In the line labeled "P" we have the plain text, which is showm in fractionated

form in the lines labeled 6193; the ensipherment of the fractionated plain

text is shown in the lines labeled 6i6c, and the recombination into the

final cipher text is shown in the last line , labeled "C." In daciphamnt

the cipher text is fractionated into its ©L9% components, deciphered into

its 6363 equivalents, and converted into the original plain text. As an

exercise in decipherment, the student may try his hand on the following

cryptogram which wvas enciphered with the keys above, containing an addi-

tional 20 letters beyond the last elements of key given.

NCY L UKYFY PQUUX
AWM B
d.

H

o
In the operation of the B-21l1l, the pins of the four rotors are
first set up according to a prearranged key, as are the plugs. Next, the
four rotors and the two switching devices are set up at some arbitrary
alignment against the bench mark; the six letters designating this align-
ment constitute the message indicator, vhich is sent in either plain or
encrypted form. The letter counter is set to zero, the encipher-decipher -
svitch is set to the "C" position, and the machine is ready for enciphering.
In decipherment, after the pins and the plugs have been arranged according

—CONFIDENTIAL 550




REF ID:A64556
—CONFIDENTIAL

to the key for the cryptoperiod, ths rotors and switches are aligned ac-
cording to the indicator, and the encipher-dscipher switch is turned to the
"D" position.4

e. The maximm period of the B-211 is 102(23.21.19-17) or 15,600,900,
vhile the shortest period is (23:21:19:17) or 156,009; the other periods
possible are 156,009 multiplied by ons of the factors 2, 5, 10, 20, 25, or
50. The B-211 has a self-contained tape-printing unit; in two earlier
models, the one designated as the B-21 had lamp indications similar to the
Enigma, vhile the B-22 wvas to be used with a specially equipped electric
typewriter.

1h. Cipher teleprinter systems.--a. Machines for the automatic and
simul taneous euncryption and decryption of the Baudot code used in teleprinter
communications are usually constructed along the lines of key generators, and
the key which is produced is applied to the plaintext Baudot characters ac-
cording to the rules of Baudot addition.42 Qenerally, these machines employ
either notched wheels (which in effect are fixed-pin rotors) or variable-pin
rotors as a means of actuating relays which determine the substitution key
for the plaintext Baudot character at each position of the message. Examples
of some typical machines are described in the subparagraphs below.

b. A cipher teleprinter invented by Col. Parker Hitt, U.S.A., retired,
and built in 1931 by a subsidiary of the International Telephone and Tele-
graph Corporation, had in its eryptographic unit an assembly of ten notched
wheels mounted on a common shaft in such a manner that each wheel stepped one
position with every operation of the keyboard of the machine. The first
vheel had 96 positions, and each wheel thereafter had one more position than
the preceding one, so that the tenth wheel had 105 positions. The depression
of any key on the tel?rintar keyboard actuated the mechanism which moved the
vheels one step each.!® Behind each wheel was a cam switch which was acted
upon by an irregular arrangement of notchings (i.e., elevations and depres-
sions) on the periphery of the particular wheel. At 26 of the positions of
each wheel, spaced more or less regularly on the circumference, were the let-
ters of the alphabet in normal order, permitting the wheels to be set up at
designated initilel alignments against a bench mark.

¢. Each pair of wheels, 1-2, 3-4, 56, 7-8, and 9-10, was used in com-
bination to produce a key stream for baud levels 1 to 5, respectively, for
the encipherment of a Baudot character. For example, if ths notches at the
reading position of wheels 1 and 2 were alike (either two elevations or two
depressions), the key produced would be a mark (+); if the notches were un-
like (i.e., one elevation and one depression), the key produced would be a
space (-). The key produced by the five pairs of wheels was applied by
Baudot addition to the plaintext character to yleld the enciphered resultant.

41 The effect of the encipher-decipher switch in the "D" position is to send the current through the machine
in the opposite direction from that which it follows when the switch is in the "C" position.

42 cf. subpar. 97b of the text, on p. 345.

43 The period of tus machine is therefore the least common multiple of the wheel siges; in this case 1t is
25 32 52 72 1113 17 97 101-103, or approxumately 8. 65 x 1014,
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At each operation of ths keyboard, ten new notchings would arrive at the ‘
reading position to be combined into a new Baudot key character. As an
illustration of the key generatlon and application, let us assume that the
ten wheels have been aligned at the bench mark so as to produce the indi-
vidual vheel streams shown in Fig. lha, below. The combined key streams:

Py:
|
Cy:
Py
| OH
Co:
P3:
Ks:
Cs:
Py:
K42
Cys
P5=
K5=
C5=

[ BE R BE O

P & 1+ * 2l 2t 2]l 4 1]+ &+ &+~

+ ¢ 414 0 130 01 2] &
f * 1]J¢ ¢ 0 0 +]¢ 0 10} 4]
L 31 8 2] 4+ 314 & &)¢ 4 )]
* 0L IJL + 11+ & ¢0¢ 0 1]¢ + ¢]n
* ¢ S+ % )1+ ] ) ¢ 4]
(RN E IR IR IR R L BRI B
LI B % J B RE N L I R BN C I N N BN (.

Ol 1+ 1] ¢ 1 1 1]t ¢ 2]e ¢+ ¢
Wiy « 1 + 2]y + 1]l s 1y 2 2D
Clr 2t efe 4]0 1 #le v 2]e ) i
@+ 1+ v 1]r e s ele e al>n
Ot #1121 2]e e 2] & 0ft + 1]
it ¢ 1le ¢ +Jv 1 +1 v 2l 1O
wWle » 1je v t]e 10 v ale ¢ alW
Mle 1t ale s 1)e s i e ale o

Figure lka.

]
;
o

are shown in the lines labeled Kj, Kp,...K5. Now if the first word of the
message were ADVANCE, followed by a space (Baudot "9"), the five key streams
shown in Fig. lka would be applied to the plaintext bauds as shown in Fig.
14b, to yleld the final cipher resultant of QRJSGDFX. That is, the first
plaintext character (A), ++---, when enciphered by the first key character,
t+ep=, ylelds +++-+ (3 Q) as the cipher, and so on for the rest of the en-
cipherment.

d. The next cipher teleprinter we shall take up is the machine patented
in 19%1 by the Olivetti firm in Italy. This machins has for its cryptographic
elements a set of seven wheels having near their circumferences 26 holes into
vhich may be screwed small metal studs at random so as to produce vhat amounts
to fixed-pin rotors, of a variable sort at that; these wheels have the letters
of the alphabet marked near the positions of the holes, so that the wheels may
be set at specific initial alignments. Five of the wheels are cipher wheels,
each one of which is used to produce the key stream for enciphering one of the
five baud levels of the plaintext Baudot characters;44 the remaining two
vheels are used as motor wheels for stepping the cipher wvheels in an irregular o
fashion. The first motor wheel (at the extreme right in the assembly of seven
wheels) moves one step with every operation of the keyboard; the second motor
vheel (immediately to ths left of the first motor wheel) moves one step every .
time there is no pin effective at a sensing position on the first motor wheel.

44 The leftmost wheel is used for the first baud level, the one fmmediately to its right for the second baud

level, etc. "

—CONFIDENTIAL™ 552




REF ID:A64556
—GONFIDENTIAL

The first cipher wheel is moved in similar fashion, stepping every time

there is no pin effective on the second motor wheel; each succeeding wheel
steps in the same way vhen there is an absence of a pin at a sensing posi-
tion on the wheel immediately preceding, so that, for example, the fifth

- cipher wheel (at the extreme left of the assembly of seven wheels) is step-
ped by the absence of a pin at a sensing position on the fourth cipher wheel.
In this machine & dependent ("junior") wheel keeps on woving as long as no
effective pin is being sensed on its controlling ("senior") wheel.

e¢. The Olivetti machine is equipped with a set of ten wheels, any

seven of which may be inserted interchangeably in the machine; this permits
greater latitude in the number of keys available, without the necessity for
frequent changing of the screwable pins. The internmal key, governed by the
cryptodate, consists of the particular selection and arrangement in the ma-
chine of seven of the ten available wheels; the external key or message in-
dicator is the T-letter sequence vwhich specifies the alignment of the seven
vheels against the bench mark.

f. The third cipher teleprinter we shall discuss is the Siemens cipher
. teleprinter patented in 1931 and manufactured in Germany by the firm of
Siemsns-Halske. This machine possesses the interesting feature, among others,
of accomplishing in the encipherment not only baud substitution, but also baud
transposition. The machine contains ten notched wheels with the muber of
é positions on each wheel relatively prime to each other; these wheel sizes are
73, ., 69, 67, 65, 64, 61, 59, 53, and 47. Mive of the wheels are used for
the substitution key applied to the plaintext Baudot characters, and the five
remaining wheels are used to obtain the transposition keys which transpose
the bauds of the first substitution to yleld the final cipher;45 the selection
of vhich vheels will be used for the baud substitution and which for the baud
transposition is controlled by the plugging of a small ten-position plugboard.
In later models of the machine, the key for the five elements of the substi-
tution and for the five elements of the transposition is obtained from ten
different combinations of four wheels each, the particular combination for
each element being determined by a plugboard.

g+ In the original Siemens machine, all ten of the wheels moved one
step with each encipherment or decipherment; in later models, two types of
complex motion were introduced. In one type, the motion of a particular
vheel is controlled by a motor sensing position on two other wheels, and in
the other type of motion, different from the first, there is introduced an
additional factor of irregularity by a kind of autokey feature, wherein the

presence of a mark in the third level of the preceding plaintext character
causes a movement of two of the wheels, while the presence of a space in the
third level of the preceding plaintext character causes a movement of two
other wvheels. These two types of motion, called "ohne" and "mit" respective-
ly, take their names from the legend on a2 two-position switch whose two

states are marked "Ohne Klartextfunktion" and "Mit Klartextfunktion." If the
ten wheels in descending oxrder of size are designated by the letters A through
K {omitting I), the two types of motion are as follows:

45 The 51 (= 120) permutadions theoretically possible yield only 32 distinct Baudot characters after the trans-
position, however, owing to the particular switching arrangement in the Siemens machine, only 30 transpositions
are actually possible.
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“Ohne" Motion : "Mit" Motion o
ABCDstep it Eds -orFis - Asteps ifBiss, Cis s, or9p s »
Esteps " F" " @" - B " " C" o D" 4, " 0",
F " " G" +«+" B" » C " " D" -~orE" « -
G ” llnll -. Jll - D " llgll-ll rll -
E " "J" +" K" - E " "P" 4, @a" -,wgﬂu-
J " llxl ’ll A" - F " "G." nu ’ll ” o
K ” IIDII _ll E" + G n llnll ",orJ" _,
n L] llJll b- xl_
J ” llxll*n A- -
K n -A" +|l Bll -

Note that in the "ohne" motion the first four wheels step together as & block;
this has the effect of guaranteeing a cycle of at least 73-71-69.67, or
23,961,009. The "mit"™ motion, being aperiodic, has no determinate cycle.

15. Ciphony, cifax, and civision systems.--a. Methods for the emn-
eryption of speech, facsimile, and television signals employ the same general
ideas of substitution and transposition as are found in literal eryptosys- e
tems. However, whereas in literal cryptosystems the unit of encryption is
usually a single character, the corresponding unit in a ciphony, cifax, or
civision system is a timed portion of the continuously varying audio or image
scanning signal. Ciphony, cifax, and civision systems fall into two broad
categories of systems, viz., privacy systems and security systems. The
cryptosecurity afforded by a privacy system is minimal, offering protection '
only against direct listening or viewing; on the other hand, security systems
offer maximum, which in some cases might be absolute, protection against

cryptanalysis.

b. BSpeech privacy systems embrace those systems which operate directly
on the speech itself, in either the frequency dimension or the time dimension,
or both. The earliest basic idea of a speech privacy system is the principle
of fregquency inversion such as is embodied in commercial transatlantic tele-
phone systems. This principle involves the modulation of the audio signal
with a fixed frequency, so that the resultant signal is the difference%é in
frequency between the two component signals; this has the effect of chahging
high frequency sounds into lower frequency sounds, and vice versa. From this
simple idea we can progress into systems in which several frequencies are used
in a changing pattern for the modulation, or in which the modulating signal is
continuously changing within a frequency band. Another idea widely used in
commercial ciphony equipments is that known as band splitting, involving
splitting the entire speech band into several smaller bands and then shifting
these smaller bands in the frequency spectrum,

¢. The foregoing systems are subatitutive in character; the next sys-
tem to be mentioned, transpositive in nature, is that known as time division
rambling. Speech in this system is recorded on a megnetic tape, and the »

46 The sum of the two signals is also prodvced at the same time, out this sum 15 elimimnated by a filter circuit,
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transcription from the tape is "read" in an irregular manner. In one typical
system, units of speech of 3/1l- second's duration were divided into 20 segments,
and these segments were transposed to constitute the enciphered speech trans-
mission.

d. Speech security systems embrace those systems in which the continuous

speech wave is first converted into a series of binary impulses (similar to
¢ the impulses of the Baudot code), and then this intermediate plain text of

"binary digits™ is enciphered by adding & binary key stream (derived from a
suitable key generator) to the binary plain text. The three principal methods
by vhich speech is converted into binary form involve (1) pulse code modulation,
(2) delta modulation, or (3) a vocoder. Each of these methods converts the
continuous speech wave into a digital approximation of the original wave, as
degeribed below:

(1) In pulse code modulation, the amplitude of the speech wave is sam-
pled at a rate at least twice the highest frequency component in the wave;
each sampled amplitude is then approximated by categorizing it as one of n
discrete levels (represented by binary cod:l.ng{ spaced along the amplitude
dimension. In a typicel system, the speech is sampled 6000 times per second,
and each sample is identified with one of 16 possible amplitude levels repre-
sented by a four-element binary pattern; the output of this pulse code modula-
. tion system is a stream of binary signals at the rate of 24,000 "bits" (i.e.,

binary digits) per second.

[

(2) In delta modulation, an approximating wave is generated by comparing
the amplitudes of the speech wave and the wave being generated. If the ampli-
tude of the generated wave at the instant of sampling is less than that of
the speech wave, the next fragmsnt of a synthetic wave is generated for a
fixed intervel (until the next sampling instant) and with a fixed constant
positive slope; if the amplitude of the generated wave is more than that of
the speech wave, the next fragment of the synthetic wave is generated with
a fixed constant negative slope--thus the generated wave being synthesized
is constantly correcting itself, in zigzag fashion, so as to produce an ap-
proximation to the original speech wave. The positive and negative slope in-
formation is represented by binary digits; good quality speech can be obtained
by the delta modulation process using approximately 25,000 comparisons per
gecond.

(3) The vocoder is a speech analyzer and synthesizer developed by the
Bell Telephone Laboratories; in a vocoder system the spectrum of the speech
wave is separated into a number of nonoverlapping frequency bands, and the
amplitude in each band is sampled and coded by the pulse code modulation pro-
cess. At the receiving end, a synthesizer creates artificial voice sounds
from the incoming digital information.

e. The earliest idea for a facaimile privacy system was patented in
) 1928 by Edouard Belin, and involved variations in the velocity of the
synchronized sending and receiving drums of the facsimile equipment. Other
facsimile privacy systems include pretransmission scrambling, in which the
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plaintext copy is optically disarranged before transmission, and time di- ‘
vision scrambling similar to that employed for ciphony purposes. In facsimile

security systems, the plaintext copy 1s optically scanned and converted into

& stream of binary digital signals; each square inch of the image is con-

verted into approximately 10,000 binary digits of black-white information. -,
A binary key, generated by a sultable key generator, is added to the binary

intermediate plain text; at the receiving end, the same key is added to the

incoming cipher signals to produce the original plaintext copy. -

f. Television privacy systems may use adaptations of any of the methods
of speech privacy systems. Television security systems would likewise employ
the same general techniques as are found in secure speech and facsimile sys-
tems; however, owing to the broadness of the fregquency spectrum necessary to
transmit the secure digitalized television signals and the very high speeds
necessary in the key generation for encrypting them, major difficulties are
encountered in the development of these systems.
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INTRODUCTION TO TRAFFIC ANALYSIS

Paragraph
General-.-.....I..l..II.......lll...l...ll.'.l..l....'ll.I.......'.I.l....'.l..l..I.l....
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1. General.--a. In Appendix 7 ("Communication intelligence operations")
of Military Cryptanalytics, Part I, the general nature of traffic analysis
was broached briefly, together with the related fields of interception, radio
direction finding and radio position finding, and Morse operator analysis and
radio fingerprinting. Traffic analysis is defined as that branch of cryp-
tology which deals with the study of the external characteristics of signal
communications and related materials for the purpose of obtaining information
concerning the organization and operation of a communication system. By means
of traffic analysis valuable information can be derived concerning the enemy
and his intentions, even without actually reading the texts of the intercepted
messages; the solution and translation of messages are the functions of cryp-
tanalysis and not traffic analysis.

b. Traffic analysis can yield a detailed knowledge and thorough under-
standing of a communications network; traffic analysis techniques involve,
among others, the reconstruction of the nets and the determination of the
methods of their operation, the solution of callsign and routing or address
systems, the solution of frequency rotation systems, the identification and
analysis of components of the message externals, the interpretation of radilo
procedure, the study of the distribution of cryptosystems, and the analysis
of authentication systems. The results obtained from traffic analysis ma-
terially contribute to the following:

(1) Intercept operations. Traffic analysis provides information such
as call signs, frequencies, locations, and schedules pertaining to target

enemy stations, thus assisting intercept stations in the accomplishment of
their missions; and, in coordination with eryptanalytic and intelligence
interests, traffic analysis assists in establishing the priorities for the
interception of individual circuits.

(2) Cryptanalysis. Traffic analysis furnishes assistance to erypta-
nalysis in many ways, depending upon the particular communications situation;
this assistance includes information as to the identity and location of radio
stations, information of eryptanalytic interest gleaned from enemy operators®
"chatter," identification of possible stereotype or proforma messages from
external characteristics of the traffic, and identification of isologs.
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(3) Intelligence. The organization of a radio network ana the manuer ‘
in which nessages are passed over this network reflect troop disposition,
command relationships, and impending movements and preparations for military
activity; therefore an analysis of net structure, traffic contacts and pat-
terns, traffic volumes, and simlilar communications features, is of counsider- .
able assistance in building up & complete intelligence plcture.

(4) Security. The techniques developed by traffic analysis in the -
attack on intercepted enemy communications may also be applied to our owm
monitored signal communications in order to uncover possible weaknesses and
to maintain high standards of communication security by preventing these
weaknesses from developing in our communications.

c. There are three kinds of basic data used in traffic analysis, as
follows:

+ (1) Intercept data, comprising all information supplied by the inter-
cept operator, and consisting of the frequencies on which transmissions are
heard, the time the transmissions are heard, intercept operator comments
such as signal strength and audibility, "fist" characteristics of the target s
radio operator, and any peculiarities in the transmission or handling of the
traffic that strike the intercept operator as being significant or out of the

ordinary. .

(2) The transmission, comprising everything transmitted by the target
radio operator, and including the initial call-up, the exchange of call signs, .
the traffic passed, the servicing incidenteal to the traffic being passed, the
radio operators' chatter, and the signing off. Traffic consists of the mes-
sage externals (i.e., the preamble and postamble, if any) and the message
text proper. The externals comprise various items that facilitate the han-
dling of the message, among which are the radio station number and perhaps a
mesaage center number or other reference numbers, the group count, routing
and address information, precedence indicators, the file date and time, etc.;
all this information is of considerable potentlial value in traffic analysis.
The message text, if it displays patent cryptographic characteristics, can
also be of use.

(3) Collateral information, comprising any information, other than
that derived from a study of intercepted communications, which may be of
value in traffic analysis; e.g., captured documents, intelligence reports,
etc. In addition, traffic analysis is alded by communication intelligence
collateral such as direction-finding bearings, Morse operator analysis,
plain language messages, and decrypted traffic.

d. In traffic analysis the details of each feature of the communica- '
tions operations or structure are studied, followed by analysis of the inter-
relationships among these features, culminating in the reconstruction of an
entire net together with all the details of its operation. At the start of -
a traffic analysis problem, little may be known concerning the target com-
munications; 1t would first be necessary to segregate initially intercepted
traffic into several major types or nets by means of cryptographlic features, .
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common operating characteristics, or other means. At this point the in-
tercept stations are given general search missions over the entire range of
radio frequencies to intercept desired types of transmissions. As traffic
accumilates, fragmentary nets are diagrammed and analysis is begun on the
transmission characteristics and on the message externals, with particular
emphasis on the preamble components and on routing msthods; research is per-
formed on call signs, frequencies, schedules, procedure signals, external

- message numbers, routing indicators, and cryptographic features, resulting
in the ultimate reconstruction of the complete net with all its pertinent
details.

=

2. Radio commnications.--a. Efficient radio communications are de-
pendent upon (1) the physical laws for the transmission, and (2) the re-
quirements imposed by the necessities for the establishment and maintenance
of commnications. The first consideration involves the frequencies and
power used, and the second consideration embraces the details necessary for
the coomunications themselves, such as the call signs, routing, message num-
bering conventions, and receipting and servicing of the traffic. These lat-
ter items may be varied or changed by direction of the communications author-
ity either for convenience in handling traffic, or for purposes of secrecy,
or both.

b. From the standpoint of traffic analysis study there are three main
aspects of radio operations, as follows:

(1) The operating data. These consist of the basic operating and
functioning data of the net; e.g., the structure or form of the net, the
frequencies, the call signs, and the schedules.

(2) The radio transmission. This includes the particular Morse code
used, the procedure signals employed, the order of elements of the trans-
mission, and radio operators' chatter.

(3) The messages. These include the message texts proper, together
with the message preambles and postambles. The cryptographic features of
the message texts, such as discriminants and message indicators, the type
of cryptographic text (whether in letters or digits), and the length of the
code groups, are all of considerable assistance in traffic analysis; plain-
language messages are also exploited.

3. Operating data.--a. Radio stations are linked together and organ-
ized into nets for the purpose of intercommunication; this organization
follows definite patterns, reflecting the command structures since the lines
of commnication must coincide with echelons of command in order to meet

< military commmnication requirements. In a particular grouping of stations
the one serving the senior echelon is the station usually in charge of the

. subordinate stations; this station is called the net control station

. (abbr. NCS), and the others are called outstations. The control station
is responsible for the supervision of transmissions, procedures, and
circuit discipline. A typical net structure is shown in Fig. 1, below.
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Station 1 is the superior headquarters, with Stations 2, 3, and 4 as the ‘
immediately subordinate outstations; Station 2 in turn has two outstations,

ner| @)

® -

and Station 3 has three outstations. Station 1 is also in commmication
with Station 10, the NCS of another net.

b. Stations are identified by one or more call signs which consist
of a group of letters, digits, or both. In the diagram above, Stations
1-} have two call signs each, while the remaining stations have but one
call sign. Multiple call signs are used for convenience of operations,
or for security; they are either in the form of variant call s (the .
selection from which being left up to the radio operator) or of split ‘
call signs (the selection of the proper call sign being governed by the
time of day, the radio frequency used, etc.).

(1) The usual type of call-up is the double-station call procedure,
vherein the call signs of the called station and of the transmitting station
are sent, separated by the procedure signal DE (meaning "from"); for example,
if TVI is calling UXA, he would transmit the following:

UXA UXA UXA DE TVI TVI TVI
The reply from UXA would then be:
™I TVI TVI DE UXA UXA UXA

(2) In the single-station call procedure, only one call sign, usually
that of the called station, is used. For example, if ZYH is calling ARW,
he would send ARW ARW ARW; when ARWN answers, he would reply in the same
manner, ARW ARW ARNW.

(3) Sometimes one particular call sign is assigned to a link, i.e.,
for intercommunication between two specific stations. For example, refer-
ring to Fig. 1, vhen Station 1 wishes to make contact with Station 10, he
would send the link call sign BND repeated several times, and Station 10
would reply with the call sign BND.

‘"
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. () In addition to the foregoing types of calls, there may also be
used a collective call sign for calling several specific stations in a net;
when such a call sign is used for alerting all of the stations in the net,
it is called a net call sign. For example, Station 1 uses the net call sign
RZK for reaching his three ocutstations, and Station 3 uses VIM as his net
call sign.

- (5) In all of the foregoing procedures, split-call working might be
’ employad. As an example, we note in Fig. 1 that Station 3 uses the call
sign TVI vhen communicating with its superior, Station 1, or with Stations
2 and 4; however, vhen Station 3 is communicating with its own outstations,
it uses the call sign ZYH,

¢. Stations in a net are assigned one or more frequencies for radio
eomm:lcation, the allocation of frequencies is predicated upon transmitter
characteristics, distance requirements, the time of transmission, and other
factors. In simplex working, stations operate on a common frequency; in
complex working, more than one frequency is used. In complex sending,
stations are assigned transmitting frequencies, and each station uses its
assigned frequencies to make contact with other stations; in complex re-
ceiving, stations are assigned receiving frequencies, and stations sending
to a particular station use the frequency assigned to it.

’ d. The time of communication is an important factor in radio oper-
ations. Schedules for communication are established for those stations

. which pass comparatively little traffic, or which have an insufficient
nuzber of operators for free communication with all necessary stations;
in such cases, schedules are arranged so that each operator may take care
of several circuits at different times. Such schedules also permit
maximum use of one frequency, without interference or confusion. When
no schedules are in force, stations are free to contact each other at any
time, either by setting the time for the next contact at the last trans-
mission, or by maintaining a watch on assigned frequencies.

h. Redio procedures.--a. In radiotelegraphy the transmission of
information is accomplished by means of Morse codes. In the case of
countries vhose alphabets differ from the English alpbabet, modifications
of the international Morse symbols are introduced to take care of accented
and other unique letters of the language.

b. Radio operators use certain signals and signs to facilitate
operating and passing of traffic. The most common sets of operating sig-

nals, used in international practice, are "Q" and "Z" signals which are
three-letter combinations boginn:l.ng I:lth these letters. For example, QRU
= means "I have nothing for you," and QRU followed by a question mark

(Morse IMT) means "Do you have anything for me?" Besides these operating
signals, various procedure signs are used by the operators, such as the
) following:
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AR End of transmission GR Group count .
A5 Wait IMI Repeat or question
BT Break K  Invitation to transmit
C Correct WA Word after
DE From VA End of schedule =
In addition to the foregoing, radio operators may be provided with a special-
ized cryptosystem, usually in the form of a small chart (with row- and column -
coordinates) containing letters, digits, words, and useful short operators® -
messages .

¢. In order to prevent enemy stations from entering a net and con-
fusing its operations, authentication systems are used. In station authen-
tication, challenges and replies are exchanged mutually by stations upon
establishing initial contact; in message authentication, certain elements
from the heading and from the message text are designated by prearrangement
as test elements, and these test elements are validated by an authenticator
symbol or symbols in the preamble.

d. In military commmications, a single time designation is used to
avoid the confusion that would result i1f each station used local time as
reference. Normally, Greenwich Mean Time is used for all commmnications,
although in some instances the time zZone of the capital of a country is

e

employed; in any case, it is usual practice to include the suffix letter *
of the time zone, as for example 2316002 meaning 1600 Greenwich Mean
Time on the 234 of the month. .

e¢. There are certain elements of the transmission which are standard
for most radio operations. These are: (1) the call-up, or the procedural
rules by which stations make contact with one another to prepare for the
transmission of traffic; (2) the order of traffic, governed by rules which
determine which station is to transmit its traffic first, and in what order;
(3) the transmission of traffic, in a prescribed manner; (4) the receipting
for traffic, in which the receiving station acknowledges receipt of messages;
(5) corrections and services, to insure that the traffic transmitted and
received is as garble-free as possible; and (6) the signing off, or the
procedures prescribing the manner of terminating transmissions. Variations
in the number and detail of the foregoing elements exist not only among
various nations, but also among the military services of a particular coun-
try and among the different echelons of these services.

5. Radio messages.--&. Radio messages must carry pertinent informa-
tion to insure proper handling in both the message center and the radio
station. This information, almost invariably incorporated in the message
externals, usually includes serial numbers of various kinds, date-time 4
groups, precedence symbols, routing instructions, addresses and signatures,
the group count, and other specilal ingtructions.

b. The number which is put on the message by the transmitting radio
operator for reference purposes is known as the station serial number
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(abbr. NR); a number series may be assigned to all messages transmitted
by a particular station, or separate number series assigned to messages
passed on each communication link. Message center numbers (abbr. MNR) are
nunbers assigned serially by a msssage center to all outgoing traffie,
regardleass of destination; these numbers are used for reference purposes
between originating and receiving message centers. When messages are re-
layed, the station serial numbers change on each link of the communications
~ path, vhereas the message center number usually remains constant. Other
kinds of numbers are sometimes found in message externals, especially at
the higher echelons, such as cipher office numbers, radio station in-desk
nunmbers, etc.

c¢. Precedence indicators or symbols for expediting traffic are either
in the form of abbreviated plain text (such as "U" for Urgent) or in en-
crypted form as & group of letters or digits. Sometimes variants are pro-
vided for these indicators as a security measure, or these indicators may
be subjected to encipherment.

d. When direct communication between two stations is not possible,

- routing instructions are usually incorporated in the externals of messages.
Designations of locations or units in plain text may be utilized for this
purpose, or call signs may be used for the routing, but, more usually,
routing codes are employed which contain code groups for principal locations
or units, as well as syllabary groups for encoding designations not in the
body of the code. Similarly, when addresses and signatures are distinct

. from routing instructions, a separate scheme may be devised for ths trans-
mittal of this information, usually by means of codes.

6. Preliminary net reconstruction.--a. In the initial approach to a
traffic analysis problem, traffic identified by the language of plaintext
chatter or by national characteristics of the transmission as belonging to
the target country is segregated into major homogeneous types on the basis
of common operating characteristics, message formats, discriminants, chatter,
or any collateral information. Thus traffic from army, navy, air force, and
other nets may be isolated into distinet groups.

b. A preliminary grouping of stations is diagrammed from observed con-
tacts between stations. Simultaneously, analysis is begun on the character-
istics of the radio operations. As an example, let us assume that the
groupings of stations in Figs. 2a and b, below, have been reconstructed from
observed contacts on the transmitting mquenc:les in kilocycles as indicated,
and that we have made a mental note that, on the basis of procedural charac-
teristica, UXA and ZYH are probably net control stations. We note that IVI
and ZYH have the same frequency; if frequencies are assigned uniquely to

- target stations, then TVI and ZYH represent the same station. Tentative
confirmation may be obtained if it is found that the serial numbers used
by TVI interlock with those of ZYH, or if routing information on messages

4 from TVI and ZYH shows identical originators; further confirmation mey be
obtained from chatter (wherein, for example, the operatcrs at TVI and ZYH
refer to the same person as their commanding officer), from direction
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finding bearings, Morse operator analysis, discriminant and indicator '
studies, etec. By continuing this method of analysis, we shall arrive at

EF_L! 5600 i 5680 .
MPA -
5680 5760 5800 56l|0
Figure 2a. Figure 2b.

a portion of the diagram in Fig. 1, vherein IVI and ZYH are shown as split
call signs belonging to one station. This example of approach is perhaps
an oversimplification, but it is illustrative of the general methods
followed.

is of radio operations.--a. This phase of traffic analysis
1nvolving the study of the operating data and the elements of the transmis-
sion is, as previously stated, carried on concurrently with initial net re- -
construction. When fragmentary nets have been put together, continulty over
date breaks is made possible by the analysis of radio operations.

b. Callsign analysis embraces the determination of the methods of gen- ¥
eration , @llocation, and rotation of call signs, together with the system of
use. Call signs may merely consist of different random N-character groups, .

in which case no system of generation is recoverable, or they may be gener-
ated by a permutation table or similar gcheme. The avallable call signs mey
be arranged in the form of a chart or in a book of tables, and stations may
be allotted specified positions in the chart or book on, let us say, the
first of the month; subsequent changes of call signs may be governed by fol-
lowing a prearranged route in the chart or book, or by the application of
soms mathematical formula. Callsign systems may alsc involve several sliding
strips as a means of generation, with a convention prescribed for the manner
of selection and rotation of the call signs derived from the strips.
Regardless of the system of generation and rotation, when sufficient callsign
continuity has been established, interpretation of the patterns and phenomena
disclosed will permit recovery of the system.

c. Frequency analysis has the same general objectives as callsign analy-
sis, viz., the determination of the methods of selection, allocation, and
rotation of frequencies, together with the system of use. When more than one
frequency is assigned to each station, lower frequencies are generally used
at night and higher frequencies during daylight, for technical reasons; cer-
tain of the frequencies may also be designated as standby frequencies. .
Frequency assignments may be published in chart form, with an initial allo-
cation and rotation system similar to that used in callsign systems. Here
again, continuity of frequencies will permit recovery of the system. Both s
in callsign and in frequency analysis, continuity may easily be obtained if
some of the operating data or elements of the transmission change and some
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do not. Even if call signs and frequencies change daily, continuity may be

established by taking into consideration any of the following: patterns of

station serial numbers or message center numbers; routing information; dis-

eriminants (especially one-time-pad discriminants which are usually unique

y for each link); procedural peculiarities (e.g., the use by a particular
station of distinctive separator signs, tuning signals, etc.); chatter;
schedules; service messages over a date-break; and direction finding and

- Morse operator analysis reports.

d. Procedure mesaages and chatter between operators are of particular
interest in traffic analysis. When unknown procedure signals-.are used, or
when procedure signals are encrypted, their meanings may be determined
through observation and interpretation. As an elemsntary example, let us
suppose that at 0915 an intercept operator hears TVI send to UXA on 3800
kilocycles the procedural transmission "XIC 1200", after which contact with
VI is lost, and that TVI is heard calling UXI again at 1158. The inference
may be made that XLC means "I shall contact you again at hours”,
followed by the time. Or again, let us suppose that after that same trans-
mission, contact with TVI was lost, and that the intercept operator in

- searching for target stations on his receiver picks up TVI a few moments
later on 4800 kilocycles. In this case, it may be inferred that XLC means
"I am changing my freguency to kes", followed by a frequency desig-
nator which is to be multiplied by & to indicate the actual frequency.

€. The identification of preamble components 1s a relatively simple
matter. If messages from Station A to Station B are sorted by intercept
time, the station serial numbers should be in an ascending series (barring,
of course, missed traffic), so that we look for such manifestations in
elements of the preamble. If all the traffic sent from one call sign,
regardless of direction, is sorted by file time (where this information is
included in the preamble), the message center numbers should be in an
ascending sequence, with gaps caused either by missed traffic, or because
the station concerned used more than one call sign, or because scms messages
may have been transmitted by means other than radio. The position of
originator groups in the message preamble may be discovered by sorting
traffic by transmitting station and noting the consistency of certain groups
in a particular position; likewise, addressee groups may be identified by
sorting traffic by receiving station and looking for a high rate of occurrence
of some group or groups in a particular position in the preamble. The identi-
fication and interpretation of precedence indicators may be accomplished by
studying a small volume of traffic emanating from one station and comparing
the file times with the intercept times; when a series of messages are trans-
mitted by a station one after the other, the messages with higher precedence
are invariably transmitted first, and study of the traffic will give clues as

» to the meanings of these indicators. Sometimes preambles also contain groups
indicating the security classification of the message; these groups are
often difficult to identify and interpret, but nevertheless a study of

] chatter and of the discriminants used on the various eryptonets will permit
a solution.
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f. As may be observed from the foregoing discussion, identification ‘
and pa.rt:lal solution of the elements of the preamble proceed simultaneously;
further study and analysis will make possible a complete solution of these
elements. Additional information on radio operations can be derived through
study of schedules, textual features of encrypted traffic, cryptonets, and =
discriminants and indicator usage. Collateral information will be of assis-
tance in these studies, as will information derived from cryptanalysis and
other communication intelligence sources. -

8. Traffic intelligence.--a. The last phase of traffic analysis is the
reconstruction of. the complete enemy network in the form of an intergrated dia-
gram showing call signs, frequencies, and other technical data such as serial-
number allocations, discriminants, etc. Identifications of unit organizations
and their geographical locations are shown, which, when coupled with intel-
ligence from all sources, will portray the enemy Order of Battle.

b. When changes in net structure take place, these may be brought
about by the appearance of new units in a command or the deactivation or
redeployment of old units. Changes in contact relationship may be indicative
of impending moves; significant changes in traffic volumes or in cryptographic -
systems may be indicative of preparations for military activity.

9. Concluding remarks.--a. Traffic analysis furnishes much information
on communications features of assistance in cryptanalysis, such as information
concerning the originators and addressees of the messages, isologs and resends
vwhich result from cryptographic error, messages with potential crib value, and ‘
chatter pertaining to eryptographic matters.

b. BSome traffic analysis items of particular interest to the crypt-
u.m.].yst are the following:

(1) When the group count is constantly checked by the enemy-operators,
this is usually indicative that the cryptosystem includes transposition as one
of its steps.

(2) When the date or file time is invariably checked, it is indicative
that these elements are factors in key selection.

(3) When a group in a particular position of the text or of the preamble
is checked frequently, this may indicate that it is involved in key selection.

(4) Rapid sending, with no requests for services by the receiving opera-
tor, is an earmark of practice or dummy traffic.

¢. The general principles of traffic analysis have been presented briefly
in the preceding paragraphs; however s actual application of these principles <
and techniques in some typical problems is necessary in order to insure that an
adequate comprehension of the subject has been obtained. In the next appendix,
"The Zendian Problem: an exsrcise in communication intelligence operations," y
opportunity is offered for the student to apply the general methods uf traffic
analysis he has learned and medify them to suit the contingencies of the par-
ticular situation, learning thereby additional facets of the art.
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THE ZENDIAN PROBLEM: AN EXERCISE IN
! COMMUNICATION INTELLIGENCE OPERATIONS
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D. Callsign li.lting, 23 Decenber ccecsssesesssassvsscnstassasonss 621
E. mqu’ncy li!ting, 23 December c.ceccecscsssnassscsvescssscsnss 630
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THE ZENDIAN PROBLEM: AN EXERCISE IN
COMMUNICATION INTELLIGENCE OPERATIONS

A. Introduction

1. The Zendian Problem, presenting an operational communication
intelligence situation in miniature, affords opportunity to apply the
techniques of traffic analysis and cryptanalysis, to derive intelli-
gence, and to prepare reports. This problem deals with the enemy
commnications during an amphibious operation against Zendia, an island
in the Pacific located approximately 2000 miles west of Peru, with an
area of 990,000 square miles and a population of 17,320,000. Zendia is
a totalitarian state under the absolute dictatorship of Marshal Salvo
Salasio, the Prime Minister, who embarked upon a series of high-handed
actions which led to an ultimatum by the United Nations Security Council;
this ultimatum vas rejected by Salasio. The United States, acting under
the authority of the United Nations, assembled Task Force Pearl and em-
barked upon Operation Seahorse which had as its objectives the establish-
ment of an occupation force to liberate the Zendian people from the Sala-
8io regimes, with a restoration of the true Zendian Republic.

2. In Phase I of Operation Seahorse, initial assault elemesnts of
the U.S. Eighteenth Army (consisting of XXV and XXX Corps) landed at 0500
on 16 December, under support of naval gunfire and air attack, on beaches
near Aleksandrio on the northwest coast of Zendia. The outnumbered
Zepndian shock troops near the invasion area fought a delaying action,
retreating southward and crossing the Pontine River at Grisurbeto. The
remainder of the U.S. expeditionary force was landed successfully, and
by the night of 22 December had advanced to the north bank of the Pontine
River; in the meanwhile, strong Zendian reinforcements were brought up on
the opposite bank, preventing further advance on the part of the United
Btates forces.

3. Intelligence efforts during the period of the U.S. advance yleld-
ed but little information; the few Zendian prisoners taken would give only
names, rank, and serial number; and the interception of enemy communications
revealed little of value, the enemy elements in the vicinity confining
their radio activity almost entirely to sporadic low-power voice trans-
missions between rapidly moving units. By the morning of 23 December,
however, radio intelligence units assigned to the U.S. Army headquarters
and to the two U.B., Corps were fully operative and began an all-out effort
to intercept and solve the greatly increased and now entirely encrypted
Zendian commnications, in order to secure vitally needed intelligence.

4., The traffic intercepted on 23 December totalled 375 messages;
these are shown in Section B, with a digest of the day’s chatter in
Bection C. The top line of the message heading is the intercept line,
consisting of the receiving and transmitting call signs, the frequency,
the intercept date/time, and the intercept station designation; also
included is a teleprinter serial mmber (which can serve as a worksheet
number in subsequent machine processing) used in forvarding the traffic
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to the United States by radioprinter. The second line of the heading is

a message preamble which consists of eight 4-digit groups; this is followed
by the message text, invariably transmitted in groups of five characters.
(In all messages, the first two groups are repeated at the end--these from
their appearance are the discriminant and message indicator.) Initial
analysis of the preamble components revealed that the first three digits

of the preamble constitute the station serial number, the next three a
message center number, the next six the file date/time, followed by four
groups whose meaning has not yet been determined; in the last group of the
preamble, the first two digits constitute the group count, and the last two
digits are still unidentified.

5. Data from the traffic for 23 December were recorded by hand on
traffic analysis logs for initial study; as machine time became available,
these data were punched on IBM cards from the original traffic and listings
were made for traffic analysis purposes. In the listing shown in Section
D, the major sort is on the transmitting call sign and the minor sort on
the receiving call sign; in Section E, the major sort is on the frequency
and the minor sort on the transmitting call sign; the listing in Section F
(useful for cryptanalytic purposes as well) hes the major sort on the
discriminant, with intermediate and minor sorts on the A2 and A3 groups.
Data from the traffic of 24-26 December are included in Section G, which is
a listing with major sort on date, intermediate sort on transmitting call
sign, and minor sort on receiving call sign. In all the listings except
that in Section F, the data are in the following order: (1) worksheet
number; (2) transmitting call sign; (3) receiving call sign; (4) frequency;
(5) intercept date/time; (6) station serial number; (7) message center
number; (8) file date/time; (9) to (12) the four unidentified tetranomes
in the message preamble; (13) group count; (1) unidentified dinome in the
message preamble; and (15) discriminant. In Section F, certain elements
of the heading have been omitted in order to make room in a concise listing
to include the first five groups of the message.
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NCM DE 1IZW 5385KC5 230136T USM-99/U000L

0018 0923 0100 1101 3644 5815 3917 &ol2
JGGJG DZEDD XJXUF TWLIM XOPAF  QKQPM WGINF
XDMIU MWSNA UWKAD YXDHM WQARW  LCDNP STUBQ
PLING ZOJCR LFLLE BRRIXA SXBMZ  XXDGC MBZRK
PJXCB TXZFR MMAHE YPVEP PASZK  DRICY KKTXM
XSCLL EEDAX ONZBY DIMQY DRPNV  DHREXL TOKIW
YYJQF MOWU LUETR POHLZ CBABT  TIZVH UDEHH
MEQNC FXNNE BSTJB VIPHA HJCIM  XKOZA VRYRG
XOJBH EVZCR MJTHZ RCKPD OFPIM  RLINC AXYSW
HCM DE IZ¥ 5385KCS 2301577 UBM-99/00002

0028 0g923 0100 1101 3644 5615 3917 802%
JOGJG EBRDAJ 'WSPR ZFYUZ JWADS  GBOAG HCVXT
VIVED LKUVI BSXFQ KIWA KERDN  WMGAL HOJCX
VDRKD XSEFD PZ0ZS AINJJ JFFLF  EROYT ZVKEI
SMUEX VEMIM HHAAI XYMEG NBYTG  VZDPF XOWWD
RQVKE VDIFV BISZE GZFTS LIHYU NDOP MPIVE
80ZYX MYCYG HZXIF (KOFL YBDYN AUDVB FYBER
MXRQD XUMJD RAOBL OQIAQ ZNDHF KNVMZ FPPYN
XFBYP 10DDO VBOME OZFZF AJPZQ  RBLLF ZARHN
FZIX DE GFH 2620KC8 2301037 UBM-39/00003

5511 6723 0025 1101 4606 k997 0172 Ml
CIBCI WUHL] HAVAM TYBAG PBKIX  BUVKM CXZAF
EDXFD BIGGS HDCIE AKIKC 2IZDO UMZID BSVMQ
UKGLD FRRKN RDPKI QKYTJ EDUYU  ILXMN IWTGP
UYMGU FIDIT SXNKE LEROT FCMLE  XPOGB QGHIH
TRSRB BUIUS CIBCI WUHLY

ZIC DB HCO 2350KCS 230104T USM-99/00004

0537 1823 0020 1561 2239 87h0 5726 k507
FBHFE KZVEJ KHIGO GQDBXN ZUQIA  TWQL TEZW
XWBSN ZYORT PKOWH CTFJS CKKTD  KZOEW FYOKG
CCJFO RDEOQ XCEPO PCTKU WFPTB  NEOQV UIHEJ
FPSGD IPNXY FPMFJX RFOTP YBIGJ  YOQHP TUVIN
MBQKL YVYUA HIQXB FBHFB KZVES
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Lo28 1323 O450 3731 1476 2025 6707 7040

DENJM
DGCVS
EYAYU
IXTWM
RIRSP
FYRUG
FPTEM

EDOFR
UPTXC
IQXDI
FSUNS
ZLPEB
JWFIZ
8RVMO

UYHIW
KDUCE
WEXLZ
ULDCE
DFKFB
VWKTG
UVDEY

TMBRD
JVIGP
OFATP
FIJRD
BDALX
DNKSH
FIVTL

S615KCE 2305087 USM-99/000k4k%
2516 3823 o425 9329 2645 86ML 2611 kT2h

20265
53767
11h4)4
58838
58300

1h72
12366
275k
48895
92200

e
01999
75613
12063
68486

192k7
575
14100
84075
ko752

XNCJB
BJGLR
UGJFB
QTIMF
CWOLK
1AQCK
GYuIv

UITID

QUSVN
NBJZV

90959
87075
89266

47353

BRVQF
DMJIQ
BRSDA

RPJFX

GPWEI
BNKSF
MQOAC
PHAQV
RJONX
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MKGEU
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56561
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89115
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REF ID:A64556

2IC DB HECO 5895KC8 230553T UEM-99/00045
o547 2023 0435 012l W56 BTHO S5T26 6103

DAEAD
IDPBY
NHOVI
IXGZY
LQITK
AQNBO
NUDQH

NUDQHE
UKJYH
FEATP
NENAA
KAAOZ
NEFOZ

BCO DE FSD
3516 5023 0500 2110 7803 L1161 8219 3405

DABAD
ADWQL
IDINB
BTYGY

DOEKZ
TKKOZ
ZI100Q
KFXXX

124 DE XIG
6536 3623 OBI5 9329 5445 5653 7300 6uk8

DDHAA
REYSF
YGEMF
WBALY
KINQZ
RSDEX
DIKLA

LIVCD
MORSQ
VFOJD
CZHLF
OVQeN
NNLXR
TXXXX

EWU DE WP
825 2223 Ok25 8140 0665 5833 1793 5122

AEBFEA
ICPBY
RFIDL
ULBSA
NFUCH
BIEIC

BIEIC
BCVAB
VIGBD
QLHEK
ZETSY

FZX DE VXI
9527 13523 0325 2110 7263 6940 0172 5128

EGBOE
TIFN
MIOGB
ESGHI
VXYBY
CYTWW

CYTW
RVZER
XI1FS
ZIXoC
WOGEM

r

ATKJE WHLAU INOLY FRAIS IUNPA
PJIZK TOMEJ EZLLO  FRNIZ QROND
EGX50 ZRSIU NTIVP  VAQRM IVIVE
YBETY CYKMJ AFSRE ATJUM UDIMS
OFCBI INVUF YMAHX  DUGLF UMRER
FI0IB VOVFH OKSJI ITCYA CZUBX

5805KCS 230549T USM-99/00046

YZUJI EPNAD UQITX  LEXXH ADPFY
KCYKM BETYJ AFSMY XHJUM UDIMB
ITKKO ZKCYK MWIOCY  RONDM YXBJU
DARAD DOEKZ

3990KCS 2305037 WM-99/000k7

LZUXI, HPEWW XXEKE QPJM QHENVY
IREOF DRWW DMFIL QSKF8 HXPUQ
ROAGC MDGLG YYZGO  WYLXI DLPXT
TWHMP ZTHIK DWDIX  DXEQr XNTLV
VVWZH TITC FLIMD OYWWK OFNGJ
NDUND DDXBJ OAWFG  EBRWF WYBEY
DDHAA LFVCD

3450KC8  230507T  USM-99/00048

AMIFL DLIUU MBOIA KICLR UVLBO
YXYEY FYARP EARTU CUFOF UKYLT
EGOCA WIMOT FBYBC DAGPV  IGBLO
UDEGO FPYAND AGFVI TOCOP TMOTF
UCHHA FRMEZ OKYOW CAZGD EGOPE

2B60KCS 23040BT USM-99/00049

UEYNY IUWUE YBETY MUTUQ OTITE
MOGB WOIDB ERGHI RADIF MBETY
AOIBE TYJUD MJYYF DURVZ ENMWO
YCYKP DURVN OGIMO GBKEE RDIPM
IVIDI PMRAK DIYYPF DURVZ ENMWO

NQeut
GUVBY

CUORP
WNFID

WRXAV
DITZJ

BETYK

IQIX
GFAYH

OATGY
SLITF

LQPID
BPGDZ

BPYAN

LTOYR

UMUTU
CXIIF
IDIFM

FHH

11

8I6CQ

UCTYO
GQNHL

TAZVS
BUZIP
AEFEA

X0ocYJ
DI

FZX DE VKI 2860KCS 230431T USM-99/00050
9537 3523 0325 2110 T263 6940 0172 3628

EGBOE CYTW UEYNY IUWUE YCYTV  VUIUC YIVWE CDDUR VTIGX CRKQJ
ICNDI FMBET YWEGD DURVN EHXCE KQZYE CJICN DIPMX UVQDU RVXYQ
KRANG CEKQJ USADI MMZIA YVAPM DIRXD IFMFU XCXYB VZOGD MYYIQ
YXLJE XINEN CXIIF DIRKX EGBGE  CYTW
IBJ DE UBT 4535KCS 2305537 USM-99/00051
152k 9h23 0500 S50k 1476 6832 1397 k623
AEFEA PASKK ANMWA RPVYD VKOCY DITZF AFPTI QKKOZ KKOZK XYEYK
YLTDU DHKAY MQYLY WARFL UYIHA DPFXAF EJOCM PANEB YNOFA FPKOY
ICYTV NOXIB EAFKO ZKDIT ZHEMW  KOZKX OCYKY LIJOC MPANE BYNOC
YKMKO YIFAF PNOXL BEAFC YTVCY  TVHEM WCYTV CYKMK YLTRY UIPEB
SQICT BEKPY OCMDY NGXXX AEFEA  PASKK
POH DE FBG 2010KCS 23040BT USM-99/00052
2044 6823 0320 3749 U257 T165 W493 5620
FFBGG XPRJD IFRAN WDGIF JOPYE  LFUJJ 2ZDUJM AIBYD ZAVIN SJGRP
PUBPF ZVINK EFYMD MZANV VPVER FQUWJN HJJIB KWEX UXGJH ANUQM
IFMIO0 XICOW ISGCP YUBWV FWNDZ  CGPFL UMEWE RETFY DOCIM QYONG
CHISP ROIWU DOVIY OGGIL CEYDH  KVEXM 2QBZU GZJEM NAHYY YSXNA
WEZGM YUNOEJ AIBBT RWLRW SPCDM WUDQT ZNUIV AHYUS ODVQX OMEEC
RCQTD RMKSR IWBBY BRZDR FFBGG  XPRJD
OAL DE RBN 3160KCS 23040TT USM-99/00053
2020 2k23 0335 M52 5218 2610 5320 6121
DDHAA RHETB XSHLG PNYEJ XEENE XMLAE VZZIV LLAIC BZJEK DJWFA
OKPMO OOBII YXBKA KOXUX GEITS UZWSS XDDEL IFCRB DUUWW EZDMA
FUNQL CXJZA QFCY FPIWG NHUNZ  IVVVI EVRTA YXOPJ NWVNC XRKFD
WKXUT MVAMQ IMOBK DAWJQ UBMOT UMRBU TZAZI DGJFU UCZHN HKQVE
UFUQ KJOVY QCFII VDVME ROKIW  FEWUQ HIFL KKFJK CFICW WNBUK
LCKHI ARPIV BUMWE FKTBA GEETY  BIWUZ RDNOP BMUOL XOMDV DDRAA
RHETB
VT DE RBU 2h60KCS 23037P URM-99/00054
6547 6723 0320 0121 T263 1080 2198 TI38
DDEAA WRIZJ EJIRF JEFES OFTOD CGPEK NRCUX QCPEZ QLEUJ FPRRDI
QOULR RXSWZ IYALT IDRMR BLTQR CMSXS XWROL WAEIW DNIGZ MEUQ
GVOW CHCOB JSLFE DNJJB CPABD RIKEN XZPBP GEIDA YMBFB WITUK
BAULQ IHTWW OWDQP SUZOP QFLTO RPKAP APDQX HSXDG KNIAY MMYGD
HYHOA HOEHQ GQBCNI CPYIW SDIJF  MSNUY HGEDI PODMW SBYBU TFGSC
ZIIIM CCWOR OCZSA HQAYC NNNBX  ZEVZU HVREQ BISGF MQDNK YFCVO
APMHT AQPZI RQZPI YKEQX YGDCA VKQXM UYEVI EPIWL NKCLX DDEAA
WRDZJ

P \V 4 1]
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REE ID:.A64A556

6LS

e

FZX DB OFH 2620KC5 230406T USM-99/00055

5541 6923 0310 5508 k257 4997 o172 5025
BGRGE CYIW UEYNY IUWWUE YEETY MUIUF OWCWI
ULPMU IUZEN MJYYP DURVZ ENMHO  GBWOI [DBEBG
FOURV ZENMW OGEXI IFDIF MJUDM  JYYFD URVZE
IFMBE TYKOM WJYYP DURVZ ERMYO  GBEMIV IDIFM
UNOGB XITQD IFPMFA FRJYY FIURV  NOGIW OGEKE
FZX DE GFH 2620KC6 230424T USM.-99/00056
5551 6923 0310 550k b257 k997 O1T2 5625
EGEGE CYTW UEYNY IWUE YCYTV MUIUC YKMWIY
IVIDI FMBET YHYQY ZYTOC YTVXA  BAKOZ KCYKM
YGYKP ZYTOK OZKXA BAXOC YVUNF DIPMK OZKXO
ABACY TVWUR PJICN DIFMB ETYJY YFIUR VXOCY
MBETY MBSGE YGDU RVCYK MGYKF  CEKQJ ICKDI
URVHI ZIX0C YCEXKQ XIIFX EGBGE  CYTW

YWP DE EOU 2220KCS 230528T UBM-99/00057

55h2 2423 0435 1101 TOk6 TI01 &TL8 5939

AEFEA HAOPX AMIMU COVEN IWIRN  DUNRZ GROGO
ORGFO UIKOZ KDEGO CYTVG YGMMI  MZMOF SFAFP
VGYGM MIMZM OPSVO BYGUV BCIWY  FEPXV GEVMO
YHAMI MZVOB VRBAT CYWYF EPXVO  BVDEG OQEPG
AMIMZ VOBVC YKMCY WYFEP XVOBV  KYLTH OFOSU
OOFKY LTHON VMOTF CAMIF IDIKA CGRIA SXOX
XYR DE IXI 3170KCS 230449T USM-99/00058

1018 0223 020 5161 2645 0586 Bh4h 3730

68486 HOT21 66550 36848 53TT9 05664 26243
09815 92184 49715 80787 58501  Jo1h9 58591
32323 23842 85245 09240 OMISL 65796 57585
95091 15852 47288 2194 4ooOo @ 68486 hoT2L
222 DE MLE 2020KC8 230551T USM-99/00059
7035 9h23 O30 4775 2239 7525 TO9% 6330
IINFF DJOBC RMHUK DWXPN XGBHL  AMGFB MYMER
YFLAP OKJAI VIZCH NPEOY HGVPX  HYGOU GCHEH
AJLJK OFUGC FHUIL DBVXX ORGPS EMFIN EGBEQ
TOA4J BEPHT CGHOF BLEPV RNAGO DWKEM PSRLX
HPEJP FNDAI HAPWL MIYSU PRMLT  KGYJG ICUKU
QFRT YBCDX , EQRGN GQDDNT FJZFP  LGROV PSUPS
MSRSX IIHFF DJOBC

BIQIE
F8NOG

13839
6031k

VGNCP
MIGIT

RXAVU

EEE

VJBAP
NQFS2Z

.
b3
=

277 DE LLZ 3520KCS 230542T UBM-99/00060

6066 1723 0355 3731 9054 8146 Tosk 0039
IIEFF AGPBC YAASM SCUOJ FRZKD  PZPSD JUOYH
JOIKE WWSAL OLOBO HMDHS PHOLQ  AYVOV DPAZY
MIHYL SYCVM ROMPS EBEHI UNQIH  GAIAE MXJCL
ICDAG S2M DSKIS LOGJD GWZRT PXNLS YUVLN
THXSC QCEMH GQOEG YAGQV LQTEW  UUCHEN FUILG
UCENN KDARV LOMPR 2Z0DQO WIWBV  SRGSO PHGLD
JQFE YHOHP MRXEC VQULM CSXPM  EIGHN ANCNU
FUJBX ASGRL JUIGL. QNUJQ ZSLMK  MNBGY XDZ8z
QXY¥ FPODKY MMEDP GCBHU FMRZU  WAWPT QAAUJ
FVXBJ VREMV BDYQW KISTY OBKDI  PQVEX OINXZ
DYO DE 222 6350KC5 230TOMT USM-99/00061

ho61 5123 06k0 6320 Sh33 3637 15TT TTA

ABCAB EHOSHB QNNLN VJHLL FSHIY WIRDV YPYSF
FBGEF JEUFE QAPAO BODEY TEESX  JKPTS BMIOK
QXTI YHWK CSMPP MMWVC TOBIP  ITODZ CULVL
RRFUC QNEPS GQCKYA FCVPO JYBYF  GHPMZ YPEKA
DUHQD FEYRP FGXAL TUXKC ZWZEB  WMFUS WMMEH
UVZGT KIKYC UJWQF GCSES ERBTX  GRKLX QEDSL
KIS SOXXI GDMI CASHB YIVCE DRZNG AEFWS
FZZSH PHAOA LKSUX PWWPX VITHP  ABCAB HOSHB
ilz DB 722 5955KCS 2306197 USN-99/00062

10kl 4323 0545 2172 6010 6hh5 A4h93 652%

IIHFF AFPBC GFYFG RJBUZ BSXKSY ZPVRC IMGHK
MMV LVOVM UBXVU VFIJO BTYRN TRMIC KVAJA
NMEFU YNTXX ECURU DUEZT PBGIM  YJRLR EXEPA
HIAFZ OENGK WMVXE GPDET JWDMX  IQDAE HELMK
VEAAP KRWX TTLYV YSWPA ECGBI  FPIXT RZGSC
CTPCI HOQRV AYIDM ODMDI KYXGN  LPBIU ZVZKS
YNNG TIKCG NOXX IIFF AFFBC

LIZ DE MiLE 634OKC8 230T18T UBN-99/00063

2516 1623 OS45 2110 7263 T525 59%2 5824

JIHNFF EIFRC ETESX PALQ AYKBC BVSGH UFSFR
VRN WXNKG YYBPS HNANC LJWKC KOGJA
KTAVT QNZKP VYEFG PQIIF OXDHN  DOQEC GAOCR
QLPZO ZAIUY HCLEK ZJMIP YRQLZ JIMEK KUFEC
OGYRO AISCI GIESQ PILSM QFCEE PBUAH DQXBP
KSWPC BOYIV ELGZT WWWXA DENDC XPSMX XIHFT
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REF ID:A64556

ZZZ DE MLE 6340KCS 230659T USM-99/0006k REBM DE OAL T7830KC8 230751T USM-99/00068

086 1123 0525 61ko 36Mh LAAT 0127 9631 3023 9923 O700 1562 6010 5086 1081 691

IIHFF BIMBC MPQEK VTAUJ BFLKP  QTEYN JDZGY KJLMB YRRFR AHMNT DDHAA BQBOF GLWAT WIXBY YX00I  WVPAV 1LZQBY HBTXG YCZEG AMYTX
QXAY BIYTR HTXDK IIREK QYCKA VBARF PUR: PZZSZ VJCZF VEEZM PIVIU KUUM &LBAY TXVGY YQREKM DJJC GEOFL BJKIY ALKLO KWBYL
FLULJ JZY0D DZBKD KYCRX ECZTS TAI™R MPDLU ILJKQ IWVFT RCEBO HJHZO QEUVP KJQPW CSFPM CIPBU  BIIQN OHCZU GEWAT CZPNF ADNCI
CZFVE QVERJ 'BMNYM KELOP IXEFU OYESF YUNOC YAALV CAGLE GDMIE XHESXX EVXTY BKHKG zyARr HRMWI  DONDYX TEMET TOHDL ZXERF CHVWZ
POYY AQVEQ VLIBS BEFOR QMPLM  2QXVO BOHNS ZZOTJ NUUVE TPEWQ GDRVP MFOXE ZXEJT JFTEX HHURY UDIWJ AZZDB YVPJT JYGVL HEWZD
RINEC VFUQC UBSUS HQQXI XIHAU SMNBT 20MCR LUFYS ODYXE ETYRO IBCWY RHBEG XLXMG AMCFP TOWT NBIQI PIGIN VJAIA BYIUF LXSDU
WKYGH MNAJU BATDO RFOM) UZDRD PYJHR GUIYX LHEOC ERVEE BRTAG IONUA KOBAO EGZZM PSHIG ZEIVD  QYSJB JLKXX DDHAA BQROF
KOXA YCOHN GIXNS VQUFS IZKSD TKBPN CEXLT ZVPSK BOTLG PLNUS

PAFS0 0GBZE ZVIVR JGUD WLOBL  NCYAJ MEJIR HYAQF ZREXA ITENJ

UFRUE PRUOP YQAMQ CJCXX IIHFF  BJMBC TOJ DE FHI 5335%K8 230T12T USM-99/00069

6516 1223 0600 2110 OGLL 6869 5609 8323

&FV TB3GKC8 230725T UEM-99/00065 o8 o5 2067h

80808 10893 T0985 2967% 37389 37095 okbk2 ko3l 6az5 98339
9723 06k0 WTT5 W606 5086 8327 5618 3934 37286 92955 83346 96666 15335 61989 78287 621

1725 99887 T2962 43889 30TTR 7936 95619 T2B76 MIKTL 9753h

g B
B

AIJAT FZTCE ROUNV JSOCP YFEDD FVBGK TUZOR PQYSZ WGBGG LXSWK 23339 937T9L 4579 96135 93493 12989 15959 To1h9 27173 192k9
JINOT FCCZD CRIYI KNYJM SMNXF  EBUIA ASUDP YRKBA UWJDOD MWCZB 6hB52 69565 SMTTL 73195 06k99 33856 47173 19106 Mi699 39647
IFMRA XILRNJ JXPBK DHBID ZCHEBV ARHPM KQGQ2Y NIFRU ZPPLS 17319 90646 86535 9931 95317  6ATLT 31970 64933 Lo9Th 19237
WVIR QUZGX EFYDA TJEER nn:g: PLRHEA nmg ZLIVBY mo g{;!l ggg ;;g% 93;3.332 279230 ig{ggg 13;3% 33509 'r;g'w 17319 806k3
OYGMW CENNU FFLFL QIZAC YTHQY DERLV PQRLI 01 2 0
YIYLL 1BIS0O BOMMH Z8NGN AIJAI  FZIGH k6hoo 80808 10893 7 3 933 91 31383 35051
FHI DE T0J Gh30KCS 2307307 UBRM-99/00066 707 DE FHI 7510KC8 230723T USM-99/00070

{519 1023 0705 5161 3k56 o062 8327 5321 6526 1223 0600 2110 0611 6869 560y 5946

80808 heB3l 71157 TT93 46985  2%6Th 37380 00505 62893 10105 GIFIG WGOID RECGM TMNMV MIMPP  PECSI MISOS RINEM RTATX ACMTT
25719 5569 hB932 61592 93h13 13T 51596 Osall 24609 T TIMM AODMR RIMIE MCAOA AYOGM  WMCSS ITTIA EBOEC MEMOO HENAG
397k 76882 99Lh6 93752 79957  WL5R0 83923 59798 52869 29319 ARTEA ANCBE MDTFR MHTRS RAIKH ONTNF ORORT DHEOY NMISE WCEON
3k289 4Boge 9823k 993h2 93%35 33130 SSHTL ThkhO 59169 72013 ERMSE EPRTP RUIOI MROAS ELEHM  ONMDK IARTR EEAOI OIATE
6011 T397 B9375 89796 20129 55929 169k 37529 3MT79 SWTT TRNRO TLDHU OROAP REREE HTTSR BCARE DORRS IOOQE DICSS UESBS
TThks 80808 h2831 EIDEE OMIIE TIMEB IPMX XOIRI  ARTPE EASOI GIFIG WGOID
IR DE OFV MhT95KC8 230613 USM-99/0006T GKW DE MKP hoeSKCS 230634T VBM-99/0007L

8013 9423 0525 37h9 265 5086 Bhbk hg31 2015 8823 0515 8943 7263 6625 9399 T8

DCOCD TQIDQ JEGVA IPVEE KUUCE CHERR BEONT DNCBDB DCUIQ PIRFW 95459 39028 18661 13145 OWk23 84628 19565 95679 76505 69618
ZQXW GBKZY MQKBG SHLFE WXREH KFLYQ BZQHG JQXWO XOARE DELCG 46281 33886 hollh B3h91 81284  olGBk h616k GUBEO0 27384 13145
20PSE BICKS HETHPQ VNTGB FBEUE XTIX0 BQIMB DYQKE VVKPY QOKFZ 03934 23169 2584k 23846 26175  T5k56 TTTL5 65622 22481 60643
JYQTE BBJJZ MRVRE HPOFQ SWAJU RUAYC AIRER YDNGX MQDRE NOZJS 11812 8holif sBaky ThITL 27315 22621 07355 W21h3 27365 65226
DYCFB RSPAS GZZM8 VFUYD JFCYMP QCRQO ZSPAX DCACD TQIDQ 21073 65752 26210 73659 56222 24817 38565 22621 07328 A2857
5621 THITL 23339 02815 1068k 30284 2238% 9916k o022h2 34232
1907k 94679 76585 Tookg OBMG2  Blgh2 36252 12325 ho2dk O4TES
39203 22583 30000 95459 39028
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SFV MKP 7320KCS 230725T USM-99/00072
J525 9323 0645 0120 3698 6625 5320 6926

BCEBC MYYBE GMPKQ WMKUV YVION  VECXF OTMES
JPUUM BACVO YAVAU GJVOP QJRMX  IWDOM TKIZD
KDNZJ JCSNZ HQUPP Z0MGP OFEOR  DJFHO WSCUB
GABAP UPSUX ASQDA HNXVUL MAIYT  XHYSI EXGDG
WOLJO YHKSS LKLRK ZKPMI WNIER FIYTS ILAVU
OMEGM XRTVE VUHOV OKRAV FUFFB  UOQDU UUHRY
3uCIN WYUCH LJKYF BKDSW CBAWX  WCXBI YUGMD
B0 DE HDG 5045KCS 230618 USM-99/00073

8533 2123 0520 550k 1476 9145 8156 4021
CFIFC LYDNX AVUJY GOCAU BLUKU  REQIS YQFKE
OPIWU DXMAC SNOBP XAVUQ OBRFO  IPFIN BMARU
PTILE HAYKM YIVQU ZOCAU BFEVD  JAOAK IDPQO
ETYWY EXGYK PGYKP CYTW UBVEU  TAMOE UTILE
BWO DE TPY TMOOKCS 2307227 USM-95/000Th

7058 1523 0635 1120 3456 2025 €156 SHA4T

CrIFC
0ZQLI
WBAYE
OBRKE
YDOEX
16GQSY

21SQT
ARVOA
CEBHX
PBMAE
QIXLC
RCXXX

BWO DE KIO

CFIFC
UBVDO
EROSI
UEOFI
BQOQF

OAL DE XTG

DDHAA
QUAKI
RIWQ
RMLUN
FJJDC
XCBDP
IFJDL

IFJDI
DJTRF
MZKFC
LXIBW
AZBSD
WZJQ

AYOVA
UROHY
UZUBE
UVIFK
OPTZI
CFIFC

KGFEY
BAYKD
YIWEV
VOAUR
XvVeyT
715

UOSLI
SLEZN
OHYBA
VDOKP

GYKPH
PEMAE
BOGKV
YKDUO
SAHCF

1210
UKOY1
UFYWU
SLIAN
UWBPI

hoB5KCS 230630T USM-99/000T5
953% 6523 0525 9ok 266k bibo 8156 46M8

UDPJA
PKO2ZK
AQAKE
BUBY
EXEDU

OAKEK
X0CYG
KIFIC
DOMRV
0SXXX

WZ0SP
YKPBE
KROYP
TEXZ1
CFIFC

FICKT
TYWUB
TOLDC
SQBAK
GIKBB

ATPQA
VBICG
AUBRI
BZYYT

TIOKCE 230TAUT  UBM-99/00076
S0u6 14323 0600 2110 9054k 3565 5320 6127

GVIAA
BHYXX
POUIZ
LVEFH
WDDCN
INIH

EMOID
ZEYAK
TQHQM
WRNIT
HPMHEF
OATEV

UGXWB
VIIG8
ZRUTL
TQCSN
GXHMO
VNEHC

VMQSA
DDFTD
LROQW
RQALE
ZBKHO
TBZIL

LVFNX
HFOJD
MGG
AVRUB
AHQRZ
TVHRM

LFQIQ
DKUJG
LDLUJ

BUVIW
IQI0

MRJTD

18FIY
CIGGX

0Cqk
BFKPA

KGGPG

STYYB

EEPV0

CQADG

KKOJA
GNHVC
CNMUD
MPT

JONWK

ZPHRI
URZT

ZMPAV

ki

IZ4 DE WNE T7290KCB 230721T USM-99/00077

85k5 2623 OSkO 6943 T263 5633 3917 930
DDHAA GZFEQ MCLAJ CYQDZ TGSOC  DYDFK SSYHZ
MPZRM JETYS UZJNJ IPMIX HCCIF  WPPNP CGEKS
SHZFO LKKOR TARWA YBJJD YIPNP  SXZML GILTC
OKBZS VEWDE PMDIU YOFVD MCSIK  RGGHE EGQDZ
CTNRY EDHNO KBELY NVMID KOUVA  M&IXQ YZRAV
JEBMAT MUCJA XQDM RVKRO XLSOP  DLAPV SVQDF
KZTBG PFJIV MERW YUVFI VLDDG  ZFOTQ XTNYZ
KCIKD GMXPY XTCPF TMVQK KCTUG  UNTOC SBWKM
XEORJ HZRJA EUQUB MFZMJ BHUFZ  BSZJEP RBMGL
XJFIM ZLRLX VOMJE MCOBS PLBHJ  FQIXH CIQUX
ZCA DE MRS A4BhSKCB 230623T UBM-99/00078

7538 2523 0540 WTT5 36k4 8669 1081 4338

HBJBR
OGXVE
MCO08
TUAGY
OXXXX

SALFZ
SOQAY
CYSuv
FLEYR
HBJBE

VPO DE POH

HOJHO
SPGAT

FGRYG
KBWJE
SHEHE
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IO DE HDG 70B0KCS 2309L7T USM-33/00L18
7013 2823 0825 8943 T263 9L45 2125 U532

CCFI1 DDQEW OKLXF VHXLZ QIXSB OZJIW NUEOP
KYRGW QXVMC BHIST GCKTV PJGQS YPFHC TIXYT
DABOU FPXOK NEPNX CJDXE FCGEI AQLMB  AQVXO
DFKGA WXSWG RBOUC BYUDG VOLZT XFVHEX LZQUE

IHILQS ZMKGP UIMXS CCFII DDdA%

GXSYR
MOWIH

DHUCW
CHAZB
HQDCF

BMKUL

LVFEI
RIBZZ

3829
91319

51742
o333
25351
53620

2507y
53200

SYRIV
JAZQE

YCGME

GJOQZ
YQIZY

UNGMR

YGOTA
YGBGA

86954
12689

15760
01251

61732
21575
30812
25082

YCGFA

JUKYP
ADEVP

CYKMK

HLYXX

CYJis

ZKPIB

93169
11915

34468
16533
929%2
56126
11557
62624
22132

TXIWC

LTQZN
UJDPT



985

EDE DR HCO 6030KCS 2368022T USM-99/00119
ko27 2323 0730 9518 8423 BTHO 5267 5105

3EREE

.
’

L

QRCFA
MJODN
YIVKO
HTOIB
YTVEY

FPQIN
VODXV
210
RUVIC

QIFUM

DBETY
YQHTO
GEETY
YKMIY
RiOTY

JAFER
IBRUV
I0CYZ
IFHYQ
22Uz

EATJU
oY
IQWE
YOG
AIIFU

7990KC3 230913T UBM-99/00120
3026 4723 0825 9518 6010 3565 2125 Lge6

QIXIC
OAHAS

NHAWH
0cYTY
XiIYEX
OPTICA
DFUPC

WAHPM
YPCAU
REQIQ
UBFAG
ZYIDG

UCOJA
BVAKG
EIABE
QPANE
YBGEX

124 DB CUN T720KCS8 2309137 UEM-99/00121

9552 0223 OT40 6530 9054 2601 0956 8927
DDHAA CGPLL KJPFK FOESU VRWRS  VINPQ MEXXA
JMNER DZTKX PEVJT SOZGY UJDWC  USEMO TRMTT
MAUL VIIMM OWXDI TFNIU YZNAN  GBIFU AJUQM
SKCFY URBNI NITXC IXSKB WEADR  BJIOY WLAPG
QFTAU AJUNY COVEY IGUJF LIXWF  ZYEFQ WNBPD
XKRDD OOISL UZMAL QDIWM NDLPX  MUNYP INTLB
RPAUR HDEZQ HIVYZ HQYLY ZYZRJ  CRYXP XZLEJ
MUUUX KEIOW KYCKX AWKUI DDKYK  VIHOW TOGQW
XPGQY ROIOQ XETEF MPKJN KKISP  QIOSK TPFXX
ZIC DE FSD 6680KCS 2309307 USM-99/00122

2546 5523 0825 b775 OM20 1161 5726 322

HDBED AYWEF JGBAC PSYKJ ZIGBS  FUYIR KFXQD
JCIHL RICGU KMMYS VFKKS GQOFPJ  YBDSG JOAKD
FVRJM NYDRZ AVIDU BXRUF JNANQ  QZVAJ
AYWEF

SFV DE MKP T320KC8 230953T USM-99/00123

055 9823 0900 9ok 2664 6625 5320 603k

DIIND
EXEPI
OJIBM
IQIGU
RZNS
IBMCI

GYKEV
HXNAA
FAFFG
IpQUs
QIFFQ
mis

OBVZY
RTEXE
UIPQU
USGCE
CFAVE

LFVOB
HIUDJ
SGTEK
ZNBsQ

LRJUF
DENUT

VHYGH
IBMFI
EHIUD
IFFQ)
OJTEM
EFIJU

JISCW
Z2GDUM
FINBQ
BGCEL
HYQIT
FOJIB

INHFO
QKAQ
USGCE
RJTBM

ISCFA
MCIYD

CYTVH
UZvIOo

RUTIM

CFIFC

isec
CYTVJ
JI8CX

HEH

1

IWUSU

i

ZDYQH
PJBZK

UCZI1
CGFLL

31

I8CJI
UXYGA

REF ID:A64556

KQIoW
HVAIA

PENAP
YRMBT

WILFR

BAVBT
JIDMH

ZHX DE POH T6MOKCS 230917T USM-99/0012%
9516 2723 0800 2750 7263 2340 3151 TT38
DDAAA RZGBD JABQM IIBZH CUAIC  G4SBJ HCRRY
GYJGM YKIOY CRDLP THQBK WFXKJ  CBQES IMTYS
DEXIV FPzlXz IVTBP MXRTK SEQHD  JWQXJ XZQXA
MELHZ HYTFU ZLROY WUBZZ BECXB  MYIDG HIKKN
VOXMJ BBUAJ NBWBY QPQIZ AKPXF 'TVQUJ WLBIW
MAYWN RXSTL RISCP CPGHH JIJOL  BMQEV XICCY
BWPLY KMZKT NXRKA YHMPG LJKCD  NOBBE NCQRV
HIXJJ EUSHV FWUQC OQTFY CFXXX  DDHAA RZGBD
ZZZ DE DYO 6260KCS 230929T USM-99/00125
5038 3223 0900 9192 4803 95HL 3755 W56
ABCAB TNVEJ GPMPP ZTZWI ZBQNT  ULPXJ UHUZG
DXUEZ HWOUE DFIJD IVUFP KIZMI  KYUFY UJWEN
WNTCW TDYDG FCVES MQUDK PXMMB  EJJMT MXPTL
IKVPM CGLIM ZSOCH VEHCE NKEXM  YBVKX QQVTZ
EQZPT RGMIL FIFBP ABCAB TNVRJY

ZIC DE EDH 6170KC8 230809T USM-99/00126

1554 8523 0730 1561 3698 6977 5726 3ub3

NXURF MGUEX ISPOY WASLG ZBADE LXLUFP
WMWCY GYBZN OYXZE JRDIY GZNAY XVEMA
VBLTQ SZPYB JRIOD UNIRS
AVXXT BGIBG NXUEF

BGIBG
LPEGT
JVIAG
CRMVZ

DQZVM

RBU DE EVP 6340KCS 230822T USM-99/00127
50h6 1923 0600 3731 905 T525 5726 6728

CLUDA
FNPSO
QIKFI
OTKRQ
FHQIM
EJRV1
AURBP
WRGLH
MQZLK

FFRFU
WGOIS
BEYJV
QPKUY
NGNLI
GAKNZ
KDZxW
SYUFB
IDEWI

EJHAB
USQAP
HPTUR
JGETD
HCLRS
BOORB
IECOB
HXNKZ
VMXXX

UABNO
INVPZ
CLLBY
MDTET
SXLLX
BFUAY
IGQHP
XSBJI
FFBQG

PBIRR
KZTIN

FWIBX
UGFYB
SNFOR
KFWSR

KGLQK

VAVFX
ESUPZ

CXVIN

SGYDL

FVEVH
uozuJ
OPTYL
ZLULM

YHCIM
PJZHN

JWNMP

KQNoV

MAVRT
RBLIT

FQPIF
BFFZY

YQQCA

BTBTL

JSMNV

MSWGK
ITLZM

DZUDG
KHBQZ

JSFBS

KZDLO
WUOIE
ETNRT

QGXTG
FKNQQ




Lgs

—y——— ————r—— ——g

REBI DE BVT 6340KCB 230914T USM-99/00128
1046 1923 0600 2750 2664 7525 1081 Bhk32

DDHAA
KBAYB
FBPXJ
XLJVU
FNZGIU
FWNGY
UFNBT
YOGVL
EOJDD

RIW DE NVT

L

NLLBZ
CZDLK
VDBIC
SGHNB
SAEDT
ZLIW
SI0XV
AYEQJ
GZCYP

WFZFO
PQYQQ
KNIW8
FLRIE
BYLHC
BRRQN
JQKQD
MIKWY

YQCYO
DKBOS
WICC
WKFBW
YJRAS
JUCLP
FZIGF
MNISW

DYWDB
JMLIN
L¥DLP
FRNOZ
XCDUD
UPSEY
DPCDG
IVFIK

63U0KCS  230949T UBM-99/00129
1056 1923 0600 2750 2664 7525 1081 8332

DDHAA @GZCYP CHYNE NLLBZ WFZFO YQCYO SQOFPP
BEOBU TJSGN PYKWF ZIMVG NBWVA JELWMM GEDJM
FCSDL NMFNF AHEDC QQORE QAN EPODF WYCXP
HZGUV IFIWL EXMJV TXUPO VZNUA HFXFO SBAAH
QFENY YOGKK ONQXL YQRIX LHZAE NPAKC XKUBB
UQYTU KEVOO RIIAF THOND AXLNI MNGIX UKCSW
AMOSE FPHZR GPNXF WLLVV KETNC UCTUL BTELY
ACQIC VIYDL GFLDH LEHYY XDZHX FIMMB BRMVFK
XXX DDHAA GZCYP

NCM DE IZW 5385KC8 230908T USM-99/00130
0058 2823 0800 99k2 Sk5 5815 3917 8609
DDHAA FPCHA DSUNP HVMHH UNOZZ TOIQS FMIRM
GVSRT KFTAO DDDDX WAPSC GBVEL GGMBA AURCH
WXGYP JYEXU NTMOO NXQLF OMGOC NEMIR VLFIX
CUMIC AWVF DGUNZ IFAFZ JIEDB MUSFD XAKIN
RSHNV MQIQP GOLZG KIZYT IHEMX SBVQX FNGIX
KSWTO RGEGM VVGJH DHUXB QIgsX FPCHL WQOLF
RDKKY BFUCZ GXTZM UYIEH MMWAZ ODBKV VVOZA
TDTJE BWCOV IFCWD KTIOR WJJIMV YKVOF KCMDG
EBRFR OGWKZ HFSNV RGTMG DDHAA FPCHA

NCM DE IZW 5385KC8 230939T USM-99/00131
0068 2623 0800 942 SW45 5815 3917 8409
DDBEAA FPCHA DSUNP HVMHH UNO2Z TDYQQ ISIRM
EVQRF DABXE RTSCH EFLSR QGYWJ KMZOF ZHSHR
ZOYWV EHRVF CHIZW QEQZ0 YRQXT AZRJP RJTHF
BIJNU CDCVP KJJXZ XSMAK VDIXF ZBSCQ PUNG
FELQV UDIQL HRULA TLAON WHZUW QDZPH LNIXC
UKVLY RYKFP IWGQHE EWEOC DIMDO VJINF FZILF
QHKKB HUTHL QPIOU UDSBH IMUMG XWYOV DYJHO
OEXUE FPWOFL ECXRN JYOHGZ HXTKZ BUVDF KARNY
YEBXS VFXXX DDHAA FPCHA

.

WOBRO
BISTJ
PIWHN

e

PIVVR
BDOIM

DYavV
OFBEY
UUYIC

KBJUA
FLHTA

BXBOP

CCQSA
BLIFI

KIVOY
IEIPK

REREA:E

B

LR

:

. — -REF ID:A&64556—w—~—- -~

‘o

CUN DE TZW 6260KCS 230903T USM-99/00132
2018 2k23 0640 6350 3456 9TH9 2396 B12k

DDHAA
YKBSI
EINGS
MPXAA
XLALB
HNEMK
CNTXT
RNKJW
ABTX

AYSTX
8ATQ
SHIXP
MRNXV
TAUFN

MYV
APIUF
INNMS

XYR DE I

68486
2
a8
26475
10705
27

90057
62852

18095
58369
05440

FFPDEG
YHEBAM
¥DLV3
NJHIK
WQHTL
BCRZP
CORXL
DQEDF

8YRUC
ESEDB
UDLPIL
VBKWE
RDDOH
YRNEW
QOUET
JHOLL

DJPSX
LULYB
UMUIOF
IQWPU
T2
Z8MvV

T130KC8 230923T USM-99/00133
1038 0523 0815 2110 9054 0586 84hh 5h2S
23282 12318

56182
heT160

195
.89
68486

12029
55268
bhge2
%1008
05241
90057

%0286
22147
ko295

99715
93829

1k125
57016
41561
91585

LLz DE 2ZZ 6350KCS 23103T USM-99/0013%
1061 8123 1000 8121 2645 hok 475k 6633

HAIHA
CULUC
CXGZD
THSPX
YMBED
VIRLP
VBCVD

CEGAC

777 DE Dfo

TIHFF
BNIQB
VQJEE
XALKO
PJUMI
PXHXX

DFLBC
QACSR
WUIPL
JTABS
ULIKK
IIHFF

EJJ DE ZIC

JFRJF
ITDDF
ALFSZ
KBJBA

NUNBJ
BIMLR
NTOBB
XORQL

VGIMG
NCRZP
UG
NYYHL
YIQEP
FIEAY
MYCTX

XBINE
EPJCC
FIGHQ
IRDXA
IXBMR
FKJJA
MYNYJ

GHPXO
CVWQX
ZTIVF
SVIPT
TKHEE
NEBAT
HAIHA

RYKRY
FWNT
KOCGR
BCQLM
KFIUC
HFNFT
CEGAC

PQUZI
1ZBCL
TRUBN
WRPWA
BIRSA
HOYAP

6260KCS 21156T USM-99/00135
s0k8 ho23 1105 W75 8820 9Th9 66Mk 5322

LovVIZ
JXCEL
ISCTY
BEMBA
JFBJO
DFLBC

SOMHEA
EX¥VS
SEXPU
DNBBV
XIHQU

WLNCE
VAGBR
OAKCK
NKJYB
JEYVZ

QVNJA
DFBOZ
JPVY
PYKFV
QYSED

IFZOK
FZCTM
XZXDP
2XCMQ
HTRUJ

5265KC6 23L156T USM-99/00136
0027 8723 1115 8140 THET 1918 5726 3952

BHDOH
ERKYR
OCFUA
JSMB

BivMp
NWHQQ
RKMGS
JKPBS

‘YMBXB
KEYZQ
XRILD
PZYWN

XWRNYX
GHOQV
SUILG
UBSFP

BCBVL
RHZGL
KOQVR
FNUVT

ICBQK
RPBST

TNCPS
SLVVL

vaaQT

oCZNE

JFFJFP

QAYP
CTZC

XCQEd
Zurs

29k
43966

86539
76152

HUQIW
NJJBP
IMAVW

XFJJP
IQNE
WMEZV

——— -y ————

PHHHT

JJUUA
KRJQP

MVKUC
DKssu

MOS0

—— ————— -
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REF—ID:A64556

Zz2 DE MLE »3BORLE 2310007 USM-99/00137
7056 2723 0830 8943 U257 4339 810 To2b

1IHFF
XTYZF
RZYVS
KSTIS
LFRAJ
PEWMX
LEIYB

CHNBC
MMPQP
QIVES
JIVTH
KB
MCORV
OLIHT

222 DE MLH
7066 2723 0830 B943 L257 h339 8110 5624

IIHFF
JRGJ
DHEUK
ZFICA
RMCV8
OXFVQ

AFLBC
FRPEP
CNUUU
FXKJQ
PQXTK
RPALX

MLE DE 242
3070 T723 O9h5 8140 8820 4258 k259 9126

IIHFP
OXDVP
AWZPN
XZQBM
AKNVE
QUZSY
VZgP8
GJKEX
PRGDP
BKPBC

MLH DE 222
3081 7723 O9hs 6Lk0 8820 L4258 k259 9032

I1HFF
CAEBA
LJVNG
RZPLL
BUNSS
KBIHB
AOQXH
ALFBS
GVUDL

AJOBC
VXFOL
ELAOM
LQVJR
RWMZZ
BRMBX
IFBRJ
FAGYJ
WXZWZ

JBFT
KVQOA
GIQVE
GHTL
LFQIN
AFVJS
RZIXL

PANCU

URLMY
TKJY
HZZIM
CJIYRS
MIBRC
EIMPC
MTLNS

BNOFY
XRLPJ
XYQcu
oQvvo
RRQM
ZAGNQ
ABOCZ

MXNRO
QBLEL
EBAXU
QOLVA
TUBXG
YNOTZ
ZRWRQ

634OKCS 231023T USM-99/00138

CLQRU
IESTC
QZKEC
BIMM)
RSAFPX
TMIRS

EQUCI
IWPLB
FPSPX
TVNKR
IBNGY
DRNEX

QOXYUB
ZRNJX
ZUESP
HXRLT
HGQIV
IIHFF

UULIM
VOCJH
BFJLO
DRECZ
SYQuH
AFLBC

ISCSF
FHESL
S0SBO
YTFWK
CCIDG

6350KC8 231051T USM-99/00139

DGECE
ZOWWNU
XMJYC
VHGRX
DUCT™
oucoc
OZSLM

QKSUL
‘TJWGP

TQHDY
VOOHX
DWMEA
WAFWD
JYPCZ
UBTE
HPJZA
WEHHN
NJNWP

JWIC
QUNYY
HBVYL

ZODES
VJYJH
URYQT
HSVUY
UVNML
YAQWA
EPVED
BVXBJ
UHOTX

6350KCS 231118T USM-99/001k0

BCTSR
ZBQQU
MQYLL
QUIXC
RRHZJ
EFCHS
MUVHJ
KWEQG
LUUVL

aMvey
NHEVMH
ORVXE
QUKPT
XEJUT
FBTIF
GUGJR
8DGZH
YTMQP

OXBCP
UJHCR
LHPSW
JBVFD
WLFOD
SCMEB
GAYEW
ZYBUE
MIPQU

C1ZAW

DSOP
LZJJT

XTOKO
CcYICX

MITFV
JILQV

IPCAN

BHCGD
UZUJ1
POVAP

OZIFV
CSNPM
HTBQV

IKMF1
TUNZC
HARNQ
CMPEL

11HFF

VAHTO
UGWVK
UDIWY

YGKIU

RSICY
RYVGM

GYJPS

CKSIR
JUIDM

IIHFF

AJTHY

UOYAQ
XVuJo
NOHCE
CHNBC

XPAFC
ALTEG

VZNZR

AVPHZ
LGNGB

BGROI
IIHFF

UQJ1u
NOHQB

TDNIK
RQTGD

AJOBC

MLH DE 222 6350KCS 231136T USM-Yy/0014L

3091 TTe3 o9h5 Blho 8820 k258 hasg vely

[IHFP
KTBCP
YJOXG
XMKDB
YRIZP
PLQAP
BXXRX
TDXPZ
EMFKV
LIHFF

DIMBC
EZCFK

REW DE MNVT
1096 3223 1010 9518 5237 7525 1081 3521

AJAAT
UAUAH
GRZZA
JESWC

YZMCC
XOBAV
DNMNG
TOTFH

AAA DE AAA

0032 5123 0940 0120 0Oh20

LIHFF
XNFEQ
EZTTX
VLINT
EQZGD

EHQBC
UYONA
NBQDM
PUAZB
NRECN

MKP DE SFV

DJDJD
YBSJI
PWUBV
UBKGI

BETYV
NXFOZ
JIBCH
LTMEI
RIWLR
ZKFOZ
HUAHR
OYGAZ
HYQWG

FsD DB 2ZIC

JJHVL
TDPJW
COACL
HWQSC

IFZRT
DDABW
YJYOP
OXWLT
WKISZ
ELBQE
I8JII
KQQPT
EXNCG

HCYJF
YZEUJ
WKMQX
HLEWK
FRPQK
VOQFY
RMTAO
GFFUP
WNKQV

TWCRL
AGDYIQ
GFssY
LPOFF
FSFZC
JQOZC
FMGMH
OVPNS
DIXAG

OJOAW
CHQZ
DLTEM
CGVSL
AYQVX
WTHZB
ETBNE
PANYR
JPFQU

6340KCS 231046T USM-99/001k2

FPHXO
EXJUL
UPASG
ECKDI

NRFCG
DLBKD
JHIEW
AJAAT

TYACE
SZOKE
RBMIW
YZMCcC

HOLHB
QIVAQ
DVFMD

IFIMJ
KIKZR
VFJBF

5820KC8 231018T USM-99/00143

PIMIY
QT
WVFXH
JRTFX
QHKSE

TIDOE
DMDCW
XKZSH
ZNOFT
NVPLI

UHKOJ
JGHOZ
LKVUX
YARQR
FZEGO

NWIXF
CWTOM
UUDRT
GZVNF
KSTAW

9262 1319 kY

ZIYUB
MYIHG
KOQAX
DRPNF
JJINRI

TH30KCS 23L124T USM-99/0014k%
hoBhk 0123 0730 8943 3456 5086 S5T62 6733

OBVZY
FFYNR
OLYWO
XMUBN
EIBJE
FXOBX
AYSCA
KQITK
AZKQL

LFVQB
ZYLFV
WRDAK
GAZKH
YKQIT
Duquv
SZKIV
RYWLX
TKJIS

BHYQW
EDZCA
SKUMV
OZHJI
KJIBM
OFZJ1
GQITX
ODZQI
CXXXX

J18cQ
SZKYF
VUSLG
BMNOT
FOZFN
SCQAN
DUMQD
XONEC
DIDJD

UOCNY
051U
ALVP1
GTEGB
UXKNI
FJUEN
YDGJI
SvuaL
BETYV

6620KCS 231052T USM-9y/00145

7037 8223 1005 37hy 2239 1918 T238 3530

HDBHD
BTLDK
HSDEM
AASMT

ECREG
SWRVE
RPAMD
USAQJ

AMCLT
YFCVU
LAWXT
YRFLL

SLJIK
CCVCK
AMZAA
HDBHD

JKSCI
BMRWX
GGDXS
ECREG

OVBW
EHHRE
KTQVT

GFDBHN
CCLXN
BROGF

UKNKR

WFHHI
1Z5RQ
WTHRK
RVWJZ
BXVRQ
MIACR
xucqe

VGFZD
ZIAYK
XCRJH
ILUNT
11HFF

HEOYC
CSCIG
KIVGR
ETGYB
JUAIH
BMDEX

RNSNA

IBYBE

PILKE
KRXIN

LHOAX
SDFLR
KUFGZ
SEDBJ
BKGDW
ATBLL

VQIRY
VQGMA
NIVKN

FGPLZ
IQHAR
FFKRZ
GLNAD
EHQBC

ACKDU

UIYQE
GOYYD
ATEWO
USOR1
IVGVE

LSDIM

UZRRT

[P T ———

SFBHW
ELSOP
VIXSY
UAPQ

XQAXH

SIFKM
XCYyJ

BKJWS

KNEVC
YITCK

QOBRT

WOTYB
GYBGM

HYQWG
AMGAL

TXEDL
ICWOL
VVWWPK



6gs

-

CU% DE XTIG UO¥SACS 2314317 USM-9/001k6

7526

FFBGG
VBITA
HJRYB
FGNKL
XGQBM

XIBEO
OVFFD
BGYYA
VVZQD
BRYXX

VXI DE FXX

w323 040 ul2l 3456 3565 0172 hha6

HZSLT NXIGK LSMOR BIFJ NMDYM
LAFFX THCMC CulFH LUTC QBEMR
VHTNG PSCMV CPYZY LHMLG NQZYC
hOHDK UCYNU YQGHKR UBYUJ CYXFS
FFBGG XIBEO

TT20KCS 231106T USM-99/00147

6012 1423 1020 9325 2239 T74l 3070 hol18

HBJHB
XNAZO
VFTHM
UJYBF

FVFAB
QROP
4DVGA
GVJPC

YWP DE UBT

YXVXT QAVFB ERZNX KODDU PZXXP
OLLAR WHRKY RKJLD WZGCD REWQV
WNMYC IJDBR PGNEN SYDOL AAJID
"TMOYN UGDTI KFPHD ENSPH ADPRT

6890KCS  231056T USM-93/00148

6545 0123 1025 1120 3456 6832 4718 U632

AEFEA
AIRLI
GTIQK
UYINU
DMOHU

YWP DE UBT

ULBGU VBMUC (WOID BEPUG OMICA
NWELH DOGMB AELBO NQCUY BWEUR
YEYKY LTMOT FCAMT FIDLM YLVHE
SDEGO CAMIF IDLTA WSWAC ACUCR
UDBGU NTXXX AEFEA MOTFS

6890KCS 231106T UBM-99/00149

6555 0223 1030 2750 7263 6832 U718 U837

CCFII
DhGFH
CBKJT
AJUDU
GCZR

LCA DE MRS

ZATKH JIMZB MFRHJ ZHREX CYBKT
UEFIK HJTYN PVLJF VPKWE IYXDA
UROLH ZEBWA ZWEGK EIEYL AIMEQ
JLMGL MZBIY EWVNO EOMIU  JQNXO
FZVMI UWAEL KSRZB ADXXX CCFII

6300KCS  231158T USM-93/00150

7588 13823 1100 3731 3456 8669 1uBL 3736

HBJBH
IQBFPU
IWYIB
UKXNI

FUGMH
KXJEO
VEBXP
NBBEZ

UMIWY IBVEB XPEGX LAQRQ INDJY
ZHOMU NUPBP AGYRI CUCIK PSEQK
EGXLA QBHYQ WGIKP X0CYX 0CYZO
EPUKX VEIEP EZQXX HBJBH FUGMH

TIJGY

GBOYQ

JZKRS
KJBIT
FCAWO

MIFID

ZPKOM
KObCP

YAUGB
DWEQL

NNUST

YFGYK

HEPEB

GZPJS
PPERW

ZPJBS
JPIT™
TCSKC

LMYLV
0CYDI
WPORU
YCPFU

WIRO
KUORL

PXOCY

STAMH

IPLVG
CTEDO
UKQTV

YVIBL
EISCU

FVFAB

XEFDL
UZFEV

YPXOF

ZOHEK
QEDVP

WNN DE MRS 6900KCS 231032T USM-99/00151
9028 3323 Ou45 9uke 1o Béb9 8MOS 3330
ENDZU DZJUX FZYZU

MROTX NWIR OMCTL
EBWQI NDJYY FPQALD

HBJBH
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XBUNK
OIFXX

BYIKP
EUGUF
CANUT
HBJBH
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Goove
TNPUK
GYKBV

YIVIY
XQIND
ULDQA

BYIKP

T320KC8 231136T USM-99/00152

0506 0723 1040 6530 1476 6625 5320 U532

DIDJD
02CJI
YGAZK
ERFTE
LA

BYRAS
BMTEG
KADRB
X5 TAC
QUOCD

FHI DE MKP

YDTDU MQXER FFONT ZYLFB ETYKO
BLUCN BYRSV OOHFO MBSEY SBOZC
YRSKU NWJUE NVEQM VEAWP YPBJ1
YDUMQ XERFF ORTZY LFHEN XRAYS
IDKXX DJDJD BYRSS

7320KC8 231012T USM-y9/0Ul53

4516 0023 0925 3731 0611 o625 B327 U326

DIJD
YYFF1
WIACY
YQGY
ZSYBR

QLZV
XEMER
PYKWM
KPJYY
DD

NIO DE TPY

CFIFC
eI
OJICN
OHBDO

QOHXS
ALJAO
JAOAK
YDJID

YFXSE DXDUQ UTOVO  XYOHB OZCSI
FGAZK XERPW UBVGA LVTIG AJIM
AGWJI SCZ0X UXERP  WOYTT UIASI
FJYYF JISCR UMBPI  CSPYX KDARZ
QLzv
TLOOKCS 231024T USM-99/0015h
1518 2223 oyly J42 (263 2025 2125 5132
ANHZY GBQYP CJAOA  WEVST URIWU
AMUKV EBESXR IMDWY  EXVUI BJYOV
UBOPO OCXO1 BWUDX  XERPS YZFCA
OFYTX CAUBR IYQMA  EUSAN HKFAYH
UNDMA BUGIX ONYRC  LYMVG UGQHMA

BWUBV
QOHXS

2IWUB

MKP DE MRS
5028 3223 0940 5504 3456 8669 5T62 6216

CCFI1
PIWKT
IAMVN
NKOEA
DYQPO
JIMLY
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GGRIU
WPHIR
TIMGI
ZQVFP
ADXIX
MIUYZ
GGRIV

690CKCS 231U3TT UBM-99/00155

SDBYJ ICPAX CPXJZ CTFiM LJUNL
UIUVY CBAZF YWGCE PZVRZ DEYCR
WIFZX BPQJF BNQZU KIWDU NDJGI
CINW TRIHC GXZT. SMRAD VICBA
CHQHUI LPHFS LHXBD JREJB  KDQOM
XBNKO BDPHI RTWWV MUQDH KMBKO
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REF ID:A64556

VIE DE XYR 6070KCS 23L1KTT UBN-99/00156
6016 b9e3 1110 3749 koo B86hL TL57 h3k3
68886 hoT2) 81198 84853 T552h 15921 86393
5018 bh125 855k2 82958 59131 n8s2 43575
76555 20829 58591 31215 28592 67653 67528
238 65432 323& 28520 56226 35412 9089k
20000 68486

2IC DE FSD 6680KC8 231037T UBK-99/00157

2566 6223 1000 k369 5218 1161 5726 3527

DARAD CYKMD YHLDI MSSON BEQIAR  OEQLG YKPPI
ERNJO OXFM RLEIW TAOKJ IDWI  NIPIQ FDIMS
STIVP RONDJ IALVA TQZUC YDUTX  PIQFD OEXMO
ORZEA DPRYZ OWYHA DABAD CYKMD

IZ§ DE XTG 7990KCS 2311087 UEM-99/00158

DDEAA OVFJE NNCNI SIVCX UBZVE  ZCXAF TFEDY
UAPW) REQJE IACLU GQKWUB B8J0B  DFUFR FXVQA
UBXUI GRBVP XIBSF ILPMB OIUCL  MQXJG NOZDY
KIKQI FVBMR (WYDC KDREV KJJAG  PSRUF QOJLZ
BEUBY HVVTS DFCEC XESPI WIXLD DYNW WIQIK
TPMEV XFIAQ BJBEXP KJGYA RVIOE  VFIYK XNYW
BOCKI CPYN SDIJF MXYYO JPTBI  IOODMI NMQFK
BSXZI EQXID KRNIV GMPMY HZEMQ  EBIXEI SVFTT
LEYAR CDFIC BZUJE VMYHL UKKXX  DDHAA OVFJK
WEN DE CUN TT20KCB 2310187 USM-99/00159

25k2 0723 0900 6350 3856 U366 3395 ShA2
FFBGG JQCHA ETIFD SZHVEB WTHQQ  FVNFZ EGKYG
SMVSD OEONO RBLXX EEDEC FDPSR  GLITX VDSPT
VBSJK TIEHR ATMO STVBY IENGN  FENVF LPILB
CWOCP WVXHZ GUGWD MQIYU JATFA  DQYFY OZVDG
VQUOY BVIJT ZMUK SHRMI IMSYR  LYOKM DFYRU
FUZSK ONXXX FFBGG JQCHA

VXI DE FZX TTR0KCS 2311197 USM-99/00160

6ok2 1223 1000 8gk3 7803 TTML 3070 M2k

EGBGE CYIW UEYRY IWUE YCYTV MUIUX EUBKU
OTITU XPXAV WWIGC CAZGQ IQIRO  WNCYT VHAWH
LONF BETIT OGZMU IUCAR YTOQI XYTND IDKBI
GWNTO QIQBU MXIMF NYCOM EBQLU RBZRA ZDUQU
CYTW

33960
85012
39122

528

QFNOV
ROVIJ
UaTOL

LT

12868
L

HEH

L

vz

bt

VXKI DE FZX TJ20KCS 231138T USM-99/00161
6052 1223 1000 8943 7803 TThL 3070 662L

EGBGE CYTW UEYNY IUWUE YBETY MUTUC UIMHI
UQYTI YSDIB HIVZR CUXAT YNDQO TIVIG CCAZG
PDIMM HIZID IFMGA PZDIF MTILE XAQPR ERUDI
EUSKU WIWUE YMUIU CAZGQ IQGRO WNKOZ KDIPM
IWETQ QYYML AWLMU IUDEA HCAZG QIQGR GWNFO
YUIMU IUTUK ETUZR TEWRX AVUDL CAZ GQIQG
ICYKM EANHF OFVRU WMXXX EGBGE CYTW

P DE FZX TT20KCS 231052T USK-99/00162
5022 1023 095 2750 T263 T7hL 2620 6h27

CCPFII CCFDT JEBIV AECKV GLQKA CMML FDKOC
KDFCZ I¥CXN OGINS KNEIK UDKLQ  KDYVG HKIXH
VKNIC UPIOD RHGDE RZGEL SNCME  CSVNA ELSWV
FPDKI BFLEC WMXAB CFYEP UZOUE PJLIN YIGIB
JGSJV MRZTP WBLQA GOXNO QFVNU  OPSDO HOHBA
JXSYH ZUFCK PKMNI VQVXO XRDGM CNFYR XBDCS
SPZJI TYPHI CCFII CCFDT

SFV DE MKP T320KCS 231004T UBM-99/00163

0555 9823 0900 9oh2 266k 6625 5320 T33%
DJDJD GYKPV OBVZY LFVOB VOYKP  JISCR AICTE
OOVDL QWFYP TJIBM HEPZG UIPQU  SGTEX EXOVP
CJIZK TEKEN ECSBHY ZFNUE UZEWV  MUBNT USKJI
UIPQ/ SGTEX EFOVB KOBMW OYTMU  BNRAV FRALE
RJIEM XOCYG UIPQU BGTEK ENYAM  JIBMJ OZIJI
ICVWE AXJIB MOYKP WYWPM AEXGU  IPTID XVERX
AJUFO TEKEC IYDGU IPQUS GTEKE  FAVED ENULE
ISCXX DJJD GYKPV

ZEX DE POH TEHOKCS 231112T USM-99/00L64

9526 3223 0935 6530 8820 6210 9074 0020
DDEAA THVIA XVIBX CYYGN IXBRB DKHIB GVRYY
VXHHE XEBIJS SIJER GXJCX EGHTE YVAMB IYWJX
ALJRC OBZDD CJVNA XDNOJ ENBVS MZMFB CGMAP
IVSUY OWBHS MKWFD KARGO UUVCF  IIKZC MPUEV
JERW OTSUI XJQU QICTU LDVSN  EIEME GXQVE
XIVLG DSAVS TODAJG WIFRM XIIBQ TGEDS UENRB
KZWBC YPAUJ VYOKK NXYZS8 GCUVX  VCPUU LBEJR
ADTMY EXPLX KCMIM FDEZX VUZNW  PAWFJ KMDUN
BEQALY LHXXM DNMVN UAECY GFNKL  ROOXX EPHFD
YYIUQ QIASG EZVJI TRIOL GZFEP EWSUP BLFDI
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NHCM DE IZW »s05KC8 231004T UBN-99/00165 FOH DE NIO 6130KC8 231437T UBM-99/00169

0078 2823 0800 99h2 SWM5 5615 3917 8009 1061 8623 1350 6350 3456 212k 5942 T9hY

DDHAA FPCHA DSUSP NVMHH UNOZZ  TOYQQ GBWOJ CHVKX EXARS KOTGQ DDEAA RTPEE SHRFB YSTNG KQCPU  PCJYC UARLG OFAYD

QUIX YBTNQ MDUDT IAOAS DIWOS  ILLJWQ WCZHI ZZLLO ZDRXM DFVIG MOTUB TXGT ULIM CWM SHERY WXGOI HMKJ LMWGL Bend nover
0ZT0J MVIKU RBETU YIRS IMFIL QVAZR UGFFE OZLPT QWHP KNONBE QOICK BYHWU GUNYQ APRQL FUFDZ  XPTPT JUPFO LGGYB MKFJE GARXU
AVIRC UTJBU RINPK CRVXS JNNUJ CJPNZ XRKW1 PXUEB EUBTL KSMPH IOEMU IJABT IQYCH HQUCG JECFH  ARYDR WYHRT HDDKH CSRGB NJGZU
CRKPV SRXLT XOII0 ONTVX UWDVP  WMOQN JEXEB DDQLY XTISC NRPHY IPCKT FPMHRU UCLGT YDBUL IOVDA  ZEHPG YAVVM PVECI XDMOD XWHBC
QLQYY KUNSW JOMUE CDCKC XYCNV  YJYAW KFBSX OPMGB YCHWD VIXID MAJQL ODGXS JELLF LLQNT RMVZE MDJDR BCTNS HEUFY WPFPE IATEX
WMS0J QUIFE BUHQY LYJTZ RIPQJ XWEUV SFKWE NXGOK 2RIVQ ABCHL SJZKL ETYFH YUDMR XOCVY RHBTE HDTHS FXQLD KPQWI ATXQY TRGTX
DJNLA TRXGF MIXRQ DGHOD SRKOT BVRRO RBXEW LZXOF DDEAA FPCHA LRVCK KAIHL DNCLE JSRIM PHDSH SHEHVQ LMPXX DDHAA RTPER
WNN DE IZH 6260KC8 2310087 UEM-99/00166 POH DE FBG 6830KCS 231458 USM-99/00170

3088 2923 0820 2750 7263 9640 5230 631 207h 9023 1415 6350 0611 Th35 Sob2 528

DDHAA ZKJYS HIMIJ UGOGB FDORS  PHIES VYQMM YCIWA JSBSP GCXNF DDHAA CODEFL KUKJE ZMZTV KIYGU  ODEZK JAVES SAQIX DBILM TIBGF
HOWLX NCQBO OASII XBSEN SEANG  CRBHU O2ZTT8 SMYIT QUFLL TBOOW KIFBT SBHCO NJMAH ANWBL KIRNP FGEVE HWRGR JAROZ TMNZV KFKKE
BZDVI SHWA CRETG YOFPC NHQMI IXKHV XSCPI CIGZX GXOJE CUATA XBRNR MFGLD TAAVK IGGYB MKSDE  CKJUF YAGNU LIWXP PZWZR XZINT
RXLED KRSSJ DEHPB YBGFJ HIKKN XPNJR XIUJQ PRENI VSQNV FBIQV PKSEJ EJCDE BZFOL MWXFC ONJVV ~ MVZIC UXAZW ZJWAR ZQNDP HRYZS
TYYIF JBHTP KDZRK HQDGF TDYAR JCPMZ QIUXM CBMPT VATBA KPQLI ICYEM GDYAZ JKZFU CMIRZ QADWR  BDIWQ RZXZH VLAMX LLIVZ JQNOF
KFOZN TPMLL EPEXJ UIGXS DCXZJ  JEWJT YTIZU GWUZK VXQW IUKUU SDNM AVMZP BAOFT ATBQD GSVBI  QBGZX NIRJP FAFDV JUBPX INQIT
ABBME VLBJU DADTP RMIUY IRZWC WPIDN OICTN KKYXT FNBED MHXVI KQSRQ DJODK IMZKF GFZCC ZHNQL  TINPA DPDCK QDCQK LJSFQ LZILY
DBSUD FUUBU IKLDO NJQSX AIGOG  DZAQK KWQLY TRIFW TEBUPX GENTM FWPAK GCYIV CXXXX DDHAA ODEPL

VFXXX DDHAA ZKJYS

POR DE FBG 6830KCS 231536T USM-99/00LTL
2084 9323 1Wh5 1120 7820 7435 S92 9T
DDHAA NYQEZ WTAPK TTSAQ TNMWU  OBOMJ OKBUP

6005KCS 2311097 UBM-99/00167
2026 9823 1035 9518 7820 6373 T ho2d

165
3
A

IIHFF CILBC ISQXK EKWCR UPUKQ JYHMX WOHMB KOGON MQECR LKBCW YJFJO VYLBW ZZHXY MERCA FNVBJ EJKIM YJTRP YADYW
FYEXI TPGCH YOSRG SDUDM VEIML GIJHV METHX QVKZP JZJER LEWPW VITAJ PADGX GKJFG QFKLJ FDBGX  G20BI KGOFD EKLIY
IXVJJ UXUFQ AOYRC QEMLH ZVXIT EXMFX BUBRG HDEOS WDJJE HNRPPA DIKDX PJIVV PQCIO IMNPZ SMIAD  YQXIT QVHFQ 2QATY
DXKLRB IVWQF ZPIOY FEXMA CFVPK GEYRP GDZGE BFLQY IIEFF CILBC PAFGI VYZKD LTROH DADDI BJNMA  QZYKR KEIYL

DQPMG NPJWJ KZFRA ZRACN YHECO BLTDD BCYDD

HEHHLE
S
B

GAIHF VBNDL QHQRE RICCO UDGDU RSSDA RPKYI JKFPG

DE 2 USM-99/00168 BEJDJ YODCU WOHXT ZRFIH BQZYR  PBEOJ MJMER WBIJV
POH BIO 6130KC8 231152T 99/ 2 i
1081 6923 1045 9969 8423 2224 5942 8k LUYFP VEKDU JEGPI WXRDI EXXXX  DDHAA NYQEZ
DDHAA VDLIU KISWN YQRJX IMHUX DKRJF ZRJDY TQIDD CATBA MAHEU
KYYBZ IWNOP SDBERZ JYOFL FUOCN BT00Z DNGXN KOXIXK RIMPQ POH DE ZEK 6660KCS 2311037 UBM-99/00172
ZNQYK QRFG LJICN DQUBQ RRAMQ PVNKG RJUNQ WRQDJ HERIC S8XPQJ
WIW APDE0 GLPMX MORKT CVKYR SMIMV BMCJE IBGGM QAGNL OFFCQ 3050 1623 1015 9942 7263 1TTh 475k W22
NFENQ APBOZ OTHQF UTRDO JQZVJ BMBDK AQCPU BJKIQ VDWSI KOHBK
DESHI JWSEJ EJCDO BMKPD CHEXQA SIEHU PQYYB QFERZ JMKUE NEKAD FFBGG IDOOD AMWWS GBJAU FCAFA UHVZX QXXDR IQFFB BJRFW OFHJF
OLGBI ZVLEK YOXTP SKZJI AMYQS QKMI0B RAGLT CZXIW UFQDL TIVAP QFVRA RSBDX VRAZV DIESS YGSFR PHGHV LHNTU FAMIX KANCU MGHDF
PXIDX VGJO8 ZDEPT JFTAW HJROD JOFBN VOUW YGMGX QIDLF UUOPE HIXDY JLUEL PUBVC FYSQS WKNPJ AZOFO TONZZ ICHQL JHQDC UIQHD
XIXID KQXXX DDHAA VDLIU APUNI LUTXE IZOYX HXDCA RSLND WSSJJ TSBVN ZNXGM MLYGD FFBGG

IDOGD

———— ——
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REF ID:A64556
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FBG DE POE T76UOKCS 231356T USM-99/00182
8526 3923 1210 81k0 2645 1639 2549 B3k2
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NVT DE RBU 6620KCS 231328T USM-99/00163
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FJIU
XNPSI
THFZB

6130KC8 2312147 USM-99/00185

HIZEP
FDLDF
LORMB
HIRKG
FWADS
Z0AJK
GHRGY
CHNMX

TLYRL
VHSNX
ABNWX
NSDIL
DZTHE
JEMQH
WHWVK
BHLJB

FVXIP
FQISZ
RTIYG
OZELC
KYFVT
XPJDK
CQPUX
XORPL

ERGIT

CcIGQD
BMOFO
YASQM
MGHHU

XBGDI
VIGIN

VOURA

LIBAF
VIGK

MBWJF
ERTOQ
XICJJ

UOIRI
ZLB11

VCVVA

GYVNG
ADPAL

ALL DE 2CA W4OSKCE 231326T UBM-99/00186

0010 3523 1210 37hy 1663 2610 1081 k302

JILJI
FPHLS
BT
XJIWNK
DXGNO

ECH
IS0XA
MWHRQ
AFATF
JIIJI

EI DE VIX

FFBGG
PUSIW
YUAGP
CFDEZ
VATPQ
CQJEX
GWLSB
FFBGO

ZGFPL
GCBPS
VLIYJ
IVMVS
HRERL
XBHAL
BQzZCC
ZGFPL

POH DE FBG

DDHAA
BYRYG

QOMBY
VMFVF
RNLED
QATSD
COVYL
EJRKN
UUXCN
EZTFU

ZHK DE FBG
9obk 9723 1635 2750 T63 Th35 3151 9301

DDEAA
DHCGS
LABGP

BCBOI

CVAFH
MMCVM
JSADB
QJWHV
EUMCH

NFNHC
TWLFV
IQBEU
BDIXZ

TCNKJ
ZXMLQ
XELOT
MIKJT

MDILKW
OEKXH
LBTVY
EHEVR

ITGLL
ZTVCP
8ZYSS
MEMMK

S960KCS 231312T USM-99/00187
0027 0523 1225 1561 3456 6373 3061 7229

CVZFA
KLHMZ
FKHBH
LLHIQ
PLOUG
WALO0Z
BXBXR

KWKBI
LTQER
VZUW
241U
XYUBS
asxvy
FXACK

BVKQZ
BWLGH
WIALA
RXBNW
THSRA
MZECV
ZVIWa

DJJU
P2TSX
UKWOL
YGKDL
QZODD
WQHRR
AKQEG

6830KkC8 2317TW8T USM-99/00188
2095 0323 1705 6530 S5h45 5121 2666 7928

HRILY

XOFTZ
KRLVU
LXAUM
TCWKH
QLNSR
QABHL
XWDGO
JPPGZ

XNQPQ
1JBGX
QUWSU
LXQRK
BCGPU
BHMQI
BXZQO
28

MEKIM
DGHPI
WQFNP
MBKFZ
FHFDU
XVBCK
LLRIQ
OQHVA

WCYNK

6830KCS 2317207 USM-99/00189

0ZAGI

JXB0Y
BALDJ
AVULS
BRAUO
BRSOD
YNDOH
GMEZG
SNQFX
ZYEANY

UIOKB
JCBIW
YNJUT
WDUSF
EAOLQ
FCGPP
FDFEG
IVKSV
CNMLQ

TIIXT
ALXQR
CWOB
XBMQK
RYHOU
IWPT
QLU
HCSPT
UKWTL

FLMAX
UYJ8X
DEWSE

OHQHO
ITBRO

HNCPR
KIYEE

QGXTY
DEFJT

MOIIM
VADDZ

u

LVKFE

RCKNT
LvQsx

XNCTC

ORGLL
HRICS

CQIGF
ZYyvv

FNBOF
NIWJY
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REF—ID

MRS DE 2CA TI20KCS 231217T USM-95/00150

1050 2923 1020 6350 9054 2610 0091 9125

HBJBH
AALXY
FGITB
UZTPU
IGURM
EYEDU
THEQA
JOCKU
AOUP
HYQIV

gV
XRSAH
FEMCR
KXKUM
SYTIH
RVZUD
VACZT
MVMUN
RUQFB

MXU DE ZCA

HBJBH
ULNZY
CXUNH
UKXKU
BJUEN
AWDDU
QNYHT
107744
UCAWD

HYQiV
ZUZUA
LUCNC
MVIUC
NYHIM
TXFOT
DUTXX
MFFEH
NINBG

NVT DE RHW

DDHAA
NICGF
OHMIL

NVT DE RHW

DDHAA
DIQYN
RIJOWF
00QGZ
HMUPR
CCEXC
RDMFF
OFRGG

WXSQP
SJBIS
NMJTF
JSING
JTLIP
ULTXT
YVGCF
DDHAA

OoQXNY
CTEAV
ICUFU
VLAUL
ECSDU
WDUTX
USKWI
YDAWE
AFMXT

UFVOQ
GYFLL
KXhOL
CAZGS
TXJAR
WEURL
LGWOU
TUSKZ
CZKEQ

KHYQW
TWIPO
YGUMS
EQXNY
DKEOA
THUZA
PMEGV
EVUJY
CRUQF

GUPMS
APFAK
WILGX
ZLFEF
KUMv
FFPUK
ZEAZX
TASYT
LYLUB

YTIMI
HQETL
TMFWU
OXIMF
ARDSY
XKUMV
UNHLU
IGUFM
IBFNI

TI20KCS 231352T USM-99/00191
3050 2923 1020 6530 8820 2610 2558 8525

UFVOQ
PFADND
MAHUX
RIDVW
TIHEQ
GUPMZ
18SUD
PAFGP
HBJBH

KIYYF
UTXG1
EXTYV
AKHIY
AMAVT
YZUBI
uxicz
APGBY
HYGHV

GUPMT
TBFPEM
RICUN
TATAM
WTXZ
YCMIX
PIIYN
HIPUK

UCUSE
CKOWG
YHTIDA
HNYQB
upzau
LPUZN
YHTDA
XKUVE

T120KCS 231219T USM-99/001.92
5550 3023 1105 2750 1476 2600 kes9 9330

QBYLQ
AJWRM
HFFPUW
CJDBEQ
QJXPP
TOJRB
ELIAT
8CQK0
WXBQP

XQRFW
IEDUM
VVNVU
1CYIE
DDGFL
WJCT
NAMQ
BJVLX
RBLXI

JKSMR
IQRYV
LAWUP
RFKFA
WVRYI
PLYJB
PYRVR
VFLOJ
EEDVR

KOvVXD
CZGPU
BIQUH

GHXNH
YXZRO
QFTW
XWRRY
BNJAP
JOZYG
DOYGV
YN0
FRQXT

T120KCS 231237T UBM-39/00193
5560 3023 1105 2750 1476 2610 h259 7330

UVYZK
SQOKE
CUHDJ
HGMOI
QCDEF
SXpTJ
IEWRS
wXsQp

XQRFW
QGWAN
KFWKI
PMOWN
BMBPT
VJELO
DTLBZ

JKSMR
EZIRV
RSDQL
XSNDJ
ANJLR
BNMZF
WGUEZ

KODWR
CZAXB
XWBIC
TCFUN
UUYIC
VORVY
MW

GHXNH
ZXLIO
GJHGK
BXBTR
HXKH
YPHDG
LOYTIL

TMGUM
HOHQZ
WQDIU
JIGRR
NCKEC
TUCUS
CNGUF
PIPEK
SGIUS

ESYXT
HVPIW
CRGJI
JPDTL

PFJIN

EAZVY
ACANU

ETNWA
MSYQW
ECFBA
KMONZ

UZMXB
DPJDD
RQAGD
TUILS
VCSGD

BYBKY

NYATY
ZHUAT

SSNSH
MGZCA

+A64556

PGBIY
WUZTP
MVPON
ZYPKC

SYTIZ

1XJjcQ

CBBZT
YBIQP
BYQOR

WEX DR RVT 5045KC8 231351T USM-99/001.94%
0036 b423 1310 9969 4606 T525 4259 3536
VOAYB  ERQBV EFTZO

VXCPM XHNPP HEUHO
LXXI XUJDZ YWART
CTVIA

JEBJB
TKTQC
ZBWN
WUKLE

WFX DE NT

ORFFH
SRORY
TKRWY
WICVS
NGSFY

EDH DE ZIC

DAEAD
IWBQI
DCESY
IMSZI
ILYMV
ECBRY
AROND
OVILO
SZECB

GYKPM
TKWOU
MUKVH
QOXID
RONDH
WLXOY
RYVLS
RCTEA
QIULF

RBW DE RBU

DDHAA
YPJDR
JWBZM
GGVIQ
NBPDQ
PVJTP
EQFDA
YDLLG

FNLS
CBEXRU
MNRLC
CXUZL
JMHCF
ZBZXQ
BKUZ
KCFBW

XYIR DE VLH

08GMO
URUXX
VVFBV
VCFZY

LDEDS
268X
FFSVL
JBBJB

5945KCS 231208T USM.99/00195
0016 3523 1130 5161 T487 T525 h_S9 5137

FMSDE
ACVKP
BKKJJ
XMAHR
L¥XDN

ICFKO
QEYSV
1IXQZ1
PWREB
WCJRB

VMNKY
HCCOR
HSHYR
NOEKT
BIJWD

RTZKW
HYTEA
VCovZ
MFILCQ
OXXTX

VYL
KCDGX
WINIZ
HVWBB
FVLOR

6620KC8  231219T USM-99/00196
9037 7823 09k0 2750 k25T 1918 5267 8542

OZMUA
TOHAR
YUXID
LULVD
ZUTIB
FUMRQ
EBQYN
FENEF
DAEAD

MHYQH
YWLVI
ADOYD
UTKNA
VQICE
ITKRY
ARILC
EWEGL
GYKPM

FUMRX
QLTID
NIZOR
DUHAP
RYWLN
PDFEA
DOYDR
LIDIM

IDAWA
XBEMR
ONDCE
AFYYC
OvVIZU
IDINT
ONDCE
SXAVU

6620KC8  231221T UBM-99/00197
4527 8623 1100 6530 2664 6858 006 7633

ZHRFB
UURYL

cuuQY
MISPD
NFEWN
WJUGN
ELUYF
RIPHN
RTEEV
CPX

NLYRY
UUMKK
NQYTY
WQsZV
TXUWK
WOZIU
OFYNX
DDHAA

YCDSC
CXYKP
KORLC
LVUXO
SKVX0
ZT™HOP
YFDUH
FAILS

XMBTZ
cJcYy
EXSGM
Z8FVQ
SPOSH
DDINT
LHSSP

6750KC8 231202T USM-99/00198

2047 2523 1125 9518 26h5 1260 Buuhk 3723

50505
35933
67357
673%

79470
359710
9580k
151

98895
98705

99600
17161

69633
9190k

93275 96859 13047

1TTh9

88011

19000

69891
89895
5735
50505

37603
0038
01517
THT0

TPTNX
XTBOV

WIIOF
KFUYA
MEHCK

ECDUT
NOVIR

RIMDS
BXDIN

FAYAY )

XIQKJ
FXKOI

RWXQC
JOASK
IWSJY
NZPVB

30435
85789
1977k

LY

ZFIGW

UACJP
WJKOW

DZVNK
QSJYI

XZYZU
YWLFE

IUNZL
1Z0Z1
EIE2Y

I¥zoX

YQnC
NVINS

78964
6k976
98801

EUPXU
GPMVW

TIBVC
WERYP
SIUND

SAAVZ

ZUQYE

91603
03399
11391




G6S

E2Y DE MKP T320KCS 230905T USM-99/00199
5025 9123 0620 8943 1476 6625 64T3 632k

95459 30697 Lo439 6195 Th202 78847 29232
1907k 94991 66790 k2923 98254 9%2%2 61000
6TH19 90761 26438 28133 9oki2 29081 35k
3068 66TM9 43813 14506 OB419 01664 63483
28140 22423 42321 907ho 48318 L1646 hoboh
63399 3926k 912h3 61045 B89h5L

81128
9Tho0 95459 30697

2IC DE HCO 6030KCS 231219T UBM-99/00200
3577 3023 L5 2750 1476 8ThO S5T26 2708
DAEAD SYDTX ERFWA AYOYK PKOZK  JAPSR EATJU
AQLNO VIFIE MFUMR FUUZJ YLSTI  BVVOD XMIVI
YTOIB VODXL EMZBU GIKIE QXXXX  DARAD SYDTX
HDG DE BWO T990KCS 231350T USM-99/00201

1046 5823 1035 2750 905k 3565 6707 9110

CFIFC CYTVN IRFVU FYNIR FCYIV CAUBK ERPXO
IBONI OCBAY EXUSN QYDRR ELDWU MFFOZ FJONW
VBOPS ZYLFW UBVQO MBBUT VFOOU MUKVV YBZNE
UBWY EXXON SNYDP ZYIDM IKXDE XEMUK VKOBM
BXERP HAYKK UBOJI QAQUH WWIEX JIQAX HBWUKE
BOLFU WBKUE ONBZP DYIWS OGYWU BWYE XHEYI
UXOIE MUCOF O0MO WRZEW VMAEU DIYEK AYMCA
YEXI) ITSIB UMUCO GAVFB EYDXE  RPECAU BJADQ
RQIEY XIROZ UVRKO ALQIH YNOZN CEKQJ ONWSU

CYTVN

TPY DE BWO T990KCS 231218T USM-99/00202
2056 5823 1035 0121 SWAS 3565 973 8510

CPIFC CYIVN IRFVU FYNIR FRETY CAUBH EYIZI
UUGSA NHZUB XMAEU KATOK UEOBO PSDOS  SGARB
YDIYE KEYM YMMVA KGHEY ICOPT  WUDKJ AOALE
UBWY EXHEY IKITE FODKF OZFBE YDSUX 0QODT
FIOPH JAOAT AXTXE RPXIW UHUSZ KUROF TWEBBU
OPGXU EONER GQYXL CAUBS ANEKE NZHOE NIUOS
BJAOA KUEOM OIVZ0 URNIC RZIUVR COPIN AOALE
UWBMJ KVPUP CREDW MUYKM UYKZA  YYWUB VRUXN

FSOPG BENQC AUBXX CFIFC CYIVN

. =

HADPM

ORCFA

34232
23089
86621

92327
57306

YHNOL

HE

ZUcCAU

Bt

CFIFC

G

RPGAV

OFH DE FZX T720KCS 231254T UsM-99/00203
3052 2123 1115 0121 5445 7Tkl 6743 8524

EGBGE KOZKW UEYNY IUWUE YCYTV MUIUM EGVIE
UEQPE BSWOW RXYIN HYDKV IYTLY HRQUC RFINU
IQATM TOXQK EQTDO QVMEG VZEAZ ROWNF UFLQU
IMMMY YIMEG VDOFU MAYOK UEOPO THKAO BNIDS
UGAFQ FUFLF YAESA NHMOD QNUNZ VIYTK UWFZ20
YBQVI YTLAZ OKIQB MUIUP EBSMY ALQYS FDARZ
YFUFL VIYIC EIFFA SBVEL GHETD ZEAZF VUFLQU
UWFKE FSXUS NCEPM JAHUT AHRUQE OFDIF MXAED

PRYBQ VODXM UIUXX EGBGE KOZKW

UBT DE YWP T290KCS 231319T USM-99/0020%
1025 3123 11b5 Bo43 2664 5833 9803 8710

AEFEA FAFPL IFSWA RPLIF SCYIV KYLTQ OVLJO
UICGA SCDAG FHADP WARPC AMTF1 DLBEA FNOXL
RFYSW KYLTQ OMBHI FFRUA QWYEX GAWGD EGODY
OLFHE TOCYF HCUYB REDWS ULBZA NNMOF  SPANE
EXYAU RUELY IYTRYI TLFUA FPEES MOFSD AGPCI
UHQBA FPMSUL, BDAGP LIERW EQNVU VOKYL. TZUFB
BSAOI RITLQ ENESA CXFID INWEUR PERSW IRNBE
ILYDE GOQUV BSULB PRBSV IYTHA TETIO EGAWG
OBIWA MILYS ULBFE BSKYL TXXXX AEFEA FAFPL

BWO DE TPY TMOOKCS 231256T USM-99/00205
TI08 2723 1205 ¥775 5218 2025 8156 3645

ADEAD JRTIGE RTJOH SCEVX PWIEB UDFLA WROWZ
UBQSI WLUML. HBQUD LYNBJ XNLVN OCEXL. GSFNC
I0GKQ QMUHM UTNVJ WUOAC ZFOGE JUATN HZEBJ
BCOXQ LLVVX CMQZQ XODYU ADEAD JRIGE

BWO DE HDG 7TOBOKCS 2313127 USM-99/00206
8573 3223 1230 1561 3507h 91b5 8156 5322

DHBDH LONGH DAAFL KFIGO JIOXU DHNQW PEPMH
YFOFP FLVIB QOQHC PATBG FGKOA PMAYE BIZWEY
YFNSL ZYZIL NGIUE UIYNY PTOBG VLDVU ZRZRH
ACXBF UBHCR UFFIQ LPUVZ CNOJD FRLTR CYYXD
CHBAF ZIRBZ OGGQL LPKIZ TAULI VCDLJ AGZFD

VIAJL DHBDH LONGH

MRS DE MXU 6380KCS 2312577 USM-99/00207
1516 3923 1210 2110 7263 6616 0091 2832
CCFII AAVIZ SWFKZ FQXVE SLOZS  EYHGJ PIULZ

IARUK HYZAD OYBAN SKAZT LJWVH YCQXV  OHIES
NXHKC TUFYO LGOMX ZFBYS RBWRPQ HIXXX CCFPIX

1L

RHKUE
WTX0B

DIGR
SANHT

VIS

SJQHES

OXVZT
DEINB

IPTUB
AAVLZ

QSANH
IYIJA
XBANT
JToumMy
ZGELY

QMJAE

YGECT
ILKFP

BYAID

DIOUD
YINIY
SOVNR
YIGIQ
SANHK
NHQIY

WAFVO

CZTJID
NYJZ
DANUM



2IC DE EDH 6170KCS 2313237 USM-99/00208

REE _ID:A64556

1508 9223 1185 6530 1476 69TT 5726 7935
DABAD HYQWM UAMKI OZMUA MJYYF FUMRB YSTZO KGHAD PPUIN FONCZ
OFCSO NEQIA RDOEK VEIED YADCA  FWBET YKOZK CYTVX UZUBI UYXAC
BVUSL JIITR YPDFE AIVYE WJYYP  EYGWH YQDI MSKOZ KXU2U TYWKW
ULETU UMFAL UGUPV BAZFD IMSJY  YFQOM DBWULE DIMSL AUINU BONOL
YGAMd XANMZ YGBJY HPPAD FFEWE RIMDH YQVXO CYBET YDIMS HYQHQ
OMBU LEDIM SLAUI NUBON OLYGA  MJXAN MZYGB JYHPP AOFFE WERIM
DKYQK DIMSJ YYFQD MBWUL ELAUI  NUBON OLYQU OCXON INOLY XICZM
UICPA OFZUG CNOLY KOZKJ YYFQI  NDDIM SXXXX DAEAD HYQWM
ZIC DE EDE G1T0KCS 2313487 USM-$9/00209
160k 9223 1145 6530 1476 69TT S5T26 435
DABAD HYQWM UAMKI OZMUA MHYQY FUMRE YQUXU ZUPUU HKEBOA DIMSG
AMXA NMZYGC BJYHP OYBGN IZOBI  UNJYY FJYYF DIMBJ YYFRI HEZYP
KIESK RIMDC IWBFE WEFAF PJYYP DIMSI YYFRI NEZYP KWAHP ROLYC
INEFE WEPAF PHYQd DIMSC YIVDE  DLOYB GNIZO SIUNG YBGNI Z0SIV
KXOCY DIMSH YQWLA RFIEA VCESY  FISZN IZOVY ASJYH PFAN WAHFJ
YYFXO CYRET YDIMS JYYFQ INDXU  ZUMIM 2KROA VUSLJ IITGY BORIZ
0BIUM GYKPD IMSZI QOKOZ KHOVD MODQF AUDBI YCREI BVERX JYYFJ
YYPQI NDXXX DAEAD HYQWM

U KVT DE OAL T7830KCS8 231353T USM-99/00210

& 0564 1823 1230 9969 5218 5086 k259 6529
CJCCT CZZID APXPJ QANBV IKNIHW  YCVTH BQAGT ORWLZ YZXUY HKFSE
EIXIK NROXK FKKPT OBRYA FFATC  MXIAY XHBTN DLRAR RDRQS PQSQV
VMECR UCLDD ZIBZI KCRMU BRTSGC OTZJA UYXGN TZDUM RWQAO SBCRN
WIKN RKJTP HLLWC YXPHL KDUKB RZGTR XBROG HFABV FSFYM HYJOP
TKNGY YOUQC BSFEK KKMWY B2CIM  FPQW QIUBO JCCYG JOTMC BJQOZ
DKSRR NXGLI XMWSO OCPYI FVSXM  UTYCZ KQQXR XKYQV VZNUP EEGYF
ZTSPK UZVPS PWVCS CJCCS C2ZID
RVT DE OAL T830KCS 2313187 USM.99/00211
o554 1823 1230 9969 5218 5086 k259 8023
CJCQJ CZZAH RFVEU BLEUZ OHUBM IDVYKK HSOBS VDCCG WYESC MROLY
GIJTF TXQEC UQJQX EHLRA DPNIF  ZURFO ARSJY OWJJR LLDNX QVIFBA
FPLIO LLIRR LUKBH CQWGF KOSGQ  UHDBE HTHAN EGMCG KNNAR MVVBA
ICGRY OMVBY CZMCG IGXPT MSLDI  ONKAD ALFZC YRFUC PATRW AZVXN
¥ZISQ LQAPH VZINH FAHHY BUXRW  KPSOG CJKSM XDFBP LECVY OIFBU
WLRS OULKN SWRVC RYHIV ANPGD XTZPE TBGDC FGLRI NVRKV EMOVV
AQIGR BDCGR ETXZB ZSOLT BSSZQ%  CAVNZ LUZHD NAOHV SHIKZ BMQOB
QICZD PAXDC NMKFI EPDMX RPITH  GIXDZ MAZCX AXGZB CJCCJ CZZAH

. o
1

SFY DE FHI T510KC8 231332T USM-99/00212

546 1523 1220 2750 1kT6 642 6536 6022
DCGCD JUCME EDYOW QXSBAW VYMZQ  SCNRF  UYXLP
VOIYW TELNF YEMIQ UDQJF EJFFV  JEDEM OV
SWHR IGMDT YEZYR MYQIA DIFGD  AIKGF OGBUM
YISDZ AGGCT VDGQI BTBCA CWNYV  KXZsv POIUL
QFNIE HDETV OTMVJ QYVIN CZENR  JHWOT UIXUY
MZAUN BUMJC YIQNP YINST TATYV  QNVIP UHLNZ
FZX DE PMT T340KC8 2312087 USM-99/00213

7553 9%3 1130 3731 905k 6850 0172 3917

QYTIY SDIBE
QUUL MOQCHN IDDI
ETYRE ATDIF MCAZG
CSANE CETZB IEIFA

X1 DE OAL

FFBOG
KCPPX
DNYXK
IVXXR
VFSJL
JVSX0

CNEXKH
HFGUT
VRHLG
OMQGU
WHVFH
TCINW

MKP DE SFV

DJDJD
ONWTI
NXOBX
TEMGA
CQITX
UBNDU
ZPARH
ALVQE
HRILC
NID

%«

UBAJU

WIGcW
MCAZ
QIQEV
AKMUL

ICYTO
GRIQG
EQMXY
UXXKX

7930KC8 231309T UBM-99/00214
6034 1623 1200 0X21 T263 5086 6156 5510

YUDND
EULWD
WZEER
NOGAI
UHQCY
BRIZX

HBVAQ
QGLAK
IZMXA
OLKBA
AJGFB
CNEKH

FEXYS
ZOKCR
DRWTS
ODBBX
ZELAY

VCIKW
BYKAL
ETIRP
JFGJH
FQYVN

h795KC8 231207T USM-99/00215
klok 0123 0730 68943 3456 5086 5762 9233

0BVZY
ZPUFC
IBMDY
WWIFB
OZFVU
FRYKY
OLHZU
WQUEW
AVQXE

LFVOB
JIITV
THZUB
WAOMS
ZSRIM
QEYQQ
BXWEA
JOMVK
XHHIH

VEETY
EBXHA
ZPTEU
EDXWO
DGALV
ILTJI
XEYFV
IVGQI
RMUTE

JISCQ
MXRYW
LUCNL
YTLUC
Yuzsz,
BMGAL
SEICD
TXJIS
SAVQH

TTXDI
LTEGB
OVGPI
NVAUR
ABETA
VREIB
TDKJX
CMUTE
OQLNX

YINRA
QOB

ZHAFL
RSBYX

80IXS
ZEICL

WAKRZ
JICMH

QUIQGK
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FHI DE SFV To30KCo 230342T USM-v9/00216

oSk 0123 073C 3731 has7 5066 8327 8433

DJDID

BETYV
RPGUM
KEFS8
LVREI
GAZKY
ZFGUL
DATEW
NIA
J18CX

POi DE NIO

DDHAA
BMYHP
OFRJA
SPUNH
IEMXO
OPOVW
TMDIZ
GMUZZ

ML DE DYO

IIHFF
NI
ISPAB
NQMLT
FBIVO
NCNTQ
FHPSBP
JDEZP

CGMBC
GAUJN
QDURD
ANBSX
GSLZA
OZSMH
VKQAR
KAPPX

Z22, DE MIE

TIHFF
PAZEN
WVXMC
YDXQJ
LNPXR
X

CHOBC
AKRPK
ZPARQ
TKWHY
PTANS
I1HFF

0BVZY
881Q1
ODVGI
BIVIA
08BQI
PTIMP
YOGBA
WDACH
DIDJD

LFVOB
GY{DF
SAREI

VGYKP
OZFXO
BTEXS
YWIKI
ZQAZS
ERPZA
RTEXS
0GYJ1

JISCR
HKDUQ
KEDQG

EIBSO
UVOFZ
AZKEO
KDYTW
UMQio
VSAHC
OZRJY
DQITX

6130KC8 231527T USM-99/0u2LT
1081 9123 1450 6943 k257 6he7 Why3 Bok2

DITOV
AKILY

LVXUR
HBUYL
YLLVF
MOWMA
VSTIP
2Z1CP
UUPHY
SLKGN

ODYDN
CWXZU
DRZQ
PZKRG
WIHLX
QIIWC
CNBPA
IXQPG

FFIPB
IESRB
DOVXB
LAQKI
ZNTDQ
ZDNAD
WIYLO
EVUVD

6260KCS  231358F USM-93/00218
k528 su23 1315 0732 5218 5815 k259 ThRY

UUUBZ
VIPAM
1OGZQ
FYTF
BUYRJ
VMHKH
DOBTA
IIHFF

B0GJV
XQeTU
QLIMZ
20KQX
GWHII
BOAGX
CGMBC

RHEZU
QKJPQ
QCDDU
FVMCJ
GFYBZ
ASKGS
PKECG

1Z1GT
™
WWHZ
IVCHB
MWMCG
TWBOB
STEMC

EIDEN
KITXR
QRPLK
McW
KJDIC
HDJSL
SITP

6340KCS  231354T USM-99/00219
7096 14023 1230 550k 3456 T525 TO9% 5320

UAGSR
VDCAF
YQIQL
UBVQY
UFMVB
CHOBC

JEOBE
PKJZR
KSPQZ
RGOGM
BMFAE

ZUWEB
WDBJY
CIMZO
JGMPV
IKUIA

TFBGF
FDUVY
DFNFC
GGDEZ
LQJLY

KDKFW
BGMGC
SZQBM
BWOCY
TCVDY

4dGIT

WRSAH

MAHXQ

GVBOH
UZIsQ

1WoQ

LQITX
BSIQIL

cQUIW
ALVHE
NQITX
ITXJO

YIVRQ
PHOLB
CSBXI

REE—ID:-A 64556

MZAQ
LVKEM
OYGAZ

GDPGQ

RYUKZ
SZTNB

&

222 DE MLH G34%0KCB 231337T USM-9y/00220
7076 3323 1215 1120 Skk5 7895 Y1y 3b3T

IIHFF
AQLEA
ZDICQ
MICFK
FZXMQ
CASUQ
BITHK
FCEJC
CKVPL

GXW DE BWO
0016 6823 1400 KTT5 3056 3565 68156 3917

JCCJC
JIQHT
QZNY
YCDEQ

BPZFC
TQFED
UGEZX
ACSVD

YFT DE SFV

OMXEG
GRESY
UKJEY
IUCUO
IHAUS
FQLUP
VOVMK
VDCSR
DFMBC

ICMUA
KOHQE
FXBSX
AUCBS
IFFHQ
BBVAX
ELOPP
FBMKW

2SFEM
GIZDL
KXCJT
YKRGT
UY'TIG
YSFOI
UCWUD

4O9SKCS 231448T USM-93/0v221

DVRHG
BJEUN
TABJS
WLHRL

IUKRD
GCFQN
IXWIY
UQBXG

HORMY
QKRLY
1ZsSpp
XS0I1z

XFXRI
CHSAT
KRPUG
RDTAK

LLYIK
FFRUT
DFVQD
IICMA

W795KC8 23144ET USM-vy/00222

00Lh 2523 1h0O 5161 2239 5086 5320 3433

JDIND
YDNQL
DQEQY
AFEOH

FICIG
CAZFF
MQCZG
SGPMF

NVT DE REW

AJAAY
IWTEY
Iz
QRVNY
U

QANGF
JQIRQ
KCZHA
CHTAC
ELRZH

MRS DE ZCA

UQCSN
WHQQQ
ICJIG
JODJD

RPZOC (WJID CYQUF AWOCW
YONTO NIWNR LPIEX MKZNI
PRXCI ZYVIX PKRHS QIBRK

FILCIG

T120KCS 231543T UBM-99/00223
5580 5223 1500 1561 2645 b&37L 3485 4338

JKHUI
XBCYG
SWTBE
WIEW
ANIMY

ONGDH
DINTY
LXMNQ
OTONH
GHYYN

DJLUR
MNUWU
BJDDS
QLBZK
KDJAIL

ZMPOL
EPLBW
‘TRGEH
VIQPG
LLSOF

CAXKV
AQPZF
PEMQT
SBKXC
AJAAT

T120KC8 231451T USM-99/0022%
1050 4123 15 9329 3684 2610 w091 3818

EDIED IOKHF 000Q8
UZCPQ QWPIP AIWWH
INUYB MGEIW XZJFN
INOUC NTOZS RPIRL

GNTQE
MDROD
UBEOL
KXTDG

ZNCYR
ZIGYF
IETOC
IXKQB

ZVHVK
ZAFXC
TNDLO
ULURJ

GWUNX
QIOQA
EMPXM
EDIED

-

JCZFE
MFLOE

F3S0NQ
FKUCY

PALEN

LLNHQ

Jecre

JRYLD
TIGCH

ZIZTR
TWJLD
QANGF

ICNXR
IOKHF

ITXCL

BPZFC

H

VIOLAV
YRNPC

IICOG
BLIRQ
MIJCF
NDYLI

UAVFK

YACPO
XZT0C

GEXBK
HJIHF

VVXDH



966

—— —REF—IDA64556

BO DE ZIC 6520KC8 231436T USM-99/00225
8067 9423 1350 1101 3698 1963 3791 3%T

FBEFB
BXTEM
VABGT
QIO

AVQBV
BV
AXEER

AQRBR UGLHH JHSFL  UDFXA DZIDS
TDEVL. MFFSU HTAPR  LHITFY PIDBU
KYLET VFEFB UVQIX  KXFIJ INDEN
TKUVE BPTZC IHZBE  F2YCP LUXWS

TT20KC8 2314497 UaN-99/00226

9562 2523 1415 1561 3698 TTh 3AT 3523

AGHAG BTEFG OCRNT KRNEM WPAPD BAZER FLFCM
VLPXG TEXAX IIADQ ACYYW JQDYM  NBQEX S00IA
XPICS CHQW RJGYP UHNOO FPEBZS  YEMDS OQRYN
BUCYP VRZOZ AAIXY AGHAG STRYG

L1Z DB 2ZzZ 6350KC8 2314517 UsM-99/00227

1082 0823 1415 0732 364k 4258 592 6TLT
IIRFF BINBC HOEJI EMDCJ KVBML XXRFO YTGLS
YCFDC YPLAC BIGPK VOUTL PJIOE  YSQIW UGQAK
XUCUF EXKTH STLIZ NLEEY UPERZ RWGPE OIEHD
JXOWR IREHI CWJZY OCIOP MDGZE  PMXQL ELPKT
WOMB ZQJOE ROXDE PJKWI VICDK  ZPNBQ NULXN
SL2U RWYR FFFER UADE OBKIF  JNVWP QCIZI
SJETQ EGGVE IWEMY MPLIM GLZRO  IIHFF BINBC
DYO DE Z2Z 6350KC8 231h12T UBM-99/00228
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ZEKX DE POH T6LOKCS 2315287 USM-99/00229
9546 5023 1430 3Th9 6010 2197 8435 8100

DDHAA JQYPL ESJOO QUKCT JEXUO  PVCXI HIZSM
BXGZN OBVQS CLYRF FEXXQ XLWWR  TIUYZ ONKBO
HBACII MNXLF VVIMI CMIQL KRXFS  KNRQRS GXPGW
IDMVC FWBZF CIUAX FEJAK WZHXK VPIVB UPSNY
ZNIPG IXFAH RMOXB MBFEL WDWUR  ORLZN SCURJ
KYSMB KPLBO MSZLE AAJRI KDD¥D  FURVJ YVZCG
OZYMZ UKAWP ERMIM PMISX MKIWO  BCZWV GNYRC
ILJVI KRXKW QYBJY WILVE EJJNE  IVEGU FPABP
JYPL

ZEK DE POH T6MOKCS 231556T UBM-99/00230
9556 5023 1430 37h9 6010 2197 8435 6601
DDHAA JQYPL ESJ00 QUKCT JEXUO  PVCXI WRBBK
WKGRZ XDZKD WLOQL CXSWZ UDGNQ  JACBP BFZVJ
YSPIV GDPMQ YFEJM NIBPT RNFXG  DNQTF BDKQC
Xi80J UNBLX GQPQXC MVVRJ PEPSX  ZXCPZ FWURV
IUUCY RMFBI PGOTE AMZJK ZKWMM  WLYW OCDRT
BSXSY FPVRT SXBKX NBUOR MUDUK  JIGBT QPIWX
ZXYNZ XUDVL LQMGO XTIXX DDHAA  JQYPL
¥BG DP POR TEUOKCS 231522T USM-99/00231
6546 4323 1315 3731 545 614 3313 9301
DDHAA DFBOX VFXVP QLJSM FVRNY  BZSOF MVDZY
IHOVV CUMEE PVCDX NJGHQ MAKWZ  LGMCC HPMIL
DJSBY ILAFR RIURQ KQWL EIHIC  WPYQP VYBGP
WTXUE DHVJP RENQY UPFPJT NLEFHE MGCRU HHBSP
XICTI DOWXF PZMQG BGIZL BCZDR  GAIVC YNLXV
TTHSX VDZDK IIQDO MQHDP YYIVB  PPBHO ZOUYV
ACJRB YWDOW LIKEW WEBGR BAEOX  AOBJY RNJCVX
IHJRM KALJW ZXIPE HDGFA FRYZR  QHJCW YGINP
UWEKZ OGJUI EFQNZ IXAQD YOMUJ  ZBIGP RHEAR
WYBWI DDHAA DFBOX

¥BG DE POH T6MOKCS 23173BT USM-99/00232

8586 5723 1620 6350 1476 81K 3313 7201
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CPTBJ
ICLIG
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RHRKD TYBGV KBLFI NIDIV XXSLI
BLZMV FGLSB ZUYLR BOSOH
VEOGX AGWMZ AYRUO ZUUUJ HRIHP
ZABGZ JOONO JTYFD OQVMNJ RENQH
DQYRO SXYTH OHEQA  WINIX BQEYV
KKUNO EFAVI CCTQN NGNOF HINWD
LNZILF XGNAK WSQYY GDUXU EIFAK

\H

HHE
HELHLE

UNOVR

EGFXL
CNCKH

FATDS

>E

RvQIC
JENTB

BE

FXCOJ

L

BERRREE

GoIvy
QY
STFXX




665

ZHK DR NIO 6130KC8 231708T USM-99/00233
2561 9623 1625 0121 266% 212k 3151 ThOL

DDHAA
HOXMZ
oo
VZABN
FAMKH
YVRQV
NIREG
FHDMX

i

WHQPV

L

¥FBGG JPOBO
GABIT QYEVB
88ICY MXPRD
JRIZA JFNRL
MCCA  BARER
JBSTA KRDTR
POH DE 2ZHK

T

it

DJTIWR
AAQBS
KUOER
LwQr
KZBUB
BOWKC
PNURM
DDHAA

JIQD
LFBWT
JQUZD
MZVI
FKVVK
ORYTU
ECMQU
LYPPP

CFXUQ

ERRGEE

HFZSQ
JGMGB
VETHT
AKFJY
CABJG
PUSIK
VXLZX

6660KC8  231519T USM-~99/0023%
3070 2323 1430 6943 7803 %212 Sok2 5937

ROKQU
OQGJE
TQNYP
ACFAV
GICXO
GTBTO

NACBU
KWDvVO
QXDMM
WYULD
PHODJ
YWBPX

BE
L
L
L

FINQ

H

6660KCS  231536T UEM-99/00235
3080 2323 130 8943 7803 k212 Sok2 5326

NYARK
RIMR

BIRXC
20XB0
KPNBB
BMKRST
HICVD

BYJVP

L
:

80V

T
i
S3ARE

WEN DE ZCA TI20KCB 231%48T UBM-99/00236
2080 2923 1020 6350 266k 2610 5408 8725

ELLEEHE
R

REREAEERE
T
R

A
RESRERE

LR

BEEE
L HE

IFADN
YIQFE

L

L

HCO DE ZIC G6620KCS 2314267 USM-99/00237
8037 7623 0940 o992 2664 1918 8219 goka

DAEAD
EGBSO
CVIL
IRGFA
KRYWL
LU
DZGC
UIERI
VGYRK

GYKPM
NEDUO
NYUFD
NESYR
TIICT
YCNOL
GUMBR
MDNIZ
RILCR

FSD DB ZIC

DAEAD
YZRTO
FDIMS
UMRWI

8YDTQ
IBQIT

JYIFQ
SOKAE

AAA DE CUO

1IHFF
ADLLD
ABVWF
CPOKD
ULXNB
TAIY
BKQBC

BKQRC
UYUO
UDZAR
GDBXI
VLQCP
ICKXFL

FZX DE GFH
557 8823 1520 6350 3456 4997 o172 TOL5

UAMKT
SF1z26
IMBQE
GNUBO
UBKZI
YBYHL
ITLRY
OQYES
OPFVY

MGYKP
ATKVI
XZUGC
GRCFA
CXUMR
Q0T
AMUKV
YZUFU
WITIK

FUMRZ
UFIUT
LORCH
LD
KAESH
DANAR
FUMRD
MRWIS
HUXER

YZU8Y
XTIVP
AXIFB
VXITQ
YOSBY
CUTX
IGNRY
OKAES
INDPI

6620KC8 2315557 UBM-99/00238
7067 9123 1510 AT75 18T 1963 &7 3728

TTKNO
KQIAR
INDCY
SBYCD

PPIBR
YYFDI
PCARW
ULNXX

KYBKF
MSJYY
ZIQ0J
DAEAD

UMRGY
FCYTV
TYFDI
BYDIQ

TI35KC8 2315217 UBM-99/00239
2554 5223 1hM5 810 5237 4618 7319 612k

XOYWM
TQVRN
ACPAH
WOANT
FPLIIG
AWTFX

UKAZZ
NOXEX
FLUHO
KWPWO
GWCHER
2oz

it

IBMGV
RIHTR
ZHAKD
HKYTT
IGJCI
KvoMs

MU
MOXMS
EPNKW
JYVQR
IOFVC
TYNPK

6L60KCS  231552T UBM-99/00240

CCFII CCUKL QFRGE CGZXT BORJD QIOQA DXJYG
ZXYPD BHXLZ QSVXT OHZMP XABPG  PKIHL PADGI
JYTSL HXEDJ RHJBN DQGXP TNDBH  RCNOU PTXVB
MFXJG DJLTS MNXODR FJRGT XAUMB  OXRIC PNCGJ
FKOEU CBIWE QIKUF DMQXR GJLQV  JPMRT DJSWN
OBTJA WKNJO MBCND REMUQ DHKQD  PTDBH TVISI
TYKAY UFBYG ARMPQ HILJS CNKIX  PYVWV CVFIA
WP DE EOU 6140KCS 231437T USM-99/0024L

552 3923 1350 3731 SW45 TIo1 4718 3226
DCGCD ITMBX PJEGU PBICD WASSE  WQSDG FWVPK
EAMIW MVEIA RSDWE UUZPU IPADQ  IMPZQ MAIXY
KABHE RKXBJ OJAMA CLDCR WGAQS  RJFPY HHMQC
DCGCD  ITMBX
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MR DE CUO TT35KCS 231546T USM-99/002k2
b53% 4523 1505 37h9 0665 1549 3278 5326

1IHFF APMBC RQOEGO AYJKP EBBJA  MDNOb FBFCZ
JMFSR FJQFG PQGAA PBIVFK HBGTQ  AXIHZ KKIGT
XEFAG AAEGD HNHOX DZFYT URHKD  KVMBH EKYNZ
CICSX RBCADY IVNPJ BNKTR MKXPN  RQZOG JINTI
FOAER OIZIQ OKNRA CEWUN HJSTY  BEPYM OQFSW
OLMML IIHFF AFMBC

MKP DE GKW 6100KCS 231420T USM-99/00243

3538 2623 1245 3731 266% U953 5762 62k

50505 97483 76807 37527 05989 69668 T5k3
J52k7 58919 19825 97096 ThE9T  2U73T 32987
96985 9THT9 TI68T U906T 39369 89659 10473
27960 3397h 80698 8591y 887kk 75279 5T3T3
10129 16059 11111 91597 57999 52389 19873
60249 63198 T3S0 58988 95047 96945 976k
TI689 75387 8989 96397 Theo6  BThoL 57059
79591 98605 9673 80000 50505  9THE3

XYR DE OWN 6850KCS 231418T USM-J9/0024k

9536 8hk23 1345 8140 18T 5095 BSubbk 422k

JAAAJ CTPIE NOEFR ERRDO AIVIO NEORS EMNPIE
ENQEE QDEGI VIZZ0 VEROR ONTII NSONR SAFTI
AFACE OMPFU EHROL TMOHD MRSPO SWILF XEOHP
AOTTE QHAOC CMCTI MRXEI MYNTN LEABA AWUNY
JAAAJ CTPIE

MRS DE MKP T320KCB 231509T UBM-99/002h5
6526 1523 1435 8943 s5WW5 66p5 0091 5128

CCFII MMXAR KQWHM ZEMDE WIDXJA  QSLHX EDJRE
GKPIW BEMRWY CUECA XRNTQ NEISA  LDYHE GRIJT
YZGCA 2GEFV BXIME XMZBO QUDPE NQMNE DPHIL
REORL PIGHG CAXGE PKIHL QSZM0  UBFSK PCGQP
XTDMO FNXHS CUZCZ VYJLT QZAMJ  NANPG CPFIF
MMXAR

XYR DE MKP T320KCS 2315537 USM-99/002k6

9026 2023 1500 2110 k257 6625 oubh 292k

CCFII QOLFC XWRUZ YIWBP MQDEA  LMUBD UQNBV
BHJFR XOVKH CWEDH PGIZA MPKUD  WGLPA CBWMK
UGVCY LNLXG OKMYF MSAXV OVARE CXPAX EFCRX
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XTG DE IZ4 6260KCS 231433T USM-99/002kT
1016 5223 1400 3Th9 3698 5815 8156 2729
GBIGB WSDAI WZBZJ PLD2Y XHXXQ  GPMAO VYRZY
QMEDZ OTXLE LLFES FRGAR FAPMW  IFGYJ ZRCUN
ANWAP JUDCI AQJDB UBUQH WHNER  GBIGB WSDAI
MIH DE 272 6350KCS 231528T UBM-99/00248

3132 1123 1450 3973 1871 8236 4033 8032

FEAFE LLLHY FODZH OWYOY WLYXD XEFSR GQMYXT
ZRINK FPLHAL FEHFE UASGT OSDAI  DRVQQ NBXHZ
NPUXA PKDLM SQAFW FSEUK WXQO NERBB FTHRG
PFPGK PYSOB RKCHA QOTME OTLNS FJWUX EXZQU
XKQHV WATQS XPKLJ IKXEI WZYSQ MMPEI QVQBG
JSJUE ZKMPA MFLZX FLCMZ KVEGC  XSZOG RWZCN
IXDVS IWRXZ MKJITO LVMIQ IVVKR  PUHOE FRWGT
WXDTB KBKEO GGGUM HAOCZ ZSSWA  KWHFM IBONG
Ml DE ZZZ 6350KCS 231541T USM-99/00249

k2 1123 1450 3973 16TL 8236 4033 5211

FEAFE PTDFE DGHHT MXKGX GTSJH TSQKM  CKPAL
LITHK AQVLP ZISSM ADTIA HVKUC XVZ2KW RHJYP
FEWRG DFVIU OSXTW XNQSZ YKZKX XU LQOKQ
RJPGP GCZSJ VXZVE AGEOR GEMNT  WDPGO FPNIX
YINXX ZEXPP KEQEU UUEOB CVFFP RSBXR DRRKI
FEAFE PIDFE

GKW DE MKP T320KC8 230925T USM-99/00250
2035 9123 0620 550k 3456 6625 9399 LBLL

ECECE OIQER LUATR RHAEM EPPDV  GSCNT HNCER
SFRTT TIEYR DERDE NRRTE EHATE  EYYMA SDAOR
AYSEE BEUBER EISIB OMHQI FROUB RTESP DLMAA
DSMRD BDENE ROOOW BSEHER ECFAO ETBYN RHRAL
UTIEE CRMNOT PHDTO OOBXI ARTEE EETSV ECHCE
EOU DE NIO 6120KC8 231585T USM-99/00251

8524 Th23 1410 6350 T263 LlhOo 1793 T2k6

KVENR ELDCW KWUVS XHMPW  JLEQM

CSSUI ZTDIN QHEYX PLNEM MLPXY PIEYF GCUEC
FVISE ENRMS GYQAG OGBXW BGTUB EPHXQ JJLBB
UKKJX OEXZA ZOXVN ALKQW VOMLF WUBBT GCQYQ
VIDHT QIJEM VFNPK KDBON FYKZX FMJKR RWGXH
AQSNF THLSX TZZAU PIZYM YTSLY JFUXS LMKFK
VIZSU QSXMC AKWPQ PHGSSY BGNRW HSNOF EIIID
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BFY DE FHI 7510KCS 231451T UBM-99/00252

7576 1923 1345 0121 T263 6U69 5320 TT4s
DJDJD GYKFV OBVZY LFVOB VEYQ!  JISCC IPUGA
ELDNI THQUG VJISC CIPUT BKENA  ARTEK EMUGS
MHYGW RATW ACAKC ZKQUC CKOZK  JIBMG UIPRI
AURRY FPDTAC YGUIP FANMWT EXEXY  FZJIB MGAIT
WJISC JIZKX YFZJI EMGAI TFEOW  JIBMF AMNCE
ETYJI BMCYT VCYIV GUIPF AWWTE  KEFOV BXUPK
WFAW CELRH YQWU FOJIB MGYKP  JIBMH YQNFA
OLQJI BMCYK MEYQH TYTXS IRMXX  DJDJD GYKPV
ZIC DB FSD 66BOKCS 231550T USM-99/00253

2596 6H23 135 6530 266k 1161 4726 k505
DABAD SONEK AAOTI VPQAN FHIVE  MAYOL EIWXY
OCYJA FSREA TOUMU DIMSZ IQOQI  IXFAF PHYQN
UFUMR QAEXD IPVDU TXROK AMUAM DOMRR OKAMD
IZETI 2TI0I BQITX KAAOZ IQODU  TXVOU OHOCL
BVENI TIVEF ONCXX DAEAD SONEK

NI0O DE BWO T990KCB 231427T USM-99/0025k

3066 5823 1035 1120 7803 3565 2125 870
CFIFC CYIVE IRWU PINIR FGYKP CAUBR UBRPA
EGMWU QKKUE OSINF VUFYZ IWUSU  KDBOO RMABU
HDIFM CAUBQ E¥QBU TVIYU OZIQ0  SOMIW YEXNE
OXKSO GYTYM CWEOL JAOAL ECQNU  BVPOO CJOMW
UXUZU FOZPH EYIVI NHXER PWUBV  KUEOD YCFRI
UDKJA OAKUE OBOFS DOSXG ARBCA  UBMAC SLYMV
DEEYI DOKPJ UTBSU NDBEY IXERP  FUWBL ATEU
YEXQA IBJAO AXERP FOZFJ YIQZI  USDOE KSQMD
XHOIR BYBCJ AOAXE RPCAU BXXIX  CFIFC CYTVN
FMP DE F2X TT20KC8 231406T UBM-99/00255

5032 2123 1115 3731 O611 Trhl 2620 8h2hk
GBGE KOZKW UBYNY IUWUE YBETY MUIUD OVANU
EYEGY QVVIY TWICY HNYIUM ODQRU  WMRAN QXY
SMOFS MUIUD YINZO QNQEI AGALY  KEXKM YYILO
ANAZA YYJIT INIA FUFLQ WWTCA  ZGNIS GPOTE
WKUEO MEGVF IHPSA NHDIF MVIYT QIEVV UGZVE
UFIVI YTLYHR RQUKR FINUM UIUGI  GPBEH NGIGP
VQYYM RWMP OTESA NEKUWW FLIAK DIMMB YYZTE
UFLSA NHKUE OFYPT LICPK EXKNI  SGPOT HBUWY
LSANE MUIUX EGBGE KOZKW
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IZW DE WHN T290KC8 2314197 UBM-99/00256

8575 3723 1335 9sh2 1476 5633 3917 6925
FFBGG RADEF JNWWHI ACONH SMIXB B8ZDGO HTHDM
ZPQVW BSOWD UBPQK NVNEN FILIK VPFII IFUFO
NZNCL FIMQV BOOLP GBRCL AFWZP XPPSO BRUTK
AVDZY CHNIM YZYZX NRLZK ZYJFPU JYACL GIYON
PHEYN FN2Z0 KTJQP WZSMY JXIOV SCPDT XTSQH
C8XYG XFIOR USQPC HHUEV QURBE BOCCA BABZQ
JITMT VUYZG CLIAP AJDIK DLSET FPZBO HXXXX
XIG DE WNN 7290KCS 231537T USM-99/00257
5525 ko023 1h00 3731 7803 5833 8156 832%
DDHAA ZNSBN XUWSY LBABK SCIHZ ABNTI ENBUM
TVIOL ZCENX ZIMRY TZNFI HQLQF RIANE QLBZS
KHUTE YISMO SQNFB DUSHS RJZPG PYLGT CVGFX
GISIK GZEMT FUBKE WPQEV CDVQL DE&WJZ YXMDT
FPRMCN ENWDEN LWYXT PJOCP MIYKY FPPSB YWNVB
DFDTL HNIJF XUAIZ ENZYJ YRIST CQQIQ BZTBG
BFIBB JFGKT GSIOV SJVIM SJXLN FKLIN YIMMO
WCISF MWJTX EQASO JFTQQ BALOQ AAFXP GTLEX
WLIBY DDHAA ZWSHW

ZCA DE WNN T7280KCS 231427T USM-99/00258
9572 9123 1345 5161 18TA K717 1081 k326
HBJBH GEBLQ INDHY GWXOC YFAFP PUKXH UXEVA
YYFKU MVHYQ WWALI DUMQGC UPMGO PWKEQ CDEQX
PZEAZ NWWIJ YYFKU MVQIN DZUHD DUMQG UFMFU
ENDPU YMKUM VFEUC XEECD ATBRO SIMAX NZEAZ
QXXX HBJBH GEBLQ

ZCA DE MXU 63H0KCS 231506T lﬂ-99/00259

1576 4223 1420 9969 8423 6616 1081 5936

HBJBE JYYPV OQKNY UFVOQ KQIND GUPMF UGMTY
IBOBU VXPEE STAME QEDVG EMVFE  UCVUK CROSI
SCABI JYTAR OUHZO BYSEN QFUFU GUPMI YMCFE
EBSTA MHQED VGEMV FEUCY UKCRO SIGYK PGYKP
WYYF CIKPS EQKLA QBTEZ UJOBL  ZUDZQ ERWKI
AZNCY TVXYG ACYTV NAZQF EUCRI  CUTYX QXXX
ZCA DE MXU 6380KC8 231528T USM-$9/00260

1586 U223 1hk20 9969 B%23 6616 1081 4236
HBJBE JYYFV OQKNY UFVOQ KJYYF GURMZ UDZDO
YKPVO UODUR VZUDZ DIDKK ICOCY  SUBIY CHYRX
XHOZU GOCKS EWQPE KDZEA ZFUWB  XAPOM IPCZE
YYFEE TYRUE UGUPM TIMCM INAPE  ZQPUK XFUGM
HBJBH JYYFV

LVVBT
OFIYX
BVANQ

CVIWP
NFIW
RDJWQ
XJIVP

VAQAS

CZFAF

YFOYB
GYKPG

CODID

QVPUK

Miozv

TKVAQ

BLHUI
JIMZV

GWJUB

LYLTL
FPZUAT

ATWWP
BENFJ

RWADB

GVoUo

APYYC
ENQKA

cE

L

KAZRJ
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MXP DE XYR 60T0KCS 2314567 USM-99/00261
8026 5323 1410 3731 7263 B6hl 5762 4625

DIDJD TIGAT IMIJY TASIQ IMAGW TIMPQ ULZVY FXSED XIUQU KIVGC
UVYDU MQLAO CGAZK SEDXD UQUFL PGIIR GALVG YKPRE TYBET
YLERA 1TOVOS IQIMU RCGEO XKORB  WADBG OZPFI ZQPIZ PKEDQ JUQYJ
ISCGQU PVPII YMAXN JUENX ARQTIL XUQU TEGBH YQIPA TLJIS
CTEGB TIGAJ AFSZU TPXXX DJIND TIGAT

8PV DE FHI 7510KCS 231518T USM-99/00262
7586 1923 1345 0121 7263 6869 5320 8okk

DJDJD GYKPV OQBVZY LFVOB VGYKP JISCF ANWCE LRHEYQ WJUFO JIEME
YQIVE AWJIS CJADQ NAART EXEFO NIWUN GJUFO CERXM OVHTI MFPIR
GSEDX QEYQW ADBNE CSDAK SGYBG MK OZKKO ZKOUI PQSG TEKES
IEMQU QEWUN GRALE CIXCK AQDPY YICYK MSAAV CELRQ EYQJI BMKOZ
KVEAW JIBMM UGSPE BSCER XQRYQ JIBMF ANWCE LRHYQ WJUFO JIBMB
ETYJI SCJIZ KIEKE FONIW UNGCE RXMOV HTIMF PIRGS EDXQE YQVAD
BNECS DAKSBG YBGXO CYXOC YHYQW JIEMH YQIVE AWJIS CFAVE DENUX
YGAJU FOTEK EFONT WUNGC YKMCY KMHYQ WJIEM HYQVX DDJD GYKFV

FZX DE VXI 6860KCS 231454T USK-99/00263
9577 b823 1hk20 8140 5237 6980 0172 5038

DCGCD ITMBX PJCQU RMEMD YVCXP VRIMN ZYUNF IQBIV FXTGC VSZKS
HZEW HVMPD DZMAF YFXIK YUBWE QAXFL PYMLP RFJNL PGEZN LXQMG
PLQXW YGGVE STQDI WAJTZ BMLNT MLRLD FUOOG YRZDZ LUZUP ECWND
LOCPV GTERQ HBIMC JVADQ AILIW WXGVN WKOFD FQGDN ZCXDS JEBDH
KVKUH DFGFA OWVLV YSPMG OVFFK GWLEN ABHCH IDOIX DCGCD ITMBX

XTC DE OAL 7830KCS 231422T USM-99/00264
6054 2023 1250 8943 3456 5086 B156 6309

DDHAA JBZNT FPDRTS WYEBAU FNAEP FFXJO LQCCH EOOMZ IKDKS VDGAK
ICGRU WXSQN ULOXP ATEQS FMIUL SAHVD FQRNE BNBFP RYRZU ICZRX
MIUFP INPTH TBQOQ KMIBW WPTRF XBAFB HIZRA FVMPV PUSOW JJLHD
RWIMK RCNIM ENCNI FGWLE QZKFL  XHLZZ YQVZF HBWHN QOLIU PRTID
KLDMF OPOFU QGZHX PMUAC KRFRRS XONYY BPRVJ PPROD DOHDD ZENYE
NOYGR YLZYX XCXWV CPSUJ LSCJM  BNGMQ UBIUM BMBHC XGTLY AMBRP
VVXXX DDHAA JBZNT

1IHFF

BKLBC
ABLPZ
YMRRF
MNMPM
SAZVH
TQPRU
LPZ8M
FRROW
DAQKB

ZZZ DE DYO
5088 k923 1300 gok2 T263 96k0 8110 8632

WNN DE XTI T990KCS 231506T USM-99/00265

ho26 6523 1325 6530 2668 5653 3395 6129
FFAGG SPMQD POXEM AETXX MLIFC UNINU AIDDQ
KIVOV IVYIS QMQY JIVIX JNIRE QAMPQ  KMARZ
QLIIL NZNAP JJFHL VXXXF WMCSC SRIIF CSRPT
CSRPF ZYDIP ITZMQ YUXTT MYCDA OASNL. BYXMD
FBVEK GASBAF NLXBT KLJQP NBYLQ OGIUK AKPNV
WCSDC IBFNS BEKJGB CRRZR LIOQM MATEI XHQOH
SPMQD

Lz DE DYO 6260KCS 231541T UBM-99/00266

6538 5523 1450 8140 2645 97h9 Bh93 1kl

QALIUG
FWCRA

IEDNQ

SBJH KAMVA BXTNU DOMFH
SMULJ MCIHG TCURF  VREMB
PQSAN RCFSD GWKAX  TJKIS
VDU BGKRY QOME  QOWP
CYJZX PXZAA UNUGU  MAUIT
LBYJE KDQPE SUCHF  KZKAX
ZPPZA PBKRC ODGMWI PMBLO
SAENA YYPUM VIJXF  UHNUK
VDCZX LOYNN MDFYW RSFAT
6260KCS 2315117 USM-99/00267

——

IINFF ABMBC BQYOT XIURX CLXXL  OMFFL GXSKJ
PMGDJ XEFWC UNCJZ ZMCIW KUJMM  GUYPH GKZOK
SAJCY ZHKMS KBOPVY BUNUQ CWFCL  MQYLU LXSW
PPNJH RDGWD KKAKC YXFHP SPQVJ  AMRLY XIMKB
IOUTX CRWAS OCFWO PXS0Q YBABX  YRAUM EZRGY
XFNOO XOPGM XBNNB BWUFV QHUSX  DIRHB QUAMT
UKHSW IFIYU RXPMD FQXLS VYLBK  VBVUZ UGMFR
XASGR LJUYJ 'TWNFF BJKGY JOQCP  YYAOY HHRAS
VYUHRJ PPQVF UZXRQ HCZXX IIHFF  ANMBC

222 DE DYO 6260KCS 231404T USM-99/00268

5078 U723 1235 0121 1476 9541 3755 7627
IIHFF EFQBC ZRFIQ GOZXR HPSJF  XKHPF EYPUU
FGLGS CRHQE IKBQO FWXIU RBJUIY  ZKKUP MRRPX
ICBGH VBNAK FZMXQ MPVR WQGDU  AAZDO HOSZZ
FZPVE JLZQX TORZT XHGCI DAOGL  BRARS MRJCT
SYCUC PMQHL FJPMH GICOR XOGPH  DERDE HMSLK
VKHFO FPREGG MVEWI KFBAT TYWRL  BQHSC AXMRH
YAUKU VOWD BKWZV UVOSL YGBSR JTCWR PUYUX
IVPNE KIVCR KJQZN PGAXX IIHFF  EPQEC

2REREA

KQAUV
IEIMM

PIAFE
RXWCT

A

LR

SRR

4k

XSDIQ
BRGCT
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DYP DB FZY TT3SKCS 231452T USM-99/00269
663% b923 100 0120 3644 U618 349k 6938

FPEGG KNCEB GPYPF RDBOV KNEZX  LACGR TKDKQ
RBSQE APCRC D&DC INGSZ WFHJX CIMEN NAERZ
XOUAK OGWFPM DUOUQ XRILB CXNGD  IHNDL J¥EM
DRFUH HPLAN WUHZL NOCYU MBPW  XLIZY CPNLJ
OTFSB QZEZJ WEBIU HGEBT BOTOZ  ATRCK ULGAN
MGVGR GYOMJY RHNAB MXEJB YMMRT  KPBIA KUQZC
RICMA NQLJB VHIFL VICLS RISIN  UJOGE RKAWT
272 DE MLH G6340KCS 2315397 USK-99/00270

7206 h623 1330 9ok 1476 9109 6644 95kO
IIEFF EILBC ISCEO OCEWJ FMYQJ  FKQOV AGZJR
TUIE KQIWK VIOVX HWFCH HGGQWT LYIIR SXJW
AKQUI WAEYU CIXKTA GGIME TDHI  KGHYU LDEOH
HICVI LZJJC KIJMG ORDDN IZFFP  ZQMEZ UVJKL
ZUXUB XHEMRH MQXPE ROBQK LBOZV  CDXHQ YABRDV
PTAUC SZRVJ ZODUM XDGYI BTOUX  YDOAH LQHHB
AYI™ VOKXI FEUPV LUOYA QXQPQ  QOZAV KQURS
UFCYZ KQIQV PJXIE AUSIX YNIXF FPADP GQPAO
ZRENM LIOGK YIOZP LLLQC PEYAI  UCCQP DKXIK
BICXE ROYR! TPXXX IIHFF EILEC

222 DE MLE 63hOKCB 231ho6T USM-99/00271

7106 k323 1305 2750 4257 9109 66kk 8033
IIHFF AKMBC YRDOV CLUDH QIMCI  PXGEY AODCN
QUSYM BOGIA TZBAQ NXINR LXZID  EOHEC VQZAR
PUJSN 26%JA JYWHN FFEXN XRLJL, TZCEU VHOJX
YXVQA RPSRT SQUFR VBPGW FGIKQ RRMYI BIOXP
PEXHT ZURJU ZEXSF XBZCC DLJHY HCJMD WCJFE
XHUGR CICFF TAUKP UTAMZ ZXTHA  QPSXT KTHEM
YEBAT KNVEN KOBOM FGMCA OOLIU  AFYEQ NTTEC
RECOE UGAGE MICEK PPIEE AQUBL  HNKXUL SHPNH

772 DE LLZ T6hOKCS 231819T USM-99/00272
6086 hs523 1330 TT53 0889 8146 To9k 8032

I1HFF

R

CFOBC
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UZFAL
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EIKEB

QARIF
LHVCV
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RXRLU
KSCK8

JInuv

ke

CPPAH
BHOFV

L
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FSD DE YWP 5h55KCS 231631T USM-99/00273
0025 5023 1540 5161 5218 5833 b7 3627

JERJHE IDRGD STCWH FOZZW WKRIU  WQKRI MPFZJ
RUEAX PMBGZ XVEQR VZDAM NQIMX  BTCHG PMVQS
KIOTS OTRYQ MPHEZ QCZCE VRWTX  SUYOZ TGPFE
FBUCZ BEDULQ RLIPF HELCF JHEJK  IDRGD

DYO DE ZZZ 6350KCS 231629T USM-99/002Th

k132 1923 1535 gohke 86820 6hh5 7300 5816
IIEFF DFPBC YNZCY JCPJM ULFYX  SMKOU QUJTIY
YZGEF OUBWF LZTEP YORQL IGXVD  JKZCQ BEUYY
UEZFA UPIVE QZRUG PJVYZ QOYUF  YNPQT NJHFG
XBWLX 2ZSKM AJIIV INXRO AADEH  ZSPGE IQVBK
JASXT UYMBI ULOUD SCDSF EPHXN DRGKA OFFWS
VEIJW HCRGR NQRAA GAGZM ZOIZN  AZIXX IIEFF

NIO DE ZHK 2420KCS 231712T USM-99/0027T5
3550 2523 1605 6350 545 h212 8912 h82kh

SYMIG
JBDXG
JINVWY
RERVS

MSKRA
KIMER
CMIFA
FPTXE
KLREX

IAPIM
QINO
TEMFX
LNLDM
DHTIZ

BKQIP
SCIUP
WAJLO
UCRNN
KUGJA

GYPGZ
CGGRX
XGXON

PIRAD
SDIXB

AHFEW
IVMIP
YRPCD
ROQTX
LMD

WHAEF
SFKHF
RNEGA
MKIXT
FFBGG

FBG DE FPOH T6WOKCS 231524T USM-99/00276
8556 h823 1355 9oh2 3W56 B1k6 3313 TO0L

KVICC
QDEWL
BFFNC
XHPBA
YFYFY
TQBLD
NOWKH

ZHK DE RIO

DDHAA
PUFTJ
RCSYZ
ISYTA
VSXMS
XFRVS

CXIAM
WWLVP
KGFFW
BZUUA
ABHHC
MITNY
SKYLB

OVINL. FXMJV BZwWXW VWDP VGNUM
WZBBE ARAUS PYVQU YHCFY TJRZI
FYQNI RDOMF WJSEP ‘INOCD JFDII
RMJOJ IXCXE QRXPP OYFWM UAZKK
RUVBI UCQZL OGRTG NPADF ZDPMC
KIDJY YCBGT QDNMQ ARPDG QFUYV
GHOOZ XPTFT XYQUP JRABF QKGDT
4Bg5KCB 231808T USM-99/00277
2582 0023 1725 6530 0611 2124 3151 T30

EXVMY BUPJG BSGYYP JKIFS QiMCI
KZZKY OKTKT MOFXY GKVIF YXGMA
CNFMY DLXOH FZFXR HRYMR GTMDY
VMBCI PUASM VMQOO XEFLX DASIO
ZLTGU RPEQQ CZJEF QCOIKH LRNQD
BQGOF VANRYV MADNA ZJUMC QAMHK
CKUFG MJRWR WBVZC OAKJQ GNNWN

VBING
XTLQX

CHEH

1 H

SVOXA

WBYAB

SMCCZ
AZIFA

JJUAH

FUHE

L

»



109

-

REF—ID:A64556

XYR DE SPV T830KCS 231611LT USM-99/00278
8084 3293 1520 1101 1663 5086 bk 5120

EGBEG JMBDE ALJAB QTSRV VXGYM XOPXY CYCWP YKTLI NOGWHI SCPKZ
GQGRB NYRAG HSFVK WKYFP VSSYN POPSQ TEYMU QSRXG SGDZY LKGHP
DVZUO SNXDH GVVXY ILLDU ZCLZP BUCTC ODMWI CKVIS QSYCN IMQGF
JEERN PHUAS MITIA IVING JDGNF RUGMP TROMN CHAQU LGXZC QZYDQ
MQIBV OZPHA XDTNY KSKAP LZVPE SPASK GTYZD SDIRN LGYIU EGBEG
JMBDE

NIO DE FBG 6830KCS 231616T USM-99/00279
o544 9423 1505 2110 1476 T435 tgl2 4301

FFBGG UDKRQ BETEV IHNEE HBVEO OHHDI EXZKL JSBPM REVOV VRXNQ
JESTVY TQGGE JEDDM DSVAF FPUHUY KUGVA DJUUB UYABR JSFHB EXFQJ
FSNDN MQJXA EUNFJ YHDIY KONUE QLNHO DPCNS NYCXI WSAQV FUNIL
XVMYH AUNAT SDGJZ HWRUK SPT00 HSTDZ QUFHS PJTYA WWTTX VLUXA
ANQNH FFBGG UDKRQ

ZHK DE FBG 6U30KCS 231702T UsM-99/00280
9034 9523 1610 8943 8820 Th35 3151 U835

FFBGG HMTHB QKHND PBFKR JKSEC POGDN EYIMO FRMDS FCNLJ
DGBOV KSGDP WVKBK KGTZR IDQLD WKXCY YNHZY YTQGE TALUC
XPRII OQDOU EYEYI WICD QNL8Z CPAAZ KIWTQ EYVDL IGFQS MZTNO
VMFBT LDRWA TICBN BSUVK CQCMA GMBZF MEKHS JPMPF DAYID
0ZBUY TFZLU VIZXH QLYVM AMNVF NQOXX FFBGG HMTHB

3

-

WNN DE ZCA T120KCS 2316227 USM-99/00281
2050 5523 1540 9518 1871 2610 Bho8 6303

HBJBH HUXEQ ETLQA GZWAK HDIIP DOFIS ENQMY GRQED VTUCU
EAZVY YOCIE KPAKT KICOZ UDZDO BGFUG UFEHQ SEQKD YLONY
ZKUQZ DBQXM IXLLA QERIC UQEDV NAKAX UNHFO TZZUD ZDUTX
AGBNY HINYV GCIEK BEYDX YXRHA  VGGUF MVYYQ FYCLN ECSZE
QXOFB KECPT UUMLI KWKUM VDEQX LIKNV YYQNY VOGXYC WJUXF
IRZHA GSHEQ ASEWQ RICUZ YIDWY LDMIB FWUZT PUZNJ YHFRU
YJYTA HBJBE HUXEQ

i1

FHI DE FBP ToWOKCS 231T4ST USM-99/00282
Soh8 3823 1650 8943 3456 ha22 8327 5u3k

80808 12831 T6992 OTTHT 90885  2967h 3.3k 19556 95070 00562
89310 30525 TL955 69uhk 23393  TWOT8 96157 1512 32219 T9065
22913 65559 396Th 79088 52067  M31TT 36317 42930 T3353 T906%
k1979 06519 95533 13581 989716 h2322 96502 06379 O086TL
35869 93920 T29L3 96933 M7B8F 73534 67953 79738 91217 bA338
35475 73000 80808 L2831

-3

XYR DE OWN 6B50KC8 231613T USM-99/00283
9566 8723 1540 3749 6010 5095 8k 3915

JAAAT
ESBHEN
0LSGO
PPTLA

ESTLG
COREA
IMQOA
REIMX

XYR DE VLE

k7525

IXI DE XYR

28082
b13b7
1460
2221
57325
6193

43730
63382
38225
32329
4375
26323

X6 DE CUN

FFBGG
WIGKQ
MSKXB
TZZCQ
ouxYL
MZETJ
RGFGK
JLQHL

BREEI
ISNET
NUASO
DFSFC

QAICP
EUENL
0GCOH
RTESM

SNTST
ONAGK
RISDM
GTPUO

IEDNA
QLPOT
TYONV
NERVS

FPEST
ERAQU
UNTWO
ENGEN

6750KCS 231T05T USM-99/00284
2067 2823 1550 6350 3456 1260 Bhbk 5137

33275

11525

58212
62905
24282
80505
07237

31265
29953
n366
01851
00185

202k0
02275
20212
2254
60165

60T0KC8 231612T USM-99/00285
2536 5623 1535 0120 1871 86h1 2611 5523

82251
o821k
11957
15870
50046

28200

1k513
11423

59827
36094
18541
3295

95795
3730

obok2

55218

21223 3490

41348
02161
6The3

3
T54Lh
19112
32862

h265KCS 231T54T USM-99/00286
k522 2823 1650 81k0 2664 TTHL 8156 TiML

QUWPY
LONGN
OVLZY
DEQFO
BCSRN
WDKNI
WVFTR

UOUKC
LFRWZ
NUCIV
HTBGX
NITIM
uQrIo
0IGUH

HIMIR
O0SVOH
MQRAZ
PYTBC
QLIV
VDETS
RASIV

IZTYA
TZ8MY
FEQZQ
BOYDL
X1888
GLDCO
FUUTN

QKCFY
DQRMI
COFEI
HBNFB
GIESZ
ROHRS
HEDGB

VRTTI
NKFIH

JAAAS

ODOFA

ESTIG

28484
T5h98

84615

1058k 68486
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VXI DE FAX TT20KCS 231658T USM-99/00287
6062 2123 1115 9942 3456 TT4L 3070 912k

EGBGE
UXEWU
SLYHR
YIIBO
BMOCP
NPJI
WQUCR
YYIFE
QBUTV
KOZKW

URYNY
KRIRI
OWHDI
WCANU

EEL

YKO2K
IZPTR
BUTY
YBLKE
IFIXE
Iy
SXYTN
IYPPO
IQOUSE

MUIUS
HCKUE
LYQZK
FSVAL
JUXFD
YIMEG
QAIMT
THBAN
PIQFE

ANRTY
ONISG
EFSKE
FDYBRE
OBGKA
VIENE
O0XQMU
ENJTU
IKTNI

GFE DE FZX TT720KC8 2317237 UBM-99/00288

3062 2723 1610 6350 356 TThL 6Th3 5628
DCOCD AVGLE JOFRX ZKZVR YMHGR  LFGIK JLPSK
BAYXC DXMUN FCHRO NEOCK IXMJGA CIZUU EHZVO
BLLFO ILZKE CPAJO DRUTU OQIUV TPTYA QHBIM
RQFID OVECS XIMIL YETIS YECZS LXOPX HKBUB
UFQIB PIGGR GQFDAF DQGET GSJXY  VWXYT WCEWA
MGGCD CPTRO KBADO RCXXX DCGCD  AVGLE

XIG DE WNF S5h55KCS 2317427 UBM-99/00289

5585 5323 1630 2110 3456 5833 8156 8018

FFBGG
JCKNA
ABUUO
EJUP
GHPUZ
KUARA
QIFZP
EGEJK

BJKDJ
LIIOA
YPIRP
XXREG
TXVIU
GEZUI
SMYHB
HVAUI

RBY DE NVT

DCGDC
VRUFP
JYNFC
AVEKH
RFHOR

DEOFB
FEYZE
JFIRY
ECMVX
DCGDC

MIFXK
QQBAV
JFKIT
Z08DD
YLNEB
AXUJAB
YLPEK
PJTEB

CNKUK

JHYYJ

VEKJVY
XIYLS
DJLVY
GLSVP
GLJHY
YFGVP
EFVCA
UGKTF

TYIQB
KKUOM
HVMWJH
NHLNY
UAHOA
RZHLP
SYSEK
CGNOG

63%0KC8  231602T UBM-99/00290
5076 5023 1520 9329 kogk T525 5726 4329

LMAUR
AFBKL
CKCEB
YJGOF
DROFB

PRYRS
LESXW
IMUSE
WINAB

JAMNZ
CLENW
TBWIO
BVNDI

JRZRM
JGEIX
JTYQS
ZAYFU

BADQE
IIKNL
OJRXS
ATRZ

IQzZ0Q

WITIK
WANLY

Voovg
FRGLY

IIMVK
Szove
ULVCO
CTXX

XABNQ
MCYCO

NZAHE
Y1

YITD
ANEMO

TEDCA

DIFMM
WIAWNK
ZYWRM

IMPIN

ACHAV

MIZIA
PXPS1

OBTFJ

CUN D& WNN T290KCS 231ToWT UsM-99/002y1
3515 5123 1600 2750 5445 5680 2396 6410

FFBGG
YLKWB
BSIZPL
WWSSG
IMEXG
AMBFD
ZiIKR

BHCSF
SYLCGN
SRICP
BUYKN
CWOHX
TEDKF
GAIXX

INT DE WP

AEFEA
UKWQA
RWEQN
EZRPA
KDAGP
IRNDA
OJUEQ
UCFZY
LNOIW

FAFPL
KCBAE
BAPMM
TLOCX
HOBAG
GPFS0Q
CUXAZ
PKJUH
KOWGC

MRS DE ZCA

EDIED
NNUEI
TPMND
QUZCG
JZRIW

JLPHE
EDBVD
EONQG
RYEBC
YSFVG

UBT DE YWP

AEFEA
YCLRU
UPOFU
BGOCU
NBOPB

2ICVX
DTEMT
INEVL
EDQSU
IRGGG
HNOPE
FFBGG

BiLIF
KYNZD
QEXJII
AZH
QRVAP
IETKZ
BHCEF

GLFMG
KPSER
JOXEM
ILLEF
GOGSH
ZDJKK

FUNSQ
DROUQ
JTAFR
MLONS
IWQSB
ICIIW

S455KCS  2317SHT  UBM-99/00292
9075 3123 11k5 550k 8820 5833 1397 9010

IFSWA
LRUZP
OFBLU
EHURW
ELUDE
HFOMT'
OQNLE
QVANK
YRTBU

RPLIF
NUWIS
OYHIP

SFAFP
A0IGO

KYLTP
MIVIY
KAYMP
UEBUA
RIASW
GORIT
LILXK
LTQYH
HUXEB

EBSFY
THUXE
YERFU
CBEFL
OLFEE
LRULA
YLTHA
ZRIAS
OMPQL

BUOSKCS 23LTWAT USM-99/00293
1070 6423 1700 5161 hoohk 9523 2594 Lh21

XRXBV
QKASD
ZPDQV
VHBYG
EDIED

DRAVD
ZV10B
HDCXV
KJINS
JLPHE

RZACE
CRMKB
JBBCB
SVORH

YSOBEN
ZAVMR
IXYXL
NPQUZ

EDNET
ENAMS
XTTXQ
KEOVX

T290KCS 23160KT USM-99/00294
1035 4723 1520 0120 3698 5833 9803 W3

IPHRE
QCUYB
ELACA
CRUEU
AEFEA

BUVIK
PYANM
MDMOT
ZIPKF
GUVES

BHIDN
UEQLI
FBYBC
UCHZE

NUERF
CPBYB
DAGEV
TSFUC

IDLVI
CVABY
IGBLO
HHAFR

XNTYU
XWVCC
NAKUG

FYscQ
NHEOS

PTHIF
WUMFT

VIYTP
KOIWH

OYBSI

IUSUL

MUTNF
XUIWH
XKOVA

KEIOK
XNFAG

TCNFV
MM

NTUUM
YANFE

YOWCA

DEBIN

DEGOQ
BSHID

QNBUA
FAFPL

NXAGT
KGNTC
CLZM

TAZVD
ZGWIR
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REF IDTA6455%6

INJ DE WP T290KCS 231719T USM-99/00295
9035 5223 1610 0121 7263 5633 1397 T310

KQZKL
DVXoC

MUEQH
VGDIT
CYTVQ
DLEUT
VYDVC
AEFEA

EOU DE WP

AEFEA
UIODA
WXYAU
OFSDE
TLING
AQGDA
BSULB
IRNKA
KNAQG

PAFFL

NVT DE RBU

DCGDC
HYvzv
ABTHL
8L
DBAYX

ITXCG
OISIW
ECKDG
CERQH
WYICD

ZCA DE WNN

HBJBH
UXEVA
YPUKX
YHICY
VNUCP
EHQLA
KZOHE
YQuY

‘ L4

TAYUQ
CZQIN
HUXEV
™YY
TUSKK
QERIC
JYYFF
YFOYK

——— . e e A - .

IFSWA
YQEPG
AVGDX
ZKOZK
EPGNO
QBYBC
YIVFA
KOZKL

8CYTV

KYLTH
OHKYE
MOFSD
CMKOV
LIFSWH
LBKYL
XAVEG

ADPEU
YXAFE
EGOKO
FX0CY
EAXHE
THADP
UVBHE

T290KCS 2315167 USM-99/00296
8045 3123 11k5 6350 9058 5833 1793 8510

IFSWA
VHOXL.
AIVLY
LMAQF
OBIPE
MBUWY
OHYXA
IRICU
YLTXX

RFLIF
WIVRD
ZIPAN
CETZV
BSCAM
KYLTD
BAGOH
NYZLN
AEFEA

8KOZK
AGPLI
EDOXC
IYIWE
TBYKL
AIRZE
PKOWG
YZL5U
FAFPL

KYLTR
ERWEQ
BARMS
URSQK
DAGRW
XWROR
TOIBS
ZPMOF

ITLRU
NVUvo
ULBZA
BLUOY
IRREI
HBAYR
ULBZA
SDEFN

6620KCB 231623 USM-99/00297
6598 0023 1550 1523 4606 1080 2198 5028

1Z2D6Q
GOORJ
LOXHG
RYLKN
BAIWY

USYLU
QIUXM
PKXZ8
VVACC
YRIMV

LIYKB
VLXK

M3
ZREG

JHQOV
SBELJ
UQEVA
M3sKY
THGVV

7280KCS 2317197 USM-99/00298
952 9723 1605 9942 T263 U717 1081 7818

YIGFE
DPUKX
AZIY
FPUKX
IQBJY
UBUFR
AFEGU
FPUKX

TBHUX
GYKIW

HELE

EVACZ
AAYBA
XJXYF
ACZHY
BVACZ
USKGE
CGOGO
AFDRY

RICUN
VEBUP
RANGB
QIFUK
GYKPP
MVFEU
BUXEV
noxx

YEW1
AVEBU

GDXF1

QLVBA

LINUK

VGYB
ROSIC

TAYUQ

MVIPK
OVFFA
UVYBT
TZAXI

PTUSK
AVBSI

YVJY

SULBK

EQHAV
PUMIQ

KPGGP

ANQIR
ITXCG

MXU DE 61T0KCS 231603T USM-99/00299
5525 0323 1515 550k 7803 6977 2559 Lh20

DCoCD
GQDKS
IBJZR
AIESB
YWITR

NTIQX
GFIJQ
PFNOC
BUXLU
BZTOH

SFV DE FHI

DJDJD
ONGTE
TPAIS
OAUME
WWAMK
IAXLE

SALFZ
KEBAN
GAZKH
ETSAH
QUOCE
FTSAH

CUO DE MKR

IIHFF
GUBIN
OFVFC
NLIGT
OMGQP

EKNBC
GSUSG
TXUHV
LHSDA
FEEOX

TVLHB
BORDA
LWNZG
KGOBS
NTIQX

SJBPG
ECPAC
QGKPZ
RQERJ

QUVB
BLQRP
JB1JS
LSKTN

JKGSV
DACHK
DEGSV
ORJKH

T510KCS 231TOUT UBM-99/00300
7596 2623 1610 89%3 7603 6869 5320 S5Thh

IAYHU
TFAIS
QENWU
CJUEN
AMXBY
CJIBM

HPFOM
GAZKH
LEBJUP
QIIGX
MRJIB
FAFFJ

BQYPC
QENDU
ocYTV
YGACY
MLYCM
ISCXX

IBMFO
AKOZK
YQIJ1
1J1IsC
YICRU
SALFZ

6355KC8 231733T USM-99/00301
605 6223 1655 3731 0611 3222 Trhe bbbk

USYYL
NZBOR
JYGYG
YXDLV
IINFF

KTEFE
TIRUY
FQOSK
RINFR
EXNBC

YXIEG
SSFLB
MBNLP
ZFAIH

FKQIP
HIHEG
OGHJL
OKGEM

KYXVC
JJHQE
MGIRG
QGLIF

MLE DE DYO 6260KCS 231612T USM-99/00302
4538 5h23 1430 2750 3456 9TH9 2198 6h35

IIHFF
DQVPA
ZFXJU
BBQEC
SCETO
BVECP
RAYQG

EHOBC
SCREZ
LBMUO
NIFIO
TQHRR
HNIWX

272z DE DYO

IIHFF
TRECZ
OMIVZ
SHMKI
NHDUX
AGFFX
VIXCV
NDKGR

DKPBC
AIYRQ
WIGMP
LETLD
ZTEWU
STIVX
NKKLI
Q000X

CTQIF
QFRYQ
KPXai
ZGBLA
RiBJK
MRIMH
ot g

UTLBL
ITWXH
BWTOZ
RQTBY
ALMMB
EYMKD
EHOBC

WIUUR
DEBSC
SYROW
WIHUJ
VAKGH
OPKYK

JINID
Fucpz
CXFLK
CUNJIX
VCWNT
RWJCN

6260KCS 231602T USM-99/00303
5108 5323 1420 6530 2664 5815 TO9% The9

XVRPJ
AFYZY
WGFRG
QOROP
AAPKO
DIXGJ
WFNEG
IIHFF

CKGJG
VQJIDR
BBJDB
RUSZU
HHNTL
FRWDE

UOYFL
DKFBC

ERRXV
WQVSK
STXBT
YKBZK
SQQCP
OYVIR
SAILZ

XGESL
JIAMM
ZPAEB
DMVWN
QXRIV
PLIMU
DBVVT

JLGFU
QIDEX
VTPAW
VEFRS
RGXYK
ZQXSE
IREGB

waMGP

ZFFYN

SCBAN

FHRQR

AFPJL
AISGA

IFYYIQ
KGJVQ

IWNCLB
HCMRQ

YIUOR

i

1

FSUQM
RuzZQe

4
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REEF _ID:A64556 ..

227 DE MLE 634OKCS 231612T USM-99/0030h

7216 4623 1330 9942 1h76 9109 664k 9920
IIRFF BYQEC CISCG KOWSA WDQOO  KOJVH TDOXP
KEYQV GQHBU LKLSF TAZRE HULLY KBUBW BDIRA
ZRIJZ. SZEZX WZPMI GQRICQ CNHIM  XTFPX ZROIG
NDFRY KNHEDC WOGRGZ AQUKU OIWUI  GWVSJ ZHNPZ
HQFH UJEYD GCVET XEMXO SFKKQ  WXUYX UYVZA
ULCXK IPZYJ UPEWZ CDNBC UZBOY  IHUSS RIMTT
FJNBQ EZKAX KUJBA THNE DDXHET QOCEF NPFUV
XCPRG DINEL EPHUC WJVEJ GODKGK  TQBCN CCSNG
VJZOD UMXDG YMRPB SPNRI KFPBQ  SLHGA FCEIC
PAJZP SEBUU YMRFX ZHHQY RMSAJ  AKCDE SKXXX

MLE DE LLZ

EWREA
GKKVD
ZNLB1
GDLVQ
ZNLKO
HIUUK

DHNEBC
QHAGC
TXSKB
QAMXB

HRRZPR
EIUGA

M™T DE VXI

CCFI1

MPFUT
GQUTR
WKL
PPINLE
RFFCY
OXRLN
Jsxzv

OAL DE XTIG

L

TEMOKCS 2316137 UBM-99/00305
1526 Sk23 1500 8ako 7803 1639 3485 7TOML

DESQL
BVSQL
LXTUS
PPMEL
GCBAL

HBEMT
VHQEZ
WnQ
DXTF
1HGEM
BHDDX
Koy

WOGPA
JNULO
FUBPN
UCIQH
HDEY1
UzZcHrP

IMPEQ
‘NDIC
XACYH
WLGE
TZPGA
QT
QGPGU

BIJAK
JKUSI
KWSYX
WXAGC
EIQIP
ICTLY
UQAUU

R165KC8 2317127 USM-99/00306
7017 5323 1600 3731 2664 6940 2620 T5L4

AXBAD
GOPSL

IKADF
VIV
FPXLP
HCPF.

A
EPISQ
KZTVN

PEXIS
KGKTP
YPEXM
UKTYL
FOLLP
LZEGU
212
WNGRV

CBAVF
CZKGL
AXVOK
XS8BOK
CVDKV
YT8ZM
QiMLD

7990KCS 2316267 UBM-99/00307
5096 7323 1510 8943 ka57 5653 9038 6233

MVHGU
DEJNU
BIVAT
WBKYO
LIUGZ
HXSHS

DRCFS
FBIJJ
XWDRY

TEJFPB
LGTAY
FLELO

IWHIS
LRLEH
XVMIT
POG¢G
JNJINL
TBDQK

ARKRU
WFJDO
EELQS
MENDQ
RSWFA
YGRNN

WJDEE

DVZCA
PAVCD
ALNOD

QV0BZ

Z7THKG

ZICTP
FDHKW
KCAMO

QHFJU

QPQYO
XCDPL
EUXMG
CTATN
WSBDY

PZFNP

TNQFR
WITRK

IIHFF

SYXAY
RACFY

JEEEER

UCSZR

HHEE

i

WICT
ABTRJ
SQNYO
JQTVW
SCWGL

“

HDG DE BWO 7T990KC8 231642T USM-99/00308
1086 TT23 1600 1101 8423 3565 6707 M4had

CFIFC
TNVCI
AZEZY
OHBJE
YXATS

BEYDL
HNHAY
MABUS
YEWAL
POAFX

RBU DE OAL

YHRCU
KsuIz
UNDHIL
GNULX
CFIFC

QIZEZ
FIQXN
TCSIN
KYHQK
BEYDL

YPIEU
10CDY
FZ18Q
UEORI

DOGMC
YBCAU
HAGSH
XPFEI

ERXJR
BXERP
‘HURY
RSUND

3910KCS 231916T USM-99/00309
1534 k223 1825 9329 k257 5158 6824 5014

FFBGG BSAEE GPXBR YDYYQ YYINR  BOAXK XNDDJ
GAZSG UYUKQ PQMGJ YRMQI DEIYF  ANGAP ALGOW
DHPOH BIMNC QETMU STNYW FMBSD  LRIRY HDGID
DUOES YGJMUJ RLCRQ IHZIM PEUCO  MDHYI ROBLK
CHAWK DANUU ATEJA FKTEJ WEQER  XGIVX YKXPH
X6 DE OAL K795KC8 231834T USM-99/00310

6084 3923 1Th5 81k0 2664 5158 3557 5608
FFBGG YOKFB EFZWB EIREN CTVSS  JPGEW TXNYF
BFCCF BYSMN QDANN UDHHI MTHIQ  NTLRX ESTHR
FVQZA FYENG YIVUO LBFFS YAJEO  QRLLT RIRWG
ZZXWB KFHLE ELNIQ MSJAQ SYMTR  EBEQCP QSUHE
0ZDSS JXCRY PQWF EIGXX MNRJBC  WMVZS MKLDX
BCEIU UGFUA XKVIK WEXXX FFBGG  YSKPB

B0 DE HDG 5045KCS 231802T USM-99/00311

8583 ho23 1655 2750 3W56 9Uh5 6156 6143

CFIFC GIKSQ ENEZU VRCOP TJAOA  POOCX OIEWU
UCOWU BVMES GVIOI DOEKX YUOXU  ZIWUB VVEQM
GMUYK WUBVK OCNVI OIDOE KXYUO  XUZWW UBVWY
UCOJA OAMUK VQOBR FEVDC YIVKO  ZKGYK PMOHU
SWEVL JAOAP 00CXO IEBET YGOGO  MAEUF AFPHI
ADAFO OCXOI BSEYS HAWHW AHFMU  COMAE UQEDV
GIXSQ

BWO DE HDG 3200KCS 231930T USM-99/00312

8503 4223 1805 2110 266k 91k5 8156 7933
DCGCD CMBKA GCZGP IEMBA NIDXM  PJKDC BHAPA
LVFZY MICDC GIWTI TMVCO XECES  RCWNK OUARG
GOZYW YGGVZ QXCEY FEWTT MJLOO  UBELQ JOMGQ
DDIHI ZzFCW MMCBB VXCKE ZTBRG  JNXNJ IVGWX
ZUEBT NMWJJ OBCCC VKLBZ YCGKR  QYGDA ZABWF
EAKGI AZHON SIMRO BVMPY YWDCP  RGX0X VBHUK
EUEKS BFRWD WZZNS FWUQU RAUDI  RAKIT VNSDI
TVKQA NILOI QHEVN RWZGJ LIORL JHCZF QCXXX

TBZYU
ZIWUs

KACQN

UPGNI
TVICH

QZAFJ
MCIUV

MQGIF
OLZVD

DZILI
I0CDY

VAMYL
CWDFC

UBVNE
YYFCA

YEWTE
AZBUC

STCPA
BSHTZ

RUODL
COJAD
CAUBY

OAVQE
NDASW
YOVOW
VRYRN

WAHPM
UBGIK

CFIFC
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PSD DE MKP L4925KCS 231616T USM-94/00313

3026 2623 1830 992 0611 6625 1243 o2l
9044 28613

95459

65982
82107

GKW DE MKP

50505
27059
5772

73738
88531
86057
96573
80698
91759
60983

17376
09397

b 77529

15799
9696

BWO DE AIO
9564 8123 1730 2750 4257 hlho 6156 3133

CFIFC
AAVTI
XHUIQ
DUCGM

84285
93672
oh233
21071
hoko
65757
oLk
31047
00192

24064
41901
02364
13269
28406
21079
68291
45124
95459

3194
16095
54732

T

h6olT
81243
70042
98090
12949
0lk23
b5T72

JW4OKCS 23194TT USM-99/00314
2066 2623 1830 2750 YOSk 6625 9399 9632

89111
96573

89159
9680

6479
97479
3973
96573

2240KCS  231845T UBM-99/00315

DUCGM OXKS0 GYTYM CWEOL
AUMAE UCUMP JAOAR AUOHY
FUWBK EXWZO SFZOU RPUFC Z0SPB YYZJE

FUWBN
RXJAQ

I0CMO
AVIOI

FHI DE XYR 2310KCS 231856T USM-99/00316
5536 6023 1810 8943 8820 8okL 8327 k625

DIJD
uvYu
WLENA
ISCGU
CTEGB

TIGAJ
NQVYT
TOVoS
PVPIL
TIGAS

TASIQ
SEDXD
RCGEO
HADFX
TPXXX

IMAGH
UQUF1
XKORB
ARQTI
DIIJD

TINFQ
XEXER
WADBC
MFSED
TIGAS

ULZVY
PGITR
ESYF1
XOUuQu

Je0u7
61949

O4gks5
60019

92821

CPQO0
DIYEP

GALVG
ZGPIZ

86414
8olB1
h23

lohl
25673

REF ID:ZX6455¢6

517h5
65131
84667

28428

o0l 12825

T
07936

03373
80kTT

UPCSA
STURI

XDUQU

YQIPA

1hok1

7940k
12975
91969
95919
09897
79638
brr52

OIWUD
CFIFC

KIVGC

JUQYJ
TLJ1S

OWN DE XYR 5615KCS 231813T USM-99/0031T
1026 5823 1700 9942 5kks B6h1 3872 6643

JAAAT
ESILS
NRRNT
SQTEP
HTTEF
AITAO
TASNS

EHBED
MPHAR
FES0G
WELI
RICEO
HENMSO

TPY DE BWO

CFIFC
EKWXA
QCAUB
AQTWU
FWENK
UTBSU

ZAIIZ
HMHYQ
TIAUM
DXDUV
KYHQV
HDBYR

RIS DE NW

FFBGG
TSBKQ
KGKSU
HKJAL
BCLYG
BJEWH
VLOKJ
LOTRL
RLDYS

ZNTPM
BOCGU
FZEDP
ITUDK
ELKTB
WRREZ
HBHRH
AHNNK
CDIJ

POE DE FEG

FFBGG
USPUK
PECCT
EYJZY
BAYLG

LDHSO
RZKBV
KOGMT
BYVKK
YLRXU

DASLT
ANOSE
NASBU
OANRM
OBANC
UIHSO
ATDOP

COIEO
‘TUREI
UDATN
ENEDD
ETFTE
ADETY
CNITM

JAAAS

DMCST

QIROA
NBTCR
ENTHO
TESSP
HRAEF

ANI1
AGTHE
DIRTD
CES00
LELOS
AHDCR

3990KCS 231922T USM-99/00318
2086 T923 1830 9ghe TR63 3565 9TL3 592

UVRSA
WQEDV
AEUBA
ZBAQW
I0IDI
SMARU

AVNUK
WACAM
NHMEE
4IWUS
YEPUP
QOIYR

vDuos
ABUCA
TRIMD
UNDWU
CSAOL
QSIHU

KYHQZ
YFSET
WYEXK
LEQOO
WUDXS
TAWUL

AHHJO
NJYIPZ
YGIWU
DSEY8
QLCCA
EPOAP

5950KCS 2318027 USM-99/00319
8095 6423 1705 5161 6010 3222 1603 8725

VISPV
NBBIQ
PRTFN
MIRGH
AGSMX
PZSKA
QZKAC
2XQYQ
ESWW

dERATEREE

TXLDD
PSUAQ
TTSEL
AEFDM
CNCZW
NUKNK
NHERG
LRUNY
ZNTPH

2910KC5 231956T UBM-99/00320
2115 0823 184 3731 2664 T165 4ho3 WT26

YPEED
HHBUL
ZZBIY
OQBTZ
VIMDR

JALFU
EYEPK
DBONW
ZYCRS
XIORY

J35EE
L

TUJUX
AGKQS
GOOYM
URXCQ
LDHBO

CT8T8
EEICD
LELIID

NAWNX
BYVIO

CFIFC

JQFTF

THZWI
YAHAE

VQIRN

HRINT
BOADP

YUQZY
IDIYE

NPYUG
ZAIIZ

ROINM
DCQNB
FWMOR

BFPJV
FUGIR

EDINN

XNTEE
GUTIT

UPJUH
PUPCS

L)

— o
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VLI DE YEC 3B75KCS 231925T USM-99/00321
2101 5123 1815 9518 8423 0027 3061 9125

DDHAA UGZLZ BCHSB OCYSA VIXUT  NIVZC EPNPU
RXPJT GSDKF IKXON MYGHQ QSHQR  YKSSD TAFXR
LIJRE URQMA WONYO VEXUT DDLIX RDDIV OUZIT
EEOTV QUFSH RFINO HRQGKD VMNBH  FPXIIB WJMSB
GEPNC EXVES OFBTZ FAIGQ EZWXX  OCOQM BAXRB
ZXKFK EOMHI EZLTO AXPCE QOEQG  ICHWQ SMVLZ
SKNDY SBOJH QVYZH YIMVG PMOWU  LCEQA RLNDU
ATEVC LBSOZ GFIPH UHFAX WEUEO  MNCZL MAULV
UYUDT DQILJ XUXIC OMEAQ GEKZA  NJDZM YOSFO
UGZLZ

WNN DE ZCA 3160KC8 2319107 USM-99/00322

2070 6723 1830 2750 SWAS 2610 Bho8 ke23
HBJBH FONCW AWUHR QASEW QQEZR  NYXIF ETBFU
EIZCY SULIN 2XO0ZK QINDF AFPGU  FMBAR XWYXQ
ULINZ XOCYQ INDGY KPGUF MNEBUK  WYXQK UMVTI
APRGY KPKOZ KGUMM GYOIW YXQCY  SULIN ZQIND
HBJBH FONCW

MXU DE ZCA 3160KCS 23190kT USN-99/00323

3060 6123 1635 2110 7803 2610 2558 6303

HBJBH
IEKFA

HELE

KIXIC

QZMAK
DQBGP

ERdk

HDITP

UQEDV
AvVOoGU
XLIKW
BUCTY

E
R

BIQFI
ZPUZR
UNiFO
QFYGL
YVGXY
IGOFW

5265KCS 231622T USM-99/0032h
8078 oh23 1TI5 9329 8hke3 1918 8219 6828

IQOXT

SXADC
INSPA
ZMORD
IINDO
IFUMR
OHSTO

PMZAZ
JYHPN
BIQUZ
SOFXP
DITIB

VIEZN
TEBON

LER
G

DOIO8

UZQN1
ZTYX0
ECRRA
AFYBO
ONEKA
VZAIL
DAEAD

CSIQY
UZNEC

AVNCK

WUZTR

CWJUX
ROSIR

aDDGs
YVFIH
TNKSH
IDEAT

AGVTF
QBNY
YKBGM
ARDJP
DDHAA

RES

g3

WQXOF
QIRZH
RYJXT

L

=~

FMr DE GFH 5235KCS 231829T UEM-99/00325

6521 9123 1T50 3731 5hb5 B99T 2620 U616
DCGCD TOVCT OLEVN RUTYN JCNMK ZHHEGD PYUPG
PSHBE HJSZN HMRCZ TIQJJ EFOJE WVZE NJUFL
QFNIM HBWXBH OVRGX TFZICP ERJLFL ZIWFR XCPKG
EVHOF VFDYY BTFGS CBABP AXNEK KIFUV ARPWVY
SVGZP KJDAI OWMVG ILXXX DCGCD TOVCT

MLE DE DYO 210UKCS 231y36T USM-99/00326
ksk8 5623 1700 6530 Sh45 5815 k259 553k

IIHFF
YTVRH
KLDCB
TUHXE
XPEWA
FNSHH

CJNBC
HINSC
SIBXA
UICSU
INEOX
VI2GB

ZZ. DE DYO

IIHFF
MIFXS
AKLUO
OQTDD
UooMy
JEUKQ
QVIMQ
XJDHE

BHQBRC
HQTLD

FFEGG
WU
KYYKC
FYYOA
GRF88
FFBGG

MUPBA
TCEAI
KPGLC
DVQMT
CGNYP
MUFBA

IVMSO
LSBZT
XL
FXKQG
BCVQG
QURXH

KMOLI
GDDGM
EJQpO
AXABD
LMYV
I1IHFF

WKNSR
SHXPS
MIYJIG
YRKPC
TROUZ

ELBNK
YGLKW
KVUYI
IOXGF
NEIUF

2100KCS 231910T UsM-99/00327
5118 5723 1625 3731 U257 9749 66k 7640

YJXAF
KzQpH
VIMCC

JVZPY
VVXER
QUOAX
ZDYKW

OHGKR
IBFIR
YEGKP
VHCUJ
HQYCOo
UKXAA
AFBCR
WDNZX

QHCZU
BVHPE
LFENN
12X8zZ
BAXV
YBTTV
QKVIR
IIEFF

WLAMV
XOBOM
0XCcDz
KVUKU
SYYOR
YLBJV
KCIUO
BHQBC

AEIVV
HHFYN
JIJRV
vucxz
BHFJQ
CMDXI
KFCOD

3875KCS 231936T USM-99/00328
3031 5323 1850 4775 kook 2511 9939 5235

XACTV
CQJoD
LMTNG
PSHW
AEEED

MIGMK
LHQEU
LDRCW
VAIGR
GXSZP

DJCBO
WMFPK
ZZYN
DVX00
MGSHA

PNYUE
JLASH
BIVIP
FUWNT
DWRXT

AQMBQ
MYUGK
VHAUU
4TAGQ
GAXSE

BIOUX
UHHPA

HBVLE

IKICP
GVYJJ
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REF IDTA64556

DYO DE LLZ Ug65KCS 231824T USM-99/00329
5516 5923 1715 5161 3644 8146 3917 Ten

IIHFF AGLBC NZOOB MQQUU CSMPU  HWIUO PSQPO
ISTJO DUZLD YCEFR GPTNE WYEW  IPAAR UUVHU
MAYQN KMIPK UIAYV XWMEK QEFRM  TINCW FRJSDZ
CREZP EIRSQ CUNBJ KJTJL KXVCA  XZSAP BZBAR
MVCTU NMQTK CBSLO PTEZU NCDKA  CWRYI EBPID
TDRVE LEOYO NBWEM KATWW ORBDK  GZTDR AJKZZ
TTRZX MINIH ZFAOF XLPRR QXUMQ  HGGAN ELOJK
IIHFF AGLBC

WPK DE NVT S59%5KCS 2319027 USM-99/00330

00k6 5423 1815 37h9 5218 7525 k259 5820
JEBJB GQICE GQZATN KOBAC LYVFP CIYPR HBKFP
WICSG BEYCE VBIGM ATEIV JRDXX  ICWFY DFXLC
ZJESV XCAFF IZVRG MRMAA YMFBQ  SKFZD GFZGM
KTANF ZYVHP TXZER QFLDF XMNCF  BICEG JGVDG
DOSTL LLQGE KBHKD VMMSK BEVPU  UGAXH WGJWE
X0TBO WDMYS GFIQU DFDGB SPFOP  FZNIZ JEBJB
WHN DE MXU 2700KCS 232026T USM-99/00331

3526 5823 1935 6350 3456 6616 8408 5821
DCGCD NJMIQ UTOHV QNMCB LYCRR  BCGJD FFLET
ZXEZA JOJJO OWPCA JZFJI MQNQB  DNYBE FZLLY
WCYAZ VXROB TAENB SZCGF TIPSL  YBBGK EDMBS
OYTGK CRMTA FMKIG KCNZD QSZDY  LIJKX TEPEY
IRII WBKWI SCIXT EQANK IESTG  PTHOU GXYW2
MYBYT PCABY GSVEB ZBYAL ZJCVO  KYRKX DCGCD
YRG DE XYB 2315KC8 2320247 USM-99/00332

505k 2023 19%5 2110 5845 U357 1180 5909

LIEGZ
EMsoF
UOWBQ
KJVYY
WITXB

XYR DE SFV

DCGCD
XZTOA
HLNFX
QNENB
KGNHD
UKXQK

XKVMD
JCJUR
1INFE
MBXZ1,
BTELA
OSDKV

HSTHM
PVKBQ
TRFFR
JSODP
UQRLU
VEBTY

HDXYA
NNCZM
MBIV
GYRHU
KCRNL

DHFGM
TSZBI
OQGFD
DAHHP
VLISH
FDNPQ

3910KC8 232023T USM-99/00333
8104 b523 1910 9942 3456 5086 Bhuh 5534

GAQL
XSRZC
UCHDD
JEKTX
IFQVA
DCGCD

XUETZ
BOEQA
2Z8KSY
VXGEL
AMNZH
AQZSQ

VIXSY
INWCU
UUKYQ
SXDEO
OPSDJ

BYRMT
RKGKH
NGUYJ
DXSFT
VAKLB

ULFJO

:

XKGPT

B

ABVBT
8BCTS

JYCFM
TQGUA

YQUDY
DUOYA

JNFJH

SHCOU
GYJoo

PMr DE FZX 3760KCS 232114T USM-99/0033%
5072 3023 2000 550k hasST TThL 2620 6332

EGBGE NUWIN YKCDO QVKOZ KHIZI  HIZID IPMIU
YDOIXY ZEQH WMUIU WICYC AZGQI  QGROW NFUFL
IMZYI MODQR UWMVO ICXYT KNPEBS  MEFUQ UVKME
IGCQY VLJIC NDIFM VAPMD IFMPA FFXAB ACYTV
PMUIU DYBRW OIDBE BGHIR ADIFM  WOGBZ ENMDI
IVIVO GBXYE VDIPM MUIUX OCYXI  TQFYY CRYRF
GOOXX EGBGE NUWIV

HZY DE MKP 3440KCS 232057TT USM-99/00335

5066 2623 1830 1120 T263 6625 6473 0Lk
ECHCE FOAOS MBEDN CNHII XRSRO  NVNNR ESST™
AETOR GEEET DAEED HYPRS MNMCTI  LDAEE OLOOO
SSPIU TREGD MIMCA UHDAD TPEGE OETAE PAEIE
ANEEP AAODM SVRAN TITIM SFAOL  DSLBC INCSI
LEKLF CAIAA ROPOE OCWIA OEOIE TNNCE EDIOO
VNGNA GILTE INODT UTURV SIITO CDEEN MLSTR
KNHIK EAICO CVNTE OTSRD IFGNH  ONOET IIENP
VIE DE XYR 2310KCS 232106T USM-99/00336

60l 6223 2020 6530 1476 686kl TIST 3323

INHAI PM/MQ  RRNHE DAOIE
TOUSN EDRAS TOUTR FWARO
OITRT TJVEO MCZTU RNSSP

POH DE NIO

FFBGG
XPESZ
BCNFE
DOHER
MZRBB
EODMG
BWRLD

TGHLN
HRURY
OCIOK
EXNYY
CHHMO
WIING
RIYMQ

FBG DE NIO

»

MSJQC
QIBAQ
INCUU
CQULY
SEJNO
CQZVR

LEAHN
UURAV
EBOSD
TROHO

2250KC8 232013T USM-99/00337
1092 0223 1840 0121 2664 2124 5%%2 6501

ZEHDO
CLTW
acw
IXTT
Jsvav

QZOGY
DCZVE

IRMRW
ARYPA
FRLNE
UKRJO
NRZFZ
HOUEO
FFBGG

FZULL
MSEMS
DIX8J
GGPJK
MIGHF
FBWJZ
TGHLN

KHAHU
QZEUD
ULTRK
WRNHY
‘IRPIG

2250KCS 232106T USM-99/00338
8052 0323 1810 1561 Bh23 2124 3313 60k9

TYGNK
KRUJS
DHCHD
WPKZK
ENJIM
IERAC

LPINE
Kazqr
P18SD
MDKFO
RPJQN
SRYHX

ONQHF
DXAKN
QFABI
XPTQ
PBUJY
XVAUX

SYXIT
YOFPY
LOWGK
BURKL
DKHOD
RCKIV

HHIE

HiH
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ITLFX
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J3EREE

RIRIT

i1
BARaEE

HHH

ADHFI

gﬂg

HOHVV
EYJDF

B

NZSST
M5JQC




POE DE ZHK 2420KCS 232113T USM-99/00339
3100 3223 1950 550k 266k k212 S92 7033

DDBAA ADEXU VXMAT XMILO BQXXQ  NKDLQ LBONY
GEIWI KZMHN CHZEF NHQAP RQUKN  PYFOQ ‘MNLET
EQPDA WZZXB PQLYF ABYMJ FJVME GILJB FUCTP
QRWLF LXSCQ PFYJQ TIQOK XMSCJ  WAVOI JPEYV
DDXDU MDUQD MNXSQ DUZOY HSYIX  NYPAA ARNTT
QAULU HBPMM FBYFK VMWRZ EUQIQ ULTOE OMDTB
RASLE HOAOF BGNRM MOUWA UCIWP  VBYCB ICMIE
MRS DE ZCA 3150KCS 2320067 USM-99/00340

1100 To23 1915 H1W0 k4257 2610 0091 5517
HBJBH BYIKP ENDZU DZJUX FSYGW  FAFPQ INDQA
UEUGU FMROT KNMWI ROMCT ITNFU  KOKBYW XGOOV
VEIQB CANUD ATERO SIRUQ FXOQM  ROBIX YGAXB
YHISE QKDUE MBYHI RUQFX OQMRO  BIGOO VGUVB
DQALD FUKXG OOVBU HKCAS UTEEBW  QUNDJ YYFMY
UMVQU FPDGYL QXXXX HRJBE BYIKP

MU DE ZCA 3160KCS 232019T USM-99/00341

3080 6923 1905 3731 061l 2610 2558 6225

HBJBH
UPMEU
VERUQF
YIQX0
GPAGY
YZUZI
HBJBH

QRMDZ
IEVAC
XOQMR
DZPUK
WILGH
USHEQ
QRMDZ

MXU DE ZCA

HBJBH
AFFTU
MFYSW
YEFKU

DEWDG
SKBAA
HEQAZ
MVJo0

EDH DE ZIC

DAEAD
IDPBY
OFIUB
IARLA
RJYDL
OIBX1
WMOHU

GUZFZ
GHDEQ
DIMSP
LZMOR
BIIND
NIFUM
KOHST

YZUFO
ZRICU
O0SINY
XKUMV
YHIRE
ASENQ

WCGOO
GEMVP
HTREX
JIGRS
XQDIT
KUFPM

DITZH
KCROS
PUKXH
HIREX
FIYCT
GOJEZ

IZINA
IPUKX
UXEVA
QUESG
ONWPI
LEATK

3160KC8 2321587 UBM-99/003k2
310 T323 2110 99k2 S5Wk5 2610 2558 3508

UGNZE
GDESZ
UDZMI
XDESZ

AZXYX
HAVGP
ZNDEQ
HBJBE

RBYEF
UKXPA
XSAKH
DENDG

20CZL
GYJoo
VYYQD

OTEMA
XBAAG
BIJY

2hG0KCE 2321067 USM-99/00343
9056 0823 1920 0121 9054 1918 5267 6750

IQOFI
XBIDH
ABNGU
DSOFX
0DITI
RVIEZ
OIBBO

QXNOL
NALZN
ZIPMEP
PUDRF
BVVOD
NOVIQ
NQZOF

HE

UZQNI
BZYGB
ATI
ONOVI
AADZI
120G
GUZFZ

UIPAR

BEYQHG
SCQAV

BVoYY

CZRIC
KUMVI

368

L

FQIND

UKIQB
EZINA
RZYCX

YRVFJ
GMUCR

AREEER

y——

&

NIO DE EOU 2220KCS 232148T USM-99/003h4
b532 4523 2105 2750 266k Ti0L 2125 3728

HLEJS XZORF FPOHKU IJTAC UFCAB
ROKQM ODRHK ZBFVB
IZQEX BODFR HVPYQ
GRJLX FCIEM POXXX

IIHFF
MSKDA
AEXBM
DAIJM
ASURD
W1ZY
JUMPD
BIUUW
PGOAU

DQCIZ

BKILT
FXVJR
CCFI1

QAWBA
LSDFD
RRZYD

2030KC8 232118T USM-99/00345
132 k923 2030 0120 8423 h258 sS9k2 8515

JICR
NBTUL
GDLJD
YPEFS
MDGFM
KCKFP
ATBKY
ANIMI
JBSEN

JQIIW
RORWZ
OFYINF
YAXMC
MEERD
KDQYK
BCSGD
JCLEK
IIRFF

HZMWW
VFEOP
UBEYJ
PQENG
VIRKX
CRNBT
RLLKB
GHXER
EJNBC

MRQIM
LZFMA
KCGHW
GCORT
VASBN
YaWz
HVVSR
JFEYL

DYO DE MLE 2020KCS 232037T USM-99/00346
3556 5523 1830 3731 905k 9109 T300 S622

GFI DE LAN

DDHAA
CHWYE
ZJMPC
KUACM

QRRV
BYVAA
JBKHL
CQLFR

XYR DE SFV

SERNERE

JNUEL
oWuce
XAMQN
ICEXG
HQSOP
OLIJZ

LPKYQ
BIBAC
YuvZs
UBMHES
TRYBW
VWNXX

FXOME
PKPHQ
NNONX
BUUFL
VSKEP
IIRFF

SQRLL
02218
MGRKT
SAAFB
MOHOB
ABRBC

NQXN
IKRDH
PIAQK
GXKIW

QBULO

3095KC8 232256T USM-99/0034T
6065 2723 2210 1101 1872 564k 1324 3725

NVOJE
KMUKT
VEESJ
LPCKT

VIBM
JIVEC
ZTBGK

YBESH
BXRDA
UXMIX
EQHNy

3910KCS  230936T USH-99/00348
Sosh 0123 0730 6530 7803 5086 Buuk 6917

VUKQL
QFFXU
DGN]Z
82XYB
EDYYR
WJULC
OWOWX

OBNJT
ZLVIF
EXL8P
WNIDG
WJPGX
8zxXVY
ZLAOP

RQCDS
71702
oD
QGBCFN
MFIOQ
PKZUA
CIGFE

SPTOP
SIDPM
XBBOK
WCFLY
CCOJL
EXVSB
QDHTP

MYOMP
IBVRT
FQZDT
RJHBY

KSWMB
IDERY

PISNV
MROBW

FECTC

ERE58 HEHE
55

it

D

UIFJR
YQVES

GERGB
LZviJ
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REFID:A64556

FEI DE SFV 3510KCS 231007T USM-99/00349
656k 0123 0730 550k 9058 5086 8327 691k

OUARG
UODOC
GMEFX
WFURP
JKMFA
Zicq
QPSXV

IXI DE X¥R

68486

51651

52428 07650

26769
54098
21469
59651

29552
02366
07650

NIO DE BWO

DCGCD
OHVXK
B8GOXL
JIJNH
YWAZA

CZWas
CQVHU
MZUAR
YLGRM
KOTUT

FBG DE NIO

FFBGG
YI7MM
AJEVK
TGHZB
QASRR
QUQVR
EFEOK
acYux

MDCDH
IS500A
DFWHX
FJBKZ
LOQXT
XX0UB
OIWIH
IPGBS

NIO DE FBG

FFBGG
DXPWF

IQIXD
TANRP

ENFYE WJEEG

QUIP

h

SRIVG
OIRMC
AQNCH
QFIKG
FBACC
NNCLC
YESEX

GPISH
CUQAK
HOLGK
FFJHL
JJZAD
LPTKK

LPTSU
WTICS
2P
OGREW
Xouwq

ERLVQ OIQIY

§eREEEd

GCQYF
NRFFE
TECOX
BWADE.
HAVMH
KGOEV
LI

2310KC8 2323317 USN-99/00350
2556 6323 2240 550k 8620 86%L 2611 5143
ko852 51959 5851k

22082

50215
592

18054

1585

5056k k6520 28535
56h21 52875

56839

3990KCS  232249T  UBM-99/00351
3106 8023 2130 3731 3456 3565 2125 5019

KKPIS
O™V
ZAGYU
RUPPI
IDMFX

DFILZ
8T0QC
WVZQL
CSSVL
QsuQP

GMYRS
WCZVH
MPAIX
QBUJZ
ETDGV

CUSF1
TIXYVH
LYBRC
CHQB
YKDMO

ZIJVK
TDIATS
VZXHU
XZBN1
RUSKU

2250KC8 2322097 USM-99/00352
8012 0523 2035 9%%2 7803 212% 3313 8001

SYHERV
W0Z0Z
HMEOZ
DML
UcDIv
ETDQA
YUCQE
MOBYN

L8QOP
HKIVT
YNLGO
JXBNT
KXRNL
APOLD
GIAOY
RRPJK

NYFGM
CZAFO
RINVP
ESPUZ
UBFYJ
vIer
HOLBQ
GLXKS

NGJZD
VIRSL
QLAYO
DYHAQ
p (e ]
ZDTQH
XIWDG

LOGSM
GWRJJ
RGFUJ
UFYRX
GCATG
GNQKD
ULNGU
UKJPZ

2910KC8 232352T USM-99/00353
0555 1123 2300 550k 7803 T435 8912 3525
ITTHB SCKLL VVASU

ONAQX GFTAL YCCBP
REWVEW BEPKN GZXPO

GIDIGP
DSNBR
ZXRVB
TZPQX

ATDCC
SXBXF
b3 20
¥FBGG

OQIXD

08957
13?25
56435
40000

IGYIA
WOJUE

EERRAR

22524
8u215

52028
84758
68486

NIO DE ZHK 2h42CKCS 232247T USM-99/0035k
3560 3623 2135 2110 9054 9208 637 452k

FFBGG BVRID YRSEA OFLIK QVCxV KESEX UGEWD
FSUGH LIPMZ YOYER XUOMP XEQOZ HVULR
QONW LXODU GWIRR KRBOJZ AGZCB VZNRR REWCWX
UMSCP MIYES VRTQD YZBSG ZALET GKFNR HWGCV
TRVPN VADSL RDKAB FFBGG BVRJD

FBG DE ZHK 2420KCB 23222hT USM-99/00355
1530 3523 2040 1120 1476 4212 3313 3601

FFBGG DQFHO ASSEV FNTNG DINUC XMIFD YWXAU
DBUVB GGBLR AHCIW SVEZY ZNPQE MIWXT EFYPN
EZEXR GIWEU AGJVO FPIVFB EZVIX WNLMQ YHNNL
DHTYK ZNCFO ESNRA ZDIGK FFBOG DQFHO

VU DE XZJ 3255KC8 232306T USM-99/00356
134 1023 2220 93b9 2645 2683 1676 6327

DDHAA OYUQM YWODH LPCWL FFAJC UBIIT OQFADE
BIXCJ VFEOO XIQYX GUZYJ VFQSX DLYIC JINVB
BJOWN GFZQS CJBUZ DBUXL UOXPJ MROEU ZIUES
MEFAM RBCZS POLFD QNYXM CPMKQ GQNLO LJSTU
EKQFU QCQCY IOLVM WAMGR ALRJJ LABKK YWZFY
ZHJMR NVIQD GJVOD RINIP JLAKE WVZAB PLQGN
UXIGK DDHAA OYUM

RACO DE ZIC 2460KCS 232348T USM-99/00357
8108 1123 2235 5504 1476 1918 8219 4330

DAEAD DYCFK IAMXA FECIL QSEIC KAESF AYHFI
AESZ0 TFCQUW MWURL DOOTJ OQZBI INBUV XTOAT
SXADC JYHRPN ADUFY CGKET FGYKP JIYFJ YYFJA
ERONO BPTOI BSONE KAAON ETIGE VNZIQ OZUBX
DCIPU DAEAD DYCFK

NIO DE POH 3520KC8 232021T USM-99/00358
7596 6423 1900 6530 0611 Bl 8912 533

FFBGG IFUDQ ETNKQ VVPBH JZMIJ ICEQA XLTOC
SCASR DXFKF IDFIK TSTBD CNWLV XUTOY VKQNO
IGYSL IVODO SQYEJ TEAMC YIEXH OLRWE YRWJW
QBIN MIIKI. UYNJJ CEJIH PVPFP DMOOT ORGZD
ZCJFB WKFJV ODGQF WYUGZ XVBZS QBZAQ CFNLK
QRXSR FFBGG IFUDG

TYJAZ

BCQUJ
RVUOH

DUAEP

H

QABIC
EVAZL

VVODX

ZYWLI
PTFAE

18

L

RYUIK
EZDU0

RODNIFP
BSPQEM




REE .ID.:AG4556

€19

FEI DE FBP LI1OSXCS 2318207 USM-99/00359
5068 ho23 1735 6530 h25T W22 8327 8320

80808 ThT93 M6985 29293 3hH3WL  3k195 56995 06T
47956 28930 UMY 091k7 95257 19556 99729 S51hk
A5 79227 35979 02217 31398 SOUT2 oWhLl 22346
9897 68537 Mhl95 57696 TBT85 82833 55946 99396
19707 08783 35269 88158 80669 & 79169 22739
36507 83227 38973 T989T 86769 197hh LTATO 3R
19729 55119 15959 TolM 50722 73780 92869 50
76279 31932 11932 33142 8935 37657 94137
60900 80808 74793

ICA DE MXU 2700KC8 2303107 USM-99/00360

653 2923 0215 1561 1663 6616 1081 4313
GEBGE BEMFE EPMOW ZBJEV XEMDG  EFCEY BKFPT TMPBR
LLINE HNXCQR APQOF MIXKOC APPAC BJDYU MDNPT IEFGO
EAOYD GZIRA WPXVN UULIP DKGXW  OZWLP BZROE KOGQFE
ALBIZ KCSPZ GQRJKO KYXBV YPBSI  JNFSL MIBRA RYHPB
JANPX GEBGE GHPME

LYD DE PAX Hh265KC8 230751T USM-99/00361

0011 9923 0700 37h9 Ohk20 T7h1 o172 hH12
JAAMJA OZXGF IGFED RXSIY KMBJH  FDDGL ZDUTH PBDRR
ZQITP LPCDD BMSPS WEPQO CZPCS  8S0DXX BCQUQ OCOUC
ZLICR BUYFU BVPNZ DPQML RSSXU  MYVUQ SKWBO QBKYB
ARVKS WWIGS QOVBH UPCQB INDMF  Q&OC HALPR OQQEP
FGRRC BENPS SKXDYM ENVEJ AZXDJ  CVCQG JAAJA OZXGP
PHI DE UNK 6220KC8 2310067 UBM-99/00362

9037 6023 0920 1120 5hhk5 1972 8327 3220
GIFIC BOUEE MWLN SFEDS ACIER MAIEE DIDIGI OCORE
ISRNE LSSRR EESTR PTSER MBNNE NAPOE VNECR DEFUO
ETAHO CARMI EZORE ORLTE XSEREQ WRXOS EIRRT ESELZ
GIFIG EOUEE

CUN DE IZN 6260KCS 231124T USM-99/00363

20k8 3723 1010 3731 1476 5815 0172 5%%
DDHAA LUSRJ VLZMR TIRUT HNRST  ZAOHL TNVML 2ZULCV
IVAOI FHNSP YBDJE CFNZX QLALE  ESDRW FNAFZ JSHEK
ELIMY 1GGDQ URJIA LOJST TRAFL  VEICT LQBFZ TXOWV
PKTT® APUYV VBSYL QYDCR RECDA  YWVEC PXSHT EXEID
MPABY TOVLY AZAQZ RMWOW MAGXE  GDIEU XIOMR JANYD
ITIIS XOWBL CNFZE EVBMO ADXOP  JMADS NTXXX DDEAA

BQILV

VALMO
QLVX

B2 -

B3

POH DE FBO 6B30KCS 231305T UBM-95/0036%
206F 8323 1130 992 3h56 Th35 S%he TR

FFBGG VPHRIN ¥GVYA UKSXX 2XEO0C EXKZQ EKIFFB
FITEN SJLJW WUGCF UOBTB NZIMA  WBXGK AZZIR
IEMM GKXEY MVSRT XTYRJ ECOWNE IMICE  FQQVA
YBYHR OSCHI CSDLT CVIRY TXVIW WY ZLJQ
LIOOE SMMEM DACMO WDQXQ EXGIC KARWB XRPUN
LAETJ SQMFN VZBGG MHCFV FEXXX  FFBGG VPRIN

7SD DE ZIC G620KC8 231537T USM-99/00365
7047 TEe3 090 1120 545 1918 7238 85k

DAEAD GYKPM UAMKI OZMUA MWIYYF  FUMRZ (FCEE
EWVSE EYRIW IDYAD KIO2T IEBVVO IXRUV LIOIB
KJIBM FUMRL IHUZU BX2YG EBIDH  PAXPZ IQOBY
TGSBY HIWUI CFITA RONDC ERJE  ZLTIV FEAD
POUTX XIDAC YQBZY ZUDI¥ SRIWL CYACB ISY
ONDRY WIVIQ LTIDX BEMRF UMRGO  XEHAD FPOUI
ADUAE BAROV ODXNA DUZYZ UBQVI FIGLD IMEMU
OKARD HDZYZ UDUTX DIGNS DMIPA  XPTIV PRAU
QROND ZYZUF WEXX DAEAD GYKPM

FHI DE FBP 79haKCS 231558T UGM-99/00366
5038 3723 1525 37h9 18T hi22 8327 5930

80808 91595 979k 9ehebk 9375 T2k TRITR
96k97 06820 9Th2 55119 hb9T8 93585 oSkThe
039056 09155 05052 57195 56968  3193% 2ko3k
b5609 15502 05257 19556 53 79229 16913
97618 53339 3597k 8815L 553Th 22753 k8609
59323 32733 22845 2WT0 72275 19322 86900
2z7 DB MLE 63h0KCS 231W4IT USM-99/00367

TII6 4623 1330 99%2 1476 9109 66kh 9227
JIHFF DJNBC TIMBEX VKDIX WNUZZ RRJOR EQAIA
SGDM LQUBI NOUJN GTAGL QPWE  QHRRM MKPZS
XCAHP WRBAH OCDEN JXMBC MIFGE BHOTF 2ZFY0Z
ZZPR0 UZXCU KMRMR VVFIN RHDGA CYZKQ NYHRZ
BEAJA GBNLP IBNQC UKXUE JOEWP ZANCC YEQGGF
HOIHO MWZZC PQNTF WOYAM IATXH GLUXL. WRNBO
GYKWE 1IFPSV HYNNA XDROR WZENB ZDDXW EBJOQN
IAPDQ YHAZQ MIXCV JFFUXL RNKWQ FIHUS SRJQL
VSOLZ HOMOA RINRK QBSHI AUMEE FMGRF QOJPM
ITHFF DJNBC
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REFID:A64556

LLZ DE ZzZ 6350KC8 231746T UEM-99/00368

112 3323 1710 9518 066% 9000 W78 TNS5
HAIJHA FDHDE OCEMX SQCYH KIKVY  AXUXQ LSYUZ
VBHDF SGOTC CJNQE FRTNW LJFRT  IVIXG QGAPHC
WBURI YNAQF XDGAW HVYBH ORKGQ UUVVC YDGRZ
WEAPT LEJXE JBIRE BHERY EUECE  YZLHI QISHC
TANWZ BNIDZ KYFZC NBCEL RCRQD  LFCBT IBNGL
QDG TIOPH HBWKQ ZSAJR OZQAQ  EYVKC NQWIQ
GJEBV YNHPA DMREV CYWGR S2ZAQ XUQHV EXNHZ
YOJDK CSZzI LHSPU YIZEX RYHZX  HAIHA FDEDE
FBG DE NIO 489SKCB 2319137 UBM-99/00369

Bok2 0123 1825 2750 9054 212h 3313 9500

DDHAA
BHQAN

FFIRY
FARUB

VU DE AW

KSPIX
QO00KG
HIGW
ISTIQ
VeI
EIDBG
TFPSQ
DFEKB
JKVEA
vowzZv

L

FHHLLHE
L

SBWRS
PXHAX
BYIUB
MPIQN
ENFK

CQYsz
DDHAA

2515KC8 2323hTT UBM-99/00370
hiT2 8223 2250 WTT5 6010 T99% 3278 TOhS
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—CONFIDENTIAL

C. Digest of Zendian operator chatter, 23 December

0317T ?7%/1%?
DE 777
0332T OAL/ZCA
DE ZCA.
Ok2TT GFH/FZX
DE FZX
Ok29T DB FZX
0532T  FMT/VXI
DE VXI
0534T DE VXI
0535T DE VXI
0618T OAL/NVT
DE NVT
O706T DYO/ZZZ
DE 227
—CONFIDENTIAL—

REF ID:A64556

722/3990KCS (BROKE IN)

-FTER LAST NIGHTS TRBL THE CAFE FEMINA HR IN LIVORNO IS
OFF LIMITS - HENRIKO WAS PULLED IN BY MILPOLS AR

* % % % %

722/3160KCS

C ON MY CALL SIGN - SHD BE RHW RPT RHW QIC 1
* % % B ®

721/3T60KC8

I JUST LOOKED IT UP - 333 REGT BASE TRINOME IS 467
- 50 HIS TRINOME TODAY IS 824

DONT MENTION IT - ANYTIME AR

(OP. NOTE - CALL SIGNS HRD ONLY ON INITTAL CONTACT)
% % ¥ * ¥

127/2860KCS

HELLO - WHERE HV U BEEN LAST 2 DAYS?

YES - THATS QUITE A FEW - SAY - I THINK LUNAR CAUSTIC WILL
DO THE JOB FOR U - IT WORKED REAL WELL WITH 1 I HAD

THATS OK - HOPE IT WORKS AR

% % X * ®
212/5945KCS
QTC 1561

* % % ¥ *
122/6350KCS

C GR 6-7 WTBDV YPYNF - PLS NOTE THIS MSG TOPSEC

* % * ¥

615



—CONFIDENTEAL—
0738T XTG/IZNW
DE 1ZW
0811T TPY/BWO
DE BWO
DE BWO
0813T DE BWO
0924T  ZZZ/DYO
DE DYO
0932T POH/ZHK
DE ZHK
O9U8T 171/YRG
DE YRG
09%9T  DE YRG
0952T 17?/FBP
DE FBP
0954T  DE FBP
09STT  DE FBP

REF ID:A64556 \

712/6260KCS

HEY PLS ASK BARTOLOMEO KARADINO IN 312TH WHEN HES GOING_TO
COME ACROSS WITH THE 10 SPESMILOJ HE OWES ME - DANKON AR

(OP. NOTE - CALL SIGNS HRD ONLY ON IKITIAL CONTACT)

* % % % *

772/T990KCS
UR LAST MSG - C GR 58%

R - HEY BARTOLOMEO -~ KLARENCO IS WORRIED ABOUT HIS 10
SPESMILOJ - OPS AT 3 CORPS HAD BIG CHEMIN DE FER GAME
LAST NIGHT AND KLARECHJO LOST HIS SHIRT

OK ILL TELL HIM AR

* % # % % <
712 /6260KC8
QIC 1 URG )
* % ¥ ¥ %
17?/6660KCS

UR NR 951 - C ORIG 23401%

* ¥ % ¥ *

122/7595KC8
YES - GR ON MY LAST MST SHD BE 72

OH HES NO LONGER HR - WAS TRFD TO 4 CORPS STN AND
RODRIGO ASGD YEST TO 62 DIV AR

* % % * %

722/T9UOKCS
OUR CALL SIGN YSTDY WAS SAME AS MY BROTHERS INITIALS, WNT

YES, AND DID U NOTICE LTRS IN TOP STRIP THAT SORT OF LOOKED
LIKE NAME OF A DUTCH PORT? ‘

OK OK. SORRY. NO HARM DONE

* % * * *
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——CONFEDENTIAL—
10057 FZX/VXI
DE VXI

DE VXI

1007T DE VXI
DE VXI

1008 DE VXI
1005T PVK/AAA
DE AAA

1008T DE AAA
1013T EDH/HCO
DE HCO

1029T INJ/GFH
DE GFH

10k2T DYO/2ZZ
DE 222

1132T XTG/OAL
DE OAL

—CONTIDENTIAL

REF ID:A64556

212/6860KCS
C GR 591

R - WHAT U NO ABOUT FIRST ARMY POLICY RE CHRISTMAS FURLO
FOR US JOKERS? NIL HRD YET FROM DIV HQ BY US IN 321ST

OK OK - DIDNT SAY ANYTHING
SORRY - OK NO MORE CLEAR TALK - QIC?

R AR

% X K *»

272/6405KCS

OUR LEADER JUST CAME THRU ON TOUR WITH GEN CAMPAGIANO -
MARSHAL SALASIO COMPLIMENTED HIM ON GEN AFPEARANCE AND
HIGH MORALE OF EM AT SECOND ARMY HQ

YES - AND TO THINK THAT THE AMERICANS WOULD INVADE

OUR BELOVED SHORES ON VERY ANNIVERSARY OF SALVO SALASIOS
BIRTHDAY - HR CMS WATCH CHIEF - LETS GET OFF AIR AR

* % % * ¥

222 /6030KCS

IF OUR REGT MOVED ANY FURTHER WEST WE'D BE IN THE PACIFIC
* ¥ ¥ ¥ *

727?/6L60KCS

NO, PMT IS ON MY RIGHT
* ® ¥ ¥ *

721/6350KC8

THINGS SURE ARE HUMMING HR SINCE GEN KIRCHENFALL TOOK

OVER - OFF AND EM ALIKE AT FIRST ARMY HQ HV TO STAY
ON BALL WITH GORGEOUS GOTTFRIED AROUND AR

* % ¥ * *

227/7830KCS

WE IN 23 DIV GETTING DAILY REPLACEMENTS - HOWS YR OUTFIT?

% %K % % ¥
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—CONFIDENTIAL—

12357 SFV/MKP

DE MKP

1239T ??71/MLH

DE MLH

DE MLH

1327T NVT/RBU

DE RBU

1348T BHCO/EDH

DE EDH

1350T DE EDH

1429T ?7%/UNK

DE UNK

1519T FBG/POH

DE POH

1521T DE POH

1522T DE POH
—CONFIDENTIAL—

REF ID:A64556

722/7320KC8

AFTER COL FULGURITO PUT OUT REGTL ORDER ON PASSES IT
LOOKS LIKE I WONT GET IN TO KALEDONIO TO C U AR

(OP. NOTE - OPR AT MKP USES VVV FOR TUNING INSTEAD OF
STANDARD ZZZ AS USED BY OTHER OPS)

% % % % *
711/6340KCS
ISNT YR CORPS SCHEDULED TO BE COMMITTED SOON?
OH, ONLY 13 DIV. WHEN?
% % * % *
221/6620KC8
? GR 1-2 UR 623 OF 231240
* % % * *
222/61TOKCS

SUPPLY JUST GOT SHFMT NEW TYPE OVERCOATS - HOFE WE
GET THEM BEFORE CHRISTMAS - HOW ABOUT U BOYS?

WELL KEEP HOPING - TELL FERDINANDO I GOT ANOTHER LTR
FM HIS SISTER - SHE LIKES HER NEW JOB IN BONAREO AR

% % ¥ % ¥

2727/6220KCS (OP. NOTE: BROKE IN)

U BOYS IN REGT HQ OUGHT TO GET OUT OF UR EASY CHAIRS AND

SEE WHAT GOES ON WITH US COMBAT TROOPS AR
% % ¥ * *
?72/76LOKCS

OUR CG JUST GOT A BUMP - THOSE 3 STARS SURE LOOK GOOD
ON GEN VESPASIANO AND THEY GO BETTER WITH HIS JOB

NO I DIDNT NO THAT

SURE I WILL - SOON AS I GET CHANCE AR
% % * % *
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1848T IZW/CUN
DE CUN

—CONFIDENTIAL
15297 NVT/REN
DE RN
1530T DE REW
1537T 111/ttt
DE 11?
1548T DYO/MLE
DE MLH
1608T EOU/UBT
DE UBT
1610T  DE UBT
18057 ZHK/NIO
DE NIO
1814T WNN/ZCA
DE ZCA
1820T DB ZCA

—CORFIDENTIAL ™

REF ID:A64556

712/7120KC8
RENALDO GOT GIGGED YSTDY FOR USING WRONG PAD
JUST CARELESS, I GUESS
%* % % % ¥
122/6070KCS

SURE, TPY IS JUST EAST OF ME BUT IM NOT ALLOWED TO CALL
HIM DIRECTLY

® % % % %
?21/6340KCS

LUDOVIKO JUST LEFT FOR ARMY HQ TO HELP OUT ON
RADIOFRINTER LINK

* % B ¥ N
121 /6890KCS
I HR OUR REGT WILL TEAM UP WITH U BOYS IN THE 3318T FOR
ELIMS IN THE 33 DIV CHESS TOURNEY - HV U BRD ANYTHING RE
THIS?

S8AY HELLO TO NIKOLO FOR ME - WONDERED WEY I DIDNT HR HIM
LAST 2 DAYS - SORRY TO ER HES IN HOSP AR

* % R %X
711/6130KC8
QSY 48951

%® % % % %
7171/3160KCS

WHEN U CMG BACK TO ESTAMINO? SURE MISS U S8IKCE U TRFD
10 212TH

TOUGH - WELL THATS THE ARMY AR
% % % % R
712/4265KC8

C CLASS 78372
XX R R

619



REF ID:A64556

1922T 11?/VRI  711/2860KCS

DE VXI MY BUDDY LEONARDO ON MTN PATROL SAYS THE NEW PEMMICAN
ISNT BAD AT ALL - GUESS THAT JOBS GETTING POOR LEONCHJO

19237 DE VXI NO I HAVENT HAD ANY IN A LONG WHILE

1925T DE VXI GUESS 80 - THINGS TOUGH ALL OVER AR
* % % % ®

2024T TPY/HDG  111/3200KCS

DE HDG CASUAIBARVDIODAYB!HBO----UN WISH I WERE
BACK -N VALONO

2026T DE HDG NO I D--T THINK SO - THEY CART GET AN--HER OFR HR
2027T DE HDG WELL THERE GO SIRENS AG-IN - THOSE AM--ICANS KEEP US

BUSY RUNNING IN AND --T OF SHELTERS EVEN IF THEY DONT
DROP MUCH XCPT LEAFLETS -

* % % % ®

2107T FBG/RIO  ?11/2250KCS
DE NI0O HR ¢1 AUTHS GOING OUT FOR PRAC TFC

*® % % %

2219T NVU/XZJ 111/3255KC8

DE XZJ HR THAT 53 DIV IS MOVING UP TMd_- WE ARE ALL ITCHING
TO GET CRACK AT THE AMERICANS AR

% % % ¥ *

2248 TOJ/FHI  122/36TOKCS

DE FHI STARTING T/ MORN FILE TIMES ARE TO EB GIVEN IN EXACT
TIMES, NOT NEAREST 5.

* % % % *
2312T XYR/VLH 17?/2990KCS

DE VILH AHA - THE FALKBEER! WELL - HERES MY ANSWER - 2 EEEEE
PEQ4 3KPXP

* % % R R
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98329 DYO LLZ 4965 231814 551 659 231715 5161 3644 8146 3917 72 31 1INFF
03305 MLH LLZ 7640 231613 152 654 231500 8140 7603 1639 3485 79 41 I1HFF
P2017 ZZZ LLZ 3520 238236 601 612 23014p 9329 5974 8145 TPp94 80 17 HAIHA
20018 ZZZ tLZ 3520 230259 602 612 230149 9329 5074 8146 7094 60 28 MAIHA
20060 ZZZ LLZ 3520 230542 606 617 230355 3731 9954 8146 7094 PP 39 ]IHFF
00272 ZZZ LLZ 764D 231419 608 645 231330 7753 2889 8146 7094 80 32 1IKFF

00153 FH1 MKP 7320 231012 451 600 239925 3731 0611 6625 8327 43 26 DJOJD
P2071 GKW MKP 4925 230634 201 588 230515 8943 7263 6625 9399 75 28 95459
90250 GKW MKP 7320 230925 243 591 230620 5504 3456 6625 9399 48 11 ECHCE
23314 GKW MKP 3640 231947 206 626 231830 2750 9854 6625 9399 96 32 59505
90116 HZY MKP 732p 238815 591 596 2307590 9329 1871 6625 6473 26 2@ 50505
P0180 HZY MKP 7320 231124 503 604 231002 2110 8820 6625 6473 90 28 95459
#3199 HZY MKP 7320 230905 502 591 230620 8943 1476 6625 6473 63 24 95459
00335 HZY MKP 344P 232057 5p6 626 231839 112p 7263 6625 6473 7¢ 14 ECHCE
00245 MRS MKP 7320 231509 652 615 231435 8943 5445 6625 0091 51 28 CCFI1
#0117 PSD MKP 7320 230849 391 591 230620 3731 3456 6625 1243 70 24 28082
#0313 PSD MKP 4925 231916 302 626 23183p 9942 p611 6625 1243 86 24 95459
80072 SFV MKP 7320 230725 052 593 230645 0129 3698 6625 5329 69 26 BCEBC
#0123 SFV MKP 7320 230953 054 598 230900 9942 2664 6625 53209 60 34 DJDJD
92152 SFV MKP 7320 231136 960 607 231940 6530 1476 6625 5320 45 32 DJDJD
PP163 SFV MKP 7320 231004 9055 598 230909 9942 2664 6625 5320 73 34 DJOJD
B0246 XYR MKP 7320 231553 9092 629 231500 211@ 4257 6625 8444 29 24 CCFII

15
29301 CUO MKR 6355 231733 604 562 231655 3731 9611 3222 7742 44 44 1IHFF

90372 DYO MLH 2020 231921 352 652 231705 6530 P611 7525 3917 76 16 IIHFF
PO346 DYO MLH 2020 232037 355 655 231830 3731 9054 9109 7300 56 22 ]IHFF
POB63 LLZ MLH 6340 230718 251 616 238545 2110 7263 7525 5942 58 24 11IHFF
#3367 22ZZ MLH 6340 231441 711 646 231330 9942 1476 9199 6644 92 27 IIHFF
90820 2ZZ MLH 2020 239347 702 590 239315 3973 T487 7525 7094 990 2B FEAFE
00059 2ZZ MLH 2020¢ 239551 743 594 234430 4775 2239 7525 7094 63 309 [1HFF
BOP64 Z2Z MLH 6340 230659 704 611 230525 8140 3644 4447 9127 96 31 1IHFF
00137 2ZZ MLH 6340 231208 705 627 230839 8943 4257 4339 811 70 24 11IHFF
#0138 222 MLH 6340 231023 706 627 230830 8943 4257 4339 8l1lp 56 24 I1IHFF
00219 22Z MLH 6340 231354 709 640 231230 5504 3456 1525 7094 53 20 I1HFF
90220 ZZZ MLH 6348 231337 797 638 231215 1120 5445 7895 9119 B4 37 I1HFF
PP270 2ZZ MLH 6348 231539 720 646 231330 9942 1476 9199 6644 95 4p IIHFF
90271 ZZZ MLH 6340 231426 T1p 643 2313095 2750 4257 9109 6644 80 33 IIHFF
P0306 ZIZ MLH 6340 231612 721 646 231330 9842 1476 9109 6644 99 20 IIHFF
14

90155 MKP MRS 6900 231037 592 832 23094P 5504 3456 8669 5762 62 16 CCFIl
00151 WNN MRS 6900 231032 902 833 230945 9942 1476 8669 8408 33 30 HBJBH
00378 2CA MRS 4845 230623 753 825 239540 4775 3644 8669 10981 43 38 HBJBH
#0111 ZCA MRS 6900 2308927 755 829 230819 112p 2664 8669 1081 43 18 HBJBH
#0150 ZCA MRS 6904 231158 758 838 231104 3731 3456 8669 1081 37 36 HBJBH

20374 EDH MXU 270@ 232312 952 669 23228p 5504 5445 6616 5267 55 18 CCFII
00207 MRS MXU 6389 231257 151 639 23121¢9 2119 7263 6616 ¢899l 28 32 CCFII
90331 WNN MXU 27080 232926 352 658 231935 6359 3456 6616 8488 58 21 DCGCD
20360 2CA MXU 2709 239319 653 629 23$215 1561 1663 6616 1@81 43 13 GEBGE
00259 ZCA MXU 6380 231506 657 642 231420 9969 8423 6616 1081 59 36 HBJBH
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CFIFC

59505



90335

o8837
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pep18
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20358
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00035
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29309
20349
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20348

28351
00024
20318
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2ee47

20221
00038
P2146
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Po306
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90036
23286
P8361

HZY

ZCA

1Zw
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ZZZ
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222
FBG
NIO
NIO

UNK

FMT
FMT

vLX
YRG

NVT
RBU
FHI
MKP
XYR
XYR
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TPY
TPY
1Zw
1ZW

GXW
NIO
CUN

FMT
XYR
IZw

XTG
LYD

MKP

WNN

WNN
YWP

LLz
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POH
POH
POH

FHI

FZX
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YEC
YEC

OAL
OAL
SFv
SFv
SFV
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BWO
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BWO
XT6
XTG
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XT6

FBP
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CUN
Fzx

3440

3480

3490
3499

3529
3520
3520
3520
3520
3520

3670

3760
3760

3875
3875
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3919
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3999
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4265
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230321
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239456
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522

612
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617
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230105

230115

230420
232000

231815
231850
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632

112¢

9329
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7741
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26
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17
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00324
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PSD
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ZCA
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GFH

FHI
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231913
231898
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231916

231814
230628
230613
230644
239715

232618
231892

231156
231822

231829
230612
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230939
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804
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3p2
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po2
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295
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395
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813
494
225

439
491
394
425

825
465
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588
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659
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621
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321
340

787
804

191
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8e9
829
829
828
828
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231700
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239525
231400
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239525
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231725
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231830

231715
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239539
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231645
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230609
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230800
230800
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4775
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5504
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9942
9942
9942
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8829
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8146
8146
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9145
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5815
5815
5815
5815
5815
5815
5815
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2594
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3557
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8156

3313
3151
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3917
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8156
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3917
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3917
3917
3917
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86
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84
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52
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00292
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00044
08317
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20143

PB245

P0@83
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00040
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pR261
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90179
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OWN

XYR
HCO
AAA
21C
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2zZZ
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FHI
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MKP
SFv
VLH
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MKP

EOU
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YWP
YwpP
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VLH
FSD
AAA
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NVT
NVT
NVT
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NVU

2Z7
272
222
222
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222
277
72z2

VLX
PVK
HCO

HCO

XYR
XYR
XYR
XYR
XYR

GKW
GKwW

NIO

5455
5455
5455
5455

5615
5615

5635
5805
5820
5895

5945
5945
5945
5945

5958

5955
5955
5955
5955
5955
5955
5955
5955
5955

5960

6805

6030
6830

6070
6670
6070
6079
6070

6100
6100

6129

231742
231631
231754
230618

239508
231813

239631
230549
231018
230553

230623
231351
231208
231902

231802

230619
23@557
230326
239358
230431
2399@3
230917
239931
230941

231312
231109

230822
231219

230993
231612
231456
230812
231147

231142
2314290

231525
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907
191

251
192

292
351
293
NS4

604
PO3

0o4

829

104
391
201
292
003
295
P26
o7
0a8

202

202

492
257

551
253
892
359
601

351
353

852

553
550
531
525

638
658

724

659
251

720
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165
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723
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824
826
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231540
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230530
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231700
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230940
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231319
231139
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230545
2305909
230209
230209
230200
230830
230830
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231225
231835

239730
231145

23815
231535
231410
232725
231119

231110
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5161
5504
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9942

3973
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9969
5161
3749
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2750
9742
9742
9742
9742

1561
9518
9518

27509

6350
Al120
3731
2119
3749

4775
3731

6350

3456
5218
8820

46086

2645
5445

7820
7823
0420
3456

6010
4626
76487
5218
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6919
7487
2664
2664
2664
7837
7837
7837
7837

3456
7820
8423

1476

2664
1871
7263
4257
4094

7046
2664

7263

5833
5833
5833
5833

8641
8641

1260
1161
9262
8740

2962
7525
7525
1525

3222

6445
3637
4258
4258
4258
4258
4258
4258
4258

6373
6373

8740
8742

8641
8641
8641
8641
8641

9893
9893

4149

8156
4718
1397

9803

2611
3872

B4bb

8219
7319

5726

1896
4259
4259
4259

1603

4493
1117
7094
7294
7094
7094
7094
7094
7094

‘3061
1742
5267
5726

8327
2611
5762
5320
7157

5762
5762

1783

99
57

47
66
44
34
49
61

55
35

58

72
4

51
27

42
55
46
43

33
76
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18
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19

24
43
17
25
19
o3

43
36

20

25
24

18
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21
14
13
30
20

29
21
25
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28
43

32
24
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FFBGG
JHHJH
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JAAAJ
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DAEAD
I IHFF
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JBBJB
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FFBGG
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DJDJD
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DJDJD
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ECHCE
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02168
22169
00217
p0185
99233

ea177
20241

90113
PB299
90126
pe2908
20209
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20125
20135
03267
p0268
20303
93363
20132
90184
P0166
00247

00063
29367
P00 64
20137
02138
00219
00220
20270
90271
20304
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20085
90086
29127
20290
20128
00129
gd142

POH
POH
POH
ZHK
ZHK

YWP
YWP

FSD
MXU
21C
Z1C
21C

FHI
FH1

LLz
MLH
MLH
22z
2ZZ
21z
222
222
CUN
CUN
CUN
WNN
XTG

LLZ
222
222
222
222
22Z
222
222
222
222
OAL
OAL
OAL
RBU
RBU
RHW
RHW
RHwW

NIO
NIO
NIO
NIO
NIO

EQU
EOUV

EDH
EDH
EOH

EDH

UNK
UNK

DYO
OYO
DYO
DYO
DYo
OYO
DYO
oYOo
IZwW
1Zw
I1Zw
1Zw
1Zw

MLH
MLH
MLH
MLH
MLH
MLH
MLH
MLH
MLH
MLH
NVT
NVT
NVY
NVT

NVT
NVT
NVT

61392
6139
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6130

6149
6140
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6170
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6220
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6260
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6260
6260
6269
6260
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6264

13
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5349
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6340
6340
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6340
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231214
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231348
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239922

231541
231358
231612
230929
231156
231511
231404
231602
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230903
231318
231908
231433

230718
231441
239659
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231923
231354
231337
231539
231426
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239709
238714
230822
231602
230914
239949
231046

104
106
1g8
252
256

555
556

452
552
155
159
160

903
991

653
452
453
5@3
504
598
507
519
204
201
207
398
191

251
711
724
105
706
709
797
720
710
721
605
608
609
504
507
1904
195
199

169
186
191
17p
196

236
239

487
503
485
492
492

160
758

855
85¢
854
832
840
849
847
853
837
824
844
829
852

616
646
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640
638
646
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619
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619
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231045
231350
2314590
231100
231625

231100
231359

230900
231515
239730
231145
231145

230920
230900

231450
231315
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231309
231235
231420
231979
230640
231149
230829
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230545
231330
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230839
231230
231215
231330
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230609
239649
230640
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230600
230600
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635

9969
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8943
8943
9121
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3731

9121
5504
1561
6530
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3749

8149
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2759
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9942
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6530
3731
6350
2119
2750
3749

2119
9942
8140
8943
8943
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1120
9942
2750
9942
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6960
6969
3731
9329
2750
2758
9518

8423
3456
4257
88202
2664

9054
5445

3456
7803
3698
1476
1476

5445
7263

2645
5218
3456
4803
8829
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1676
2664
1476
3456
9054
7263
3698

7263
1476
3644
4257
4257
3456
5445
1476
4257
1476
4257
3p58
3958
9054
4994
2664
2664
5237

2124
2124
6427
2124
2124

7101
7101

6977
69717
6977
6977
6977

1972
1972

9749
5815
9749
9541
9749
9640
9541
5815
5815
9749
9640
9640
5815

7525
9109
4447
4339
4339
7525
7895
91p9
9109
9199
7525
1525
7525
7525
7525
7525
1525
7525

5942
5942
4493
3151
3151

4718
4718

7238
2558
5726
5726
5726

8327
8327

4493
4259
2198
3755
6644
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3755
1094
g172
2396
1360
5230
8156

5942
6644
2127
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8l1o
1094
9119
6644
6644
6644
532¢
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5320
5726
5726
1981
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1081

84
79

79
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32
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36
79
74

32
45

58
92
96
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56
53
84
95
80

87
80
36
87
43
84
83
35
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49
42
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29
26

41
20
43
35
35
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16

41
29
35
46
22
32
27
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24
24
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DDHAA
DDHAA
DDHAA
DDOHAA
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DAEAD
DCGCD
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DAEAD
DAEAD

GIFIG
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FFBGG
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po228
00274
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80134
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00099
20139
20140
00141
00248
00249

00301

23297
P0259
20260

20037

20366
po102

90240
90176

20183
@e297
20175
228197
00196
20365
00145
20238
82225
po237

90172
00173
P0234
98235

pol122
98157
99253

00198
20284

cuo

MRS
ZCA
ZCA

cuUo

FH1
FH1

FZX
INJ

NVT
NVT
OAL
RHW
EDH
FSD
FSD
FSD
HCO

HCO

POH
POH
POH
POH

ZIC
zZ1C
21C

XYR
XYR

zZz
222
Y44
222
F ¥ ¥4
227
222
222
222
zz27
227
227

MKR
MXU

MXU

AAA

TOJ
TOJ

GFH
GFH

RBU
RBU
RBU
RBU
Z1cC
Z1C
21C
Z1c
Z1IC

21C

ZHK
ZHK
ZHK
ZHK

FSD
FsD
FsSD

VLH
VLH

6350
6350
6350
6350
6350
6350
6359
6350
6350
6350
6350
63590
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6355

6389
63890
6380

6405

6430
6430

6460
6460

6620
6620
6620
6620
6629
6629
6620
6620
6620
6629
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6660
6660
6660

6680
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6680
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230704
231412
231629
231746
231034
231451
230822
231p51
231118
231136
231528
231541

231733

231257
231506
231528

230886

230730
230915

231552
231157

231328
231623
231004
231221
231219
231537
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231558
231438
231426

231183
231158
231519
231536

230930
231937
231550

231292
231705

406
409
413
111
106
128
304
37
308
3@9
313
314

604

151
657
658

753

751
752

557
492

656
659
852
452
903
104
703
706
806
893

385
386
307
398

254
256
259

204
206

151
292
219
233
181
208
154
177
177

211
211

562

639
642
642

243

910
912

las
180

790
802
775
786
778
778
782
797
794
778

216
219
923
923

655
662
668

725
728

REF

230640
231320
231535
231719
231009
231415
239710
239945
239945
230945
231459
231450

231655

231219
231429
231429

230745

230705
239840

231520
231015

231245
231550
239835
231109
230940
230949
2310905
231519
231359
230940

231015
2311900
231430
231439

23p825
2310090
231435

231125
231559

636

ID:A64556

6329
5161
9942
9518
8121
2732
9942
8142
8140
8140
3973
3973

3731

2110
9969
9969

3749

5161
3731

6350
6530

7753
1523
3731
6530
2750
1120
3749
4775
1101
9942

9942
9121
8943
8943

4775
4369
6530

9518
6350

5433
9054
8820
0665
2645
3644
7803
8820
8820
8820
1871
1871

2611

7263
8423
8423

1663

3456
9p54

3456
p611

5218
4606
7803
2664
“257
5445
2239
1871
3698
2664

7263
2645
7803
7803

D420
5218
2664

2645
3456

3637
6445
6445
9000
4194
4258
4258
4258
4258
4258
8236
8236

3222

6616
6616
6616

9262

@162
162

4997
4997

8858
1980
8858
8858
1918
1918
1918
1963
1963
1918

1774
4212
4212
4212

1161
1161
1161

1262
1260

1577
1300
7300
4178
4754
5942
4259
4259
4259
4259
4033
4033

7742

2091
1981
l1p81

7742

8327
8327

o172
1397

3485
2198
7896
2406
5267
7238
7238
8741
3791
8219

4754
5942
5942
5942

5726
5726
5726

8444
8444

77

58
7
66
67
97
91
90
92
80
52

28
59
42

37

53
39

79
50

66
59
66
76
85
85
35
37
39
90

41
68
59
53

31
45

37
51

44

32
36
36

26

21
35

15
18

36
28
29
33
42

30
28
27
42

22
23
37
26

22
@5

23
37

ABCAB
11HFF
11HFF
HATHA
HATHA
T INFF
I IHFF
1 1HFF
1 IHFF
I IHFF
FEAFE
FEAFE

T IHFF

CCF1I
HBJBH
HBJBH

BEGBE

890898
GIFIG

CCF11
CCFI1l

oC6hC
DCGDC
FFBGG
DDHAA
DAEAD
DAEAD
HDBHD
DAEAD
FBHFB
DAEAD

FFBGG
DDHAA
FFBGG
FFBGG

HDBHD
DAEAD
DAEAD

50505
68486

e



{=

uk

00089

98279
02364
90170
90171
07188
92189
02289

00244
00283

90263

90148
20149

90155
90151
90111
90150

00206
90118

90192
09193
p0223
20174
P0190
00224
99191
99236
92281

20133

ga1lz
90258
#0298

20291
o017
P0256
90257
90296
po18l
90295

MKP

NIO
POH
POH
POH
POH

ZHK

XYR
XYR

FZX

YWP
YWP

MKP
WNN
ZCA
ZCA

BWO
NIO

NVT
NVT
NVT
RBU
MRS
MRS
MXU
WNN
WNN

XYR

ZCA
2CA
Z2CA

CUN
1ZwW
IZW
XTG
EQU
INJ
INJ

PSD

FBG
FBG
FBG
FBG
FBG
FBG
FBG

OWN
OWN

VX1

uBT
usT

MRS
MRS
MRS
MRS

HDG
HDG

RHW
RHW
RHW
RHW
ZCA
ZCA
ZCA
ZCA
2CA

IX1

WNN
WNN
WNN

WNN
WNN
WNN
WNN
Ywp
YWpP
Ywp

6760

6839
6830
6830
6830
683p
6830
6839

6850
685p

6860

6890
6892

6900
6900
6920
6900

7080
7089

7120
7120
7120
7120
7120
7129
7120
7120
7120

7130

7280
7280
7289

7290
7290
7290
1290
72990
7299
7290

REF ID:A64556

230708

231618
231305
231458
231536
231748
231728
231702

231418
231613

231454

231958
231106

231037
231032
230927
231158

231312
230917

231219
231237
231543
231112
231217
231451
231352
231448
231622

230923

2390856
231427
231719

231704
239721
231419
231537
231516
231303
231719

555

P54
206
207
208
209
904
923

953
956

957

654
655

502
902
755
758

857
7901

555
556
558
752
104
105
305
204
205

193

954
957
959

351
854
857
552
804
991
993

851

494
483
490
493
503
497
495

684
687

748

501
592

832
833
829
838

332
328

239
230
@52
028
229
241
029
229
255

805

279
291
297

551
526
537
540
531
534
552

230600

231505
231139
231415
231445
231705
231635
231619

231345
231549

231420

231025
2310839

230940
239945
23¢81p
231109

231239
230825

231105
231105
231500
231009
231020
231415
231029
231029
231549

230815

230899
231345
231605

2316pp
232549
231335
231400
231145
231220
23161p

637

2121

2119
9942
6359
1120
653¢
2750
8943

8140
3749

8140

1120
2750

5504
9942
1129
3731

1561
8943

2750
2750
1561
8943
6359
9329
6530
6350
9518

2110

1191
5161
9942

2759
8943
9942
3731
6350
9518
9121

4257

1476
3456
9611
7820
5445
7263
8820

1871
6010

5237

3456
7263

3456
1476
2664
3456

5074
7263

1476
14676
2645
7263
9054
3644
882¢
2664
1871

9054

8423
1871
7263

5445
7263
1476
7803
9954
6442
7263

6607

7435
7435
7435
1435
5121
7435
7435

5095
5095

6940

6832
6832

8669
8669
8669
8669

9145
9145

2610
2610
8371
26190
2610
2610
2610
2610
2619

2586

4717
4717
4717

5689
5833
5833
5833
5833
5833
5833

5762

8912
5942
5942
5942
2666
3151
3151

8444
8444

2172

4718
4718

5762
8408
1981
1081

8156
2125

4259
4259
3485
5726
2091
2091
2558
8408
8408

8444

1981
1981
1981

2396
3917
3817
8156
1793
1397
1397

56

43
57
75
97
79
93
48

42
39

93

48
82
91
38
85
87

54

49
43
78

64
99
69
83
85
38
73

29

21
22
28
18
28
21
35

264

38

38
37

16
30
18
36

22
32

30
39
38
37
25
18
25
25
23

26

99
26
18

20
25
24
19

10

ECHCE

FFBGG
FFBGG
DDHAA
DDHAA
DDHAA
DDHAA
FFBGG

JAAAJ
JAAAJ

DCGCD

AEFEA
CCF11

CCF11
HBJBH
HBJBH
HBJBH

DHBDH
CCFI1l

DDHAA
ODHAA
AJAAJ
DDHAA
HBJBH
EDIED
HBJBH
HBJBH
HBJBH

68486

HBJBH
HBJBH
HBJBM

FFBGG
DDHAA
FFBGG
DDHAA
AEFEA
DF JOF
AEFEA



D024
00294

e0153
00250
20116
oe180
209199
a¢245
20117
20072
02123
22152
08163
00246

06109
P6213

20874
P0205
28154

90100
P01l

20105
00126
22212
90252
92262
po3on
000706
22107
00108

29305
pe272
gol132
P8231
95232
22276
po124
02164
82229
P0230

90121
p2226

uBT
usY

FH1
GKW
HZY
HZY
HZY
MRS
PSD
SFV
SFV
SFv
SFv
XYR

FZX
FZX

BWO
BWO
NIO

EOQU
YWP

FBP
FBP
SFV
SFV
SFV
SFV
TOJ
UNK
UNK

MLH
zZZ
FBG
FBG
FBG
FB8G
ZHK
ZHK
ZHK
ZHK

IZW
IZw

YWP
YwP

MKP
MKP
MKP
MKP
MKP
MKP
MKP
MKP
MKP
MKP
MKP
MKP

FMT
FMT

TPY
TPY
TPY

INJ
INJ

FHI

FH1
FHI
FHI
FHI
FHI
FHI
FH1

LL2
LLz
POH
POH
POH
POH
POH
POH
POH
POH

CUN
CUN

7290
7299

7320
7320
7320
7329
7320
1320
7320
7329
7320
1320
7320
7320

12

1340
7340

7429
7400
7400

7450
7450

7518
751@
7510
7510
751¢
7510
7519
7519
7510

7640
7640
7649
7640
7640
164¢
7649
7649
7649
7640

19

1729
1720

231319
231604

231012
230925
230815
231124
230985
231509
230849
230725
230953
231136
231004
231553

230823
231208

230722
231256
231024

230918
236812

230836
230851
231332
231451
231518
231704
239723
239804
230816

231613
231419
231356
231522
231738
231524
230917
231112
231528
231556

239913
231449

1p2
193

451
203
501
583
502
652
301
952
054
060
¥55
992

753
755

795
710
151

452
754

852
853
754
157
758
759
652
452
453

152
698
852
854
858
855
951
952
954
955

955
956

531
547

600
591
596
694
501
615
591
593
598
687
598
629

394
399

815
827
822

8ls
816

612
612
615
619
619
626
612
612
612

654
645
639
643
657
648
627
632
659
650

202
225

REF

231145
231529

230925
230620
230759
2310090
230629
231435
230629
230645
230900
231049
232900
231500

239745
231130

230635
231205
239915

230825
230705

230600
230600
231229
231345
231345
231619
230600
230600
230600

231500
231330
231210
231315
231629
231355
230800
239935
231430
231430

230740
231415

638

ID:A64556

8943
0120

3731
5504
9329
21190
8943
8943
3731
9120
9942
6530
9942
2119

@121
3731

1120
4775
9942

6530
8943

gl2l
6539
2750
2121
2121
8943
2110
3731
5504

8140
7753
8140
3731
6350
9942
2759
6530
3749
3749

6530
1561

2664
3698

0611
3456
1871
8820
1476
5445
3456
3698
2664
1476
2664
4257

2664
9054

3456
5218
1263

7803
2664

7883
5445
1476
7263
7263
7803
9611
4257
8820

7803
@sag
2645
5445
1476
3456
7263
8829
6010
6010

9054
3698

5833
5833

6625
6625
6625
6625
6625
6625
6625
6625
6625
6625
6625
6625

8678
6850

2025
2025
2025

1864
1864

6869
6869
7642
6869
6869
6869
6869
6869
6869

1639
8146
1639
8146
8146
8146
2349
6210
2197
2197

2691
T741

9803
9803

8327
9399
6473
6473
6473
099l
1243
5320
5320
5320
5320
8444

1360
2172

8156
8156
2125

1793
4718

5447
5447
6536
5320
5320
5320
5609
7904
7904

3485
7994
2549
3313
3313
3313
3151
9074
8435
8435

0956
3917

47
52

96
82
69
7
89
57
59
71
63

26
11
20
28
24
28
24
26
34
32
34
24

29
17

47
45

24
21

22
22
22
44
44
44

36
42

41
32
42
1
21
o1
38
20
21
21

27

AEFEA
AEFEA

0JOJD
ECHCE
50595
95459
95459
CCF11
28082
BCEBC
DJDJD
DJDJD
DJDJD
CCFII

EGBGE
EGBGE

CFIFC
ADEAD
CFIFC

AEFEA
CCFI1

28082
28082
DCGCD
DJDJD
DJOJD
DJDJD
GIFIG
GIFIG
89808

1INMFF
I IHFF
DDHAA
DDHAA
FFBGG
DDHAA
DDHAA
DDHAA
DDHAA
DDHAA

DDHAA
AGHAG

e



‘o

fay

20159
02162
29255
00203
pn288
PB147
Pn160
22161
2¢287

92239
00242
00269

00210
90211
Q0068
00214
20264
02065
08123
20216
02144
92114
00278

P0366
22178
20282

20201
22308
02129
20254
20222
02158
200876
p2307
22265

WNN
FMT
FMT
GFH
GFH
vXI
VX1
vx1
VXTI

AAA
MKR
DYP

NVT
NVT
RHW
XTG
XTG
FHI
FHI
FH1
MKP
XYR
XYR

FHI
FHI
FHI

HDG
HDG
N10
NIO
TPY
1ZW
OAL
OAL
WNN

CUN
FZX
FZX
FZX
FZX
FZX
FZX
FZx
FZX

cuo
cuo
VA

OAL
OAL
OAL
OAL
OAL
SFV
SFV
SFV
SFV
SFV
SFv

FBP
FBP
FBP

BWO
BWO
BWO
BWO
B8wWo
XTG
XTG
XTG
XTG

7720
7729
7720
1720
772¢
7720
7729
1720
7729

11

7735
7735
7735

7830
7830
7830
7830
7830
7839
7839
7830
7830
7830
7830

11

7949
7940
7940

7990
7990
7999
7999
7990
7999
7998
7990
7999

REF ID:A64556

231918
231052
231496
231254
231723
231106
231119
231138
231658

231521
231546
231452

231353
231318
230751
231309
231422
239725
239913
230942
231124
230929
231611

231558
231041
231745

231350
231642
230913
231427
231218
231104
230714
231626
231506

254
502
5¢3
305
3e6
601
604
625
606

255
453
663

®56
855
392
603
605
652
653
654
408
804
8p8

593
501
504

104
198
302
396
205
656
504
509
4@2

207
210
221

227
214
212
212
221

452
454
449

418
418
399
416
420
397
401
491
4021
495
432

837
B34
838

658
677
647
658
658
649
643
673
665

239900
230945
231115
231115
231619
23120
2319200
231000
231115

231445
231595
231400

231239
231239
230709
231209
231259
230649
2307390
230739
230730
230845
231520

231525
231010
231659

231035
231600
230825
231035
231035
230902
230600
231519
231325

639

6350
2759
3731
@121
6359
9329
8943
8943
9942

Bl4g
3749
0129

9969
9969
1561
gl21
8943
4775
1129
3731
8943
gs518
1191

3749
4775
8943

2750
1191
9518
1120
p121
8943
211¢
8943
6530

3456
7263
9611
5445
3456
2239
7823
7893
3456

5237
0665
3644

5218
5218
6210
7263
3456
4606
8820
4257
3456
5874
1663

1871
8423
3456

90954
8423
6010
7803
5445
1476
9054
4257
2664

4366
7741
7741
1741
7741
7741
7741
7741
7741

4618
1549
4618

5086
5086
5086
5086
5086
5086
5086
5986
5086
4726
5086

4122
4122
4122

3565
3565
3565
3565
3565
0946
3565
5653
5653

3395
2620
2629
6743
6743
3072
3o
3970
3p70

7319
3278
3494

4259
4259
1p81
8156
8156
83217
8327
8327
5762
18041
8444

8327
8327
8327

6707
6707
2125
2125
9713
0956
5329
9038
3395

54
64
84

56
40
41
66
91

61
53
69

59
25
54

91
44
49
87

817
61

61

42
27
24

28
18
24
24
24

24
26
38

1l
28
28
10
10
32
27
33
29

FFBGG
CCF11

EGBGE
EGBGE
DCGCD
HBJHB
EGBGE
EGBGE
EGBGE

1 IHFF
I IHFF
FFBGG

cJccy
cJccJ
DDHAA
FFBGG
DDHAA
ATJAI
DCGCD
DJDJD
bJDJD
EGBEG
EGBEG

80808
80808
80808

CFIFC
CFIFC
CFIFC
CFIFC
CFIFC
DOHAA
DDHAA
FFBGG
FFBGG




20861
00125

908205

00048
@0028
p0v292
20296
P0204
29294
22057
20295
00148
22100
20651
o027
00026

#2226
20036

22065

06019
20223
28142

P0972
peg 87
20a37

20015
#2126

02812

P0207
92162
B0240
90118
20110
20155
03245
#2149
00246
20093
20994
08177

bYO
22z

B8wWO

Eou
YWP
INJ
EOQU
UBT
uBsT
YWP
INJ
YWP
EOU
INJ
YWP
YwP

1ZW
1ZW

FHI

RHW
NVT
RHW

SFv
cuo
ZCA

2I1C
ZI1c

YWP

MRS
FMT
FZX
NI1O
YWP
MKP
MRS
YWP
XYR
UBT
vxI
YWP

Y ¥ ¥4
DYo

TPY

YWP
INJ
YWP
YWP
YwP
yYwP
EOU
YwP
usT
INJ
uBT
INJ
uBT

CUN
CUN

SFV

NVT
RHW
NVT

MKP
AAA
WNN

EDH
EDH

EOU

MXU
FZX
GFH
HDG
INJ
MRS
MKP
ueT
MKP
EOU
GFH
EOQU

406
503

719

8a2
152
997
804
182
193
554
993
654
452
152
751
652

956
952

652

1g2
558
109

P52
753
951

153
155

552

151
502
557
721
154
502
652
655
9¢2
952
#51
555

REF ID:A64556

¥. Diseriminant listing, 23 December

151
832

827

522
812
531
531
531
547
224
552
501
818
494
811
493

225
195

397

587
@52
632

593
243
273

489
485

221

639
219
188
328
816
832
615
502
620
225
172
236

230640
230909

231205

230425
230240
231145
231145
231145
231529
230435
231619
231025
230825
239500
230215
239319

231415
230515

230640

230205
2315p0
231010

239645
230745
230420

230125
230739

230240

231210
230945
231520
230825
239705
230969
231435
231039
231500
239435
230535
231109

6320
9192

4715

8140
1120
5504
6350
8943
0129
1101
2121
1120
€530
55p4
9329
1561

1561
1101

4775

4775
1561
9518

9120
3749
9329

4775
1561

3749

2110
2750
6350
8943
8943
5504
8943
2759
2119
2119
8943
6530

77
45

69
37
39

44
34

37
28

70
45
52
62
51
48
29
31
65
bé4

21
46

18

38
38
21

26
26
29

37
43

2B

32
27
15

21
16
28
37

23
20
29

ABCAB
ABCAB
2

ADEAD

AEFEA
AEFEA
AEFEA
AEFEA
AEFEA
AEFEA
AEFEA
AEFEA
AEFEA
AEFEA
AEFEA
AEFEA
AEFEA

13

AGHAG
AGHAG
2

AlJAL

AJAAJ
AJAAJ
AJAAS

3
BCEBC
BEGBE
BFHBF

BGIBG
BGIBG
2

CBECB

CCF11
CCFI1
CCFI1
CCF11
CCF11
CCFITI
CCFII
CCFII
CCFI1
CCF11
CCF11
CCF11

HOSHB
TNVEJ

JRTGE

BIEIC
CAIQF
FAFPL
FAFPL
FAFPL
GuUVBS
HADP X
KOzZKL
MOTFS
NOXLD
PASKK
WIRNP
XYSMB

STEFG
TPOCG

FZTGH

LMPDG
QANGF
YZMCC

MYYBE
PJBGA
NFIED

HTQHI
NXUEF

LJEBA

AAVLZ
CCFDT
CCUKL
DDQHW
GGOZ2S
GGR1U
MMXAR
NNUSJ
QOLFC
PPAHC
QQPMN
QQPMN

QNNLN
GPMPP

RTJOH

AMTF1
YTXQA
IFSWA
IFSWA
IFSWA
IPHRE
AMLMU
IFSWA
ULBGU
AZHVO
AYMWA
0z0Z0
ECHDA

OCRNT
EZNQQ

ROUNV

GZXF1I
JKHU1
FPHXO

GMPKQ
UDQKX
NSDJD

HEFEJ
MGUHX

CZMSK

SWFKZ
JKNIV
QFRGE
OKLXF
EPIJR
SDBYJ
KQwWHM
ZATKH
XWRUZ
JLJSN
ALF SQ
ALFSQ

VJHLL
272wl

SCEVX

oLTW
OGQAK
RPLIF
RPLIF
RPLIF
BUVYK
COVEN
RPLIF
vBMuUC
BVBEO
RPVYD
EBXYV
IRXYU

KRNHM
WWUUE

JSOcCP

PMDVH
ONGDH
NRFGC

WMKuV
CNXJZ
SPYYY

XSYDJ
ISPOY

BRERC

FQXVH
AEOKYV
CGZXT
VHXLZ
TUQKX
ICPAX
ZEMDE
JLMZB
YTWBP
LJINXW
JZORF
JZMTQ

FSH1Y
ZBAWT

FWIEB

MBOIM
CFYSW
SFAFP
SKOZK
SCYTV
BHIDN
IWIRN
SCYTV
OWOID
TVOBV
VXOCY
PVYDV
OKEER

WPAPD
MKQHC

YFHDD

XYPSB
DJLUR
TYACE

YVLON
XWOQG
JKATT

NYUHH
WASLG

UAYJK

SLOZS
GLGKA
BORJD
QHXSB
AWDUN
CPXJZ
WIXJA
MFRHJ
MQDEA
HBGHWQ
POHKU
wBwDH

w

————



-

00344
p2176
20043
93306
003 T4

20038

20308
00201
90254
90202
99315
20075
90311
00008
00073
02154
P0024
00120
92318
00074

00003

20211
20210
20083
P20 39
20986
92085

90157
20046
008357
90343
02324
20196
20365
09237
00208
00209
p0119
90113
20045
90253
00238
00200

o333
90288
92312

NIO
INJ
HDG
FMT
EDH

NIO

HDG
HDG
NIO
TPY
B8wWO
BwWO
BwWO
gwo
BWO
NIO
TPY
NIO
TPY
8wO

FzX

NVT
NVT
OAL
NVT
OAL
OAL

Z1¢
HCO
HCO
EDH
HCO
EDH
FSD
HCO
Z2IC
ZIC
EDH
FsD
21C
Z1<
FsD
21C

XYR
GFH
BWO

EOU
GFH
TPY
23
MXU

BWO

BWO
8wo
BWO

NIO
NIO
HOG
TPY
HODG
TPY
BWO
BWO
BWO
TPY

GFH

OAL
OAL
NVT
OAL
NVT
NVT

FSD
FSD
21C
21C
ZIc
ZIC
ZIC
zIc
EDH
EDH
HCO
EDM
HCO
FSD
zIc
HCO

SFV
FZX
HDG

453
402
402
701
052

3pgl

108
1o4
396
295
956
953
858
701
853
151
203
a2
208
705

551

855
@56
604
@52
6089
608

256
351
819
905
827
9203
104
803
159
160
402
452
054
259
706
@57

810
326
859

2645
189
813
753
660

6490

6717
658
658
658
481
465
340
811
321
822
632
647
679
815

167

418
418
602
399
624
624

662
650
811
808
804
778
778
778
492
492
723
487
720
668
797
730

445
227
342

REF

232105
231015
230450
231602
232200

230455

231690
231935
231935
231935
231730
239525
231645
230120
230520
239915
239219
230825
231839
238635

239925

231239
231230
239500
230410
230640
230640

231000
239500
232235
231929
231715
230940
230940
230940
231145
231145
239730
230900
239435
231435
231510
231145

231919
231610
231805

ID:A64556

2759
6530
3731
3731
5504

1561

1llgl
275¢
1129
9121
2750
9942
2750
8943
5504
9942
5504
9518
9942
1129

1191

9969
9969
1561
5161
6960
6969

4369
2119
5504
9121
9329
2750
112¢
9942
6530
6539
9518
9121
9121
6539
4775
2759

9942
6350
2119

37
50
70
75
55

4l
80

55
37
36
8d

28
18
40
14
18

12

28
1o
19
10
33
“8
43

21
32
30
28

47

11

23
21
43
23
34
37

27
@5
30
59
28
42
42
42
35
35
25
61
23
25
28
@8

34
28
33

641

CCF11
CCF11
CCF11
CCF11
CCF11

17

CENCE

CFIFC
CFIFC
CFIFC
CFIFC
CFIFC
CFIFC
CFIFC
CFIFC
CFIFC
CFIFC
CFIFC
CFIFC
CFIFC
CFIFC

14

CIBCI

CJCCY
CJccJ
CJCCJ
CJcCJ
CJCCY
cJccy

DAEAD
DAEAD
OAEAD
DAEAD
DAEAD
DAEAD
DAEAD
DAEAD
DAEAD
DAEAD
DAEAD
DAEAD
DAEAD
DAEAD
DAEAD
DAEAD

16

DCGCD
DCGCD
DCGCD

RRZYD
SSMLZ
UUVDF
WWGRY
2ZYTP

JLXDF

BEYDL
CYTVN
CYTVN
CYTVN
OuycCGM
GIKs8
GIKsSQ
GIKSX
LYDNX
QOHXS
SYDTR
VEEAQ
ZAllZ
Z1sQT1

WUHIJ

CZZAH
czz10
DRKJA
GLNJJ
NZBEC
VLVGG

CYKMD
DOEKZ
OYCFK
GUZFZz
GUZFZ
GYKPM
GYKPM
GYKPM
HYQWM
HYQWM
LYKTL
MOWIH
NUDQN
SONEK
sYDTQ
sYDTX

AQZSQ
AVGLE
CMBKA

HLEJS XZORF
JUMZR YGVCZ
DBNJM EDOPR
AXBAD YEGAY
NHDGQ TAIXB

UWFKE GHRXR

YHRCY QTZEZ
IRFyy FYNIR
IRFVU FYNIR
IRFVU FYNIR
OXKSO GYTYM
UDFJA OAKEK
ENEZU VRCOP
ANMFO MSDAL
AVUJY GOCAU
ANHZY GBQYP
EVONU 1VMOH
UZOXO0 WSLEZ
UVRSA AVMUK
AYOVA KGFEV

HAVAM TYBAG

RFVHU BLEUZ
APXPJ QANBY
HAZIL LLDWH
MMHTM PDSUJ
GNTUY IWEUC
XAGPE IwHKI

YHLDI MSSON
YZUJI EPNAD
IAMXA FECIL
IQOFI QXNOL
1Q0X1 PMzAZ
UAMKI OzZMyuA
UAMKI OZMUA
UAMKI OZMyA
UAMKI OZMUA
UAMKI OZMUA
ORCFA FPQIN
UDLCI WBFEW
ATKJE WHLAU
AAOTI VPQAN
ITKMO TFHAD
ERPWA AYGYK

BJGXT GAQWL
JOFRX 2KQVR
GCZGP 1EMBA

POHKU
VYPGO
UYHTW
PEX1s
AlBQv

FQEUJ

YPIEU
FCYTV
FGYKP
FBETY
CwEOL
wzoseP
TJAOA
TNAZQ
BLUKY
CJAQA
uQyPC
NHAWH
vDUOs
DXxoCy

PBKLK

OHUEM
IKNLY
VWMPK
DXGMH
LBYXC
OUKWE

EQIAR
UQITK
QSEIC
YRYPD
ZX1C2z
MHYQW
MJYYF
MGYKP
MJYYF
MHYQW
DBETY
EPAOF
INOLY
FHIVE
PPIBR
PKOZK

XUETZ
YMWGR
NIDXM
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20351
20373
pe263
00241
p0212
92251
20348
P0331
00299
00349
p2325
20067
90193

902292
20297
20183

90339
22132
po189
22268
02121
89277
92231
00197
22079
pop8o
920881
90130
26131
02165
92173
p2009
02369
pa128
29129
20077
00174
90076
00264
00229
00230
P0276
20088
00047
30032
20363
00233
02185
20171
o0r217
20179
20158

NIO
NIO
FzXx
YWP
SFvV
EOU
XYR
WNN
MXU
FH1

FMT
XYR
FH1

RBU
NVT
NVT

POH
CUN
ZHK
RHW
IZw
ZHK
FBG
RHW
VPO
VPO
VPO
NCM
NCM
NCM
POH
IZw
FB8G
RHW
RHW
I1ZwW
RBU
OAL
XTG
ZHK
ZHK
FBG
WNN
1ZW
WNN
CUN
ZHK
ZHK
POH
POH
POH
I1Zw

BWO
EOQU
VX1
EOU
FHI
NIO
SFV
MXU
EDH
SFV
GFH
SFV
SFv

NVT
RBU
RBU

ZHK
1ZW
FBG
OAL
CUN
NIO
POH
RBU
POH
POH
POH
1Zw
1Zv
1ZW
ZHK
XTG
N10
NVT
NVT
WNN
RHW
XTG
OAL
POH
POH
POH
I1ZW
XTG
1ZW
I1ZwW
NIO
NIO
FBG
NIO
FBG
XTG6

310
452
957
556
754
852
805
352
552
656
652
801
653

507
659
656

310
201
904
3g2
955
258
854
452
oo2
203
204
P05
206
f07
306
651
804
104
105
854
752
5¢4
6@5
954
955
855
305
653
3az2
294
256
252
208
lg8
207
656

689
243
748
239
615
474
401
658
503
401
191
394
401

650
809
790

032
824
497
399
202
209
643
786
621
621
621
828
828
828
219
628
201
619
619
526
p28
643
429
659
659
648
816
638
810
837
196
170
493
191
499
649

232130
231935
231420
231350
231220
23141¢
230730
231935
231515
230730
231750
239525
230730

231520
231559
231245

231959
230640
231635
230700
230749
231725
231315
231100
23905390
230530
230530
230800
230800
230800
231100
230095
231825
230600
230600
230540
2310090
230600
23125¢
231430
231439
231355
239515
230415
2301390
231910
231625
231109
231445
231459
231415
230900

3731
6350
8140
3731
2759
6350
6530
6350
5504
5504
3731
3749
1122

9329
1523
7753

5504
6359
2750
1561
6532
6530
3731
6530
5504
5504
5504
9942
9942
9942
9121
9518
2759
2753
2750
8943
8943
2119
8943
3749
3749
9942
8943
9329
gl2l
3731
$»l21
8943
1120
8943
635¢
8943

REF

50
53
50
32
68
72
69
58
hié

46
49
71

19
24
38
26
22
46
17
21
20
14
16
31
27

29
36

33
24
21
21
27
21
21
33
33

33
09
29
09
23
35
21
32
32
20
37
27
29
o1
Al

16
4“8

24
21
ol
18
42
28
32

6l2

ID:A64556

OCGCD
DCGCD
DCGCD
DCGCD
DCGCD
DCeCD
DCGCD
DCGCD
DCGCD
pCGCD
DCGCD
DCGCD
DCGCD

16

DCGDC
DCGDC
DCGDC

DDHAA
DDHAA
ODHAA
ODHAA
DDHAA
DDHAA
ODHAA
DDHAA
DDHAA
DDHAA
DDHAA
DDHAA
DDHAA
DDHAA
DDHAA
DDHAA
DDHAA
DDHAA
DDHAA
DDHAA
DDHAA
DDHAA
DDHAA
DDHAA
DDHAA
DDHAA
DDHAA
DDHAA
DDHAA
DDHAA
DDHAA
ODHAA
DDHAA
DDHAA
DDHAA
ODHAA

CZWAS
GMSNW
ITMBX
ITMBX
JJCMH
KVENR
MJCDC
NJMTQ
NTIQX
OUARG
TOVCT
TQIDQ
WSGF1

DEOFB
ITXCG
PLVAF

ADEXU
AYSTX
8Ce01
BQBOF
CGPLL
CXIAM
OFBOX
FFWLS
FGRYG
FGRYG
FGRYG
FPCHA
FPCHA
FPCHA
GLSKO
GNZME
GQANKW
GZCYP
GzCyP
GZPEQ
HNAYE
IFJDI
JBZNT
JQYPL
JQyPL
KvLCC
LFAQE
LFVCD
LJTYE
LUSNJ
LYPPP
NVMJIN
NYQEZ
OAVDQ
QDEPL
OVF JK

KKP1S
QOUPS
pJCQU
PJEGU
EDYOW
ELDCw
VUKQI
UTOHV
BYPAT
SRJVG
OLEVN
JEGVA
NTVPQ

LMUAN
1zZDs@
ESBSR

VXMAT
FPDSG
ABGGV
GLWAT
KJPFK
EXVMY
VFXVP
ZHRPB
TGGWA
TGGWA
TGGWA
DSUNP
DSUNP
DSUNP
XSYRN
LWSRZ
NXOLR
CHYNE
CHYNE
McLAY
21QQu
GVJAA
PDRTS
ESJOO
ESJOO
OviwL
DWTVJ
LZUXL
PSJMY
VLZIMR
DJTWR
HJZEP
WTAPK
DITOV
KUKJE
NMCNT

DFTLZ
AMUYZ
RMHMD
PBICD
QXSAW
NWUVS
OBNJT
QNMCB
TVLHB
GPISH
RUTYN
1PVEE
QKUDA

PRYRS
BDJTW
BEOVI

XMTLO
SYFUC
QZAGI
wixsy
FOHSU
BUPJG
QLJsM
cuuQy
ZBNuv
ZBNuv
ZBNULV
HVMHH
HVMHH
HVMHH
VFCGE
FBMTQ
KSP1IX
NLLBZ
NLLBZ
cyabz
WXSQ0
EMOID
WYEAU
QUKCT
QUKCT
FXMJIV
DAGJQ
HPEWW
GLZ8BH
TTRUT
JJQUD
TLYRI
TTSAQ
LVXUR
IMZTV
SIvCx

GMYRS
RDDYD
yvexe
WASSH
vYMZQ
TGRJH
RQCDS
LYCRR
SJBPG
KYNLQ
JCNMK
KUUCE
OWKWZ

JAMWZ
usyLU
XOYDN

BQXXQ
DJPSX
JXS0Y
YXO00I
VPURS
SGYYP
PVRNY
NLYRY
FAOTZ
FAOTZ
FAOT2
UNOZ2Z
UNOZZ
UNQZZ
PKZWT
ZFQZA
JZJZU
WPZFO
WPZFO
TGSOC
GVEZG
UGXwWB
FNAEF
JEXUO
JEXUQ
BZWXW
QMJIKP
XXEKE
CPRUM
HNRST
FUVEN
FVXJP
TNNWU
ODYDN
KI1Ygu
uBzvs



90356
00184
00347
99188
p0053
92169
20124
00332
00164
20321
00168
20370
20954
09192
20193
P9182
20166
00257

90131
23206

pB215
20216
20144
98152
@0104
20123
92163
92252
20262
92115
#7153
00300
20316
pB261
20029

09335
pB250
20179
20089
voolo
023011

00224
20293

00014
00114
00278

Nvu
CUN
GF1
POH
OAL
POH
ZHK
YRG
ZHK
vLX
POH
NVU
NVT
NVT
NVT
FBG
WNN
XTG

INJ
BWO

MKP
FHI1
MKP
SFv
FHI
sFvV
SFV
SFV
SFv
SFv
FHI
SFv
FH1
MKP
MKP

HZY
GKW
MKP
MKP
MKP
MKP

MRS
MRS

SFV
XYR
XYR

XzJ
1Zw
LAN
FB86
RHW
NIO
POH
XYS
POH
YEC
NIO
HVW
RBU
RHwW
RHW
POH
1Zw
WNN

YWP
HDG

SFV
SFV
SFv
MKP
XYR
MKP
MKP
FHI
FHI
XYR
MKP
FHI
XYR
XYR
SFv

MKP
MKP
GKW
PSD
PsSD
PsD

ZCA
2CA

XYR
SFvV
SFV

113
207
606
209
202
106
951
595
952
210
194
417
654
555
556
852
3p8
552

901
857

419
654
408
269
551
B354
255
757
758
359
451
759
553
802
403

506
203
351
555
551
552

195
17

354
804
808

419
844
527
503
224
186
627
429
632
151
169
282
767
030
039
639
829
540

534
332

491
401
491
607
646
598
598
619
619
644
609
626
660
653
388

626
591
824
851
848
848

041
064

636
405
432

REF ID:A64556

2322290
231140
232219
231705
230335
231350
230809
231945
230935
231815
231045
232259
230320
2311095
231105
231210
239820
23140¢

231220
231230

230732
230730
232730
231040
239815
2309¢0
230900
231345
231345
230725
239925
231619
231810
231410
230300

231839
230629
23111p
230620
230010
230010

231415
231709

230200
230845
231529

9329
2110
1121
6530
4152
6350
2759
2119
6530
9518
9969
4775
nl2l
2750
2759
8149
2759
3731

9518
1561

8943
3731
8943
6532
6350
9942
9942
9121
8121
2110
3731
8943
8943
3731
9124

1129
5504
4775
9121
5504
5504

9329
5161

9518
9518
1101

79
48
33
54

75

38
44

49
28
51

14
11
32
29

16

18
21

44
15
20

6k3

DDHAA
DDHAA
DDHAA
DDHAA
DDHAA
ODHAA
DDHAA
DDHAA
DDHAA
DDHAA
DDHAA
ODHAA
DDHAA
DDHAA
DDHAA
ODHAA
ODHAA
DDHAA

54

DF JDF
DHBDH

DJDJD
DJDJD
DJDJD
DJDJD
DJDJO
DJDJD
OJDJD
DJDJD
DJDJD
OJDJD
DJDJD
DJDJD
DJDJD
DJDJID
DJDJD

15

ECHCE
ECHCE
ECHCE
ECHCE
ECHCE
ECHCE

EDIED
EDIED

EGBEG
EGBEG
EGBEG

OYUQM
PHENA
GNRRV
QoMBY
RHETB
RTPEE
RZGBD
SYUBE
THVIA
UGZLZ
vOL1IU
WGZ QK
WRDZJ
WXsQP
WXsQP
YNFPT
ZKJYS
ZWSHW

AOJGB
LONGH

BETYV
BETYV
BETYV
BYRSS
puMGP
GYKPYV
GYKPV
GYKPV
GYKPV
LUDOS
QuLzv
SALFZ
TIGAJ
TIGAJ
VUKCH

FOAOS
OIQHR
RAFNO
RNNNS
TNUOS
TWMUO

TOKHF
JLPHE

DZXFD
HQDCF
JMBDE

YWOOH
HOGYT
NVOJE
HRTLY
XSHLG
SHRPB
JABQM
XKVMD
XVIBX
BCNSB
KISLW
GSPHY
EJIRF
uvyzK
UvYZK
BKAPD
HTMTJ
XUWSY

SOITH
DAAFL

oBvzY
oBvzy
osvzy
YOTDU
IMBSI
oBvzy
oBvzy
oBvzy
oBvay
IQIHE
YFXSE
TAYHU
IMWJY
IMWJY
IBLKO

MBEDN
LUATR
EAIO1L
RESPE
ROIRT
NOMZT

000Qs
XRXBv

EENWX
LFYWY
AIJAB

LPCWL
FMZNV
VIEWM
XOFTZ
PNYHJ
YSTNG
118ZH
HSTNM
CYYGN
OCYSA
YQRJUX
QANPD
IHFES
XQRFw
XQRFW
sSCvw@
yGOGB
LEAEK

BKOBG
NFLGO

LFVOB
LFVOB
LFvOB
MQX ER
QISAN
LFVOB
LFVOB
LFVOB
LFvOB
TDXY!1
DXDUQ
HPFOM
TASIQ
TASIQ
ZKeyT

CNHI1
RHAHM
MMTEL
EETMO
APDLTY
APVLL

GNTQE
DWAVD

BJJNE
UUZXN
QTSRvV

FFAJC
PVBWW
YBHSH
XNQPQ
XEENE
KQCPU
CUAIC
JYAGH
LXBRB
VTXUT
DMHUX
UTUNX
OFTDD
JKSMR
JKSMR
RCEEK
FDONSs
SCIHZ

wwvLB
JIOXU

VBETY
VGYKP
BHYQW
PFONT
HKOZK
VHYQW
VGYKP
VHYQW
VGYKP
CPYXK
uToVvO
SQYPC
IMAGW
IMAGW
VHYQW

XRSRO
EPPDV
OLFFY
VEECA
XRDOA
NEROA

ZNCYR
RZACE

8YQvk
EJzXL
VXGYM



00005

20055
00056
00049
20050
22160
20161
PB255
20203
02287
20109
20334
90213

20006

00225
22004

00248
90249
20040
20020

22291
20329
20354
00214
20282
90355
20031
98375
99235
00289
vo2890
20172
p0358
90353
00286
P0234
00159
22307
@8371
o032¢
#2352
P2232
00338
00275
00328
82269
00175

SFV

FzXx
FzXx
FzXx
FZX
vxl
122
FMT
GFH
vX1
FZX
FMT
FZX

I1Zw

HCO
z1C

MLH
MLH
MLH
Zzz

CUN
RBU
NIO
XTG
NIO
FBG
FBG
FBG
POH
XTG
ZHK
POH
NIO
NIO
XTG
POH
WNN
OAL
FBG
POH
FBG
FBG
FBG
NIO
YRG
DYP
OAL

XYR

GFH
GFH
vX1
vX1
Fzx
FZXx
FZX
FZX
FZX
FMT
FZx
FMT

WNN

Z1C
HCO

2Z7
zZ
222
MLH

WNN
OAL
ZHK
OAL
POH
ZHK
POH
ZHK
ZHK
WNN
FBG
ZHK
POH
FB8G
CUN
ZHK
CUN
XTG
ZHK
FBG
NIO
POH
NIO
ZHK
YEC
FZy
RBU

351

554
555
952
953
634
605
503
305
626
753
507
755

851

806
253

313
314
301
702

351
153

603
754
153
851
154
3¢8
554
983
305
759
955
452
367
254
509
152
211
8o7
a58
805
355
363
663
852

631

169
169
735
735
212
212
221
221
221
394
239
399

518

794
718

211
211
138
590

551
442
236
416
619
@35
614
@38
823
553
495
216
664
511
228
023
207
673
928
5p8
205
657
203
225
153
449
775

230005

2303190
230310
230325
238325
231009
231000
231115
231115
231115
230745
232000
2311390

239110

231359
230020

231459
231450
230500
230315

231600
231825
232135
231209
230440
232040
230215
232225
231439
231630
231610
231015
231909
232300
231650
231430
239900
231519
231745
231849
232035
231620
231910
231645
231850
231400
230835

8140

5504
5504
2119
2119
8943
8943
3731
9121
9942
g121
5504
3731

2172

1121
1561

3973
3973
1101
3973

2750
9329
211p
9121
8943
1120
1181
3731
8943
2110
8943
8942
6530
5504
8149
8943
6350
8943
275¢
3731
9942
6350
1561
6350
4775
2120
3731
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66

59
56
51
36
41
66
84

91
65
63
39

EGBEG

EGBGE
EGBGE
EGBGE
EGBGE
EGBGE
EGBGE
EGBGE
EGBGE
EGBGE
EGBGE
EGBGE
EGBGE

12

EIDEI

FBHFB
FBHFB

FEAFE
FEAFE
FEAFE
FEAFE

FFBGG
FFBGG
FFBGG
FFBGG
FFBGG
FFBGG
FFBGG
FFBGG
FFBGG
FFBGG
FFBGG
FFBGG
FFBGG
FFBGG
FFBGG
FFBGG
FFBGG
FFBGG
FFBGG
FFBGG
FFBGG
FFBGG
FFBGG
FFBGG
FFBGG
FFBGG
FFBGG

PLIGH

CYTWW
CYTVW
CYTvW
CYTVW
CYTWW
CYTvW
KOZKW
KOZKW
KOZKW
NECSM
NUWIW
SYDTV

RLXHB

GMYEH
KZVEJ

LLLHT
PTDFE
SOJFH
TZS516

BHCSF
BSAEE
B8VRJD
CNEKH
DAOSM
DQFHO
FKTNA
FLIQI
GAFLH
HJKDJ
HMTHB
IDOQD
IFUDQ
IQTKD
JLQML
JPOBO
JQCHA
KAK SN
KJDHB
LPHSO
MDCDH
MLRDC
MSJQC
MSKRA
MUPBA
NNCBB
OJCHL

FHOTZ

UEYNY
UEYNY
UEYNY
UEYNY
UEYNY
UEYNY
UEYNY
UEYNY
UEYNY
EAPSI
YKCDO
UHAJU

GUHH1

AQBRB
KHIGO

FODZH
DSHHT
SCYZR
QP XUz

ZICvX
GPXBR
YRSEA
YUDND
BLBRH
ASSEV
CUGNE
HOKMC
EYEYR
MWF XK
QKHND
ANWWS
ETNKQ
GIXGP
QLWPU
VOMCvV
ETIFD
MWHGU
2VQFP
YPEHD
SYHNV
RHNKD
TYGNK
IAPJM
XAOTV
GPYPF
NHMON

YQKCM

IUWUE
TUWUE
TUWUE
TUWUE
TUWUE
TUWUE
TUWUE
TUWUE
IUWUE
XQLUU
QVKOZ
QYTIY

XYUOL

UGLHH
QDBXN

OWYOY
MXKGX
LLZTU
PCYLK

BWLJF
YoYYQ
OFLIK
NEKGL
PSABO
FNTNG
VRFCR
FNGAM
BIRXC
CNKUK
PBFKR
GHJAU
VVvPBH
ATDCC
UQUKC
RGKQU
SZHVS
DRCFS
RVONA
JALFU
LsQoP
TYBGV
LPTNE
SKQIP
MIGMK
RDBOV
KBZLK

KOKHB

YBETY
YCYTV
YBETY
YCYTV
YCYTV
YBETY
YBETY
YCYTV
YKOZK
EFALS
KHIZ1
SDIBH

WOVJE

JHSPL
ZUQIA

WLYXD
GTSJH
XHVPL
TIIXR

GLFMG
YYINR
QvCxy
HSVAG
AYTBS
DINUC
HMQTO
AvB81S
BYJVP
JHYYJ
JKSEC
FCAFA
JZML J
ITTHB
HIMIR
NACHU
WTHQQ
28DYL
XXEHP
QsSBDZ
NYFGM
KBLFI
NOWMD
GYPGZ
DJCBO
KNHZX
BLIKQ



\\‘

P0256
20039
20265
20034
00127
20337
00279
BD364
00146
00952
20310
20187
po319

00247
20090
00360

P00 35

PB362
92102
00107
00079

20134
02368
00017
po018

00340
00151
09342
90112
00322
80150
90258
20323
00281
20190
90191
00236
20259
20260
90111
00341
Pd078
00298

00147

1Zw
NIO
WNN
OAL
RBU
POH
NIO
POH
CUN
POH
XTG
EDI
RTY

XTG
uBT
ZCA

FMT

FHI
FHI
UNK
TOJ

LLZ
LLz
222
22z

MRS
WNN
MXU
ZCA
WNN
ZCA
ZCA
MXU
WNN
MRS
MXU
WNN
ZCA
ZCA
ZCA
MXU
ZCA
ZCA

vxI

WNN
POH
XTG
NVT
NVT
NIO
FBG
FBG
XTG
FBG
OAL
VLX
NVU

1Zw
YWP
MXU

FZXx

UNK
TOJ
FHI
FHI

222
zZz
LLz
LLz

ZCA
MRS
ZCA
WNN
ZCA
MRS
WNN
ZCA
ZCA
ZCA
ZCA
ZCA
MXU
MXU
MRS
ZCA
MRS
WNN

Fzx

857
751
402
605
504
199
@54
206
752
204
608
202
809

121
101
653

501

903
152
452
652

106
111
601
602

119
902
311
954
207
758
957
306
205
104
305
204
657
658
755
308
753
959

601

537
608
665
619
619
202
494
483
653
468
439
705
564

852

525
629

191

769
912
612
612

181
233
612
612

279
833
913
279
067
838
291
261
@55
929
029
829
642
642
829
069
825
297

214
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231335 9942
230105 2750
231325 6539
2390600 1120
230690 3731
231849 0121
231505 2110
231130 9942
239949 0121
230320 3749
231745 81490
231225 1561
231795 5161

231400 3749
230539 3749
230215 1561
230420 9518

230920 1120
230849 3731
239690 3731
230600 2113

231000 8121
231710 9518
230149 9329
230140 9329

231915 8140
230945 9942
232110 9942
230800 llpl
231830 2759
231190 3731
231345 5161
231635 21190
231540 9518
231020 6350
231020 6530
231020 6350
231420 9969
231420 9969
239810 1120
231995 3731
230549 4775
231605 9942

23102¢ 9329

27
57
43

4b

32
39
71
59

66
77
80
60

25

29
36
28
ol
21
22
26
20
28
29
25

29
19
13
18
20
35

36
46

33
15
17
28

6k5

FFBGG
FFBGG
FFBGG
FFBGG
FFBGG
FFBGG
FFBGG
FFBGG
FFBGG
FFBGG
FFBGG
FFBGG
FFBGG

40

GBIGB
GDAGD
GEBGE
GHEGH

GIFIG
GIF1G
GIFIG
GIFIG

HATIHA
HAIHA
HATHA
HATHA

HBJBH
HBJBH
HBJBH
HBJBH
HBJBH
HBJBH
HBJBH
HBJBH
HBJBH
HBJBH
HBJBH
HBJBH
HBJBH
HBJBH
HBJBH
HBJBH
HBJBH
HBJBH

18

HBJHB

RADEF
SHRIH
SPMQD
TOMRK
TDMRK
TGHLN
UDKRQ
VPHJN
XIBEO
XPRJD
YSKPB
ZGFPL
ZNTFM

WSDAI
BIPEA
BHMFE
CWIHE

EQUEE
ERBEW
WGOAR
WGO1ID

CEGAC
FDHDE
FLvBI
FLVJE

BYIKP
BYIKP
DEWDG
DUEIL
FOWCW
FUGMH
GEBLQ
HUXEQ
HUXEQ
HyQwy
HyQwv
HYQuy
JYYFV
JYYFV
MIQDS
QEMD2
SALFZ
TAYUQ

FVFAB

JNWH1
MSYCG
POXBM
CLUDA
CLUDA
ZEHDO
BHTEV
FGVYA
NZSZT
IFRAN
EFZWB
CVZFA
HvzPR

wzBzJ
o0TSY
EPMOW

VHWIS

MMVLN
MGEUC
SSRGM
EECGM

VGHMG
GDBMX
UYGKK
CLFSP

ENDZU
ENDZU
UGNZE
I1CPPO
AWUHE
UMTWY
INDHY
ETLQA
ETLQA
OQKNY
OQKNY
OQKNY
OQKNY
OQKNY
YGWFA
YZUFO
YZUxo
YTGFE

YXVXT

ACONH
YMDUK
AETXX
PUADO
FFRFU
1RMRW
IHNEE
UKS XX
NX 1GK
WOGTIF
EIRHN
KWKB1
RBKEY

PLDZY
FELLL
ZBJHV
UROFR

SFEDS
GVTDS
OUAUA
TMNMV

XSDWE
SQCYH
RRHAA
KXELU

DzJux
DZJUX
AZXYX
APBYM
QASEW
1BvEB
QwWx0oC
GZWAK
GZWAK
VFvOQ
UFVOQ
UFVOQ
UFvOQ
UFVOQ
FPQIN
wCGOO
CYXocC
TBHUX

QAVFB

SMIxB
QWGSW
MLTFC
RRTAT
EJHAB
FZULL
HBVEQ
ZXHOC
LSMOR
JOPYB
CTVSS
8vKQz
vIsPy

XHXXQ
vLIDM

XBMDG
RDEEV

ACIER
NADEE
LLYPP
MTMPP

GHP X0
KDKVY
BOCKY
UWFAK

FSYGW
FZYZU
RBYEF
NZOCZ
QQEZR
XPEGX
YFAFP
HD11P
HO11lP
KHYQwW
KJYYF
KQIND
KQIND
KJYYF
DXOCyY
VMESG
YGYKP
EVACZ

ERZNX



00122
00145
20013

90138
00242
00062
90329
po023
P0069
00099
20042
00267
20346
20149
00022
20271
203 %
pa372
20327
908227
P0041
20064
00016
20266
99139
Po239
00272
00218
90137
00219
00167
20326
20007
09135
P0220
00274
00385
00141
00367
20059
20303
00268
00228
90302
00143
06270
BOp63
93345
90301

00244
p2317
00283

raqe
FSD
Z1C

222
MKR
LLZ
oYo
222
222
MLH
DYO
222
OYO
MLH
222
22Z
222
DYC
222
LLz
222
2ZZ
PVK
LLz
MLH
AAA
Yy ¥
MLH
2ZZ
222
cuo
MLH
LLZ
222
222
DYO
MLH
MLH
227
212
ZZZ
22z
OYO
MLH
AAA
222
LLZ
LLZ
cuo

XYR
OWN
XYR

FSD
Z1C
FSD

MLH
Ccuo
22z
LLz
2Z2
Lz
zZz
222
bYO
MLH
222
22z
MLH
MLH
MLH
DYQ
2z2z
222
MLH
AAA
DYo
2z
Cuo
LLZ
DYO
MLH
MLH
PVK
oYOo
222
DYO
MLH
2ZZ
LLZ
Yy 44
MLH
MLH
DYO
DYO
ZZZ
DYO
AAA
MLH
MLH
222
MKR

OWN
XYR
OWN

254
703
251

706
453
104
551
002
606
394
491
5¢8
355
308
001
719
721
352
511
1¢8
pa3
104
602
653
307
255
608
452
705
729
202
454
101
504
707
413
152
309
711
793
510
507
409
453
203
120
251
113
604

953
192
956

655 230825
782 2310065
647 230319

627 230830
454 231505
143 230545
659 231715
126 230200
617 238355
154 239719
139 239315
849 231300
655 231839
177 230945
126 230200
643 231305
646 2313390
652 231705
857 231625
208 231415
126 230200
611 230525
215 230235
855 2314590
177 230945
452 231445
645 231330
850 231315
627 230830
640 231230
698 231935
858 231700
121 230040
840 231105
638 231215
219 231535
654 231500
177 230945
646 231330
594 230430
853 231420
847 231235
292 231329
854 231430
251 2309940
646 23133p
616 23p545
249 232930
562 231655

684 231345
658 231799
687 231540
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4775
3749
Bléeo

8943
3749
2172
5161
2750
3731
9942
47175
9942
3731
8140
2750
2750
9942
6530
3731
0732
2750
8140
9969
8142
8140
8140
7753
0732
8943
5504
9518
6530
3973
4775
1120
9942
8140
8140
9942
4775
6530
9121
5161
2759
2129
9942
2119
2120
3731

8140
9942
3749

31
35
46

22
39
25

HDBMD
HDBHD
HDBHD

11IHFF
TIHFF
TIHFF
I11HFF
1IHFF
IIHFF
TIHFF
TIHFF
1IHFF
11HFF
I1HFF
1IHFF
1IHFF
1IHFF
I1IHFF
1IHFF
TIHFF
1IHFF
I1IHFF
11HFF
1IHFF
1IHFF
1IHFF
I1THFF
T1IHFF
TIHFF
1IHFF
1IHFF
11HFF
1IHFF
1IHFF
ITHFF
1IHFF
TIHFF
ITHFF
1IHFF
T11IHFF
IIHFF
1IHFF
I1IHFF
IIHFF
I1IHFF
TIHFF
T1IHFF
IIHFF
I1IHFF

46

JAAAJ
JAAAJ
JAAAJ

AYWEF
ECREG
PESD1

AFLBC
AFMBC
AFPBC
AGLBC
AGOBC
AGPBC
AGQBC
AGQBC
AHMBC
AHRBC
AJOBC
AKLBC
AKMBC
BFQBC
BHLBC
BHGBC
BINBC
BIRBC
BJMBC
BJOBC
BKLBC
BKPBC
BKQBC
CFOBC
CGMBC
CHNBC
CHOBC
CILBC
CJNBC
CJRBC
DFLBC
DFMBC
DFPBC
OHNBC
DIMBC
DJNBC
DJOBC
DKPBC
EFGBC
EGLBC
EHOBC
EHQBC
EILBC
EIPBC
EJNBC
EKNBC

CTPIE
EHMBED
ESTLG

JGBAC
AMCZT
AMCQV

CLQRU
ROEGO
GFYFG
NZ2002
VRROS
YAASM
CUPMM
HYSMW
BQYOT
JNUEL
BCTSR
TOLCL
YRDOV
CISCG
MPPGX
YJXAF
HDEJI
TCMPE
MPQEK
JCMUK
SBWJH
DGECE
XGYWM
GETJN
uuuBz
NJBFT
UAGSR
ISQxXK
1VMSO
MJUKM
LoviZ
LYWHF
YNZCY
bssaL
JJHVL
TIMBX
RMH UK
XVRPJ
ZRFIQ
£BSYT
CTQJF
PIMJIV
IsCEO
ETESX
JTCQO
UsYyL

NOEFR
DASLT
BREE1

PSYKJ
SLJIK
VBHEX

EOUCI
AYJKP
RJBUZ
MAQQuUU
MCSAK
scuoJ
KDQOF
EOCEJL
X TURX
LPKYQ
FQI100
NYMFJ
CLUDH
KGWSA
KVJHB
OHGKR
EMDCJY
LNXLJ
VTAUJ
LDXWV
KAMVA
TQHDJ
UKAZZ
MACQM
YDRJY
PANCU
JHOSH
BKWCR
KMOL1I
LNVPW
SOMHA
OMXEG
JCFUM
HBBMT
IFZRT
VKDTX
DWXPN
CKGJG
GOZXR
QUQZD
UTLBL
TIDOE
OCRwWJ
FMMCQ
JQIyw
KTEPE

ERRDO
COIEO
OALCP

ZLGBS
JKSCI
JCCBU

oxyus
EBBJA
SXKSY
CSMPY
PCXGQ
FRZKD
EKJQZ
RHZJR
CLKXL
FXGME
MWVKX
YNDH1
QDMCI
WoQo0
ZJuBl
QHCZUV
KVSML
vQuzy
SFLKF
NLOQF
BXTNU
JZUIC
URDVN
OARIF
RHEZU
URLMY
2uUwBB
UPUKQ
LGJLB
JQIFG
WLWOE
ICMUA
ULFYX
WOGPA
HCY JF
WNUZZ
XGBHL
ERRXV
HPSJF
FPEXG
WIUUR
UHKOJ
PMYQJ
AYKBC
HZMyw
YXIEG

AIVIO
IERUR
SNTET




26091
02336

20361

00194
20330
90195

pB221
20222

20098
20095
20096
00097

09136

20002
20p21
geeol

p0273
92186

90092
08117
00285
po105
20106

20314
00101
000 34
20198
20243
@0l116

00156
20058
00844
00284
20350
90133

20108

XYR
VLH

LYD

WPX
WPRX
WeX

GXW
YFT

22
22z
22z
2ZZ

EJJ

NCM
NCM
NCM

FSD
ALL

XYR
PSD
IX1
FBP
FBP

GKW
FHI
XYR

MKP
HZY

VLH
XYR
1x1
XYR
IX1
XYR

UNK

OWN
XYR

FZX

NVT
NVT
NVT

BWO
SFv

222
222
22z
22z

ZIiC

1Zw
IZW
I1Zw

YWP
2CA

VLH
MKP
XYR
FHI
FHI

MKP
UNK
VLH
VLH
GKW
MKP

XYR
X1
XYR
VLH
XYR
IX1

FMI

951
604

201

203
o046
001

281
001

e08
P05
006
007

002

#o2
203
201

002
091

202
301
253
852
853

206
991
201
204
353
501

601
1201
251
206
255
163

453

681
662

199

64t
654
635

668
425

165
165
165
165

787

839
809
809

550
@35

724
591
656
612
612

626
758
722
125
826
596

649
802
638
728
663
8045

612
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230605
232020

232700

231310
231815
231130

231409
2314900

230830
239839
239830
230830

231115

230100
230100
230100

231540
2312190

230610
230620
231535
230600
230600

231839
230900
230315
231125
231245
2309750

231110
230420
230425
231550
232249
230815

230600

7932
6539

3749

9969
3749
5161

4715
5161

9742
9742
9742
9742

8140

1191
1101
11o1

5161
3749

3973
3731
91290
2121
6530

2750
3749
9742
9518
3731
9329

3749
5161
9329
6350
5504
2119

5504

68
33

48

35
58
51

39
34

42
89
70
8¢

39

80
34
8¢

96
45
55
37
76
26

43
37
47
51
51
54

63

31
23

12

36
29
37

17
i3

29
14
13
39

52

24
22
12

43
30
24
37
43
26

42

64T

JAAAJ
JAAAJ

JAAJA

JB8JB
JBBJB
JesJB

JCCUC
JDOJD

JEEJE
JEEJE
JEEJE
JEEJE

JFFJF

JGGJG
JGGJG
JGGJG

JHHJH
JITJI

28082
28982
28082
28082
280982

50505
5@505
50505
50505
59595
50505

68486
68486
68486
68486
68486
68486

80808

EVEBD
TROHO

OZXGF

CTVIA
GQJCE
ORPFH

BPZFC
FLCIG

AOSEJ
JRGCB
JRGJIH
LTTHD

NUNBJ

BRDAJ
BRDIF
Dz8DD

IDRGD
EUMCH

21848
22132
43730
500821
50021

17376
77602
77620
79470
97483
9887¢

49721
49721
49752
47525
51651
90057

99147

OETDN
LEAHN

IGFHD

0SGMO
QZATN
FMSDE

DVRHG
UQCSN

XOMRH
FIORN
LNEMW
JMJIZR

BHDOH

TWSPR
VJHFQ
XJXUF

STCWH
CVAFH

52164
65415
82251
20464
00464

89111
49639
98696
98895
76897
57309

81198
86550
208265
52198
42852
58182

98937

GXAWR SUTEU
INHAI PMUMQ

RXS1Y NBMJH

LDHDS VvOAYB
KOBAC LYVFP
ICFKO VMNKY

IUKRD HSRMy
RP20C GWJID

IGXTV MSIHN
HCJXP OASIC
TSGST SBYKR
UBIED RYCTN

EWVYMP YMBXB

2FYUZ JWADS
2FKBE ENGK1
TWLIM XOPAF

FOZZW WKRIU
NFNHC TCNKJ

96410 22149
26226 12240
14513 59827
81416 57350
81416 57359

89159 79059
77420 73974
91537 27597
996020 69633
37527 95989
89568 56891

B4853 75524
38848 53779
14472 54875
56057 58212
51959 58514
12029 4p286

09852 96743



20069
00025
20066
22282
90359
90178
02366

90180
00199
22071
0313
00033

TOJ
UNK
FHI
FH1
FHI
FHI
FHI

HZY
HZY
GKw
PSD
MKP

FHI
FHI
TOJ
FBP
FBP
FBP
FBP

MKP
MKP
MKP

MKP
HZY

651
451
751
504
506
501
503

503
502
201
392
701

612
6¢8
210
838
849
834
837

604
591
588
626
765

239690
23p115
230705

231650
231735
231010
231525

231000
230620
239515
231839
230135
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2110
9942
5161
8943
6530
4775
3749

2119
8943
8943
9942
9942

83

53
54
83
25
59

99
63
75
86
61

28

28
24
12

-

80808
80808
80808

80808
80808
890808
80808

95459
95459
95459
95459
95459

10893
42831
42831
42831
74793
76885
91595

06843
30697
39928
65982
68942

702985
71157
71157
76992
46985
93099
97914

02842
49439
18861

84285
32654

29674
33931
74793

P7747
29293
13340
92424

23840
61925
13145

42128
13399

37389
99675
46985

99885
34311
95374
93475

27884
74202
04423

24064
43054

3
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REF ID:A64556

——CONFIDENTEAL—————

G. Callsign listing, 24-26 December

02597
P0455

90629
29656
00672
205p5
00409
20410
@o575

00457
00614

00624

00649
P0415
00477
06448
PD24T4
PB377
20665

92621
02674
00544
#0482
00650
20668
20535
90439
00568

09522

00444
20612

80539
P0596
20647
P0431
20333

20664
00401

AAA
EEA

NVT
NVT
UBT
uBsT
YKD
YKD
YKD

PJX
PJX

MXV

MRS
MRS
MRS
MRS
ssZ
§82
YKD

HOT
HOT
HOT
IZW
NJG
NJG
ZNM
ZNM
ZNM

HDG

MKP
MKP

PJX
PJX
WDU
MRS
MRS

AAA
OHG

AAA 5709
AAA 7025

AYP 3580
AYP 35890
AYP 3589
AYP 7580
AYP 4045
AYP 4045
AYP 7580

BEA 7590
BEA 7599

BJL 3575

CHJ 3970
CHJ 7630
CHY 7930
CHJ 79392
CHJ 7930
CHJ 3979
CHJ 39790

DYO 6640
DYO 2449
OYO 6640
DYO 5485
DYO 2440
DYO 2440
DYO 6640
DYO 5485
DYO 66490
9

EDH 6160

EDH 6160

EDH 6160
3

EUZ 6850
EUzZ 6050
2

FIB 3675

FMT 7340
FMT 3429
2

FNL 3435
FNL 7355
2

241635
261049

2641826
242035
242319
241235
240741
240747
241539

241041
241717

241897

241851
240817
241127
241028
241129
240147
2421290

241738
242350
241415
261135
242006
242144
241348
241011
241524

2641311

241923
241714

241406
241639
241959
240928
240402

242116
240632

002
609

304
306
105
1p2
202
203
295

1p2
194

308

658
653
655
654
506
501
402

107
719
7086
204
995
906
807
804
809

892
953
955

201
202
106
952
951

255
452

306
294

297
pos
198
P83
080
080
g9l

808
81g

295

718
694
104
699
701
686
731

851
861
845
829
854
858
842
831
841

752

750
755

731
732
417
239
235

469
461

241539
241018

241746
241955
242209
241920
249621
249621
241444

240959
241613

241728

241716
240728
241032
240943
241015
240117
242039

241619
242240
241335
249910
241926
242009
241223
240956
241219

241230
249948
241612

241250
241525

241918
240847
269328

2420935
240617

6ho

1300
73082

3702
2939
2958
5360
8349
8349
4154

5360
9707

8546

4154
9915
8343
8546
87790
7395
8383

1300
0770
9121
4154
8725
1715
2958
4154
1715

9707

4181
9915

9915
8349
2958
2958
1976

2958
3702

1420
6036

6631
9215
3618
4833
5661
5661
4022

4922
7236

1629

0865
5895
9865
4022
1236
1629
2258

3618
6407
3212
4022
5858
1236
1629
4833
9865

4022

3212
1236

4634
7236

4634
1629
9865

4922
1266

9389
9389

2728
4186
2728
2728
2728
2738
2728

8984
8984

9469

1936/
1936
4032
9343
1936
5914
5914

3277
0289
0289
8289
p289
2289
8731
09289
0289

5310

5310
5310

9668
9668
6139y
2458
0612

4177
9947

5681
1559

2938
7391
0208
0208
6789
6789
6789

2983
0983

8778

2387
2387
5672
9353
5753
6248
6608

1936
4484
4484
4097
3638
3638
2260
6680
6680

8994

5870
587¢

0983
0983
3647
5672
T454

7067
1658

79
86

13
81
73

86

82
59

48
29

13

42
45

73
82

29

19
47
23
28
23
31
30

28
24
26
27
35
21
33
30
17

16
26
32

37
15

32
35
41

14
26

1 IHFF
I IHFF

HBJBH
HBJBH
EDIED
HBJBH
HBJBH
HBJBH
HBJBH

68486
JAAAJ

FFBGG

DDHAA
DDHAA
FFBGG
DDHAA
FFBGG
FFBGG
ODHAA

HDBHD
DAEAD
DAEAD
JFFJF
DAEAD
DAEAOD
DAEAD
FBHFB
DAEAD

EGBGE
EGBGE
DCGCD

68486
JAAAJ
FFBGG
AGHAG
AGHAG

I IHFF
1 IHFF



20623
p0438
P2503
00408
20515
90519
P0622
90376
00574
00435

p0652
o0580
@06 26
P3559
20412
20490
90549
po695
#0405

20384
00479
P0554
29553
90622
00470
02400
09586
P2654
P0472
23590

20508
92512
22639

20627
20487
p0502

92556
08513
90382
P2661
20621
00423
pes520
#0523
00485
20633

NIO
NIO
wee
weB
wee
Wee
wCB
XNW
XNW
XNW

NCM
NCM
NCM
vxlI
vXl
vxI
XxBS
x8s
XBS

oLY
OLY
oLY
oLy
WID
Wio
WID
WID
XNW
XNw
XNW

MKP
MKP
NCM

DYO
DYO
DYO

MDR
OFW
PJX
WPB
wpPB
XTG
XTG
XTG
XTG
YTG

FsD
FSD
FSD
FSD
FsSD
FsD
FsD
FSD
FSD
FsD

10

GEP
GEP
GEP
GEP
GEP
GEP
GEP
GEP
GEP

GKS
GKS
GKS
GKS
GKS
GKS
GKS
GKS
GKS
GKS
GKS

11

HDG

HDG

HOT
HOT
HOT

1BF
IBF
IBF
1BF

18F
1BF
1BF
1BF
I1BF

10

6680
6680
6689
6680
6689
6680
668¢2
2490
5885
6680

299¢
5635
675p
5635
6750
6750
6750
675p
6759

3971
7930
7930
7930
7930
4295
7939
7930
4295
7930
7930

7080
7080
3200

2380
6700
6700

7810
7810
3699
3699
7812
7810
7819
7810
7810
3699

241758
241009
241232
240741
261300
26413085
241744
249138
241530
240958

242024
241552
241703
241506
249753
241204
241437
241657
240706

240408
241131
241452
241449
240906
241107
240630
241608
242031
241109
241618

241241
241253
241848

241822
241157
241239

241504
241258
2409359
2642103
241649
24@911
241308
241314
241142
241837

156
152
303
301
395
306
399
352
354
353

996
9p3
9p4
195
192
104
802
803
8¢l

121

194
187
106
293

206
202

208
305
382
3g4

554
555
406

259
255
256

853
606
401
455
453
752
755
756
754
656

959
048
952
045
054
P54
962
043
057
P47

594
584
586
583
564
572
579
585
562

689
702
711
713
695
698
692
715
721
697
716

195
193
199

679
670
673

657
655
643
669
661
647
656
656
652
664
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241723
240844
241142
240615
241229
241229
241740
240049
241440
24p823

241935
241507
241623
241459
2640722
241935
241312
241617
240629

240322
241016
241327
241349
240831
240942
249536
241592
241936
24p94p
241513

2641205
241143
241759

241702
241043
241129

241345
241213
240324
242905
241540
240836
241217
241217
241026
241732

650

2939
5360
8546
1715
8383
8383
4154
4181
9194
9915

p770
2939
5576
8349
8339
130
2958
9194
4181

8349
2958
9987
2532
9121
5360
1715
4181
1390
4154
9915

0987
5360
4154

9915
1300
1976

4154
9707
8349
9915
2958
2939
7395
7395
1715
5360

9234
5661
7236
4022
1pa2
1042
3436
3212
1420
9234

6407
9234
9215
9865
9865
5661
3266
4833
1629

3212
5661
7236
4833
3618
3212
4922
1042
9234
4022
9215

5661
2258
1042

2476
1629
9865

3266
9234
5661
9234
0215
4833
3212
3212
1422
9865

2593
1882
P84T
2593
2593
2593
2593
1882
2593
2593

4392
4302
4302
4302
4302
4392
4302
4302
4113

1936
1936
1936
8830
8830
1936
1936
1936
1936
1936
1936

3466
3466
3466

9569
9569
9569

4393
4393
4393
4393
4393
4393
4393
4393
4699
4393

4529
8499
2224
4538
4538
4538
4538
2936
6167
6167

9795
9795
9795
8174
8174
8174
9163
2163
2765

7436
7436
7436
7436
2289
8084
8084
8084
B497
0497
0497

5879
5870
9795

4097
4997
4997

2305
8579
2983
6275
6275
5753
5753
5753
6437
3971

80
59
81
95
99

86
82

62
55
43
48
65
59
32
46
62

54
38
46

73
53
69

33
25
58
29
59
60
84
83
51
46

51
27
48
33

16
21
51
26
50

43
27
13
26
32
39
24
19
29

44
37
16
15
24
19
35
26
12
25

FFBGG
DDHAA
FFBGG
FFBGG
DDHAA
DDHAA
FFBGG
DDHAA
DDHAA
DDHAA

0CGCO
AEFEA
AEFEA
AEFEA
CCF11
AEFEA
AEFEA
CBECB
DCGCD

CFIFC
CFIFC
DCGCD
DHBDH
CFIFC
CFIFC
ADEAD
CFIFC
CEHCE
CFIFC
CEHCE

OCGCD
EGBGE
EGBGE

HDBHD
DAEAD
HDBHD

80808
DCGCD
DJDJD
GIFIG
GIFIG
AlJAI
DJDJD
DJDJD
DJDJD
80808

-
-




[

"\

w

20399

20576
20385
00644
00451
20491
20543
20593
P0660
22569

00570

00416
98516

P0540
90592

P0645
po588
?0636
20446
22565
02484
90486
90550

004092
09537
o0579
90616
00488
08421
20673
P2585
20442

90499
#3517
22380
90632
20456

po4l7

00445
Pa567
20649

OFW

OGN
2z2Z
222
222
222
222
2Z2
222
zzZ

MJZ

I1BF
IBF

JLJ
os8

EOH
EDH
HDG
HDG
HDG
MWC
MWC
MWC

CHJ
CHJ
CHJ
FMT
FMT
TPY
YKO
YKD
YKD

EDH
HDG
MKP
MKP
MKP

PKP

GEP
GEP
HDG

JIF

JKR
JKR
JKR
JKR
JKR
JKR
JKR
JKR
JKR

JLJ

MDR
MDR

MJZ
MJZ

MKP
MKP
MKP
MKP
MKP
MKP
MKP
MKP

MRS
MRS
MRS
MRS
MRS
MRS
MRS
MRS
MRS

MWC
MWC
MWC
MWC
MWC

MXV

NCM
NCM
NCM

6060

6240
2129
2129
6240
6240
6240
6240
2120
6240

6245

7720
7720

7355
4610

3420
4605
3420
7340
7340
7340
7349
7340

6240
5145
6240
6240
6240
5145
5145
6240
6249

6899
6800
29290
2929
6800

6375

7439
7430
3350
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240609

241549
240413
241935
241031
241209
241415
241621
242052
241507

241526

240820
241302

241408
241619

241945
241612
241839
241024
241517
241140
241145
241445

240643
241353
261544
241723
241158
240905
2642346
241608
241018

241225
2413092
240328
241831
241040

240821

241924
241522
242003

552

453
501
511
503
584
507
509
512
508

304

503
504

657
203

602
601
g8
3p2
306
585
506
507

121
105
106
207
206
P02
3e8
307
395

993
152
751
755
754

605

752
755
204

853

899
866
908
879
885
897
993
913
895

294

843
845

465
467

264
259
263
245
253
248
248
254

869
886
991
o906
882
872
919
992
873

412
413
407
418
411

716

833
841
842

240519

241459
2490314
241745
240951
241136
24134p
241521
242002
241328

241401

240735
241229

241243
241529

241825
241515
2417643
240934
241348
24106409
241040
241350

240528
241154
241501
241622
241033
240840
242309
241513
240848

241146
241217
269253
241729
240934

2409711
240915

241406
241938

651

9987

8546
8349
9915
5576
9987
1399
2939
1976
4154

7395

2939
27179

5360
9707

4181
1715
4154
8546
7395
5782
5782
1976

2958
5360
3343
3343
1715
9987
9194
3343
7395

7395
9194
5576
1715
8349

9915

9915
2958
8339

3618

3212
3618
4922
1050
9637
3436
8810
7236
5858

2455

2215
9865

7236
8819

9234
5661
4022
3618
7236
8810
8810
4833

6631
4237
9286
9286
9234
1690
5661
0286
1082

3266
4833
9234
8215
1420

9865

3212
5895
4833

9974

8038
8038
4285
4285
4285
4285
4285
58264
5824

3051

@775
0775

3088
3088

6238
6238
6238
6238
6238
6238
6238
4744

8092
8038
4285
4285
8092
4285
4285
4285
8038

1495
1495
1495
1495
1495

4753

9351
9351
9351

8570

1865
2134
3890
3890
3890
3890
3890
6581
6581

6239

5979
5979

8183
6239

1549
1540
8994
8994
8994
0992
9992
5889

2026
4376
6527
5870
6112
2387
3998
3098
6608

1549
8039
5879
5870
5878

8354

3998
3098
8994

54

46
48

66
40

91
27
56

90

56
42

95
52

33
36
80
72
T4

87
65

70
46
58
T2
50
26
44

79

38
53
73
59
42

56

62
64
75

23

38
25

29
21

45
14
24
28
22

29
33

30
25
28
1s
21

36

29
26
13

95459

I IHFF
1IHFF
I1IHFF
I IHFF
1 IHFF
11HFF
ABCAB
1 IHFF
I IHFF

FFBGG

80808
GIFIG

DDHAA
FFBGG

bCGCD
EGBGE
EGBGE
DCGCD
CCF11
EGBGE
EGBGE
GHEGH

DDHAA
GB1GB
DDHAA
FFBGG
AGHAG
JGGJG
EIDEI
FFBGG
DDHAA

EGBGE
EGBGE
EGBGE
CCFl11
EGBGE

DDHAA

AEFEA
CCF11
DCGCD



00628
20454
P0495
29547
90391
00418
90620

90428
00545
00657
22527

90534
02447
20450
90481
03625

00425
20655
208480
80546
20589
23388
00528
pB531
02468
P2413

90564
20378
206631
08634
90532
993506
00630
20669
02467
09504

20449

20404
PB478
00584

p06@7
20397
20459

FsD
FsD
FsSD
Wwes
wee
weB
wee

DYO
HOT
NVT
ZNM

AYP
AYP
AYP
usT
YKD

I1BF
JIF
JIF
JIF
RME
XTG
XTG
XTG
vyv
Zyv

JKR
222
2ZZ
222
222
222
227
222
222
2ZZ

FNL

GKS
GKS
WID

JKR
OGN
222

NIO
NIO
NIO
NIO
NIO
NIO
NIO

NJG
NJG
NJG
NJG

NVTY
NVT
NVT
NVT
NVT

OFW
OFwW
OFW
OFuW
OFW
OFw
OFwW
OFW
OFW
OFW

19

OGN
OGN
OGN
OGN
OGN
OGN
OGN
OGN
OGN
OGN

10

OHG

oLy
oLy
oLy

POV
PDV
POV

2250
6130
4895
6132
2250
6130
6130

6410
6410
2690
6410

5845
1000
1000
1000
2729

6780
2940
5185
6780
5185
2940
6780
6780
5185
6780

6320
2040
20490
2040
6320
6320
2040
2049
6320
6320

6335

1540
7548
7540

7660
3509
7660

241823
2641937
241214
241431
240446
240840
241733

240922
241422
242036
241249

241343
241025
241030
241132
241809

240914
262034
241131
241429
241612
240421
241330
241336
2641102
240808

241514
240200
241831
241838
241337
241237
241828
242158
2641102
261234

241930

240105
241127
241559

241704
240558
241943

909
9094
985
205
291
292
206

152
451
553
603

655
652
653
154
352

452
309
304
387
502
951
954
255
205
292

351
790
713
714
711
709
712
715
707
708

603

851
853
503

555
151
608

514
5082
583
505
497

500
512

504
511
514
508

661
656
656
657
665

641
664
648
653
658
631
652
652
644
639

703
658
710
708
692
682
712
718
669
478

582

343
348
351

124
682
698
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241732
249957
241030
241242
240406
249810
241507

2640832
241327
241948
2641150

241253
240945
240945
241026
241749

240834
241949
241045
241317
241523
240346
241215
241215
241029
240719

2641425
240025
241719
241639
241217
241142
241748
2421092
240843
241026

240913
240630

241042
241513

241624
240516
2640943

652

9707
9987
2770
1300
0770
5576
4181

9707
2939
4154
8546

0770
3343
3343
8349
9345

8546
4154
8339
9915
8339
9194
9915
9915
8339
p7170

1500
2958
9915
o170
1976
8339
8546
4181
9915
o170

8349

5360
8339
3343

8339
9194
8339

2258
9865
9215
9234
4833
5661
1927

9215
4833
4634
9234

4922
5661
5661
3618
9286

9865
7236
4833
4922
4833
4p22
5895
5895
4833
0215

4237
1042
3436
1950
5802
5661
5858
6631
3212
4833

3212

88l@
7236
4022

6631
7027
1050

5806
5806
9433
5536
5806
5806
5806

5356
4996
5356
9298

1765
1765
1765
1765
1873

5635
5635
5635
5635
5635
5635
5635
5635
5635
5635

5897
5897
5897
5897
5897
7471
6247
6247
6247
2827

3619

8425
8425
8425

6517
4564
6517

1531
1531
9777
2963
4538
4538
4538

4097
p219
2938
D244

9489
9489
9489
0208
5203

5979
9641
9641
9641
4844
5753
5753
5753
7779
7779

2387
3899
3890
3890
3899
4295
7481
7481
7481
8525

6031

6527
6527
8086

2387
2593
3899

49
37
64
47
45
53
19

58
47
49
71

54
93
88
46

83
73

564
57
37
96
79
57
42

67

38
49
61

25
34
98

24
27
32
30
18
36
18

18
29
22
19
25

36

39
26
49
13
28
21
25
23

33
38
29
18
o4
26
21
23
29
13

42

23
22
34

23
27
34

FFBGG
DDHAA
FFBGG
FFBGG
DDHAA
DDHAA
FFBGG

BG1BG
DAEAD
DCGCD
DAEAD

HBJBH
HBJBH
HBJBH
HBJBH
HBJBH

DJDJD
50505
ECHCE
28082
ECHCE
BCEBC
BCEBC
BCEBC
95459
DCGCD

1 IHFF
FEAFE
I IHFF
1IHFF
I IHFF
1 IHFF
I IHFF
1 IHFF
ITHFF
1 IHFF

I IHFF

CFIFC
0CGCD
CFIFC

1 IMFF
I1HFF
T1IHFF

L




ir

A

00460
20462
29387
P7646

02635
20473
20572
#0489
29461
o8437
20394
P3527

8577
03548

00456
93531

00619
20582
20511
00398
20452
92555

00411
02599
29509
20578

08562
00406

20609

20381
202525
09558
20658

03663
00643
00494
88573
23529
00471
808675

222
zz2Z
2z
22z

OFw
OFW

CHJ
VPO
WDT
WOT
WoT
WDT

AYP
AYP
OFW
YKD

WwDT
wOoT

WoT

GEP
GEP
NCM
X8Ss

FSD
FSD
FsO
FsO
FSD
NIO
NIO

PDV
PDV
POV
POV

PJX
PJIX
PJX
PJX
PJX
PJX
PJX
PJX

PPA
PPA

RME
RME

SSZ
§S8Z
SSZ
$S8Z
sSZ
174

UBT
uBT
UBT
UBT

VPO
VPO
VPO

vX1
VX1
VX1
vX1

weB
weB
wes
wee
wCB
weB
| [«:]

7660
7669
3599
3500

2590
6510
6510
6510
6510
6519
2590
6519

7235
7235

6970
69790

7979
4475
7970
7970
1970
7970

6880
6889
6880
6889

6640
6640

6640

2879
6870
6870
2870

7660
5225
7660
7660
3500
7660
7660
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241047
241052
240417
241953

241839
241119
241527
241202
241052
24190048
249515
241328

241541
241437

241101
241553

241732
241554
241250
240601
241031
241452

240753
241643
241243
241541

241511
249723
241707

240333
241316
241504
262037

242112
241923
241213
241529
241333
241108
242353
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601
615

255
252
254
643
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354
351
355

603
404

T02
T3

607
154
957
p52
256
258

752
753
502
962

655
653
656

651
653
153
954

960
958
954
957
955
852
855

698
698
675
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675
687
681
671
679
667
676

534
532
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774

492
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481
465
472
484

849
854
851
853

844
B25
849

507
511
513
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729
726
708
719
7
704
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240943
240943
240347

241853

241754
241013
2416438
241319
249957
240923
240440
241238

241437
241335

241026
241508

241512
2614634
241159
240521
240946
2412417

240713
241532
241148
241426

241329
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241538

240302
241240
241425
241937

2642042
2418190
241137
241439
241228
241038
242308
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8339
8339
1976

5576

1976
9915
4181
2939
7395
5576
1715
7302

4181
4154

8369
4181

1300
4181
8339
B779
8725
8915

9987
1300
1762
418}

7395
3702
8349

4181
1976
8546
2779

2939
8383
1722
3343
4154
1722
9707

1050
1950
5858

9234

3618
1629
9865
4922
8215
8234
5661
1942

9234
3212

1629
8819

9215
1236
476
9865
9637
3212

1629
9865
8215
0234

5661
195¢
3266

3618
4022
1236
4634

2455
90986
9286
2258
3618
0286
1699

6517
6517
6698
6698

8137
8137
8137
8137
8137
0180
8137
8137

4023
4023

6995
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1224
1224
2926
2052
1224
1224
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7911
1011
1211
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6517
6517
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6517
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3899
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2729
2729
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2251
0749
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857¢
8570
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8399
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8570
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9795
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1531
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1531
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4529
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89
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46
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57
65
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68
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71
62
49
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45
36
51

76
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82
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69
57
28

83
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55
38
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78
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16
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36
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42
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17
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31
27
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50505
68486
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JAAAJ
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DDHAA
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FFBGG
FFBGG
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DDHAA
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DCGDC
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CCFi1
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FFBGG
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20598
23396
90496
23498
92501
Bo424

02653
p0569
206717
PB533
02587
20536
20615
22500
#0552
90395
00464
20613

09442
39551
93583
20666

20419
00557

00652
PO4L 76
po571
00475

20483

92611
20469
90429
02463
#3518
#0538
0263¢
22648
20591
22667
20493
00420
20694

22436

NIO
NIO
XNW
XNW
XNW
ZHK

SSZ
374
SsZ
VPO
VPO

VPO
YLV
YLV
YRF
YRF
YRF

GKS
GKS
oLy
XNW

IBF
I18F

GEP
GEP
GEP
NCM

PJX

FsD
FsD
GKS
GKS
GKS
NIO
NIO
oLy
WCB
wcB
weB
WwcB
wese

BWO

weB
wCB
WCB
wcB
wes
WCB
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WwDT
wDT
WDT
wDT
WwDT
WwoT
woT
WoT
wDT
WwDT
WoT
WDT
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wip
wip

wPB
WPB

XBS
XBS
XBS
XBS

XFL

XNw
XNw
XNw
XNw
XNw
XNw
XNw
XNw
XNw
XNwW
XNw
XNW
XNwW

XTG

7660
3500
7660
7669
76690
5225

2040
6320
2040
5865
6320
6320
6320
5865
5865
5865
6320
6320

7380
7389
738¢
3389

6200
6290

6420
6420
6429
6420

6150

6450
6450
6440
6440
6440
6450
6450
2640
5515
2650
6450
6450
6450

44775

241638
240555
241216
241222
241227
240912

242025
241525
242358
241338
241610
241350
241717
241226
241448
240546

241957
241714

241013
241448
241555
242126

240856
241504

241654
241124
241526
2641129

241139

241713
241103
240922
241055
2641304
2414095
241647
241959
241619
242141
240703
240903
241655

241005

854
859
756
758
759
092

605
6083
696
504
507
585
508
o2
203
101
143
195

102
7923
491
153

991
903

555
551
554
252

952

255
252
952
953
955
805
8n6
604
195
107
192
193
166
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721
683
703
712
712
694

T14
7102
120
697
704
684
706
672
695
663
6717
705

834
835
839
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245
249
246
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213
201
482
484
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216
197
198
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241549
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5576
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0770
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9987
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2958
3343

1300
1715
9121
5576

1715
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9915
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2958
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9733
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5576
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5576
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1429
22190
1690
9234
9865
1629
9215
2455
2210

6407
5661
4833
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0676
1629

2476
9865
0215
1629

3618

D476
9098
5895
7082
3618
7236
0476
1629
3618
6407
1629
2455
0476

1629

2577
218
9334
6517
6517
6517

5897
1332
7471
9928
9928
5897
5897
5897
5897
1332
5897
5897

2397
2397
2397
2397
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0441

5176
5455
5455
5455
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2496
3538
2638
2638
2638
0856
0496
2638
4915
9496
2496
0496
0496

1224

7733
8499
1423
6167
6167
4538

5753
6248
7418
3232
3232
4997
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8399
8390
8894
9489
9489

6527
6527
5078
0497

5979
5979

2965
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3998
9795

0983

1531
6257
6527
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2512
4529
50978
2963
4538
4538
4538
4538
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79
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PJX
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SSZ
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WDoT
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IBF
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OGN
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XTG
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YRF
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227
2ZZ
222
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3930
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797¢
7979
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7970
7970
3930
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3865

6740
6750
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7589
7589
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7589
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5875
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6330
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242012
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241211
241216
240949

241408
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240942
241627
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241623
241705
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242355
240249
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241725
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410
404
405
411
8@43
801
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419
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321
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329
314
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304
316
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495
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475
493
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462
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501

375
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294
576
513
573
568
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281
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919
921
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T4l
746
738
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385
377
390
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382
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277
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241236
241738
241738
241738
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241549
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240841
241200
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241612
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241240
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249843

241143
240931
240320
240832
241517
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241522
241632
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241529
240738

241942

2641349
240356
242108
241742
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240214
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241453
241134
240658
241648
241229
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7392
2770
9710
D170
5360
9215
1715
8349
4181
9987
5799
1976

8339
5360

3343
9707
8339
8339
1715

7395
1300
1722
1722
0770

9121
4154
5360

8349
2958
5576

2958

1715
9371
8349
9194
5360
2939
9915
1399
2958
0371
5782
9987

1690
3212
3212
3212
3618
4022
3618
5661
9215
9234
Hhe37
4833

1629
6631

1629
3212
1429
1420
3618

9234
3212
8810
8810
5661

7082
9865
9234

7082
4022
3618

6407

3436
3868
7236
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3868
2455
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1224
1224
1224
1224
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0144
1224
1224
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4636
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5987

6724
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2728
2728
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6841
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8155
4816
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8399
8399
6148

5753
5079
5979
5979
5979
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4475
8570
8570
8813
2181
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7995
5014
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9137
2387
2387
7454

6248
4862
8399
8390
8390

5979
5979
5979

4997
4097
4484

8579

2387
2387
2819
T454
p578
@578
1865
1865
8399
8390
8390
9515

72

94
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43

52
47
63

47
69
42

75

44
46
34
53
44
55
43
76
28
46
57
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36
16

JDDJD
0JDJD
bJoJO
DJDJD
AIJAI
CCFII
DJDJD
CCF11
DCGCD
DJDJD
CCFI1
0JDJD

DDHAA
FFBGG

BFHBF
DDHAA
FFBGG
FFBGG
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FFBGG
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50505
80808
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pB524
00393
90426
00427
00430
00441
20443
p0618

00843
00744

92861
20678
PaT732
02748
20734

00722
00701
P0795
00831
20844
20858
03692
#0775
02789

90715
00740
00710
20742
o761
20728
02816
09724
00702
00834
92718
oB757
P069¢

00776
00798

OGN
POV
PDV
PDV
POV
222
222
222

MWD

JKR

XGC
YXH
YXH
YXH
YXH

GKS
NOR
NOR
NOR
RHW
RHW
RHW
XME
XME

RHW
LYD
XME
HCO
NOR
LYD
LYD
YWP
UsT
NVU
HIR
HIR
UBT

UBT
VX1

222
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222
2z
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222
222
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ALL

BJK
B8JK
8JK
BJK
BJK

CHJ
CHJ
CHJ
CHJ
CHJ
CHJ
CHJY
CHJ
CHJ

CoG
DsM
DWL
EDH
FDW
FTV
FTV
FTV
FZX
GKT
GRU
GRU
GRu

GRU
GRU

2059
2050
6330
6330
6339
5875
5875
5875

3285
6570

3560
3560
7600
7600
7600

4115
7950
7950
7950
3950
3950
7950
7950
7950

7610
6840
6549
6170
6180
7069
1060
1070
7710
7915
6040
6840
605¢

6050
6049

241314
240513
240917
240929
240926
241015
2641020
2641727

251825
251053

252159
250244
251927
251103
251258

251093
250852
251349
251799
251828
252193
250755
251242
251303

250947
251847
250939
251051
251959
251017
251559
251013
250858
251721
250953
251138
250650

251244
251400

309
191
193
194
195
o023
204
207

752

054

2085
551
556
558
560

pa2
651
653
654
806
807
802
406
498

1p2
704
552
653
993
953
955
104
652
204
952
954
851

855
405

326
275
279
279
279
285
285
358

322
154

138
111
118
121
129
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529
544
548
550
552
528
538
539

813
848
858
525
170
496
504
223
T40
173
303
305
6p2

612
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241229
240458
249711
240711
249711
249925
240925
241615

251711
251927
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250216
250943
251020
251157

250927
259815
251240
251535
251743
251917
250720
251119
251122

250916
251028
250918
251039
251036
250936
251452
250950
250824
251602
25p829
251017
250632
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656

9987
0371
1300
1300
1300
9121
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4154

4785

6331

8745
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8745
7330
3399

9356
2560
5315
3191
8311
2561
1372
5351
5531
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1330
8311
9356
1372
5315
3399
8311
1723
5351
1723
5315
25690

3399
1562

3618
3868
1692
1699
1690
7082
7082
4022

2699
7416

8694
6246
7416
2248
3635

3850
5282
6246
2042
2826
7416
5461
8055
1970

1416
6246
4662
6246
6246
4662
2846
6813
8604
9800
2042
@854
9800

lo70
0846

6148
8399
8399
8399
8399
8399
8399
8399

2304
5491

1999
8326
1g99
1999
5193

1917
1917
1917
1917
1017
1917
1917
1917
1917

7354
8795
8353
6715
8849
1908
lop8
8894
2315
2755
1107
2792
2674

2674
1197

9515
4538
4538
4538
4538
3890
3899
3899

9380
9173

4123
3548
6761
6761
@352

4123
4321
4321
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2719
2710
2710
T049
7049

2719
5546
7049
11¢8
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5546
5546
2882
@758
7157
8976
9812
@758

2758
86026
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87
64
87
79
33

86
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67
66

43
47
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73
56
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57
62

82
84
84
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59
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56
27
92
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46
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18
24
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ADEAD
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P0853
2@725
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00822

08750
po769
00711
20805
20686
pe813
00847
86719
20859

203856
0717
o777

20632

00681
00747
92835
P0731
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P3713
0785

00862
20791
29849
22807
90759
p2683
3734
00839

20779
00782
20706

02810
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EDH
EDH
TPY
TPY
TPY
XZ1
XZ1

GRU
GRU
vXl
vXl
VX1
VX1
WoT
WwDT
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YWP
YwP
YwP

BWP

ALL
PVJ
PVJ
WPX

XME

NOR
NOR

DSM
DSM
FTV
FTV
PDV

SFV
SFv

222
222
22z

wCC

GYM

HCO
HCO
HCO
HCO
HCO
HCO
HCO

HIR
HIR
HIR
HIR
HIR
HIR
HIR
HIR
HIR

HOT
HOT
HOT

18G

JKR
JKR
JKR
JKR

KZE

LNB
LNB

LYD
LYD
LYD
LYO
LYD
LYD
LYD
LYD

MEN
MEN
MEN

MEO

1340

6059
6050
6050
2330
6059
6050
6059

7600
7600
7600
7600
7600
7609
3560
7600
3569

2389
6700
6700

3695

2420
6669
6602
6660

7080

7510
7510

3790
7710
3799
7719
4635
3790
7710
7710

6220
6220
6220
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251406
251415
252038
251014
251212
251632

251109
251213
250949
251422
250606
251534
251901
250954
252139

252059
250952
251245

250516

250454
251102
251721
251925

251621

250943
251258

252206
251308
251928
251425
251144
250525
251032
251743

251248
251252
250931

251459

504

162
105
907
929
904
805
808

295
208
104
107
192
109
307
303
309

309
304
307

201

8g1
705
707
904

355

752
755

206
204
367
35
203
101
103
126

504
505
502

405
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848

604
615
614
619
608
610
617

122
126
114
132
112
135
137
116
134

P75
069
072

421

867
878
886
872

836

925
927

755
750
768
752
748
137
T43
758

932
932
925

303

251638

250850
251352
251226
251956
250913
251058
251523

2510922
251115
25@847
251243
250538
251459
251726
250920
251424

251952
250925
251143

250438

250426
251011
251547
259936

251540
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21204
00963
90938
$1178
20993
01217
21190
21930
01220
91066

Pl@26
20902
0lo46
01206
01226
p0918
p1lo54
91211
20968
91673
21160
00890
21036
01095
21019
92905
00995
02997

90965
20906
2leI1
21032
91179
P2949
90872
#1110

20975

EJJ
EJJ

GEP
GEP
GEP
HPK
HPK
PvJ

GSL
GsL
GsL
GSL
LYD
LYD
TOU
TOU
TOU
YRF
YRF
YRF

FTV
FTV
FTV
FTV
FTV
HOT
HOT
HOT
HPK
HPX
HPK
HPK
PvJ
PVJ
PVvJ
PvJ
PVJ
PvJy

SFV
SFv
SFv
WPX
XME
XME
XME
XME

EDH

FSD
FSD

FTV
FTV
FTV
FTV
FTV
FTV

FZX
FZX
FZX
FZX
FZX
FZX
FZX
FZX
FZX
FZX
FZX
FZX

12

GEP
GEP
GEP
GEP
GEP
GEP
GEP
GEP
GEP
GEP
GEP
GEP
GEP
GEP
GEP
GEP
GEP
GEP

18

GFH
GFH
GFH
GFH
GFH
GFH
GFH
GFH

GSL

2400
2400

7070
7079
070
7079
7070
7079

7730
7730
3779
7730
4275
4275
7730
37790
3770
7730
3770
1730

6740
6749
6740
2980
2980
5625
5625
5625
6740
6740
6740
6749
6740
6742
6749
6740
6749
6740

6460
6460
6460
6469
2620
6460
2629
6460

6489

260537
261933

261357
261637
260841
261139
261436
260937

261423
261407
262005
261100
261018
261829
261155
2621290
261852
261238
262239
261336

261232
260852
261392
262013
262329
260942
261315
262053
261198
261345
261712
260721
261247
261412
261225
263856
261155
261158

261102
260907
261408
261240
261822
261026
269408
2614590

261120

651
658

205
206
202
952
P53
9p2

407
408
411
495
0ol
vo3
654
660
658
807
8l1
8o8

855
852
856
858
859
on2
203
204
154
757
758
752
956
957
955
952
953
954

155
152
156
903
758
754
751
757

652

REF ID:A64556

893
932

538
540
531
535
539
533

584
584
601
564
566
593
574
608
596
572
619
580

787
769
803
829
831
175
8@6
827
189
813
822
T64
801
817
796
176
784
784

437
434
443
441
446
435

445

700

260452
261907

261233
261542
260715
261029
261358
260919

261319
261310
261846
2690912
260919
261632
261103
262022
261749
261054
262125
261225

261058
260739
261212
261942
262204
269811
261235
261838
260923
261304
261528
260527
261208
261335
261144
260829
261017
261917

261011
260813
261334
261145
261728
260952
260329
261419

261011

662

2752
4712

9319
3579
9149
3560
3145
6321

5369
5369
4712
9988
1376
3579
2182
3560
9375
6945
2336
@319

3579
9149
5962
6375
6152
3579
3145
8752
2336
2182
9375
3560
6321
2182
2193
7924
5369
5369

9375
2336
3579
6945
9988
7376
3560
8366

2336

4473
0457

1443
3230
5652
8251
2690
22392

2457
2457
2619
1232
5652
7443
5426
9457
2600
5265
9459
4283

6246
2457
8296
4473
1232
5652
7244
5265
5265
6894
3814
T443
N457
2609
3230
39876
0459
0459

0459
7244
2620
5652
1232
8667
5265
6488

1232

36090
3961

18900
1800
6418
180¢
5391
1gp0

7759
7750
5428
7255
7750
7750
1750
7255
8399
1750
5428
8399

8379
6878
0801
3240
3240
3240
3249
3240
3240
3240
6878
8272
6067
8272
2801
3249
3249
3240

8362
6166
0685
8362
8362
8362
6184
#2685

8678

5906
6806

1261
1261
4439
4961
9823
8282

5419
5410
5654
7058
@776
0776
2701
3989
8732
118¢
2314
7076

3989
5221
7346
9740
9740
1261
1261
1261
4961
4961
9803
9876
1522
5294
6617
8282
8282
8282

pO55
1397
3998
8318
1612
1612
6671
9029

3241

46
39

69
55
34
53
39
76

88
79
44
91
59
53
35
87
62
55
63
85

73
67
63
59
86
13
15
86

80

18

29
22
36
264
27
48

33
32
22
29
23
35
24
26
50
27
22
41

23

28
26
27
22
26
34

@78

DCGDC
DCGDC

FFBGG
FFBGG
DDHAA
FFBGG
DDHAA
FFBGG

DJDJD
0JDJD
DJDJD
CCFII
JDDJD
0JDJD
DJDJD
AIJA]
AlJAI
EGBEG
DJDJD
DCGCD

DDHAA
DDHAA
FFBGG
DDHAA
FFBGG
FFBGG
DDHAA
DDHAA
FFBGG
DDHAA
DDHAA
DDHAA
DDHAA
FFBGG
FFBGG
DDHAA
DDHAA
FFBGG

CCFI1l
DCGCD
DCGCD
CCFI1
EGBGE
DCGCD
EGBGE
EGBGE

DCGCD

[}




1Y

20899
21094
21142
21025
21203
21062
01167
00907
91126
20959

21049
21158
00928
91181
21034
20956
91201
21108

21057
21111

v1068
21135
20947
P09 74
91157
22879
91008
21010
20914
00991

21083
20913

21027
91125

20896

81225
01097
21931
91056
202920
00998
91148
21212
21067
90985

EDH
FZX
FZX
FZX
HMX
HMX
HMX
OFU
OFU
PIC

CUN
CUN
EJJ
EJJ
EJJ
EJJ
FSD
FSD

GSL
GSL

FTV
FTV
GEP
GEP
GEP
GEP
ORI
ORI
PvJ
PVJ

EEZ
MEN
MEN
MEN

YRF

EDH
EDH

EDH
EDH
EDH
PWB
PwB
PwB
PwB

RBY

GSL
GSL
GSL
GSL
GSL
GSL
GSL
GSL
GSL
GSL

11

GXW
GXW
GXW
GXW
GXW
GXW
GXW
GXW

HMX
HMX

HPK
HPK
HPK
HPK
HPK
HPK
HPK
HPK
HPK
HPK

10

HVV
HVV

HvV
HVV

1EO

LAM
LAM
LAM
LAM
LAM
LAM
LAM
LAM
LAM
LAM

6480
6480
6480
6480
2600
6480
6480
6480
6480
6482

7620
7620
7620
3540
7620
7629
3540
7629

7540
7540

7530
7530
7530
7530
7530
3650
1520
7520
7530
7530

6590
6590
6590
6590

7159

3540
7620
7620
7620
7620
7620
7620
3540
7620
4665

REF

260836
261412
261613
261232
262004
261326
261734
260909
261524
261053

2613190
261658
260959
261826
261242
261048
261941
261449

261324
261452

261340
261548
261035
261118
261656
260532
261212
261217
260932
261147

261403
260931
261232
261520

260830

262395
261418
261240
261321
260947
261201
261637
262053
261340
261136

651
257
258
@55
206
203
205
321
304
502

202
203
553
558
556
554
753
752

353
354

803
804
103
104
107
101
953
954
251
253

853
953
956
257

202

108
186
103
105
191
204
207
208
205
002

ID:A64556

695
716
719
705
725
709
120
697
718
699

156
178
145
179
157
147
181
179

838
840

239
249

235
241
231
516
516
233
237

768
763
766
769

739

184
169
155
166
144
152
177
183
163
154

260728
261321
261512
261143
261902
261218
261629
26p813
261445
260932

261132
261538
260819
261732
261151
260907
261825
261333

261243
261402

261305
261413
260954
260954
261641
260428
261149
261140
260817
261p32

261255
260823
261038
261416

260742

262146
261312
261199
261242
260806
261016
261528
262003
261215
261048

663

9375
2182
3562
5369
9988
0319
6945
4712
@752
@149

5369
2149
3579
2149
0319
9752
6152
9193

3145
4712

3145
9988
8366
2336
4700
6945
7709
7709
2752
4712

3145
9988
6945
2336

6945

6152
7709
2319
1317
3560
2336
9375
6945
7709
1376

3814
4473
6246
2457
2600
5265
2230
5652
7443
7244

5265
8667
2600
3814
5652
1443
#2655
9459

3473
2457

6246
4473
6021
6091
9459
1889
6246
6246
2600
1232

5265
7450
1232
4473

1244

9459
3473
5652
8251
2600
T443
1244
0250
3230
2230

4681
8678
9794
9083
9983
9983
9983
9983
9983
9983

9497
8452
8452
9497
9497
8407
3691
9497

5112
5112

9136
7273
7273
7273
9522
6832
9406
9406
2412
7273

3844
3844
3844
3844

8948

8407
8452
9497
9497
5978
8407
9937
9497
9497
9497

5537
2323
3278
@776
5618
5618
5618
4312
4312
7580

0776
3892
5636
5996
5946
6806
7562
7643

5410
5419

4574
9740
1261
1261
9308
9993
17p2
1702
6617
8282

3287
7643
7643
7643

1189

3241
5537
6978
6978
7832
2198
2972
3728
3728
7328

72
24
83
69

73
61
75
84
47

52

42
51
61
62
46
64
87
43
71
55

28

26
14
23
31
36
27
30
13

51

19
43

34

24
25
25
21
45

33
17
38
35

DCGCD
DJDJD
DJDJID
BCEBC
95459
50525
28082
28082
50585
ECHCE

FFBGG
FFBGG
DDHAA
AJAAJ
AJAAY
DDHAA
DDHAA
FFBGG

ECHCE
95459

DDHAA
DDHAA
DDHAA
DDHAA
FFBGG
FFBGG
CFIFC
CFIFC
DDHAA
FFBGG

DAEAD
CCFIl
DAEAD
DAEAD

68486

HBJBH
DCGCD
EDIED
CCFI1
EDIED
HBJBH
HBJBH
HBJBH
BFHBF
HBJBH



21129
po957
00958
00960

90932
91182

21964

p1128
#1133
21074
00937
00927
#1155
91189
20982
91013
21937
21107
91151

21183
Plop5
91180
21060
20970
20892
91@69
91153

91116

22969
00874
91035
91141

#1159

pl100
91298
90962
p1150

20904
21106

91137

YXH
YXH
YXH
YXH

LYE
YRG

YRG

EEZ
EEZ
EEZ
EEZ
HVV
HvV
HVV
UBT
YLV
YLV
YLV
YLV

CUN
CUN
NUB
PwB
vXI
vX1
vxl1
vXI

TOU

WID
ZNM
ZNM
ZNM

GKT
MKP
vxl

vXI
VX1

GSL
GSL

ZJV

LAM
LAM
LAM
LAM

14

LLA
LLA

LYE

MEN
MEN
MEN
MEN

MEN
MEN
MEN
MEN
MEN
MEN
MEN

12

MKP
MXP
MKP
MKP
MKP
MKP
MKP
MKP

MKV

NJG
NJG
NJG
NJG

NOS

NUB
Nus
Nus
Nus

OFuv
OFU

OHG

7620
7620
7620
7620

7655
3535

7695

6680
6680
6680
6680
6689
6680
2400
5805
6680
6680
6680
6680

3450
7339
34590
7330
7330
7330
7330
7330

6380

6410
2699
6410
6419

7795

6109
2260
6100
6100

7120
7129

6335

261536
261048
261052
261p56

261008
261831

261333

261534
261541
261348
261017
260958
261651
261851
261126
261229
261247
261446
261648

261835
261208
261826
261325
261112
260734
261342
261659

261459

261199
260421
261244
261613

261702
261425
262038

261057
261638

260855
261442

261558

3g8
303
304
395

509
104

403

708
709
726
T04
8@2
806
808
201
905
9@6
908
909

503
502
752
402
653
651
655
659

983

152
651
655
656

205
452
957

953
955

551
553

305
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175
148
148
148

342
347

l8p

919
919
913
991
898
929
928
992
9p8
993
916
923

893
789
802
791
787
773
792
797

775

538
531
539
541

435

313
328
304
317

861
863

753

261455
260924
260924
269924

260843
261728

261316

261429
261429
261219
260943
260823
261532
261819
261016
261135
261048
261328
261614

261739
261117
261711
261214
2619027
250628
261238
261532

261428

261015
260330
261143
261528

261637
261319
2619590

260948
261502

260826
261348

261445

7709
2152
4712
9988

9375
9152

2713

2336
9375
4369
5962
6945
9988
7376
6152
7376
3560
3579
4369

9988
3145
2336
7709
9193
6152
6746
9752

0149

3579
2336
6945
3560

6746

3145
6152
6945
2336

4360
p752

0149

2457
1232
1232
1232

6246
6001

2457

5632
5632
5265
5652
5426
1232
9459
323¢
7244
2600
5652
T443

7450
4473
5265
1232
6246
3239
6894
2457

2609

5265
5426
4473
1232

0459
4473
3076

2457
6246

6246
4473

8296

8452
9497
9497
9497

5941
5941

4384

3600
3690
3961
3772
3609
3600
2188
3600
3609
3600
3600
3772

8713
5671
8713
8713
4401
8713
8713
8713

7219

7318
7318
7318
5086

2989

4131
4789
4131
6959

6823
6823

1594

3737
9443
9443
9443

2693
5195

5195

3287
3287
6798
7904
3430
3430
8138
7643
4493
4493
4493
7652

@776
2323
1612
e767
2974
9155
9155
9155

2701

6635
2167
2767
2585

6204

1702
7968
9155
9687

5410
5419

7887

39
94

57

58
73

15

24
23
29
19

12
15

13

GEBGE
HBJBH
HBJBH
HBJBH

DDHAA
FFBGG

FFBGG

DAEAD
DAEAD
CCFI1
DAEAD
DAEAD
FBHFB
DAEAD
JFFJF
DAEAD
BGIBG
DAEAD
DAEAD

FFBGG
DDHAA
FFBGG
DDHAA
FFBGG
GBIGB
DDHAA
DDHAA

80808

AEFEA
AEFEA
DCGCD
AEFEA

FFBGG

DDHAA
DDHAA
AGHAG
AGHAG

ECHCE
28p82

I IWFF



6l224
92911
22935
20871
00992
2911092
21161
Ploss
91196
01143

00952
20955

Plo8@
20954
#1113
0l114
21219
81140
21088
P1039
91028

91207
00875
02876
90983
01909
po8s4
21144
91169
p1121
0lool
81101

02878
P0977
00994
91112
#1218
008388
00926
21179

20950

21033
20980
90886
01219

EOQU
EOU
EQU
HPX
HPK
HPK
HPK
XTG
XTG
XTG

GSL
GSL

FTV
FTV
GEP
GEP
GEP
GEP
GEP
HPK
HPK

EDH
LAM
LAM
LAM
MKP
NUB
NuUB
VX1
VXI
VX1
YXH

GFH
GFH
GFH
WPX
XME
XME
XME
XME

YWR

FZX
FZX
FZX
GSL

ORI
ORI
ORI
OR1
ORI
OR1
OR1
OR1
ORI
ORI

10

PIC
PIC

PVJ
PvJ
PVvJ
PvJ
PVJ
PVJ
PVY
PVJ
PVJ

PWB
PW8B
PWB
PwB
PwB
PwW8
PwB
PwB
PW8B
PwW8B
PWB

11

SFV
SFV
SFv
SFV
SFv
SFV
SFV
SFV

SFwW

TOU
TOU
TOU
TOU

3459
7330
7330
3450
7330
7330
7330
7339
3450
73308

6939
6930

6000
6300
6000
6000
2360
6000
6000
6000
6000

2560
2560
2569
6520
6530
6530
6530
6530
6530
6530
6520

3880
7849
7840
7840
3880
7840
7840
7840

7845

7770
7770
7770
3730
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262393
260920
261012
260353
261148
261428
261714
261392
261916
261613

261041
261046

261357
261945
261457
261457
262218
261698
261406
261254
261233

262016
260422
260425
261131
261213
260617
261619
261740
261505
261201
261427

260509
261129
261155
261453
262145
260710
260958
261743

261037

261241
261124
260650
262051

299
202
206
391
3¢5
3907
38
106
109
108

703
704

153
151
3@5
305
308
307
304
353
352

403

952
954
551
352
354
858
857
855
803

651
654
655
253
556
552
553
555

702

756
755
752
603

811
779
785
766
788
794
800
799
807
796

781
781

p8é6
281
a87
a87
@89
88
284
pas
082

321
312
312
317
641
627
652
656
645
640
319

215
223
225
229
235
217
219
233

443

708
796
696
124

262291
260835
260906
260317
261029
261329
261608
261159
261822
261451

260956
260956

261243
260916
261323
261323
262109
261534
261151
261203
261028

261919
260345
260345
261017
261127
260528
261507
261634
261341
261115
261328

260426
261035
261129
261354
262109
260631
269914
261792

260922
261142
261035

260516
262005

665

356¢
6152
#2149
9988
3563
2182
9375
8366
4712
2336

2149
6152

3145
0149
5369
5369
6152
7709
3579
8366
6152

2336
4360
4360
9375
6746
@752
2149
6152
3579
8366
7376

3579
6152
4360
9149
0193
2336
9375
4712

6152

0149
0752
6945
2336

7244
2459
0250
5632
3473
3230
6246
26090
5652
7443

4283
4283

2457
4283
1232
1232
0610
9459
9403
4473
6246

T443
3230
3230
6246
5884
2459
5652
5265
3076
1232
8251

6246
0250
2457
4473
3230
T443
5652
0457

7450

2457
6246
4473
1232

8713
8713
8713
8713
8713
8713
8713
8713
8713
8713

7859
7859

8650
9460
9659
9659
9460
9460
8650
9460
7336

@766
2766
0766
2766
1053
1253
2737
9550
8957
1053
8766

1864
0216
9216
p216
0216
9216
9216
@748

1468

1233
1549
8803
1233

5212
5212
5212
1274
1274
1274
7274
3566
3566
3566

541¢
5412

5221
9740
e037
8037
1261
1261
9993
4961
8192

6978
7328
7328
7328
1702
1612
5088
0677
7968
9155
9443

9262
7779
7779
8318
1612
1612
1612
6671

8804

8776
3278
3890
5410

37
13
46
35
29
25

41

ADEAD
CFIFC
CFIFC
CFIFC
CFIFC
CFIFC
CFIFC
DCGCD
OHBOH
CFIFC

ECHCE
95459

FFBGG
FFBGG
FFBGG
FFBGG
DDHAA
DDHAA
FFBGG
DDHAA
FFBGG

DCGCD
BFHBF
BFHBF
CCFI1
DOHAA
FFBGG
FFBGG
FFBGG
DDHAA
DDHAA
HBJBH

DCGCD
EGBGE
EGBGE
CCFI1
EGBGE
EGBGE
CIBCI
EGBGE

DDHAA

DJDJD
DJDJD
DJDJD
DCGCD



92939
21081
21186
91098
00917
00990

00946
91093

91227
20865
00921
01090
00897
91122

01007

00942

2lp21
21052
21914
90981
91193
91103
91215
91156
20925
29931
21154
plaop2

09885

21042
29912
91120
21177

22903
21015

29961

91195
90882
91221
91136

MKV
MKV
UPP
upPP
ZHY
ZHY

YRF
YRF

ZIC
222
222
222
222
2ZZ

TDU

YRF

DSM
MKP
MKP
MKP
MKP
NUB
NUB
NuB
PwB
PwB
PwB
PwB

YLW

FHI
SFv
ZNM
ZNM

XME
XME

UNY

GFH
GFH
GFH
GFH

TOU
TOU
TOU
TOU

TOU
10

7T
TTT

UMF
UMF
UMF
UMF
UMF
UMF

uPP
vUS

vX1
VX1
vXI
vXI
vXi
vX1
A28
VX1
vXI
VX1
VX1
VX1

12

WDU

WID
WID
WID
WID

WPX
WPX

XLN

XME
XME
XME
XME

77170
7770
3730
7778
7770
7778

7630
7630

2160
2160
6200
6200
6200
6200

7810
7050

4545
6200
6200
6200
2169
620¢
2160
6200
6200
6200
6220
2169

5870

7390
7390
7392
3390

7020
1020

6115

2260
6199
2260
6100

261019
261400
261846
261420
260937
261146

261034
261419

262339
2602490
260952
261408
260833
261511

261210
2610390

261225
261313
261220
261126
261992
261432
262103
261656
262958
261903
261651
261943

260644

261258
269931
261505
261817

268854
261222

261957

261913
260601
262254
261550

453
455
656
653
852
854

192
1094

452
502
595
509
504
512

753

952

001
108
197
106
112
204
208
207
393
396
399
319

201

453
202
755
757

953
954

653

508
502
51¢
506

703
712
719
715
701
107

817
8l9

993
945
957
979
954
981

931
694

971
976
972
967
986
98a
Q99
983
963
963

988

151

863
857
866
869

772
778

479

326
296
33p
315
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260925
261259
261748
261326
260833
261112

261013
261314

262241
26p229
260817
261328
260743
261402

261109
260946

261139
261239
261149
261024
261658
261351
261934
261516
260926
260926
261542
261737

260620

261217
260846
261421
261729

260825
261016

261011

261812
260516
262208
261455

4712
9149
6152
3579
3560
9375

2182
9988

2149
5773
2336
9375
3560
6746

3560
6152

6746
3766
6746
2152
3579
5369
3560
7376
p319
8319
1709
9375

5773

5369
@152
9988
4712

6746
9988

0193

9375
6945
2182
9319

P459
5652
2609
9459
2655
5265

9423
T443

0459
5265
7443
p655
3230
2230

@459
5652

3230
6246
5265
3473
5652
4473
1232
6894
2457
2457
7450
2600

4473

2600
6001
9610
2459

7443
3230

7244

5652
3237
7443
3076

1233
1233
1233
1233
1233
1233

5734
5734

1345
7345
7345
1345
9767
5185

0649
9388

7345
1345
5185
4825
9767
7345
4933
9767
7345
7345
6364
5185

1594

7129
7129
7129
9686

6175
6175

9857

4780
6959
2566
4131

3007
3007
0829
0820
8516
8516

1189
1189

59¢6
0730
0730
2730
5014
8886

2721
11890

9155
1792
4673
6077
9407
1612
5393
9029
@767
@767
2585
8354

3647

2279
2955
2767
7742

1612
1612

5095

0262
2855
6086
1779

75
68
75

46
35

43

38
46

63

39
83
93
19

49

76

38
39
73
50

61
66

59

42
46
94
58

24

26
44
12
15

04
22

19
48

31
o7
37
26
47
12
21
43
42
25
1g
30

24

42
23
39
30

37
32

35

32
22
29
15

80808
GIFIG
80808
28082
GIFIG
50505

68486
JAAAJ

I IHFF
1 IHFF
1 IHFF
1 IHFF
11HFF
1 THFF

80808

JAAAJD

JGGJG
GBIGB
FFBGG
DDHAA
DDHAA
AGHAG
AGHAG
FFBGG
FFBGG
FFBGG
EIDEI
DDHAA

FFBGG

CCFI1I
DCGCD
DCGCD
AEFEA

HBJHB
CCFI1

FFBGG

EGBGE
EGBGE
EGBGE
DCGCD

©

&



21955
20866
p0867
90971
21199
91192
02898
21065

00989
29919
0972

PL134
#1@53
01173
91048
20929
00869
00870
90948
21016
21123
01082
#1145
91171
00987
00924
21003
91209
20944
21085
21132

21194
00889
009190
P1146
21051

2l071
00864
91216
90949
21184
01029
21076
00883
21047
91165
01002
Pll24

SFV
SFV
SFv
SFV
SFV
weX
WPX
WPX

HPK
ORI
OR1

Z1C
Z1cC
ZIC
222
222
222
2ZZ
zzz
222
2ZZ
222
222
22z
222
222
22Z
2ZZ
2z
222
222

EEZ
MEN
MEN
MEN
YXH

FZX
FZX
FZX
FZX
1EO
1EO
TOU
77T
77T
TTT
vuUs
vuUs

XME
XME
XME
XME
XME
XME
XME
XME

12

XTG
XTG
XTG

YKD
YKD
YKD
YKD
YKD
YKD
YKD
YKD
YKD
YKD
YKD
YKD
YKD
YKD
YKD
YKD
YKD
YKD
YKD
YKD

20

YLV
YLV
YLV
YLV
YLV

YRF
YRF
YRF
YRF
YRF
YRF
YRF
YRF
YRF
YRF
YRF
YRF

12

6100
2260
2269
6106
2260
2260
6106
61 0@

798¢
7982
7980

6740
6740
6740
6740
6749
2980
2980
6740
6742
6740
6740
6740
6740
6740
6740
6740
2980
6740
6740
6740

3290
7490
7490
7490
7499

7590
3590
3590
7599
3599
7590
7590
7590
7590
7590
7590
1599

REF ID:A64556

261320
260256
260303
261113
261937
261856
260833
261335

261143
260943
261116

261544
261314
261755
261307
261026
260341
260345
261036
261223
261515
261402
261625
261748
261141
260957
261203
262938
261932
261405
261540

261905
260714
260915
261633
261311

261345
260233
262115
261036
261849
261236
2613590
260614
261304
261725
261291
261517

3a7
301
3p2
305
310
606
602
604

701
852
854

155
154
156
624
612
603
694
612
629
629
627
632
634
6l6
609
618
633
611
628
632

452
152
154
157
552

356
351
359
354
605
603
552
252
254
255
193
194

309
291
291
307
320
318
299
310

37¢
367
369

546
531
534
544
542

739
122
759
732
747
735
740
725
738
T46
733
T44

261219
260222
260222
261919
261738
261642
260735
261231

261045
260902
261922

261438
261142
261634
261216
262915
260319
260319
260915
261136
2614190
261327
261526
261653
260942
260846
261119
262017
261003
261334
261512

261741
260638
260810
261527
261153

261249
260200
262014
260937
261742
261116
261315
260533
261205
261621
261043
261428

7376
3560
2149
5369
3579
3560
2149
8366

6152
8375
3569

6945
9193
9988
8770
3560
8366
8366
3560
6746
4360
2722
3579
p752
4712
6152
2149
5141
5141
5141
5141

2336
6746
3560
9375
9988

7709
9375
3579
6152
2149
3579
3145
9988
9193
4712
6945
3560

2600
1232
1232
0459
6001
9250
6246
2457

2457
3239
6091

2600
5265
9493
4473
1232
6246
6246
1232
2663
8251
1889
@459
5652
3230
2457
3473
4641
4641
464)
4641

5652
1889
7443
3230
4473

2457
6488
4473
6246
5652
T443
1232
2609
P459
92590
8667
5265

4780
4131
4131
6959
2566
4780
4131
4131

5923
5923
5923

3429
3240
3240
7282
3240
3240
3249
3249
3240
3240
6355
6355
2379
6067
6878
6878
8335
8335
8335
8335

2197
2197
2197
2197
2197

4861
1975
7075
2810
4861
4861
4861
4861
4861
4861
4861
4861

1397
2055
9055
3098
4745
2992
8318
8318

7274
1702
1792

Q442
5906
5906
2686
0732
0730
0730
27390
8730
@730
2811
2811
4185
5014
8886
8886
9722
9722
9722
9722

3287
7643
7643
7643
9443

@176
2323
2323
3278
2378
2378
2791
9498
9498
9498
9957
9957

47

97
45
63
15
57
53

75
68
83

84
36
35
87
51

28
27
25
34
19
46
35
42

41
17
30
33
18

EGBGE
EGBGE
EGBGE
C1BCI
CCFII
CCF11I
DCGCD
HBJHB

CFIFC
OCGCD
CFIFC

LIHFF
1 IHFF
I IHFF
I IHFF
I IHFF
1 IHFF
I IHFF
IIHFF
1 IHFF
1 THFF
1IHFF
1 IHFF
I IHFF
IIHFF
I THFF
1 IHFF
TAJIA
IAJIA
IAJIA
IAJIA

DAEAD
DAEAD
DCGCD
BGIBG
DCGCD

DJDJD
DJDJD
bJDJO
DJDJD
JAAAJ
68486
DCGCD
68486
58505
68486
JAAAJ
28082
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#1109

21175
00945
0lo20
0l1e75
91176
#0894

on9ol
21164

91130
92978
P0996
P0933
G973
91023
21059
01063
00873
91191
21006

91188
plo72
21213
00941
20943
01050
90979
ploll
91127

22909
81077
21087
21092
91996
91162
92868
02966
00967
90895
91118
01197
01038
#0953
20930
00877
91117
21119

SFW

LAM
LAM
LAM
LAM
PwB
YLV

TOU
TOU

UMF
UMF
YKD
YKD
2ZZ
2Z2Z
22Z
222
222
222
2Z2Z

UMF
UMF
UMF
UMF
UMF
UMF
YKD
YKD
YKD
YKD
YKD
YKD
YKD
YKD
Z1C
Z1C
ZIC
Z2IC

YWR

YXH
YXH
YXH
YXH
YXH
YXH

ZHY
ZHY

ZIC
Z1IC
Z1C
21C
ZIC
Z1IC
Z1C
Z1C
Z1C
Z1cC
ZIC

11

ZNM
ZNM
ZNM
ZNM
ZNM
ZNM
ZNM
ZNM
ZNM

222
2Z2Z
272

222

22z
227
222
22
227
2Z2
222
ZZZ
222
222
2ZZ
222
Zi7
22z

7275

2760
6960
6960
6969
2769
6960

6800
6800

6289
6280
6289
6280
6280
6280
6289
6280
2080
2080
6280

2570
6530
2579
6530
6530
6530
6530
6539
6530

6290
6290
6290
6290
6299
6290
2099
6299
6290
6290
6299
2090
6299
6290
6290
2090
6290
6299

261450

261812
261p33
261225
261349
261814
260746

260842
261722

261537
261121
261158
261909
261118
261230
261325
261329
260416
261853
261208

261851
261345
262057
261027
261931
261311
261123
261217
261528

260911
261351
261496
2614929
261413
261716
269328
261123
261108
262817
261503
261932
261253
261042
261002
260503
261500
261504

603

658
653
655
656
352
951

5@¢2
504

353
352
254
253
708
712
714
715
702
717
710

806
804
8a7
193
194
106
924
995
998

405
419
413
414
415
417
192
119
111
1¢4
116
117
114
197
3p8
302
316
317

547

699
691
694
695
708
688

852
854

805
786
787
775
781
790
799
799
762
813
789

657
643
659
634
634
642
636
638
648

495
564
572
572
572
592
482
535
535
496
580
595
559
523
515
485
582
582
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261413

261708
260924
261116
261240
261735
260648

260816
261640

261416
261942
261048
260814
260953
261131
261243
261243
260317
261738
261124

261757
261255
262p06
260943
260943
261220
261992
261058
261417

260731
261216
261325
261325
261325
261649
2609237
261016
261016
260742
261428
261746
2612p5
260953
260910
260418
261433
261433

668

3766

6152
9752
3579
6746
7709
3560

0193
3579

3560
©193
2336
9375
4712
3145
6961
6961
9988
6945
7376

9375
4360
6945
2319
9319
7376
9988
4712
6152

6945
6746
7709
7709
7799
4566
P13
7376
7376
7193
2702
6152
8366
3579
9988
2149
4350
4350

5265

2459
2600
1232
5265
4473
4283

5265
6894

6246
4473
2600
8667
2457
P459
2239
2239
6246
4641
1232

9403
2230
6246
2457
2457
2600
3230
5652
6894

#655
5652
5426
5426
5426
3814
4473
2610
261
6441
8296
3230
5631
5265
2600
T443
6488
6488

6724

8533
8533
8533
8533
8533
1774

8524
8524

7976
2746
2746
7976
2746
2746
2746
2746
1738
5842
8ll9

4618
1953
9550
1053
1953
8957
4618
1953
1953

5545
2962
59¢5
5965
5905
2063
5905
59045
5995
3718
3718
3457
0063
5545
2962
5905
5915
5985

2260

7328
7328
7328
7328
3728
7652

2791
2721

2404
9155
1261
9731
9730
2730
2730
2730
5014
7102
8886

2604
2279
5735
5023
5023
5329
2017
6635
6635

0974
3494
9155
9155
9155
9687
1261
1261
1261
6631
6031
7607
93¢8
9993
D442
5906
59p6
5996

8l

56
85
65
36
48
82

57
60

25
48
58
93
37
46
88
93
43
35
75

43
47
65
93
82
49
68
82
53

DDHAA

GEBGE
GEBGE
HBJBH
DCGCD
HB8JBH
CCF11

GIFIG
80808

I IHFF
I IHFF
I IHFF
I IHFF
I IHFF
1 IHFF
I IHFF
I THFF
I LHFF
1 IHFF
1 IHFF

CCFIl
AEFEA
DCGCD
AEFEA
AEFEA
CCFI1I
AEFEA
OF JDF
AEFEA

IITHFF
ABCAB
I IHFF
1 IHFF
I IHFF
I IHFF
1 IHFF
I IHFF
1 IHFF
TAJIA
TAJIA
IIHFF
HATHA
1IHFF
1 1HFF
IIHFF
I THFF
1 IHFF



Ple22
00893
81223
90922
21017
#1172

Z1C
Z1C
ZIC
222
222
222

222
ra¥4
227
222
222
z22

24

6290
6299
2090
5595
5595
5595

REF

261229
260739
262301
260955
261223
261752

312
304
321
001
003
po4
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552
489
600
502
548
588

261153
260643
262220
260826
261138
261555

669

1317
2752
4712
2336
4360
9375

9459
6246
4283
1232
2230
7443

3141
3196
3457
5905
5905
5985

7698
8273
9272
0730
0732
2730

68

39
39

91

26

31
38
29
20

1IHFF
1 IMFF
FEAFE
I THFF
JEEJE
JEEJE
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APPENDIX 9

PROBLEMS ~--MILITARY CRYPTANALYTICS, PART I1

The problems in this appendix are grouped into ten sections, paral-
leling the sequence of the text, with scopes as follows:

Section A--Repeating-key systems with standard alphabets; Porta and
Gronsfeld systems

Section B--Repeating-key systems with mixed alphabets, I; direct sym-
metry

Section C--Theory and principles of indirect symmetry of position

Section D--Repeating-key systems with mixed alphabets, II; indirect
symmetry

Section E--Special solutions for periodic ciphers

Section F--Progressive alphabet systems

Section G--Repeating-key systems with unrelated alphabets

Section H«-Polyalphabetic bipartite systems

Section I--Monome-dinome systems with cyclic additives

Section J--Periodic digraphic systems; miscellaneous polyalphabetic
systems

The portion of the text which should be read by the student prior to solving
the problems in each section is indicated in the section heading.

This set of problems is also available as a separate publication in a
loose-leaf book of ten lessons. This book, entitled "Problem Book--Course,
Military Cryptanalytics, Part II", contains the cryptograms which for the
most part have been arranged in proper worksheet form, obviating the neces-
sity of recopying; and frequency distributions are also appended to reduce
the amount of time spent on the purely clerical labor incidental to solution.
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1.

BYKSJ
FICPG
AZHIQ
BKDMI
UBGSP
IRTWO
TPUYF
ZCNIX

2.

QDIQR
OHFUU
XSXNU
AZUOA
YEDFX
EQIYO

3-

40313
29381
34314
40383
29354
39k21
34263
38382
40384
35243
28381

PROBLEMS --MILITARY CRYPTANALYTICS,
A.

Repeati
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PART II

ng-key systems with standard

alphabets; Porta and Gronsfeld systems
(embracing Chapters 1-IV, inclusive)

Solve the following cryptogram and recover all keys:

HBKFS
KDBMI
RZTWY
IXJOK
ZFVSE
IQHBN
IXNIO
AHZSU

Solve the following cryptogram

Z1JQD
EAOAP
UDFXP
PBZPT
VCQFK
SDVXZ

Solve the followlng eryptogram

T1236
31240
31211
L3645
03132
2lhhi3
31342
93337
hh332
21226
31142

IRDCW
KLAVY
SGAVM
QIMOE
KDHIF
IPAVF
RRKSY
ARMOP

VKSJR
BZYME
YPEIK
RKHNC
AEYLF
JORDG

3924k
25421
29353
25284
39kk
45381
3k281
41373
43421
20211
26241

JUSGS
SKACK
SLPZC
YSGAV
VMOWO
SKEPJ
WLAF
SZJGF

WWPTN
QJJHD
EJAFV
PPPJL
ZZDov
EUPEG

43045
1303k
34sk2
21536
khisho
31145
54136
11336
34543
11342
01136

DMGLN
IDZYF
NILUQ
MSLPZ
LUCWM
VKTML
ZXASI
HRSFB

JIVZS
EVIKJ
TIKZU
LDEQT
UBOYY
ZNACE

21393
25

39321
32353
38433
25303
34281
35372
32123
36152
hooll

673

TIRPN
BTYTF
TWKFI
COSFP
FLECA
HTHRH
VDTAR
RFINN

and recover all keys:

COPAK
EILHQ
QGEOC
JRWEL
EIKMA
AVDCQ

and recover all keys:

61128
24443
23842

FRBIM
GVMHG
WIDAV
AFKZF
SVEWM
GEKTT
MECAG
XAGJF

GDFPD
CXEMW
DZBZU
VDNPO
OPQMA
RVINC

39284
29372
34424
28273
45124
34431
29353
242l
35432
29423
26321

HGLST
LSTAQ
ZELXA
LVUGY
OEYSG
YGSKX
FRXAI
SIFTS

PUAQZ
YOSKP
MEDIR
0ZGUD
RZPEV
OUQKZ

33540
91210
2llil5
71536
31hk5
53839
31232
13729
91330
31743
01211

TEKLX
FAELF
SXIRD
SEFVX
AVMSB
AEIOW
HTSJE
ZVNDWV

XZWaNC
UATQU
UUQKK

IKJUA
UKDPU

45391
2144k
k0313
39324
4okl

3023

21343
38381
25261
ko2

LCWMH
JARGE

GJSOK
BGKNI
IPEGD

PPPJA
PZ22G2

QKZYM
ADDRP

03413
01342
33010
3431k
34443
21528
24433
31110
11245
23431
93841
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4. Solve the following cryptogram and recover all keys:

ILEKM TXNIF HDBVG OHHDO UGIKH DFEAH BGMYD XZQHR FWGB VQPHG
TPUBT QIRCZ BMDVM YBGXZ OTEZC LBOHQ YWFOK XVAIT VXHQY FRAAI
YHCOC AGQHD SOKBG AUCUU VSTBS RAWFY SKFPZ NDKIZ AOGKR FPVZRC
ESHHK MHHDA XQUID DRASP FKITT AGSDS KZLRT GMAII RXAGG QYOID
EFQIL BMUMU GHQYH KWAIE FMGHQ WVIMD UTHNRT GOFPZ GEQBP WIUVQ
GPSHR KITFT ZSBQB PHLSH CAUOX XMSZR HRRVM RAAIF USHHS KVEHE
TIGER QGQNN GAURH KPIMB MUKNQ YHRWA ZYILQC FEWVND KIZAO RYHRW
AGBYI TQYXN DKIUG TBIWR WATAB TFREU DNUGE HXXMP CHOQR UVINWP
VBAUG QHMUY POZYV SUYLIX QIEXG CPHML YACFN OXMHQ UOGNY VEPRNZ
PFABP

5. Solve the following cryptogram and recover all keys:

SIMIC IEXUB XFDKZ KCRIK GWCJE WCSCI OBYSN JOGMW IJSEY VTKOA
PJCWJ ZHIMO WKKSN NSJYI TVBEW JOXXC AIXKI BMJAU EFJCP USCEJ
UOEKX XMIPA HIEUS JYBCF ELLSL ZVRWP MOHVU QXJJZ WMMKX CPJIG
EPPUJ WHVWJ IKHZV CERDX ZSRKE ALAEF FKAMD KOLIW SLFLL GRQEP
HYXYX PCSCO XAYKC FQAUR WWICU PTEOW ZWRKS JAISN HQPIX EQVGW
OCIFP QNKEA YAXJJ BMJAJ SGHXU RZVKK CRIKG WCJRR BWIBF AYADN
NUYAX IOCHS XZEDK KCFFR NSLZX ISSLJ ICHKR FWLSW ENHVI JCKFPK

SQMAI

6. a. The following cryptogram was enciphered with direct standard
alphabets; solve it and recover all keys.

PLCAK YWKEU TZNFPV IMLTR ESGJN HVWAM EDLYG KGOLN FIXIM CCVZG
YIMAD TYRGL TXVDS KORWF TRRHR RNPYM ADIEE HMYVX

b. The following cryptogram was enciphered with reversed standard al-

phabets; solve it and recover all keys.

ZIVDB CDFXM RJJBH XVTTC LKOZH IZWWZ OQNTE EGHQM JBAOI MIFDN
KDYDR WAXBU XXOOF NFDQC IZZWU RTRWT RPLQD PVNVG OECFF RYKDA
WIXBU XXBNC 1IKOZH MKJIMJ

T- The cryptogram below was enciphered by periodic polyalphabetic
substitution employing direct standard alphabets, with the number of al-
phabets between 45 and 50. Calculate the observed and expected plaintext
and random values of the ¢'s or I1.C.'s for each hypothesis and show these
data in a diagram; determine the correct period, solve the text, and re-
cover all keys.

NHBRK ECDIT BPQEO XRLXI FFINO HOEFU MOSIA AVRWU KXXOE WJWCM
SLJST SSIIA JMWZH VLXHZ KCUAA UEISM VTRHQ ICPKK VWMGM VUEFD
BZUOO KIRVD IWVVR YZAZD AHZSZ FWULL EKSMC SWNLE TBJNW CAWSK
INUHJ XOCUW GZRGN VATLI ISCZL XEEMY EAUGF YVHKJ RJRZH RRGQZ
DNPVH IFFGR OMASI DRLOT QSMKT PIIMJ LPRZF YBUTF UBUOG JIHZL
UGKSP ERKWK VRQGO KIMGX CLXJN
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8. a. The following cryptogram, enciphered with direct standard al-
phabets, T suspected of containing the probable word GREENVILLE. Solve it
and recover all keys.

ODPHN VVMCE WEAVP MGVAC EPVIR KRNRE KZSRW TRRGR JZOYE NVDSI
RRITJ XHYUR EMGVC

£

b. The following cryptogram, enciphered with reversed standard alpha-
bets, is suspected of containing the probable word NEWTON. Solve it and
recover all keys.

XDOAA QUYAQ TQDRU PKVFR EZXHE GREVK XFNZG QUNLO YSNNN

9. a. The following naval message is in the Porta system, and contains
the probable word COLLISION. Solve it and recover all keys.

MPHSY XBLAM IZXJK GXKJD WNRQM MGSIR GAKFH MYGVH ETIEX NQXDE
AXMDR KGRXU AYEYX QMSNO EXIMQ SEIWR FGWJR XKDPT EELPA GCWOJ

b. Solve the following Porta cryptogram and recover all keys:

R VAMNA ERWRM VBEFX RRBTA ZFKWI RNCKZ QVJWK ANQAU APNFX CNWZL
) GRINV AWSOU TRYFR AUUCY QFKFK AWSOU TRZNU NWBVX YBJKS EJURD

. 10. The following naval message, known to be a Gronsfeld cipher is
suspected of containing the probable word DIESEL. Solve it and recover all
keys.

XSKFS CUZTS NVBOX UVVCT SMCFK MKKXH QNDIU RKOAX RQEDY RQTNP
UMAHC LXHXX

B. _Repeating-key systems with mixed
alphabets, I; direct sgt_r,[
(enbracing Chapter V

1. Solve the following cryptogram and recover all keys:

JIYMF NXWQQ YOGHN JVIUF DECMR ABMXE BJICN XNTEI GIWMT ABLTG
SSETT YMCKT AXETN ZHJPH SIGOF PRHRK WECEP YHMJY CPAZM TBLXX
SIKLF EHJPW NVBEB HWGZF YNGOF PRHRK WEMCN TSHXG NHVCZ NXHVE
TYEPV WCNQE JDEWW KVIJG GEYLF KJMFC SUKDN VOWAJK GNWKL NBFPT
DWVRL ABLTW TVGOJ NBCNN TUYIN JALCU WTITZ VCLAU NXETX VNKGO
WRZMT DMKFG BUQCK FPMWKF RSZLP AULNA BYAUL JHEMI NECKL POEAI
GHBMP KWXFK NOLOD FKCYT XJZLX KJHXA QOGCR SVIJG NXBJK VXZQE
JSZLP AULNA BECKL FPHHMI NQAKN ABLTK WJNNV NCEYU AXGNX VUWWX
i OJMWX WXIZW SIMHG PEHKI TIGOL JHBKG SPATT NFWGK ARMVR SXWKF
ITALF MHZNG VEHLF PCLXQ RUBJN IDFDG IJLHR SAMAG SIWMF
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2. BSolve the following cryptogram and recover all keys:

DMXHP
HGQGG
JACYR
IHJJK
YASSP
IVSGZ

IVSEX
WECAU
MVQAN
LAQEZ
SWLPS

INOAQ

KHRCO
WQPO
DFRHI
BWGIY
IECFP
AKSJTH

SIOYB
DWHGL
KJJJK
OZBNRY
ICBFG
VWQJH

DTBCO
ISUWW
oWQPo
SMHRU
TEJNK
OWOHG

NAQTE
IVBIW
DWHEGY
MZJZU
IYTYM
WZRHO

XABWP
THJJIK
VZJTE
IVQPs
VAOHI
FDDGO

LEIMI
VKOYB
FPEWO
IEJVP
BSBFW
MXCTM

AMHHG
SGBCU
GGFLR

3. Solve the following cryptogram and recover all keys:

YRHXR
SXURC
JSRUE
GEGEG
DJALZ
VSZEW
DIJYP

OKSAX
AZW1
AFCUM
LIZEJ
FXTPP
AQOTGY
ROGFX

XJFZK
FWGSR
CZKST
HGKLG
PRCEA
TXUQY

UETJX
IVFZG
AXXDR
PXGINW
UTQOZ

k, It is suspected that
present in Problem 2.

18200
22201
12191
19151
201
12200
25221
23011

GMPEM
LMMNL
MTONB
RNYZO
JSKDH
TRCKH
AMJUB
GZFCF

32215 10011 41510 20041 20802 07221 12513
71510 20011 02106 20121 ookl3 18200 Ti423
70508 10261 21607 20082 42013 25091 21626
10906 22172 20525 20032 20605 22192 21607
00305 181kl 12121 19200 61h23 25231 21611
52101 25151 T2118 25011 00321 14021 12313
62021 14191 31525 OTL72  1201% 09201 T1510
§o625 17191 TOMLL 26261 62013 17192 5061k
5. Solve the following cryptogram and recover all keys:
VCYWH OKPZA VQVFN YSWDO  JQHZW ADHVF WALPS
BYGMI AWWEU UJEMT NFSHL  IGVQN WHOIO JUZFE
OYDXB QDQRO JHWEW HIJHG  XXZZ0 QROWT IKIGB
DMXOX NRGVZ IJRYO INJJJ  FPWSR FZJOF LLNKE
BBYUV NRSSY SGBKD QJRQL  HKRCV ZQITP NPSKR
HOSXK NVQRX LJVQV FNYSK  IAFLJ UEOKY HBLZN
VNYIM VVCYW AWITF GHDTG  XLOKJ REBSJ VEXIG

6. a.

periods varying between 10 and 20.

cover all

The enemy is still using the components of Problem 1, with the
Solve the following cryptogram and re-~

keys:

Solve it and recover all keys.

DIWI
XFOTQ
ELKYU
LYTXU
FOXQB
MOJKS

TNKYD
BDTKK
KFRLG
JLEGT
RIBZF
NGLIW

JAEZC
KQUYX
LLZTA
NKYNX
IOCAXX
CLCZR

LEMU
ZJLOY
KMWYM
KLJRT
PPQJS
SJPYY

DVBIL

REXGT
HDCNP
PGEGE
FRCGE
FXSFL

this cryptogram contains the same signature

16172
07210
25110
ok251
12211
13122
20041
26172

50406
30318
52203
10511
02218
50604
02218
21602

WVVHL
NXAD
DSUMR
BTTICM
XDVOS
HGUUS

GEQQV

BPIOT CTHQM JIGNB TVRKF MEMMN RMSFG YVRHR KPZOV QNRHI BMEHH
JCSPN LHUCP CLWOA

MFFXG

NEWIJ

HDKGR MMMVW NOFXS
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b. The enemy is still using the components of Problem 2, with the
periods varying between 10 and 20. Solve the following cryptogram and re-
cover all keys:

VCZUU PSGZV GDJBT QBXAO NZDHX THXCC NHJIR AJJPS BZHTS BOYRJ
WKJIG PSDGP FBSZZ QDHDS BEYGD GJMJB

T. &. The cryptogram below, enciphered with the components of Problem
1, contalns the probable word FLIGHT. Solve it and recover all keys.

LFCET LQTEJ JYWIA BLRIB JWWFV PRVG TNNFS UIJRT AQUBM TOEYZ
TPEZU RFAFG BAECM DVBBT EPWMA YODAV

b. The cryptogram below, enciphered with the components of Problem 2,
contains the probable word NAVAL. Solve it and recover all keys.

SORTH LBSST OVFGN VSIVX HTHHA RYEIK MCDZL JVLFE VJZBM VAHOH
DFWKB QVCEV RWDMN EPOQP OPTOX

8. Solve the following cryptogram and recover all keys:

RCCQN XGSRO VBTIM ERCWA YKWEW BBSGL ESWZK CQSFB SYYTD JKJSZ
UAOYH LAOSD QPZZT FGYCT OZIRT VIITS SMYRS IMZLA RMOMD ENCYX
MIKOZ BPIFI TJLFN CSODE WZYIC JKLPZ YERIP ZTOLB XOGWD RUEWZ
EZGBS HXYEV YOLEM PEIAJ YEFKY ZSRKQ CMGIWN CYPKL DSSHF ITNFW
IRRQD LSHJC TAOYH CJNIM PBLZW CGQHP NSFCY WSYMV PAHEM ETHRE
YTQYE SBOCB CLNFJ CAAOY HSBZY HFPYZ TFTFY INVIK ZIMYU TWFVL
CJMZE FVAFT TIFSS RCBFS ROVIL KJYXF UBNKY UTDCB CXIWW RYVIM
DEQFY ZTJT™M TYTGB KNWRD DA

9. Solve the following cryptogram and recover all keys:

YWIUP WALRO ZMZXN SUWDO GQJNC GHNBU FFYHV FDNVP QRUIF HOQUT
XHMYWW KGDAQ YFDLA PGNDY DIOFL IYXVH FFCFQ FUDIB QXSUF YWQWW
OOVKR EYQJF DJHFN OBSAD KWVOP LHTTD HGBSJ HFHHE TTFTS OCALO
PHDKP OSUFZ WFFBH ZINLH HZPCU SLBBA VHRFD SOOHN BOXBI LNFKZ
JDJQH XJLAM ZLJFJ DBFAR FCAOY YDSW LILTY WZFJB NJQRV YZUFZ
LEFQU MWFIC

10. The following cryptogram is assumed to begin with the words ENEMY
RECONNAISSANCE, Solve it and recover all keys.

ZJOKJ TBKYS XSIA0 MFVQF CIWMA VNCDY FCWLL KZZUR CUVIS KKWCH
DOYBL SVNYN TBKYS XSIAO MFVQY ACMXX EFEZM YSM
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C. _Theory and principles of indirect symmetry of position
(embracing Chapter VI)

l. Assumptions made in a polyalphabetic cipher of a period of five
have yielded the following pairs of plain-cipher relationships. Recon-
struct the primary components and recover all keys.

Pairs from Pairs from Pairs from Pairs from Pairs from
Alphabet 1 Alphabet 2 Alphabet 3 Alphabet % Alphabet 5

AZ AR ER EI cp

DO ET oW Iv X

En IF PO NX NY

IA NH RC OB RG

NK oM U RN TH

n PL SC uJ
SI VL
N

2. The following assumptions have been made in a periodic polyal-
phabetic eryptogram. Reconstruct the primary components and recover all
keys.

123456123 234561234 45612345 1234561 5612

YLKLDNPLX ZEFUROIZG LVHYKKJK WHFQDAA HGLP
ARTILLERY BATTALION INFANTRY CAVALRY sToP

3. Analysis of messages containing enemy morning reports has shown
pronounced stereotypic beginnings, such as "MORNING REPORT FOR TUESDAY
DECEMBER ELEVENTH PERIOD OUR ORGANIZATION..." The following is the begin-
ning of a message believed to contain the morning report for Wednesday,
December twenty-sixth. Reconstruct the primary components and recover
all keys.

JLVKI HHQPU CCEAW QYABK XQIUS GUWXJ TLNOO NWVQV DCXJQ PAFRG
CLURA DLEGE YVPIH...

4, The sequence reconstruction matrices below were made during the
solution of three foreign-language ciphers. Reconstruct the primary com-
ponents and recover all keys.

8. § ABCDEFGHEIJKLMNOPQRSTUVWXYZ
1[F GTBUQORN DA RVZMICH L
2|EN I v CUEA F Q
3|1 Z H T CEG BD P
b A H N D UV M I
5/Q B F2 0 P C E
6|LO H AG g 8
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ABCDEFGHEIJKLMNOPQRSTUVWIXYZ

ABCDEFGHIJKLMNOPQRSTUVWXYZ

=m

] (&
MM
Pes 12
»h Mmoo
-

nHod>m
HED®

Reconstruct

The following three sets of data were developed during the

5.

solution of certain speclalized polyalphabetic problems.

the primary components and recover all keys.

ABCDEFGHIJKLMNOPQRSTUVWXYZ

5] *
SCHOMR M
a ok <0
HoNy Mmd>

= mdM
H> hbDb M
B o

HZM O
M OO
*

A
feames M
o < *
o i

=] M A

S+ N NsF NN

[« = 4
pE N ot
() M o)

= (2]
O M-
N xO

o <

zZon > 4

RE OO
M =

ABCDEFGHIJKLMNOPQGQRSTUVWXYZ

H
D
7

¢
1
2
3
i
5
6

b.

697.9 .n_.

88K
DGKNTUV

Lﬁw%BM2w£Ma
<AMHOM®AD > M

DS 0
<oMamnEHs

Lﬁln058h
o MMM
GO0 N>

KA

|u.2
=+
P H = O @ N

YARHUTZI2 AR

AR AMKED

22122133-4
M HEOMNE N

W NRAFSHR
<AavomnD

755&7983
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6. From the data in the matrix below, reconstruct the primary

components and recover all keys:

§ ABCDEFPGHIJKLMNOPQRSTUVWXYZ

1[X c B WK F

2 L Y T F vV G 0

3 R U E L
. b H BT QKO

5{zM V P

6 D L K X Z

7 5 P J EE

7. From the data in the matrix below, reconstruct the primary

components and recover all keys:

§ ABCDEFGHIJKLMNOPQRSBTUVWIXYZ
1l AG H MKN U W

2|8 E J A RU W

3 PWYV MI T Z EF K

b CB RU D X OLY

5!V R J P Q I8

8. From the data in the matrix below, reconstruct the primary

components and recover all keys:

§ ABCDEFGHIJKLMNOPQRSTUVWXYZ
1M F X B NRK Q
2|B R V B DZ E

3 D VW FAO MYJL

4 IB Q8 A P
5|7 c G AUEH W

6 K C YJ E U
T 0 N I

9. From the data in the matrix below, reconstruct the primary

components and recover all keys:

§ ABCDEFGHIJKLMNOPQRSTUVWXYZ
l1]QZ2 X7YE c KN AG

2 Y B H T L cC IJ

3|HE BD P I W

4 G J T P WK

5|R GF S M 04Q TUNV
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10. From the data in the matrix below, reconstruct the primary
components and recover all keys:

§ ABCDEFGHIJKLMNOPQRSTUVWXYZ
1[G E NV JLB

2|u T N A D LI Q

3/R Y H E CZM BI 8
4 " N 8 T I DA

5 L N Uo VDK

6 F 8 vV Q D OP

D. Repeating-key systems with mixed alphabets, II;

indirect s +
(embracing Chapter VII)

1. Solve the following cryptogram and recover all keys:

IOQID ECUYW AYQGZ XMRFS PSXWP JEBEM IHMNZ PFAQL AZPMW TSGMI
VMGGQ EQVOH AKOUD RHEMM FPWHEM YSDAG IPNSQ GSMOW WIMNW FINXE
SGMIV DHEBT HMIRC IHQFL CHWAK OUSSM CMLPG OLDQG QOAAF EMRAH
CWGQT LTARA PGGNS MVPGQ WATLC HEAGH FAQIA ZLJYE JTAEA AJETE
UYTRC IHQTP QKWMP WHSHF WQAGI PNSQG IAFVB OMWKO NMYUE SUHWC
OGOEQ AAKNS WJPLH DAAJE TOIWZ NAZPD YEMZK NZHQT PVIZO GKAYG
YPSFZ EUAMX YSZFA FRDSJ DNJYE VRAEW NJQPR BHIRM TZQEB MFXCU
KCVDS ETXMP CNOIA NLZYA RRAFW IQVPN QIANL ZLGRS HMKXO XFCLA
TMAAJ PNIYC MNMWO SVVRE HZRGN QMIRSI NKFDD BKKWP OAEDU APLAY
TFD@D OMPXV CSVAO MAKGP VYIAR ZXDED WAEAG I

2. The following message was intercepted on the same day as that of
Problem 1, but due to operational difficulties only the first 160 letters
were recelved. Solve the text and recover all keys.

MRCVP TZVCX SKZWD TIHAP OIUQL WWMZV RRXYV OKZXV IKPWZ JINCP
LVQTZ TIBGM MFJYD JMHKX KHZUZ WIVJO EWNAZ FEVIZ AGNWF AKXTY
LZIRL WLLQX KMFSU WYAEV NZZYJ SZVDF FNXXV ZXCRP OQFSU WLVGY
KIDNZ WCHVX...

3. a. The enemy is still using the components of Problem 1. Solve the
following cryptogram and recover all keys:

EIWHB PVDVS WFECY UWHMW UBIVP WIVDU LZICJ WMRID MRMCY XUMIC
ZKWXA VZVMH WBSZB BIMVH

b. The following cryptogram, suspected of containing the probable word
CAVALRY, was enciphered with the components of Problem 1. Solve it and re-
cover all keys.

EQXFI YWWUS HZKCP OHHVA VIUMI KDQLP SBUNT EFBWX JDHHA
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4. Solve the following eryptogram and recover all keys:

23GhT
-
3G2

aM2TI
wxige
M3UB

5-

NREWH
INUFP

IQMPE
HZHBH

MSHZH
WJKKN

ZDIPL
ZRCSR

DQEEW
LGIFO
RDHHEX

6.

HHHHH
ZUUHZ
LXTXF
IYKOA
ENSRU
EQLIW
CSKAC
HXXRH

TELZU
6CBTA
TOSAY
s

TCG
chkygs

AASGF
B6PCH
ZUYGw
GM66D
RVDX2
6YYFL

The following
tem and specific keys.

FNDWU
EQVWB

FGZUJ
KBGAE

UNDRS
NWZKB
RLMUC
EyQXM

UKBFM
NLXHX

RIQZN

Solve the followling cryptogram

HHHHH
HLPHN
RVGLD
XCZEN
GHUUD
NHVJH
OKRLD
SLML

—CONFIDENTEAL—

RMBNO
RSBMQ

KQADF
QRIXF

FGPEB

YQRJJ
WIJZW

JWGHW
XPBPE
JMLLL

PHLLI
ENZOA
UTECL
LEWPA
Z2M0VJ
HHHHM
GHYTF
VIXOV

o
T
MUSCA
Thwv
4C1Q8

9BS5M

6966
AJoCZ
B6PCL
DDYAC

TH2FZ
wWDYk2

684TT
XCT2E
4s6F8
6FLIM
HGRRY
LQNEB

EYZEJ
GTATW
CYRF6
8HFSC
QSJYV
TIXXX

" SVAFL

VDUAY

E5x27
YRFGE

ZQe0J

five messages were enciphered in the
Solve the text of Message No. 1 and

KBFMJ
HKEWN

RRSJG

MIZQL

ABJSX
WCMTG

NSFLC
QVDDI
DTPEH
UGFYQ

MNQSJ
ZEHWX
IWODL

QLZUF
EFTDA
HBFUC
CNZMN
EYDFL
RBZZY
UYRZC
HHDWI

Message

WGEWM
UQXKH

Message

IGHXN
LXMQX
KDRAS
XZFVP

Mesgage

JKMLP
MCHAF

QDRA

Message

BNHBE
YTLRM
JIEWQ
BJIGN

Mesgage

CBEER
BAMRH

KQ

No. 1

WEZLV
ZHBHD

No. 2

ICNFL
EJHOK
WINGK
HLQDT

No. 3

MCIRE
BPZAH

No. b

BKIWG
ECWKS
JGCCB
DLLFC

No. 5

DIBQV
YQzLs

UDOIN
NVREE

YAVRE

MWPJI
QNWJE

EBRIQ

SFBIA
XMQXZ

FIPGK
ESZBW

FJRZT
GDYIS
JXCIQ

WRAIQ

QVAVQ
ZZRiJ

ADQOC
ULSPQ

N31Z
VVYbA
ZYTHE

5K2HZ
RTZ41

same general sys-
recover all keys.

DLASW
WRHEZ

WUZSF
NRLKQ
WIBGQ
FOJJQ

XJQVD

PQIMQ
INFGT

JLKQP
XMGKP

and recover all keys:

HNGLI
TVLBD
HHHYF
TLPOF
EHDZN
HHHRG
HHEEFT
BKRMA

HHHHH
ZUZHQ
WANNF
GYKOA
AQPOA
EHLXB
ENHJL
ARTTF

HHHLD
HFVRC
UKPQN
TVLEG
QHWFA
ZBVEJ
ZBZrX
BXFMR

wsSQM

AZYIF
ROPJM

EZEJO
CHMZC

6JABY
T89DY
YZGCA
YKA2F
UMGB

HHHZN
TTDIX

KWCMK

SACJA
LLRQU

SALTJ
ALJUT

TNWZU

-
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7. Solve the following cryptogram and recover all keys:
EGQYI RKCTJ HRLEP RAAHP CXVCH DHVAJ KAGXU NTSEI
IVQLY DRHOI VNMKO DQYYL NNWES DBVBL NBCAU TTOMP
NTSCA KLGRV TTOFP IMOEO SMHSL MNGND DQGML HWCIU
RKGTJ DJGRP CQOWX DNMOT NMPUM HWKAJ ZTPUJ ITNOT
VQPIU OWCNP VBGKI NNKAI BVZIP FVOOC DHGIM VTJEZ
MUOWMU TNWOZ KSGWJ IVQND DRHJA VNMPL FWWLR ZRCTG
HACES KGHEQ ETQZI MCCRJ XSGLU LFHON HMPII MNQOX
KBZZI OQKLT MUGMX NTIXNO ZAZZP MWCTG KAZSP UVQEY
HYGTL MKNIJ DTJUU UVQLJ XTJHI LXCRO LVPZJ ITNBL

8.

GLIGV
XZiPY
ZYKFT
KPXBL
WZQLD
RUPNQ
RTENP
VDESG

1.

IFABK

GVRHF
PECEH
COGEP

2.

JKSKRB
MAHQO

OCXMV

KLGMI
MRWLX
HRLII
NBGII
DHVDI
KAZKI
KSHSL
HMPCR
NAGUN

KAGAD
KAGZP
LHCCL
MACID
NRGSG
ZAHTV
VKGCJ
RABAY
KWWNQ

The following cryptogram is suspected of ending with the signature
"TRAMPLER COL INF." Solve it and recover all keys.

MQMUO LVZGG LRGQS BZPZB GSRHC KIWNF JSPKP
GZRIG VTRCW NBYRF MRIGS OUZWN LVGLH UZJBT
RMNYY FTZRX QPSQM EOFYP HGLIG VMKMW NYYKI
QKOQK GHKCA FKWJP QLEXF MRBCG LNMGW AGIQL
SBWIY PGXGQ BIZMS YYKXT ANBAX EZICB ELXKWS
FGNJK RCJBP TSQQZ GZKHI CJBPT JJPGG GBHQP
WNJPY EQGOH GQTUS XNZES PGSRJ RSYKF BAQOU
MNGAZ BKXII QFXKQ TMWOF YPHLN ZZERG GGSAB

E. Specisl solutions for periodic ciphers
(embracing Chapter Viili)

Solve the following isologs and recover all keys:

Message "A"
VCQPY IOQMO YTRWP KTIBV PKRNR BZZSX YVJJIW
JMAJP NFDEQ HSTJI FIVND EXOVP KRZMA KRJIU
JQOBR IWJEB PQLOL SRZOD ADOLE EJWDK OE
Message "B"

RAITM CVKWS MOCSH PPCJQ HPZEC MSROT IQBOT
BYEDW EHIXX PLKOD YGQZI XTVQH PZUDG CNFCE
FKVMV LTDBM HUIIU LVRJN FNFQX WSSMP JW

Solve the following isologs and recover all keys:

Message “A"

WNXQK WIYWB FJQOV I1IASJ ZXWKE BICQO HODSU
WATYD PIFMI QIBIB XLN

Message "B"

CIQFU UMLRX DYMVO YPGOY AFVZH JNZRV DNQAN
PNCEA UHIUK MZRYV MID
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XXBSZ
YPGXG
GDXGQ
WNBYF
IJBPT
JZPYR
YFKHQ
MY

JSCsV

YEFJJ

YYKIC
QBIZC
BTUNX
KHWSA
JJOZG
NNXVJ
KXVKJ

CTREC
CHVEH

IPCKQ
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3. Solve the following isologs and recover all keys:

Message wam

UPSJE RYQST YPOML NYASN ZKHDP CRKYX KYLBN NCEBW IKQRU EBPFX

ROFVP STQIP LPQKX WKPZM XNOXK

Message "B"

RXPCF WAJSW VUAPW RNUTI WIVET CXSXH CHCSD YBNBZ IWBVF SDLAE

PLDUT SZYMY EXHEZ SJIZP LHASV
4, Solve the following naval text isologs aud recover
Message "A"
SFMJI ISCEV JJIMFS VEJIP CZUMX IFVZC MEMFS IFERT
Megsage "B"
HKDAX IMMMS ATRAZ EAAFY KDPJJ XKFVR XKXKA NPSYI

5. Solve the following isologs and recover all keys:

Message "A"

KOIPQ IHGIS PQOKD MFVKS YKEQV SKPUS EPPSF KPEEE
ETDQS PIMXK HGFTJ GOGJT XIEQE HPGCG OEOBE YETEW
AQVOL MB

Message "B"

KOIPQ IHGIS PQOKP STIHN ENHQP QEQIM CUDTB XRVMF
FFOAP GDOTG RPUVO COSUG OGGUT FLIOO UUQNK UFFOQ
HSPQB CTV

6. Solve the following isologs and recover all keys:

Messege "A"

AFYJV LRBWO DUWEZ USEYN KBNFW OCXWX HKBTZ BQRFN
HESEY NKBNP KFRCB APEVR DGFLN QVRMJ BBYSB BWRFZ
KIWHB ZCNKD DRFRT

Message "B"

TPKDM PPYFF DIMGAP EREOU XPORD WPYQL XMIGG YQYYE
LPUIF PBGJG DUPDA KYDSE QKBOZ CFJEA ETFIM GDEW
PRUQA EQNWWG GAPEX
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all keys:

ATFZP

QIEQL
UTMFQ

BGCNS

MBCGI

EVCWN

PISWY

RIYCC
IBYAS

ZIKFG
TBWJQ

o
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T. Solve the following cryptogram and recover all keys:

RNXDB RFEPU PLCHK CSDNO WSJIS UCYHK XFHVV NBCZ0 LBMEO EJHDH
MFVLY ZFULO EJHDA TILCRK PBHCN UBBIM MVWWO KOFXL HZMDX RZSKA
TZBWS WVXNN CVXIH WSXAS TBZHV RZTLN PMBIU EWJPO CVDPX YVMGU
XRXIL MPAIT MVM®U XBCZO IMFPU WFIPR RUAWV NCCJN MOURK TCQHD

8. Solve the first five of the 25 message beginnings given below and
recover all keys:

l. LHTDH BNFPH WGVPN... 1%. ILHZKG FUVXH DXDQL...
2. CHUSN LNBUW RGMCM... 15. ICKDH WNFBH GRHIK...
3. CVDBV JGZFM SDVKP... 16. XDHBC JDDDD KGVKY...
k, IPVVC ZGBHG QQHIK... 17. SPHHR JGOEP VNUWH...
5. VVROJ QIHYF HRJSX... 18, GVZMD SROFB VCVQM...
6. WHSFJ QMMCA ULMEC,.. 19. QIXKFD QFFYA CDMWI,..
T. SSOGH RGLFR PGUIQ... 20. BVNOF GNFPH WGVIK...
8. WHCQD MRGUO GRMSW... 2l. IDHOU JXGKB VQUSD...
9. WHRDJ KXDMF HGRCK... 22, WHQHW QFBFW SGHXR...
10. XHQHH LNBUW RGMCJ... 23. ZTVOD AXWHM CRYQD...
1l. GVNCF QNGGB CFBVE,.. 24, WHTDH SBHBR CFSKI...
12. GVBZC SMVHR FKHIJ... 25. WDAHU MIWCC LGJSX...

13. WHWCK TNMCZ DFDJF...

F. Progressive alphabet systems
(embracing Chapter IX)

1. Solve the roll;:ming cryptograms and recover all keys:

a., POTAE TRRHU TUJXO GQEGRE EXXIZ JZCO0 TVSSS KKCWD
T™XGVJ HJVIS

b. OLGCE YEKEQ SRJZL BSIGE FNFRL RZEGJ USWUA UBRNR
BHIMG

c. SDNQR UMYUC AIXEX UWOLO UARCX BMQVT HEZJI YMMIJ

2. The following cryptogram is suspected of beginning with the opening
phrazes “ATTENTION ALL SHIPS STOP." Solve it and recover all keys.

ZSUJS XDXXC XYLNP SPQHD YJFIY YQAQQ UTLNC YGZPV MBQFF RUGXG
RMBDD

3. Solve the text of the first of the following messages aund recover
all keys:

Message No. 1

CTHEW GXUFW OHQZV NIEBQ SPQKE UECNY QAUMZ DBSZI ENXGZ ZUJAY
EMROM HBFFT YFRTT KVBTE IHFVT WALZO IRCLQ GHSFF WVDXV SKRSO
OSUKA EMMDI TBCSK TJFSM FOHXF CoQLU MWMXL, RCJHU JGPGC HNXYNT

BEEQE JJKAX
—CONFIDINTEAE— 685



XZAIG
SHQEW

GYIZJ
ZVNUL

WJOPL
UWLZY

XGFFU
AHBQK
BJVIB

ll'o

PHCOK
NBQOZ
ITYLO
ITVRV
TJHQK

ANZUC

VRHTP
VLQRS

FVRHT
UDZUZ
CRG

KCONU

OVILY

PSEFN
DLZIN
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CLYHX
CBFVR

KuJnv

PCOBE
MIFBB

Message No. 2
NDDGX MHOGY

MJYHW RYDZI
TSNTU DSHIE

Megsgsage No. 3
KORAA LACCH
VPBGH XDIVN
SOEER FRMXV
ovYwX FCQFF

BSEZH OTLXW

FBJVP PGNYP
ZQHBEB MMBQZ
Message No. b
HEHRR SORMN
Message No. 5
ZGZ00 XWRIE

FIEQL SHHTL

Message No. 6

DDBJZ MEURU
FXDDM RSCZF

CQIFA

I0JZJ

BIIXM

EWWNY
ITAWS

Solve the first 100 letters of the first of
grams and recover all keys:

NQAQL
TDKPYL
HYQXI
MAPMY
YHPBN

JGOX
UOQDS
RVORW
GNTEM
FXEJE

GRXNE
ZLLQZ
BGSZC
oSVl
WQIUP

Message No. 1

-KPRFY GXYGG
MAVPJ TURWF
HZPFD XFRXB
DAAYZ DVQKT
TJXCH WIIMY

OKAYG

HBGHH
RZITMW

TQDFV
JPNSZ

GLNINE

XPCBH
NMJKR

the following

GJDJO
JXCED

VORHC

XGBXQ
UTSWR
ODINV
MOSQW

VTZLV
IPEMT

XSORM

QSQLL
GAEYY

IEQPG

RYDZI

QSUEE

OIFBJ

crypto~

TGSIT
QICHS
TVOQT
QIWRQ
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Messege No. 2

PHCOK NQAQL JQGOX GRXNE WLLTN BWLLD KAGHJ BEHBR ENWJN AOPTN
YBSOI DXXDE NMXCTO IRMDH PTFQA AVUOQ DIUUT WHQVP KSPLZ YLCET
VZCKZ HLTIDE JZRRT MUGRY AXKPI GFBNC GOIVO XNCHJ WUDOY SCYFE
WPTEN TNQTB OCCIX TODDM XCGPP AWVXL NGIDU ILKAI KFAFR IYOIG
QAEFR TUMQN SDGCR WAFAQ GINXMA CTBVQ KYGCL ECWZY RKULJ TXGFD
AFMIV XKNCU ODFOZ PTZWE TSYIP NSVIB MFXZV CMQTB QTHIH CEDUT
SFRLV FDILK JUODF IILDQ HJIVG JFFBB MIGBK LACZF IWVKF INNYE
ELXMG QUKWP RNVLY XUQUN JYCAO GUKVW BBJLT UORCJ WFXDO CREMZ
ZDZTD SCQEd IUFRN WJPOG DWCHJ BDBKO GAQYR YIOET AUFPZU MOXEY
ICYGF QSYAZ UWHST ASURO UIAXN CLRWW KFRFV 0XJ1Q KPKLQ FPUGK
PZKIV PQIVQ CZDEW XRKNV KQIBI WRCSF EVUJY WIWFN OUYZC KAMMZ
VKNYT BEHRG NEBQN AYVZD NMOTT TXPSY SCEJK ZGMIY ATFKG BVLOY
UXFPG DIBQU DRELN XUCHS LT

5. Solve the text of the first of the following messages and recover
all keys:

Message No. 1

QGPQT RQ@ZFS HVGDD QAPBG ZEUVM QVICM TMNYO HVYFI ZRTHQ GXPYN
PESOJ GWEPQ EXUFX LVZNB VMWKM DFZOT PIWEN FSBJO KCDYT DPQRM
NBNQL FSVXU UTDVZ KQZQF ERUVJS UZXCB RKGNM RNQHS KCIDL ERHUA
TPBGX JMQUI MRYSX SIMEN DEZUL TFXDE VAJJU UMOSD HOOX

Message No. 2

QFLTO BBYZJ WGFCT KSTVD TBUUN HYTLP JAXIV NQBKO IYDXY NCGUM
WJDUM HBAXE DWFYB SXKMO HQVSL URQDM GRQRW KERKH GFHKD AHZXS
KVINY RHKIS GYAEX QJVXD KXFZE INNRY OYGAK AWTAN ELFHE NLLYP
WIDXG DXXXX

Message No. 3
JDGJM ZJIKK AUQIV BINXK EVNLF BYAEX LVOUV ZSISF HVSHN ZYNHU
WNINZ AMOGXN LVASQ ESLNR JKHNB ISJRZ EYRJZ ZVKIV OUAOX

6. Message "B", believed to be an isolog with Message "A", was trans-
mitted in answer to a request for a repetition. Determine the cause of the
cryptographic error involved, solve the text, and recover all keys:

Message HA“

VVSIO FPPYYD JJGCW OMMIL RVEUH KXZYP PBSIX DIOAA XOMAL HMNZB
SJUHN KLTZZ FRHAO ATNDH FZIND XXO0K NWZUG UGEQO 0QGG0 HXUCK
ZWCTU NUFFN SC

Messege "B"

VYYPL, ACJIX OBDCT FUXVW GJAMW DIATX ZQOTK XDTZA ZFUEY NCOPT
NFUOS RWJIK WIYXH AHSIJ SITNX PRHOM SOGDR EXAJT HQELJ JGGPC
PSZWU QZNQW OP

—CONRFIDENTIAL — 687
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G. Repeating-key systems with unrelated alphabets
{embracing Chapter X)

1. Solve the following cryptogram and recover all keys:

FPDNX SLAFI ITGSD WLICX ZMAXT ADRLS TMXXL ZYPTY MHCOA XOAIA
RTYNN LDFIU JOBOR PZPNY EIWRN MRVOP NXOSN ZRXAQ JOTMR HTLWR
AWWSX ALWWO BOITQ FPDRLI CXZCO LCSWB EIWRN MINXM XXOZI ARTDZ
LRWRZ JJICX TOTDB RKFBP LCYSU NWHPZ KEBNL NLSBT IUJOB WRJJS
DOWSL WBFIG NZBRA XJNCI OBWSA GAMFP CXPIT IETAA GXDNX SLAFI
ITGSC LRMLR SGEOO PWRMH COAXO ARRLL WZZIV COTTC DWIUJ NAIYV
UPSLT NLNQI FYJPH QAXTP OMINX XKNIU JOOXI SWICC PJJRL HEOWB
TLTINL ZBAPL UPNLD BARKN TZFNA CNLJR LHAGT YDTYS

2. The enemy is using the system illustrated in par. 75 of the text.
Solve the following naval intercept and recover the order of strips used in
the encryption:

NPYGN DVEWR PSCFD XYRGU JEQAS JNYMQ AJUSX XLIIM ESFFO OAOIN
YUIAN VARZB ICDDL BRGCN HAWSS XEZFN CMMJE DVFNK NVMGA UALJD
DLICA IKLOM BNSAS JNYMA HRISN GZKFL RTRZV TJPGZ QOLDO GAINO
XCCWU JEGPN HESWI OLDOC YZKOJ HTKPS XEZFN NQGGA HTXFL WWDSN
DZKOT QEFWH ODYMR NGSDO GWWPV AXSSP NTUUX YDHMM TTDOI QXXOR
PIXPQ OEFAN JIMJP TIOX

3. The enemy is still using the system illustrated in par. 75 of the
text. The following cryptogram, intercepted on an adminigtrative net, is
suspected of beginning with a stereotype; solve it and recover the order of
atrips used in the encryption:

KURGD WFPMH ZOKUN AWYET JKICL MGMMT BSVKTX XUDLO XUEJU LOPTX
MIGBU DFKSI IYKQY XJKUV MTLSX KEYDH UBEJU LOPTH UDDYU LJYSC

k. The enemy is still using the system illustrated in par. 75 of the
text. The following air intercept is suspected of containing the probable
word BOMBERS; solve it and recover the order of strips used in the encryp-
tion:

XJOAK SIYOH XBSVJ OVERK MAUWB LEMDT SYNTQ CGUJT BXYJQ VNPSE
RGEMT HOJJY NOUKZ QWCMP KPSAC WAZRA PSYOP SJOED CGFJX KPSAC
WAENZ FYNSV STUED OYFNI

5. The following eryptogram was enciphered by means of the device
1llustreted in Fig. 84 in the text. Recover the plain text of the message,
and establish the numerical key for the order of strips.

IFCYM DOBKB YJVAV UBORU BDOME BYDEU CNESJ SGUHW GONYN OMDMO
ZCJUE MSQEM HEBSA LVUKB XOUKE RSPAU GWACY RGYDI

n
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6. The following five messages, intercepted on 16 December, were en-
ciphered with the Aggressor ZEN-UO cipher machine described in par. T7 of
the text. Solve the messages, and submit the plain text to Message No. 5.

Message No. 1

BABAX HYNVG RCWTL HCLSU JFSVX BJZPW HYQTY MPPER VMAUN XMZXX
RRZPW HMKCE AJGAJ TABHI DXZKC DBSIP GGDCT AXGSS MNMID WMZER
UWCZP QBNNP PPFHO MDTLD YUXBC VDVGT MCWUP ERNDR BYJUF TRJNZ
DDTIN HBDVE MVXQR MUKSZ QDZYO BPRYX GHZAN MYBIG BCPSP GPZIM
QIPPW JCUSS MLZVZ GICCR XO8AX RKZRZ ZBJIN EPZVZ GICQN XOYNL
LLSR¥ DBJVN XSLUZ BUKSZ QLOOG IXITWP HMKRA URNZC QYAHX TRIBQ
LXTRK MAYMF BDGTD HJEMD VCKZZ NRRHT KWZGP IYLUO YWNJF WHZIR
DYZYU GDZAS TOIWY FXNMU JCPAO XKLQG VAQCA PIXNG BSKJD DCFVC

Message No. 2
VEVEX OSELD LVQUX HYVGG GKMYT IESUJ FSVXG LGBUR YPXNF PGTDQ

Message No. 3

JUJUX LHCLS UYCHT LOJZH VJYLV AUWT WSYLV OTLDA CXWRO MRQDN
PPPFH OMDTL DCLJS MNIXSI YVAZM FBDNI HQIEX TQDYB LHDVQ GLTHK

Message No. 4

PEPEX GTDHJ EMNXN ZXUYL TMKMY DIiMUV WIWSY LBOPN YERTJ VQWJA
QSNMV VVOAY KQYKV FZXLP GKKZH JCWRN LAGAM MZINZ DHGEH

Message No. 5

NONOX LUAEZ IBVSN KKIWZ QRTVI EAPOI RPJDX NKGWO QJDBC TGROB
MLCHB
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T. Solution of ZEN-40 traffic for 17 December yielded the matrix

glven below.

In this matrix, Alphabet 1 is the alphabet used to encipher
the 1lst, 26th, 51st,... letters of each BABAX message of the day.

Using

the matrix below, complete the matrix for 16 December, and show the plug-
ging for 17 December in terms of the matrix for the 16th.

123456178 91011213 141516171819 2021 22 23 2425
AlP PPLIRI YTLUMFYXY WY MDY
BiX IP YMIW XPIL Q upP
CFWIQY U TI Y IDL PF U
DIHE S Z S8N C 8 ZNJGAJ
EQDX XRTX FI LWUFUQQIPUXIL
FIC GOGG E H KAENVVJC K
GMMFRFFW MX MR W D U
HD Q RLL UURFIXLIL MIY
I CBKAVABCENHCJHBK EKHVE
JIULL M RPT IU TF DTTD
K I RFT WIURI F
Ll JJ AHHS SOAESHCHBN SZO0E
M|IGGN JNBGNZ VAZOZGSNH ASO
NYTMTU MUQMQIDTRXF LMDXRQW
O X F Q RWQLXWPPMPRYUUQ LM
PIA AAB 1Z zJ O0OBO ZCE SYVB
QEH C 08 NON EEB O N
RSS GHEAOSJHVKVNS OGKZVN
SRR DWYQLRLDDTL RTDM LPM
Tf N N ZEZC AJSNK 8 J JJZ
UJZV N CNHH A EJE KOOECBG
Vi YU I X RMR FF RIP
Wl C 8 G OB OE K AG ZN
XIBOEZE EVG O HEBNA NE
YNV CS§B A C A A0 A H A
2l U X TPTDPM M M PDR LWT

8. a.

message, suspected to begin with the words REQUEST CONCURRENCE.,

On 18 December there was intercepted the following Aggressor

Solve the

text, and recover the plugging in terms of the matrix for 16 December.

BABAX S00JS QIKTW KVIIV ETHQN KYEQB ZSSGD RIMQX ECRUQ XVUW

URQRC FAQYF RQSKV OBZHV RQHYJ

CUSNN

TGSXT VMSLS TRSKI DRHIY CUUHZ

b. On 19 December the Aggressor message given below was intercepted.
It is suspected that the message has a stereotyped beginning of the form
"0 COMMANDING OFFICER (number) REGIMENT", where the regiment involved is

one of the first 20 regiments, from FIRST to TWENTIETH inclusive.

First

determine the correct full crib, then solve the remainder of the plain text,
and recover the plugging in terms of the matrix for 16 December.

KIKIX ZNDEU AYVNM OFNAW NIOVN
YZUPM AIGWY CHIGW NzZOIS

NBFJD
——CONFIDENTIAL—
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9. The following beginnings of 35 messages, intercepted on administra-
tive nets, have been encrypted with a complex cipher machine which generates
a large nunber of alphabets. It is furthermore known that an enciphered
word spacer is used in the cryptosystem. Since the messages bore identical
indicators, it is assumed that the messages are in flush depth; the repeti-
tive phenomena confirm this conjecture. B8olve as much of the texts as may
be necessary in order to read the plain text of the first five message
beginnings, and submit the plain text of these five beginnings.

WJWHZ KQDEC MAJAD FWYLD LSDAH MYCXE...
CLCCY IULPB OLLUV OIAVI ICIME JLXUU...
FAODB QVSQE DCWHP ZDEXQ KQOGC LGYQZ...
MWOAE KEJTK QSITC REKFG SJDJE WXYIZ...
CILODE WHOQE WHZFP BEQEP FVDDK XHFJJ...
RVMSS WXLTZ XHHVQ WIHFQ OGMJX WLMEC...
AFGKD ZFOQX GLVTE OZFBB PCQPF NAFSL...
IWSSE NYJTK QEVZQ EEZJD NRDNF IEFLJ...
UQVKD GXTFW IAMTH KJSTD TNONF KNXWP...
CLZAE QRLVS CQPDV ADQXK PFSZE NOMWI...
MWKWY GRTSE PQCXQ WIHFB PGBGG JWRXI...
IT™MX ZEUBE XHZFP MJZEH NMSAH AVFTV...
VODUE WSETO MIWTC JCGYN PSNQY MDFAJ...
QLDZK WXBFK XSWEX BHZYU PUQVK ONMHF...
UQJSD LIRLJR HEEYN OHEQR USDZR ARTWR...
YQAYG WHJFK XSMCQ UEZDP LLRGR JVXLF...
CLKAG KFFSP DQCYF OWHSQ WUKKD KDBEJ...
ZJULY ZFFRN CHPAR UMLAD MSDZR AWBJW...
IGVYR ZEJTX QSCJP WASBU VRYGY WIVJW...
CLODE ZVFHE DHVKD DAZPD YSILCX ALYIE...
FKZDP IUTFO EQSVX HZZYE PTCOZ IYDGM...
ITMMW HXDKX QPVGF OATKM VUQBL JLXMT...
GLJGV NEGNN OEVVX BMKQU TPFGN HWKZM...
PLNAE GHMDD CQMHM AJZJJ PIWNF AMFMQ...
OLUDE GMLVR KGHAC DYLXN PIWFX LYWWS...
RJDBZ JVFHE MEVIW YXXXQ QOIOX AOBSZ...
NWWWY MMBFT ISQIM UCVXB YBYOL CERPY...
YRMDN FURFR HBCFN JCGYN PBOEL IEKWM...
VHNZN LRJUP DQFUP BEVYN KREWZ ALYIE...
ULJSS WXLRK QFWEO NXQWO KEQGE KYMIL...
(31) CLCCU IVJTX QEVJD UCQCH WQSOF ALBHJ...
(32) YLYDE WOMYD ZPEAN NCSFR NRMAF ADPSD...
(33) I™MSD XHTFK XSGLD OFSSR YNRMD TYSWT...
(34) CLEME TVFHE KQMDH NHWSD PGBGG MCCAF...
(35) ZJUJZ VVMYT HFVHN UEAHR ENIOY JVDAJ...

PRPERPEREER
e Y L Y o L Lo T Y amm Voo
SR L FGREEC I aGELRR

Vs’ Nassr” Vs Vs s Nt St S Nt St Nt Nast Vs Sagat Songt “ast Sast Vanet s

APV RNRORNORP N
el St et Nt Nl St " s S o N
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10.

JLRAZ
UGPMM
LLBQS
TGYHN
LPRFJ
TPLVG

AMGX
WBJOB

IsSXveQ
RJMTJ
IETJC

1.

k2570
05230
50105
k2290
57187
91580
81637
97183
87535

2.

dinomes in length.

93394
T7587
69576
66687
3567k
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Solve the following isologs which were enciphered with two dif-
ferent groups of random, unrelated alphabets.

HGZMZ,
HHLGA
Uouzx
DDUSJ
EWKDR
VWCDL

HMUDF

OYACN
HOYMP

87490
53574
88197
97123
37462
60410
37645
58110
33147

GZLNW
HVLIF
OVYCB
DMFQG
VPHQX
XULVL

ZITO08
NDRSF
SHTSM
PQYMC
JGTFU
EYXHN

UJCMY
QIMST
TBRQG
UJFSB
NVBFB
LERFJ

BXFHO
LIXCN
OSBXD
BXPQS
KHJAB
MABKM

Message "A"
YPRNB HJCZJ
DMFDV UMHOY
DMRJI QLEDL
HMRIS UVFF1L
TGBQX LHTQY
EWMMV ULLIV

Message "B"
AJMQM JRTUM
PQYSB BIQJO
HOWAP LNKWR
VOMGW SDAKO
IRNMO FZITO
ZHSHL RNMZE

TGMVI
UGUPA
DTRVI
DHFGG
OGLZI

ISSRP
WBOER
PUMJD
HBNIS
SBXFH
XQxsQ

IDBMZ

KEZYR
DKLVG
TPCOY

PYJDF
UNDEW
XODRL

H. Po habetic bi tite systems
zembra.cing Chapter XI)

Solve the following naval intercept and recover all keys:

954TT
53620
41230
53470
01233
61421
k2170
57131
47193

148668
99181
48659
97495
68168
89267
93679
88480

48574

61622
96693
42630
96672
60922
k5692
53907
42430
50480

39542
63528
8Tul5
98114
kool
53460
88142
80910
99597

82230
40630
916TT
62922
32233
53527
82292
81100
k2290

62423
99160
63560
99567
48178
o9
9978
68435
97123

GDROS
JRI/0)
WGCZJ
VWCDL

TJCNU
HBUFJ
OFZSV
MLCHQ

81187
06107
97500
O1177
67101
92471
57130
431433
hises

WYZYL
EGBHH

XULVL
HVCZJ

VRVNJ
HHHON

80647
98660
99167
80960
43645
83978
68680
48574
89535

The enemy has been using a Nihilist system with keys up to 30
following cryptogram and recover all keys:

37845 08695 57579
58853 05394 68288
85645 8L468T T88k9
34596 T8569 STUTT

871876
57665
TT676

Solve the

86977 8uksh 68773

65766
60656

68933
72236

8564k 22578 65978

56695

65333
13597
63486

692

43853
90676
T1530
76539

56955
66785
95767
57760

D]

o
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3. The enemy has been using a Nihilist system with keys up to 30

Solve the following cryptogram and recover all keys:

02846 42556 86889 59294 lhh8
TUBTT 6045k 9ouks55 38757 9WT37T

56937
82706
54346
T4665
38847
62538

11034
23067
67159
88869
75963
82567
15932
13714

20130
81068
81214
51308
28283
24556
92264

70389
22494
05687
25467
88470
TH6T3

24487
21523
73220
33879
28110
31822
98883
65877

78118
67168
41161
91223
31732
31686
k3729

63268 63767 56475 96248 5TTUs 96h6T 57697 B8LB6T 6hlk5 56868
TouT2 6M425T 58857 T5744 47886
58547 64837 38558 83759 83457
57687 82936 55625 93855 88375 96367
4, Solve the following modified Nihilist cryptogram and recover all
keys:
83246 05488 84539 73862 89553 06393 55595 L9ETR
57266 35454 28529 96432 86566 k9965 L4B24k9 56530
LOTU8 68746 52542 6MOSH 96662 65346 93678 43822
o2uk7 54003 97845 9482 34298 368884 64555 T9258
60560 89253 55770 26663 28459 Rus27T 56669 32287
24525 72873 96666 L7538 85668 k2656 T2265 T8278
5. Solve the following cryptogram and recover all keys:
33946 34720 30519 60051 98505 18766 68363 134k46
43001 0849 10965 T3429 14079 o858 12054 L6028
68145 63189 13081 78172 69221 61545 6673% 15207
63929 26027 13021 Tou48h 41305 91507 TOUSL 34528
05782 136825 35899 12220 30519 60070 OLOLT UBSTL
61869 49375 48519 03543 18312 48011 80561 8us82
o7ok3 T4312 31503 1802k ST11h 65478 54187 92849
61534 00442 66019 18870 27019 05357 11000 08402
65543 Sk73k 17576 21025 67679 36527
6. The enemy has been using additive keys between 10 and 15 dinomes
in length. Solve the following eryptogram and recover all keys:
L1701 90597 T6T25 80721 11075 LheTh OTHOS 73556
LhoTo 25691 38221 74357 41983 k7929 T6KA9 T9603
868131 6uTh6 13517 82913 34054 26556 55147 2625
85161 64265 52Uk 10859 26140 09007 30162 80943
82063 23909 ko259 81522 88332 6656k k2U6T 65353
41369 62001 41877 26016 31652 83974 49685 19972
33374 28227 56287 09810 14483 19072 78611 96722
-CONFIDENTIAL— 693



REF ID:A64556

DO NOT WRITE ON THIS PAGE

T. The following cryptograms were enciphered with the syllabary square
and coordinates illustrated in Fig. 101, in conjunction with an 8-digit cy-
clic add.it%ve. Recover the additive sequence and submit the plain text to
Message 'B". Message "A"
48899 07938 73675 T1360 8u48T3 89386 64896 88197 16112 18273
27721 58559 T5870 07395 02602 06164 90489 50257 82679 36670
8702F 65598 02048 96126 29260 58888 35487 936830 03870 11229
90403 64396 00513 24993 90042 | 99335 26664 31733 62682 39555
b6551 11353 99893 TTL9L 95025  O646T 34930 20978 23039 07938
T3675 T1320 61649 07032 64385 80873 50887 70293 L6581 L4802
81903 u8177 02934 65805 88077 21821 73280 34678 T3219 21686
45380 50580 81159 80250 17658  T3178 T2645 96085 T0819 32310
73068 64986 57971 05781 82106 68263 58280 60060 18621 06536
90431 18057 0211% T60k2 21162 72308 43357 67063 4751 08402
10375 72305 88883 54879 38300 38727 93376 T4OTL 82458 9k298
87003 TT7287 38468 L3081 34106 98502 13539 08931 82139 38387
8o46T Ubso2 T0950 21671 O04L8Y 69386 86305 59502 04937 20804
01353 03809 24450 98972 73325 56397 89059 08704k 59329 29691
55138 g2le6 5713

Message 'B"

81353 22816 STTT2 T3178 oO4781 22866 57139 98610 17629 97875

63408 95064 23648 95982 8T0k5 93253 48075 50291 17656 93882

31805 17540 o476 1M12T7 93489 81290 07870 27002 53762 98286

T6412 34802 28230 08130 89135 39089 39433 84675 59207 0Ok8o2

ok896 12445 11940 27364 32494 99672 87448 9490 47874 00813

12771 06628 21246 09963 93065 20081 30895 38693 55109 23415
57

8. Reconstruct the plain text of the following cryptogram which was
enciphered with the syllabary square illustrated in Fig. 101 (but with un-
known coordinates) and then superenciphered by & 14-digit cyclic additive.

31902 3127h 82175 89569 65675 15668 75529 25950 10946 17039
83832 28419 22846 12476 33272 61108 83508 5T57T4 1284k 66610
87161 25950 10946 17039 83207 95647 32733 30521 24770 24888
57839 u4B195 20141 46533 90793 98679 64778 33618 Th1l5 40805
96898 72418 81844 99243 11835 35742 3TOWS 68622 22072 36790
To473 30712 89957 12161 69125 83716 59734 26505 30795 67541
o899 03095 69577 03666 86222 20723 67903 93911 84761 39576
9k702 90888 60556 88332 49551 86531 T2200 59895 12496 63248
88578 30390 32760 62021 00245 57304 24575 26424 25132 03929
90781 60201 26684 82317 08468 21789
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1. Monome-dinome systems with cyclic additives
(embracing Chapter XII)

l. The two messages below are known to have been enciphered by addi-
tives from 25 to 30 digits in length. Determine the correct period, showing
the § I.C. calculation for Message "A" confirming this period; solve the
texts of the messages, and recover all keys.

Message "A"

8uh87 87282 Oh1k6 75217 38872 14493 48Lkol 98022 66292 T279%6
57822 89370 894kl 29688 21057 63760 81858 87270 T7563 11717
45185 32991 38991 27876 85455 89707 98551 T9260 18WTT OM156
42238 92763 13007 29821 29865 4122k 96608 23650 21522 13303
56213 62296 47851 87451 08789 64230 16170 UW1k6T 58411 52182
26752 51998 16069 66165 T3132 T7099 93798 91136 25234 50910
11409 5k636 OTTIT 60622 16298  T3650 U41787 69808 39722 Looud
178091 84621 91619 34838 98027  TATMO 83381 16056 28812 23915
29775 84939 27100

Message "B"

84487 87282 04938 25598 73900 69841 25792 80222 47713 57518
59016 62199 00080 68230 TL089 06697 88806 38956 57064k L3825
60485 T2022 25611 53698 86323 84089 67385 75133 33476 60406
22315 76795 17705 96601 05569 68418 14610 51555 25803 96308
86942 55636 53951 THTST TO9L9 35959 16728 64549 55272 Toko2
16164 80008 15348 07517 35816 9969 33955 87698 00594 92835
83375 87020 07391 L4200k 17802 T9560

2. The following two cryptograms have been enciphered at different
starting points along a keying cycle of 30 digits. Determine their correct
superimpositions, showing the § I.C. calculation confirming the superim-
position; solve the texts of the messages, and recover all keys.

Message "A

03743 23504 41880 60428 T2230 85539 28370 91035 63687 87570
62628 32223 28057 54179 06716 4shlio 91478 55296 93221 76728
58807 00025 L5627 34192 03601  L9k35 19k27 65545 51327 86123
43370 23577 60691 96078 TTTT4 30063 03601 40575 T9115 67575
55319 53092 53870 30673 08851 56493 66979 65219 39986 79520
30188 66436 OlkT2 24218 84817 90529 53077 96644 48378 32813
03686 oSibT2 64206 536810 87972 35079 18011 85370 4l623 16939
41326 35723 55122 6L75L 1h346 90574 39628 UBOTL 23935 T9535
53213 40570 91224 86170 35622 23097
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Message "B"

k786 26566 TWTES 1312% 25735 85238 0605% 84966 33700 93277
65149 38162 41295 16782 LL48O9 95282 MUWETLO 32147 99107 28225
52311 37185 42315 36418 97919 01081 97692 9BUET 55856 U4TLY
15211 91819 T5k99 60214 80712 52114 84526 27329 53344 TOTT3
66720 86216 U6T29 12765 93215 14484 h1T02 66214 45327 28023
20408 T3284 62780 38261 50620 8514k 06884 25715 9LO69 32701
26603 86961 05753 61943 93390 %66 91351 94269 24200 78282
k9315 95290 38419 25789 9k953 69657 60359 U4B019 97205 66882
69293 15334 40512 03466 55228 89225 50349 56583 5UTOL 56520
40206 08318 64226 63342 97hOO

3. The enemy has been using & fixed monome-dinome matrix with invari-
ant coordinates, in conjunction with additives varying from 40 to 50 digits
in length. The matrix recovered cryptanalytically is the following:

wsL)
© > TN
0 O &
3 g | o
< Q@ Q|
g W
Mot
<R HON
MO
]

(o]

Solve the message given below and recover all keys.

66027 T8940 97324 21440 23195 80287 Th318 97991 8ThT2 64536
62482 7039F 9434k 33432 TIkO2 33739 14670 24684 23660 03738
31011 80794k 65391 31440 23195 85386 4273 00065 36030 69640
38360 T6T28 24738 57063 Uh4825 80146 37183 Ol625 06298 90308
28337 90683 34000

k. The enemy is still using the same matrix and coordinates as in
Problem 3, in conjunction with additive sequences from 40 to 50 digits long.
Solve the following message, suspected of beginning with the word CRUISER,
and recover all keys.

58013 60288 16972 82030 17836 93292 01369 93997 k3850 62253
99102 61874 33187 U6031 LOoOk2 31798 91654 3TTT6 59676 80k03
58189 Tu483 8UTHS oLh13 3874 87970 09926 15610 05528 69000

5. The enemy is still using the same matrix and coordinates as in
Problem 3. Solve the following messages, suspected of being isologs, and
recover all keys.

Message "A"
00589 93906 Uu4KT3L 02895 1497k 86770 94330 65158 T6009 35134
6k211 24146 53648 38207 WT076 80779 18433 14330 15794k 6119%

00653 43552 02359 T6862 75391  T7195 92805 95211 52602 15218
35866 176686 32078

— CONFIDENTTAL— 696

v



REF ID:A64556

DO NOT WRITE ON THIS PAGE

Message "B"

6ul1l 96110 20532 10338 22918 52867 T1752
76681 65830 L691T 92435 54570 39936 25576
7202% 33515 31571 14405 T1297 50288 99870

64351
33028
64311
T0016

88103 35902
86697 82140

88415 87752
1700k 32486

6. The enemy is still using the same matrix given in Problem 3, but
with a different set of coordinates; the additive sequence employed is be-
tween 40 and 50 digits long. Solve the following message, suspected of be-
ginning with the words OPERATION ORDER NUMBER..., and recover all keys.

§7638 41814k 61394 7T3436 32874 73183 85963 091kl 76547 43496
16123 83156 86132 33484 61786 23631 47928 96068 81916 16901
49393 18089 U681k 35713 87787 h716h 09849 TT645 ¥T7059 Uk252
28921 66842 T1380 05418 13129 89418 17613 68047 81965 19893
93236 643TT M4T1L TT234 97566 6301k 93938 47579 14393 23664

T. Message "B", believed to be an isolog with Message "A", was trans-
mitted in answer to a request for a repetition. Determine the cause of the
cryptographic error involved, solve the text, and recover all keys.

Message "A"
63894 LTIOT 17679 T2 67018 70800 TI9179 UW1870 32254 87525
35339 51157 h1925 U678 78875 68333 05065 83285 68566 57326
61071 19254 67473 42590 k1789 66159 39367 03463 29122 T2492
skt ThT34 24341 ThO2h 22322

Message ngn
63894 45343 34582 39205 94105 92663 2075 85451 87151 75385
15937 47196 21311 Li757 18263 62293 85451 8T151 3492k 51541
48372 75977 Thish 68233 35283 ok690 23921 55803 63516 62311
66531 T8633 03533 64%6k4. k1312

8. Solve the following isologs, suspected of beginning with the word
MOVEMENT, and recover all keys.

Megsage "A"
64058 08567 87669 38948 OUITL 80250 87539 54997 u6629 21214
64926 91576 59201 8Thke h621h4 04108 18878 35654 37975 83884
6365k 78844 89271 67511 83412 51k59 42789 T2720 06899 78739
60668 88220 52368 76318 O0U526 k7579 09590 68510 37191 68642
56528 37848 15155 06817 12852 40390 38535 59012 34016 29356
97873 96066 55439 L4537k 90T12 05710 02250
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90657
6L352
4589
10840
39078
45556

2lly75
51hg2
11404
08263
55068
L1084

375%
L4oos1
71862
18350
19411
77433
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20789
70934
k2504
35493
05076
71973

Message "B"
06683 56543
20316  5537h4
32696 61600
03875 65989
20351 75218
16620 55645

79750
47160
69318
24617
79550
94090

98245
57798
o19k2
21449
61775

Periodic digraphic systems; miscellanesous

polyalphabetic systems

(embracing Chapters XIII and XIV)

14974
62743
10224
59305
27938

1. Solve the following cryptogram and recover all keys:

IQFNP
BFDQE
KBAWZ
FEGRY
AQYYY
JUNCI
PQDLS
JBYYG
TUQBN
TWAVH

2. a.
of Playfair squares.

(1) GESKA
(2) BRMKK
(3) acqMQ
(4) BGQPL
AHSKD
CYIFH
BRGLE
SKYPH
KSTNG
KSTNI
STBTL
STEGO
ZKILSK
EHTDQ
STZOK
IWPQG
WPREF
WPREF
BRMEZ
STZ0X
STQAZ
QSEQE
DRSHZ
GWQHY
(25) CQETU

HEOBEBEEEIRG

O\ W

SN PN P G P P
e W Naass” St St s Nasa? gt s St Vst ut®

—
[

PRRNPREER
e el e M e o S St

QJHSI
BMTHK
WVRTL
QPYUW
FWVNB
RWVNU
UOLUL
QHNTO
WMWRR
Z1ICVB

The
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KLTSF
SRXXV
NSFHC
XIOSF
EGZQF
BZQUL
OKRRY
LYSID
XHZYS
XMZSF
NGKLT
BAXHF
TLYED
NSFUB
TGBIF
RXRLE
XMDXR
XMZVF
XZRPZ
YXTMK
QYSBC
LIDTL
QYSDE
ZSFEV
NEWXI

FAYTI
ARZDD
FSRRY
FWZBZ
DIDQN
SLAGR
XTYEE
KuUvDI
ELYHA
FEGRY

UVMOD
KLJUV
QSIUW
TEBFS
WJKHR
UHBUW
BMTJR
LSJGX
AMRSR
QPYUW

DLRF1
GLHLT
MWZUG
PQZRY
JUKUP
FWZRJ
TQKDA
YUHHG
QBIWK
FWWOP

QCFWY
YNESK
UUYUK
SOHCL
YWKQQ
XUKHE
SOUI0
NZZFU
PBHEN
YMKNV

JUPYY
MOMGY
uzZQuy
RYCEI
NSQBN
BPZDR
AOSFN
EYYDQ
SLPYP
DGOKG

JEOSL
RMUHE
WWDSM
KWSIE
WMWRP
UJESR
LVUEU
BUOVF
QSRHR
JHOHM

JUPYY
QBDVQ
AZLBR
FAGFW
FSRCD
QBIWK
IYAKO
LKENN
KNCEIL

23036
18386
55564
01129
ko799

EOQUV
LWGKU
QISKS
NDQNK
FTBUW
PDOFC
ZHUPE
SMRSY
KSJGX

enemy has been using a cryptosystem involving a miltiplicity
nessage beginnings:

BDNSO
ZSUTV
ISDBS
HZEAN
XMILZ
TDBNO
CIXEH
ICAOW
BDOAA
PILNF
VIULR
TDSNC
PBWCI
LNFTU
VFGXI
FTKRS
LICIH
ISKUO
NBLTIC
ESVEBG
ZPFOU
ISKUE
OTOoVD
XLZHD
LZUKO

698

(26)
(27)
(28)
(29)
(30)
(31)
(32)
(33)
(34)
(35)
(36)
(37)
(38)
(39)

»

ZKBTL
URMVK
DPMVE
ZKBTL
EGXBX
EGXBX
QCETE
QCQUE

EGQOG
CGNGX

STBHX
STVGK
HITSQ
SKYVT
WIUIH
HKHSK
CQETU
BPKCR
QPQER
GCPTZ
EGMYQ
EGOBA
HNZOX
EGEOU
QSHKR

Solve the first five of the following

QDUFD. . .
PUDYL, ..
LPUM...
LDADH . ..
ODAIM. . .
ACPZP, ..
RONFP,..
OQXIU. ..
OWOCR. .«
TUIIR...
ESAVG...
HPDTIR...
UM‘MT...
LDOSA. ..
v-FSER...
PHRCS...
MLACR. ..
AASME. ..
IHMIE. ..
EVRQZ...
LRDIF...
KZWGA. . .
UHRDE. ..
USH‘A...
VIWUD. ..

SRETC
TYMFH
QDIRH
SDIRH
EXIMF
EXIZp
LONTD
DLELF
CRTSF
ZRTSF
RDELY
ZRTFU
KDIDI
ZFVTD
RXTOV
SAKLT
NEWXI
TSFOV
TSFDE
MFMF
KTIMK
IRQET
QYCZ
NELDH
KRQET

NLTUV
ISKPB
FHISC
FHISV
LSVTL
PUULL
SVGNK
HCPVV
OVSPU
XPUWI
BPPON
YDZHS
LIVAE
HCCWI
DTNYL
SDKUM
HFIZO
EQUIY
TOWCV
LZUKL
TDWCM
DNPOB
ESULR
PTKUR
DLBUO

KLCUD...
NMDKA. «
THCGA. ..
KLCUD. ..
YRHRK. ..
IZwMD, ..
EZWDP...
PAEICP...
LHRSFooo
SFIUI. ..
szIU...
LPUCR...
WRVIU, ..
SQAKA, ..
IIVNG...
LRHRU,..
ZRV1U,..
SWIDA. ..
QAQRC...
IERPG...
HTOAP...
EPDOG. . .
HITKD,..
EKEAF, ..
AAS}E...

o
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b. Reconstruct the method of square generation employed in Problem
2a, above, and solve the plain text of the following message:

GESKA KLTSF BDNSO QDUFD VAEPY HVEEI EWLEA HAQMP VHRYD TZOTU

3. The two following messages, known to be isologs, exhibit rather
incongruous phenomena. Determine the nature of the general system in both
cases, submit the plain text of the first 100 letters, and recover all key
words.

Message !IAII

IEMEW HYOCF HDEYN DHCHH FEKBB CEDTQ DVHKQ SAYTC PEIYT YEITN
AEKDK KMQGI PBYRL IHVFB CYQHG ICLQX ACCNB AEDIM IHRTC YTDIN
PBMUL LIITE DHRIW DHMDL ESMQT SYPOG HICZI DSOPL IHCVN ICLBT
RDITI AHVFB TZBDP IALQL DHITL IDAFN KMQGI AHQHG GAHGL VMYDB
ACKDH IHMEM DVHIF YTDTN HCMZC OZFFL FGKBD DVHIB MYEGF EAHGH
IKHYC HYKDN YQXTL FEYRL IHVFB CYYQG PIEHF LKHTL HCQYT EQHTL
YNOCD DXAHP CICSC VDSKP BPHBL CEDDD HCQEH LKHIP GXHTL YNMFK
BPHBL HCMLP TYXDF GCGUG XYXPHT MKOCD CDMQP EQMUO TILCVN RZCKF
MDGAL VTHTQ SAITE DHRIW XPOKL OSHIC HIDXL CMDEL QIFOQ SANGX
QEYAC QNOCD CDIT™M MKXYF PEXDF VTHIC VEBWB EFAHG VUAPK FEKBG
CFQIC OHQHG LCOVX QEDTM MCITE

mssage "B“

CPOOD UAJMF FEMIT KWJCF ELGDG TAQFH UZEVD MCMCK AGMEZ DOMZG
SHZFC ZMGDS MUKUS VWHUT GSRLF BGCIS CHJKG AKQFM CZZUT DUQZG
DUOFS DOMBP CPZZD CFUDA AGCBR USUNF UHOHM CEONC SFCOT KYASR
WSMDT VKHUT ONQMQ COCUA TFMZA OUWCG ZMGDS AERSD USGSV WKMTG
SGZFF CPOOD UWZVD DUQZG KTOEE GECLS QBGMO UWZVT SZKKP AVGCF
FZZOC USZMO LUMAC CSKZA VWHUT HSBXF ODVCZ MUZSC KGZNU LSZTC
UCJYB FZFCY BCJMK FZTAY BFGES HHQOB VGENF FZZSM ROZMV XXCYM
BFGES TTCNO UDMYZ CSYZQ LVJDU MBJYD DICBN DMOZR OFCGG SZOVB
KUWGV BZZLG TSMBU CPZZD LFOZS AZZCE PKFAO HFYQS WLQBD GVGRS
TDBGT FCJDQ DKMBA FWDED EDMMZ BZZILV OXPEG SEFAD ZHYEU ESGDD
NKZGD AERHQ FGCIS THQBA DSMFW

4. Solve the following cryptogram and recover all keys:

PBTDF RBMFR EKIFS BBGCQ AOACH GIQAG ASNGD OGUND CKCON REBUR
TXIXD RPADS EELLD NPXCL BATFE VADCD NSBQB IOACC SULNE UUKMQ
IUVIN REFQO OTCON FTRUO LQUGS ENUPD NUFMM EEFLX OQTFPD STCKD
ITHMT NEFLE DNFLH SUTDS IWBET IMBRH NORPA ESHGZ ETBYD NECRD
DPPCK TWBQD PUBPA ESFQR UAAEX TIBQD HACBU UBTRD RIURN PCTMC
ESFAI
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5. Solve the following cryptogram and recover all keys:

BFSQQ PUXGO AOEID MGUTL NOKTX PEOFZ ATDCE JQKNX YBRRE RFZKH
DIXYH KVSIO YWXEQ SJPYT GTEBO HMIUT GCISC WAEQE IJJKM XWUCR
ERHSQ OEOJM DXGOA CEIDE DFOUY RFSQS TFYWX EQSPI VXPSO SEKFK
FFLRS RVYUQ VEOAE HAEQE AAXRK FYFFA JRFAQ SCIUW FEEUN WJHMT
DHSIH THQPFF NHQIT NRSIL FKUQE RTREW TTGBS NKOFT USLZJ KUUJL
TQDYV

6. The enemy is known to be using a Baudot system incorporating two
key tapes of lengths between 21 and 35, the tapes consisting of alphabeti-
cal characters only, without any of the six function symbols. From analy-
sis of previous traffic, it is known that the first four letters of each
message constitute the indicator; a single space is used between all words,
and a message center idiosyncracy is the use of the doubled 3344 for the
carriage-return/line-feed operation.

a. It is suspected that one of the messages intercepted in the moraning
contains the probable word REPORT. Solve the texts of the morning messages;
and, after correctly juxtaposing the third message along the keying cycle,
recover the plain text to this message.

Message "A"
RDA DE IZX 09302 17 DEC
IVIVP 1INWNPZX ENOSC UBHVZ EEKWF MFNSF S5TSDK XEB4WF VDTF9 CTUMV
YEYUV QXI5H HCWAC KSKO5 YIMHC FHBWC 859G KXVPH IS8AVS SUUOT
Megsage "B"
RDA DE IZX 09452 17 DEC
IVIVU PEHKV FVCIU NINAP ESWP3 RIVEF UMGEN UZIWN GIS5TY IZVEZ
UDTUS T3E4WZ 3YVIW XOOLZ GMBSE DNNRC SQ70B 8IGGM NQTMZ S54TQ
8YXG3 HISII
Message "C"
IZX DE RDA  1425% 17 DEC

BMBMY XYY97 PFPCJ HBUSBL NZY3G  HKLVZ BR3WE SARUL STZ8G GHKSG
VSU5S TTNNSC LSHVP HuzBh

b. Recover the original key tapes and reconstruet the indicator sys-
tem from the preceding problem, and solve the text of the following message:

Message npn
IZX DE RDA 1510z 17 DEC

JRJRF UESYC C9NJV U9DMh OOZDE NJLUI UTI5I ZWPL8 LK8PN 85kPC
MDZOE DY4hU 3NYF8 JIWAD FTOKE 3ZYWT G8ZVNJ BSKRB
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T. Solve the following cryptogram and recover all keys:

IOPTP TUCIE XJPFU GHPXQ JXWIS FJAGN IEUNN PGHCJ CEXBY HERJN
GZLHU GYJBB JDGIV PBOFJ GIPEN PFJFO AXJXZ FEMJD TYVXG BODRJ
DNLIJ IIXZJ 1INODZ XNJXX JRBTN VJREZ IMJTX WEVJM KHFOE NRPJE
OJCHB GFHAT DVJXY WWCJX OYGFJ REZIM JVFBP JVIAF GTTPH XJXWT
TIIMG TQJIV JMKXJ ZEHDL HXNKJ XBJOE YROSV VVXNJ HPRJA ECVTP
BMJVF BPJVI RFIVA XIJVL FVOOJ CSJQB UHJTP WUXIK TPYEY JIVJM
GLNRS NNEJX AJREF MNJHZ JDTYV XGBOD RJVOI JPHIW GOFJF YNPDF
GJHER PYSNJ ALCLK OJVNJ .CAYVJ EUNNP GHJRT EZJUH UKFEN VJLAW
JLIWX

8. Solve the following cryptogram and recover all keys:

VJFVY DARIMW NALGS MALYK AAQNT OSSCM LIWPKS URSKI KSHVC NAZKT
LHOBW OAYDT SFPOS TINUN ISPFPD LEOYV IOUQB VAPSH KSHVC NAUSY
THCXS PALYK AAQNT OSSCO VHCBN OJECQ MSDQM FKGCJ LLSXC IABXL
ILEPS JBJEV THYGH NANEM SOXNQ AROJV KPUYY DUARW KJYEW ORESX
RLDGS MAUYX UHOBW OAZKT LHCXS PAODI YJPWJ JUGGN KWAKM LLQCV
NOAIY JZHYQ IQBZC IARKC YGQGP CAALL JQBPQ NCIPW KZXVS LHQAO
KAQNQ UKFWX RBVQY FKGCZ YDLEI NARNL AQSOX IKUCZ YOXEN OGFDL
HAESQ UKFWE KQQNQ KUPRN RIXVQ OJDNL 1ISUSQ JRFFN USPIS JABXB

9. Solve the following cryptogram and recover all keys:

NMGYO OZIOZ AYMLZ POCUZ LRMBP JGHOH FBLGF TASFX EWUCK HVCMR
RFECF NRBFC XGGQE PXDYR ZGLZA YBHND WCAZA KFRYI NZHNY KLMYD
MEWER YNWPZ YSHBG WGJCT SEGYB VBQRF AHMPFD TBPGL WMHFM OYROJ
DAMEC NNISM PAXDP FYKBA YDWCW XRYCN NCYGZ EOGDJ COGAT IHVOP
QGDFI PXYAB UGNAM AAHRZ AQNUG FNFIG MGAYB OMFMF OLOOH BFGQF
AHMPD TBPGL WMHFM OYPHO UZLLF KGAVF PEOZL NFYMA QIVIN ZURBN

10. Solve the following cryptogram and recover all keys:

GUOAC LFWBP CQSFO TYSQH DFXEH HUXXQ KDXYS CMTJN HDUBC FAWAP
HTHCI PNSBO EIIAV LSRXE WGCHL HXDSC OWGXP GVDJL MKOFH YBWJN
HOUSL GUOAF KHTIS LOXWY IZDFJ KOMWB KWSQJ GINKC KGMSI ZHSEC
GDYVS XTXKO MHIWC IJSIC LRWXU HETZL ONXIW DOXQI MZDMA BSXAR
JESQY PEZTK BSQAA VMHGY EEDUA BMOZP HSOBY DZNIH HIUAV QSTMW
TXTMM GNOQS MWULP EESUJ KGDYV RSPIB BVJXQ WJODY HGOHW MZDML
YNJKS HLPXN MVNEN FVKIS XMFOB ZVIMV GCDMO DTXEU TZMYL EFDXB
KBKQY NJSFO JLEQT IWXBY EZLNL FNKAT KTKQY LYLIN HIUAT KJBTY
LHYWD INXXS HVFXB PVIXL ONXMH SSYWY MGDWO MVOJD DLFMO HGUGP
BIKIO MJOIY ZENEP BNXFJ YHHII OJVWT AJGMY IMSLC IMQWC IJNSV
JAMEN NJOWU FRFBS OBBKD PZNEC HSXAQ LAMTV HJDTV OEFQY DAODI
QZDMJ TJIES KFMIX NOSTO BDTBC PSBXN SPZZS HXZAV QSKVW POSBC
IFDIX IPXOI FPLIO JJQDV WSQXA NOUXH BWODS MRWOP HEFWU FRFBS
OBBKD PZNEC HSXAQ RMOBY EZYGL KNZQQ VSHMU SHIBV IXDBF DMFIW
SCSEM MSKYC IKMIB HRYEH BCWBI DUXCU HGCGP HXZNV YAMUB ZVuMY
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