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FOREWORD 

This brochure wo.s written by nn officer or the Code Soh-ing Section, Genernl Hcndqunrters, 
British Expeditionnry Forces, in Jnnunry 1.918. No changes, additions, or .deletions bnvo been 
made therein. 

JUNE 25, 1934. 

·. 
' 

WtLLI.ut F. FRtEDlB.N, Cryptanalyst, 
Chief of Signal I nte.Uigtnct. Section, 

OjJi.u of tht. Chit.] Signal Officer. · 

(W) 
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· ·' . - PRINCIPLES OF ·SOLUTION OF MIUTARY FIELD CODES USED BY 
. THE GERMAN ARMY .IN 1917 

.: • • : • T ~'· • 

... : .. : . .. : · . · :; . ·:- INTRODUCTION 
. .. 

. ' . . :. .. ·· . 
. As th.e foll~'nwg brochure is primarily intended solely for tho purpose :o! showi~g tho 

methods adopted in solving the codes used by German field wireless stations, it is not proposed 
to enter into a long explanation of the nature and sdlution of codes in gcncrnl. It is obviously 
impossible within th~ limits of a sho-rt treatise to trent exhaustively all the aspects of codo · 
solution; nevertheless; a.· few preliminary r~mo.rks on _the subject may. ,\-ell full within the 
particular scope. · -
. .... . . -- .... . . .. . DEFINITION OF A. CODE 

• • • ••• • f' 

A code is, in essence, a. conventional dictionary used for .the purposo of translating, by rue_ans 
. of combinations of letters or figures, a. secret communication into such a form th!lt it cunoot bo 
deciphered by anyone not in the possession of the code book. 
·· ·- In codes used by German field stations, certain groups of letters aro allotted to tho words 

and phrases most frequently used in conveYing information of a. military character aS well as 
to numbers and to the most frequently used spelling groups. . 

A number of groups are also allotted to the various punctuation marks and grammatical 
Signals such a.s 

- ·~ . . . ·. HAUPTWORT, MEHRZAHL, GEGENWART, MITTELWORT DER VERGANGENHEIT, 

~d several groups ~e definitely set. aside as dummy.gtoups to be inserted in frequently recurring 
.phiases and in short .messa.ges of a. more or less stereotyped chR.rncter. 
. The advantages of such a. system of secret correspondence are ob-.,ious. Encoding nod 
decoding are easy and rapid; the encoded message is generally much shorter than the original 
text; the ~omparison of one message in code and in clenr does not enable another message in 
the same code to be read; and the measure of security is high if not absolute, unless the codo 
book falls into the ene~y's hands, or has been in use for such a long time thnt a. su fficien tly 
large amount of material has been intercepted to enable the enemy- to solve it. 

(1) 
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QUALIFICATIONS FOR THE WORK 

In order to undertake successfully the reduction of a code, certain preliminnry qunlificntions 
are essential. Much dmo and much labor must be devoted to tho work if uny useful meusuro 
of success is to bo obtnined. 

The would-bo solver must possess a. tl;10rough kn_owledge of tho lnngunge employed, not 
only from the point of view of Yocabuln.ry but n.lso from that o! a knowledge o! all tho pecul
iarities of its grnmmn.r, syntax, and idiom and of the peculiar phraseology-diplomatic, 
cornmercinl, or military-in which tho messages are likely to be· couched. 

He shoulJ possess a lively intelligence, the faculty of imngination tempered by a nighly 
developed critical faculty, tho power of analysts, a high degree of a cert:Un natural flair or 
instinct for the work, untiring patience nod perseverance; in a. word, the qualities of genius, 
defined as an infinite capacity for taking pains. . 

He will need a dogged obstinacy which, however, must not render him incapable of dis
carding a supposed clue once it hns been discovered not to lead ~nywhere; a highly train~d 
visual memory . ~hich will help him to remember the look of a code group, to recognize it on 
its reappearance, and to remember where he has seen it before, what its sequences were, and 
what theory, i( any, he ho.s formed about it euch timo it occurred. 

·He must possess the faculty of keeping anyth,i.ng from n. dozen to 20 theories in his mind 
in order to build up a chain of coincidences n.nd reasoning until each link fits into its place and 
forms a coherent whole. ·· .. ': ·· ~ -. 

: • • • I :: i • • . ,- IMPORTANCE OF ~ETHOD . 
. -. 

. . 

. In n.ddition to the above qualifications, however, a right method, and a cle11rly defined 
sy-stem of attack on a new code are necessary. It is the purpose of this brochure to try and 
lay down the main principles of a logical method, such as enabled the first code to be soh·ed 
without the aid of previous analogies, and. the more or less adventitious assistance of a knowledg.e 
of all the peculiarities of phraseology and procedure adopted by certain stations or groups of 
stations. 

At the _same time, however, as much reference as possible will be mn.de to all analogies 
which may lend to a successful attack on a new cotie when its general outlines, scope, and 
procedure are known. · 

··,·. :· · "·: ··· . . , . :::! . ~ . . . . . . :. ~ 

. . . .. . 
: •• : .: t' • : ' ) •• : :: .. • • • • • , .•• :...: ~ ! .. ~ .. ::" ....... :: t' '\ • ~ • • ~ •• • ! .. ~ : .• 
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FIRST STEPS 

At this stage n ttlbulntcd summary of tho most essential stops to bo takt'n will perhnps bo 
most useful: Later on n O!ore dotniled olnborntion of these stops will be brought in under tho 
vnrious sections as thoy occur. . 

1. The first stop to be tnken is to collect nll the mnteriul thnt h ns been nccumubted nnd 
have it typed ~ut in such n way thnt tho mn:ocimum nmount of material cnn be brou!;ht under tho 
eye at any one Ir.Qment. 

The material should be sorted ns filr as possible into sections showing the sender and receiver, 
t.nd keeping ns close together as possible nll messnges from the snmo stntion or group of stations. 

Any indication in clenr nt the beginning or end of messages should bo shown, such ns sender, 
." receiver, time group of transmission, CHI or ZIF numbers showing tho numbers of groups, etc. 

All pages should be numbered consecutively, nnd ench sepnrnte mcssngo on n sheet should 
be given a serio.lletter. This 'i~-ill enable reference to be mnclc to nny pnrticulnr codo group or 
message by giving the number of the page and the letter of t.ho messnge, i.e., 21D, 36K, etc. etc. 

2. A book should now: b~ prepnred in whicli the letter or figure groups cnn bn arrunged in 
order, after which every group tho.t occurs in the code should be ind!.'xed in tho book by givin~ 
its reference as above. · . · 

As soon as the signification of any group is disco\cred, its indexing should cense, nnd the 
meaning should be inserted opposite to it on the line. . 

This book will then sen·e ns a decoding or "Entzifrerung" book ns well ns nu i~ilc:<:. It will 
be well at the same time to mark the initinl nnd finnl groups ·or cnch messnge in some distinctiv·e 
coloring in the index, so as to facilitate the study of q1csc pnrticulnr groups, and to aid hypoth!.'
ses as to their function, when they should be frequent. 

3. The index v.-ill soon begin to show the frequency of the recurrences of the mrious groups 
employed. ' 

Attention should bo concentrated on the initinl nnd finnl groups which might indico.to tho 
address or signature respccti\ely, or the word "an", "addressed to", or "intended for." 

If the sequence of the first two groups should show nny tcndr.ncy to be at nil const:mt it will 
be extremely probable that the first= II an", and t.hc SeCOnd= II Unit U Or person nddr!.'ssed. 

Any outside knowledge ns to the naturn of the possible uni t, or the rnnk, designation, or 
name of the possible person ru~y well n.id hypotheses nt this stage. 

Very soon it should be possible to identify the vnrious groups for "Division", "Brigade", 
"R~giment ", "Kampf-Truppen-Kommandeur", "Funken-Telegrnphie.:Stntion ", etc. etc. 

When the study of numbers, treated in detail elsewhere, hns resulted in identifying tho 
groups which must be numbers, although as yet their actual value is not known, we have now 
reached a very fruitful stage for hypothesis as to the numbers of the possible uni ts mentioned . 
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INITIAL AND FINAL GROUPS 

· 4. An anulysis of the most frequent final groups in each messnge should now lead to the 
discovery of signature, of Punkt=Full stop, or of Fr~gezeichen=Note of interro~n.tion. Tho 
lnst-mentioned is very frequent in short mess.'lgcs such n.s "Wo blcibt Abend Meldung?" or 

· "Wio ist dio L~e dort?", etc. etc. · . 
A comparison of initial n.nd fin.n.l groups will now often show that the Slllll:6 group occurs at 

the beginning of some messages fl'!ld at the end of others. This will point fairly. conclu~ively to 
the fact that thcso groups represent the 'units or perso'n sending or receiving the message . 

.Any outside indication ns to the possible sender and receiver 1n each case will now be useful 
in forming nn hypothesis n.s to the signification of these addresS and signature groups . 

.At. this stnge, n.s in fo.ct at nco.rly e\~ery other, analogy witb..prenous messo.ges sent by the 
. same station, in codes alreo.dy known or sol>ed, sho'tud be studied ns far ns·possible. 

··, : .A knowledge of tho possible subject matter of messages sent at stated times, or under cir
cumstn.nccs about which any outside or colhteral information can be obtained, should nlways 
·be sought for, ~nd will i.D.varin.bly.tmd in~ritnbly assist in eXJ::eriment and hypothesis. 
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INTERIOR GROUPS 

5. We now approach the most difficult part of the solution, nnmcly, thnL of the in:; ide portion 
or text of the messngo. Th.is it is proposed to undcrl:tke by n scpnmte trrutmcnt of the scnml 
kinds of groups which normally occur in the t<>xt. of mcssn~c:>. 

These mny bo usefully tre:1trd under the g<>ncrnl headings of plsrnscs, words, sprllin~ g-roups 
(used for spelling out words or names for which tl{cre is no cquivnll·nt group in tho code), punc
tuation mnrks, and grammatical si~os. 

or these, for reasons to be explained later, the numbers nrc, in the early stn~cs of the code, 
the most important, and their study shnll therefore be treated first. . 

It must be r emembered, howc>er, that it i.5 almost impos..."iblo to scpnmte one portion of the 
work of solution from others, nnd as stnted cnrlicr on, the efficient code soh·rr must possc::s tho 
faculty of keeping many possibilities and colluternl throrirs in his mind, cnn while codcn,·oring 
to concentrate on some one pnrticulnr nspcct of the work. 

The whole problem rcsolns itself into n coordination of hypothrs<'S, S<'pnrntrly obtained by 
analysis, theory, nnd imagination, but_linkcd together by every possible mcnns until the whole 
chain of rensouing is found to be complete. 
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NUMBERS 

IMPORTANCE OF NUMBERS 

In t.ho dnys when cipher was employed to the exclusion of code, there was n·o necessity to 
concentrate on numbers apart from the context. Tho key once discovered, the whole messoge 
and all succeeding ones wore immediately decipherable i n th eir en:tirety. 

Now, however, tha t code has taken the place of cipber, the verification of numbers assumes 
a much more important aspect. . 

.As it is obviously impossible to solve the two-thousand-odd groups which e:cist in a code 
until they have been used in mess!J.ges, or even then until some of them have occurred sufficiently 
often to ennblo one to analyze their sequences and positions, the code hns to be built up li tHe by . 
little, in proportion as material comes to hnnd . 

It becomes necessary, therefore, to concentrate on what will be most immediately useful, 
and one of tho most important pieces of information that we cnn obtn.in from enemy wireless 
messages is the identification of units in the German lines on any particular portion of the front, 
for the p.urpo~e of ascertaining what is th~ strength of the enemy forces opposite to our own. . 
, For this reason we v.--i.l.~ begi,n with the solution of nunib.ers, and consid<:r _this proble.ru from 
the double standpoint of solution by analogy and solut-ion on first principles, combining the two 
methods whenever the necessary progress h n.s been mc.de. 

An essential preliminary is a knowledge as complete and detciled as possible of the con
stitution of the Germany .Army and of the German order of battle. 

SOLUTION BY ANALOGY 

In these codes numbers are used in the following ways: 
(a) In mentioning units, divisions, brigades, regimentS, etc. 
(b) In mentioning dates and times of day. 
(c) In giving mnp references after Karten, Punkt, and Planquadrnt. 
(ci) In giving numbers of shots, casuc.lties, Funken-T elegrnphie S tation accessories. 
(e) Number of messages sent and recei\'"ed, e.g., "3 Funksprueche geschickt, 4 empfangen." 
(j) In giving tabulated reports of .the day's activity under various hendiogs. 
(g) Chi or Zif numbers and time of groups of messages answered or referred to, e.g., " Chi 

17 an KS nicht verstanden ", "Funkspruch 1306 erledigt " 1 "Wer hat Funkspruch 1037 gegeben?" 
·etc., etc. 

A sample mess:tge, including most of the above uses, might run as foliows: 
".An Division 105. Abend Mcldung 18-2-17. (1) Von 10 upr 25 Morgens bis 3 Uhr 30 

Nachmittnoas 40 Schuesse schweren Kulihers auf Knrtenpunkt M2 P le.nqt.iadrn.t 5209. (2) 
F eindliche Flieger T~:~.etigkeit gering, 5 F licger ueber Abschnitt 7 A. (3 ) _Wetter gut, sicht klnr. 
(4 his 7) nichts. (8) 2 Unter-Offiziere und 7 Mann schwcr venvundet, 10 M ann leicht verwundet. 
(9 bis 10) nichts. Gezeichnet Bataillon II/316." 

The form of these report messnges varies with each sector and group of stations, but the 
same station has the tendency to send the same form of stereotyped message at certain stated 
times each dny, nnd a careful analysis of previous messages Jrom the same station in nn old code 
will often bo of material assis tance in solving a new code. . 

Ono of the most essential things therefore in starting to solve s. new code is to study as care- · 
fully as possible all previous messages, with reference to matter, form; nod station procedure 
with all its varying peculiarities, and to analyze nnd experiment on the new messages to find 
out any analogies which may exist. · 

It has often been possible to mako a start on a very limited amount of material when the 
same stereotyped form of m essage is still being trnnsrnitted by the same station. 

~~ . > ts , J ii .' + .:~I · •f •- .··: ..... +i. •·~ ~·,""'S="~, ,-:' . .,.,..·' ... -..--...-:t.'L"'"":C . .- T":'l .a.-. _,,..,,..,_,, ..,, -......-:-::.....,.,."':""""~~~.,._,:o'""""-~-~~~ _.._..,., , .. .., . •.=:c . ), -... >' c < . .. ": 
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( It frequently happens, howo'"er, thnt with 1\ change of codo or 11 chun~o or unit, thc:;o 

( 

messages aro no longer sent in tho same stereotyped form. Some mc:>.o;n:;c:; mrcly mention 
units, others rarely give o. date, nud some uso letters inst~ad of numbers in sending tnbnln.tcd 
reports. 

In one code certain stations regularly sent mcssngcs of thi:3 typo: 

. :· ; ' ,. "2 GESCHICKT, 6 EMPFANGEN" • 

but with o. change of code such messages ceased altogether. In the same code one station 
regularly sent a message in tho following form: 

. - . - ... . . .. . . · ... .. . 

.... _,. . 

"REGIMENT B' ABEND MELDUNG B' (1) ETC." 

"REGIMENT B' MORGEN MELDUNG B' (1) ETC." 

with a tnbulo.ted report on ·stereotyped lines. : . 
· When· th& code changed, the form of these reports changed absolutely nnd no analogy could 

be observed. · These.c)langcs were most possibly due to tho transference of tho pnrticular Difua 
to another s~ctor of the front. · · 

. When the form of procedure thus chnnges nnd analogy breaks down we are thrown bnck 
on solution by first principles, just as when the first code was solved ...... ithout the help of previous 
knowledge of station procedure nnd phraseology. · 

SOLUTION BY FIRST PRI~CIPLES . ·,] .. . . 
. In solving a code without the nid of analogy there is a tremendous amount of preliminury 

spade work to be done · · , , 
(a) By indexing, · 

· . . · (b) By analysis of frequent groups and their. sequences, 
· (c)" By a study of what may be called inn genera.! wny stationary groups, i.e., Punkt, Ubr, 

An, Von, Bis, Meldung, etc., and mobile groups, i.e. numhers, spelling groups, n.nd words. 
(d) By n search for groups which have a tendency to recur in pairs: · 

. . . These are explained m"ore fully elsewhere . 
. · In earlier codes thb problem wns rendered much eusier by the !net that there was only ono 

group for Punkt, Komma, Uhr, etc., and by the !net that: each number up to nine was repre
sented by only one group. 

This meant that to encode compound numbers such as l5, 23, or 105, the single numbers 
were used, and to encode 17th or 21st the single cardinals were writte"u followed by "th" or 
"st ", etc. . 

In the present codes, unfortunately, the tendency bns been to increase the number of groups 
.for each cnrdinal up to 10, to giV"e groups for compound numbers from 11 to 20, o.nd 20 to 100,
and to allot groups to all cardinals up to the 12th, n.nd to frequentnti•·es from "einmo.l" to 
'.' zehnmal ". 

But in spite of these increased difficulties it is possible to lay down a certain number of 
first principles such as may help in elucidating numbers. · 

· .As numbers tend to be some of the most frequent groups npnrt from Satzzeicheo, the pre
liminnry spade work should have resuJted in spotting certain frequent groups . 

. By marking these groups in distinctive colors it will be noticed that some of them have a 
tendency to attract each other, nod to hunt in couples, threes, and occnsionally fours. 

Now groups which invariably nppeur in couples, in the same order, v.'ill most probtibly 
be nouns or verbs followed by "Mehrzahl" or "Mittel wort der Vergnngenhcit ", etc., station 
calls, or stereotyped phrases such as "1-!orgen J\1eldung", "Abend Mcldung", "KTK A" or 
"KTK 3", etc. 

.. ~·-. ~. ·"" . .... :,..,..,...,,,..,. ,.,.,..- .-.. ~, _...,.......,.....-._-. .....---.,..-,--.,..., ~· --~-~......,-~,.....,,..,....,,_.,...,_ ~..,,....,"'""',_,. _..,':'_·""~""-"""'o:>.""'s,_,....,_""':-,_,....,., ... ~~~" •. ,..., . . _... -= 
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. · Groups which invariably run. in thrc.cs or fours, or more, in the same order, will most probably . 
be spelling groups, and might give P 0 ST 1 L AM P E 1 · S A TZ B U CH 

1 
etc. 

i But when groups tend to appear gcnernlly in bunches of two, three, or four, and not alu:ays 
in the same order, most if not nil of them will turn out to bo numbers. · 

Thus if A 1 B 1 C 1 D 1 E 1 F should represen t huH n dozen of thcso frequent gr.oups they 
migbtoccurinthefollowingorders:A B· orB A; A C · E~ ·E A C 1 or F c · A; BAD Cor 
E A B D1 etc. It will then be safo to presume that theso groups represent numbers . 
. · · . By tabulating the sequences before and fi:Cter any one of these groups tbey will soon ·be 
seen to attract other, until anything from 12 to 20 of them can safely be presumed t.o be either 
numbers or some word or letters which frequently accompnny numbers, such as Unit, Uhr, 
Komma, Planquadrat, von, his, zwischen, und, etc., or one of the letters of a station such as 
K-3, 9-D, M-4, etc. 

Bearing in mind at this stage what was said above about stationary and mobile groups, 
~t should now be possiblo to ruscover that some one· frequent group, not a n~mber, frequently 
p~edes two or three mobile groups and might be diruion, brigade, or regiment, or comes always 
second or third .ur the sequence, when it migbt bo Uhr, or Kornmn used instead of t .ihr . 

. If the presumption is in favor of the stationary group "being Uhr, a. tabulation should now 
be made of all the groups preceding and following it, going for ·instnuce four backw.ards nnd 
four forwards in each case, and keeping the stationary group always in the same perpendicular 
column. · 

If the presumption in favor of UHR should be correct, this group should practically invari
ably be preceded by and most frequently followed by one or two numbers, nlthough as yet the 
latter may remain unidentified. 

It should now be possibie to discover von, his, zwi.5chen, and und, bearing in mind the Usual 
formula as shown in the samplo message above. 

This is best done by concentrating on the most frequent group (not obnously a number) 
·which almost invariably precedes the one or two mobile groups (numbers) followed by the 
stationary group (Uhr). If there is any such frequent group it should be "his." The discov-
ery of "von" follows logically. · 

As certain Satzzeichen such as Punkt, Kom.ma, or Hindcstrich, and. certain frequent words 
such as "und" and "von" occur often in close pro:rimity to numbers, it is weU at this stage to 
·try and separate these groups from those representing numbers. This is best done by the system 
of rus tinctive marks, as e:tplained above. 

When the groups colored in n. distinctive 'my tend to occur in other parts of the messages 
away !rom immbers, and in cert~in more or less eesily recognizable positions, they are probably 
not numbers themselves. . 

·. For instance "Punkt" will occur frequently at various parts of messages and often at the 
end; 11 und" will of course appear in many places where none of the presumable numbers are 
around it. 

Punk.t, Komma, and "und" moreover will not have appeared immediately before the Uhr 
which hn.s been annlyzed and its recurrences and sequences tabulated. 

By proceeding on these lines it becomes possible to sort out many groups which, though they 
have a. tendency to go with numbers, are not numbers themselves. 

Having now nrrived at the stage where we are prncticnlly certnin of ho.ving discoyered 
several groups which must be numbers, there o.re two or three wnys in which it will soon be 
possible to n.llot values to them. 

· It is very useful n.t this stage to color or underline distinctively aU presumable numbers, not 
necessarily in different ways, but by giving a uniform n1~rk to dis tinguish it as a number. 

0 • 

-----
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It~ t~on ~e possible to concentrate on any ag:glomemtion or numbers which occurs at tho 
beginning or at the end of messngcs. 

This should result in identifying tho groups representing units, esprciully if n c.-nrr!ul nnnly
sis o! o.ll ini tial groups of messnges hns resulted in n presumnblo "nu." 

0 

By studying tho daily I ntelligence E ~c) summnry to sea whnt unit!\ nrc connrctcd with tho 
station concerned, it will be possible to conjecture numbel"3oof divisions, brigades, nnd regiments. 

0 
By comparing one conjecture \\;th another nnd noticing points of similt\rity, it will soon 

be ensy to give definite values to tho numbers of units. This is dono in tho follo\\;ng mnnn er.-. 
II one address or signature should be in the order X Y Z, nud another in tho order V Y W, 

and if there were r eg}ments connected v.-ith those stntions with tho numbers 245nnd 35G, respec
t ively; this would easily lead not ob.ly to the conjecture thnt tho group Y=5, but also thnt X=2, 
Z=4, V= 3, and W=6. It might then be possible to find nn address, "an (Unit) X Vi" which 
might quite well fit ns brigade 26 in the sector concerned. 

By a system of check nnd cross-check on these lines mnny numbers \\-ill be identified. 
0 

Having got so far it v.-ill now be well to concentrate for n time on tho numb~rs before nnd 
after "Uhr." H ere- certain definite ussurripti'ons may be mndo. 

The numbers preceding Uhr must range from 1 to 12. If by good fortune there nro two 
numbers in front of Uhr, the first must be 1 and the second 0, 1° or 2. 

0 
This was very easy to ascertain in the former series of codes, but unfortunately in the 

recent ones the compound numbers 10, 11, and 12 are practically invariably used. 
0 

If theroe is only one number after Uhr this will practically cerlninl.r bo 5, 10, 15, 20, 30, 40, 
~r 50. Of these, by fnr the most frequent is 30. When t here are two numbers after Uhr tho 
first will range from 0 to 5, and the second will almost invario.bly be 5. 

These hypotheses may now help the checking and cross-checking of unit numbers, nnd 
ma.y lead to more identifications. 

0 

'o .At this stage much valuable assistance v.-ill result from no annlysis of nil mcssngcs containio~ 
"von - Bis - . 11 Here the second number will ob,;ously be higher thnn the fu-.;t, except in such 
a· case as "von 9 Uhr 15 bis 9 Uhr 45 ", when it \\-ill hnxe the same value. 

There are other frequent uses of "his" besides those in connection with times of dny, i.e.: 
' . . . 

0 

: 

0 o: .. . o 
0 

0

: · \ "20 bis 30 Schuesse 11 

0000

0 

.. 

00 

.. 

0 

:!. 0 ~0 :

0

;-: :

0

•

0 0

: · ' o; 0

' "5 bis 8 Nichts" (in tnbuln.ted reports) 
0 0 00 

. -: ·
0 

• 

0 
0 

: : 

0 "von 4ten Abends b is 5teu Morgens" 

which, h owever, are now almost invariably ordinal numerals, etc. 
There n.re other clues which may lend to the comparative si1.c of a number. A very frequent 

request is as follows: 
"Sofort einen 1-fann nnch KW schicken." 

H ere the number is nen.rly always "eins. " 
In asking for wireless nppnrntus and accessories one of the most frequent messngcs is 

"Bitte ( ) .A.kkumulntoren ", 

where the number is alwo.ys relatively low-1, 2, or 3. 
In reporting the number of messngcs sent and received, in tho form "-

0 

gcschickt, -
empfaogen " , the numbers n.re nlso relatively low, rnnging gencrnlly he tween 1 nnd 8. 

In the case of a messnge which mentions n Chi or Zif number, or the time-group which is 
always prefixed to ench messnge, it is often pos:;ible to di.sco,·er the messnge referred to. 

For instance, in a messnge !rom KS to MD we might disc.-over a group of four numb<'rs, 
<>bviously referring to the time group. 

I ..,......,... ......... ""...,~~-~~-~~~~~·-~~0 .~, ....... .. ~ . .... J( , .. . -7'·. , .. ,.
0 

·'":'"""·~ .. ....,..... ......... 1, ... ~--· ~ --.- - ........... --.~.-:" .. 1-: ... · - .. 
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Example: "Funkspruch _______ ; ohne Sinn." 

By referring to previous messages on tho snmo dny, wo find one from tho snme station timed 
1309. Tho presumption is ·very strong thn.t these aro the !our numbers referred to, and if we 
have nlready identified two or three of these numbers we end now determine the value of tho 
remainder. · · . · .. . 

A still more satisfactory discovery is that of a seri.al report, such a5· the one quoted .above, 
where the numbers will obviously be consecutive, and will sometimes giYe the whole series 
from 1 to 10. 

· Occasionally, number:s can be .identified by . their inclusion in spelling groups: Of . such 
numbers "ein" is by fnr the most frequent, th o group !or this syllable frequently serving the 
double purpose of spelling groups and number "eins." 

More rarely ~e ~ave examples such as .. ~ : ...... : ; .. 
"2 Mann RE - VIER krank" .. . ~ 

:.. : : j.• ::c ·. ,,, ;.• : · "Erhoehte Fimken-Te1egraphi~ Bereitschaft, gut achl geben" 
· · "Es besteht 2Wei - F E L dllruebor." · · 

: .. . ... 
·-~ ~ '\ · .. . · .. 

METEOROLOGICAL REPORTS 

Meteorological reports are often extremely useful in II.SSigning values· to numbers previously 
unidentified. .A. characteristic code message would run: 

"Wetter Meldung von 26-12-17. Boden ~d hundert, null, seeps; zy;ei hundert, null, 
acht, fueni; hundert, null, Z\voelf; eins, fuenf, null, null; Barometer 03,6. T emperatur minus 
3,6. Feuchtigkeit 92 prozent. · Luft gewicht 171,30." 

.. ·· .. : 
GERMAN WlllELESS PRESS . . . 

. ·Another fairly frequent type or m~ssnge is~ extract from the wireless press d~aling with 
number of prisoners and gUllS captured in some theatre of war. For instance, nt the time of the 
Italian debacle we freque::ttly had code messages of tho following types: 

(1) "A und B Komp~O'D.ie. Hundcrt n.chtz:ig tausend Gefangenen, hundert Geschuetze; 
an einem T age sech.z:ig tnusend Munn und vier hundert Geschuetze. Gemonn ist gefallen." 

(2) ''Gefnngenen Zahl aru Isonzo erhoehte.sich auf sechzig tausend und 450 Ges.chuetze.'~ 
A study of our own meteorological reports for the same date and time, and a. study of the 

day's German. Wireless Press will be very useful. By comparing the code message with the denr 
'it will be often possible to see exactly what the right translation should be. 

REPORTS ON FLOODED AREAS 

One of the most interesting and at the s:~.me time useful tn>e of message is one which 
appears twice daily .on the flooded sector of the Yser. By ·opening the de.ms at certain places 
the Germans are able to flood certain districts. · 

At the above-stated times each dn.y a certain station sends a code message dealing with 
the height of the water aho>e and below the dum in question. 

As these messages are very stereotyped in form they are extraordinarily useful in identify-
ing numbers fnr more quickly than would haye been otherwise possible. · . 

. "\ .... . · 

··, . .. ·., .. ~ 
- : .. . . . · .. . . . '. . .... . . : :" . . ' 

• •• " •• , · T ' 1 

- - - _. 
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.A. typical example runs: 

·" lste Reserve Pioniero 13. Was.scrstnnd 13 Uhr 
Abend ob-ei'-Strom 4; untcr-strom 3,65 ~fctcr.'' 

These .things sro of course only adventitious aids to the solutions of a code, and nrc of . 
most use when tho solution has alrcndy. re t\chcd a cerlnin stngo, i.e., when somo o{ the more 
frequent spelling groups and words ·have been identified. 

By continual o.nalysis, hypotheses, and experiment on nll the above lines, employing tlllnlogy 
where avriilable and ~t principles when thnt fails, leaving no s~onc unturned, and pursuing a 
perpe~ual system of check and cross-<:heck, we at length rench the satisfactory s tugo of verifyin!; 
all the numbers. . . .. 

This is obviously a much ~ore difficult tusk thnn in the previous series of codes, whNe it 
was only necessary to identify one group for ench number, but even with the current series tho 
problem is not incapable of solution. . :.• . . . . . 
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WORDS AND PHRASES 

By the time thnt numbers have been identified, or nt eny rate a certain proportion or 
them, many odd words will have been discovered simultaneously. Of these the most prob
able discoveries will have been von, his, zwis<!hen, und, Uhr, times of dny, nnd possibly more 
or less definitely fi...,.ed values of the vario~s synon~ous c:q>rcssions for Schuss, Fliegcr, 
Akkumulator, etc. · 

Having arrived nt this stnge, further hypotheses becomes more easily possible, and we may 
be gratified by a leap 'fon:ard in tho solution, and a considernble number of obvious identifica-
tions for groups will occur· to us. · · . ; · 

It is at this stnge however that it is necessary to make haste slowly, as there is always a 
tendency to assume that a certain group must have a certain mca.nlng because of its context 
in one particular message. · 
· . It is here that the critical faculty should step in, nnd this should be aided by the use of 
the index which ho.s been ronde. Before asserting thnt the meo.ning of a group is such as we 
presume it to be .on the one example, it is absolutely essential to find all its references in the 
index, and to assure ourselves that the presumed mea.n.ing ylill fit in all tho places in which the 
group occurs. 

Having proved this by at least !our or five occUrrences we may then find that the group in 
question occurs in messages where none of the surrounding groups are a.s yet identified. When 
this is so it forms the basis of conjecture as to the probable meaning of the groups before and 
after it. . 

For this reason whenever the meaning has been proved without a shadow of a doubt it 
should be written over the group wherever it occurs, and all the surrounding groups should be 
e."iliaustively analyzed. 

The best and safest method of doing this is to write the group in 'question on a. separate 
I' sheet, and to write out its sequences, going backwards and forwards for nt least four groups. 

When the meaning of any of the surrounding groups is determined, the translation of them 
should be given. . 

The same process should be gone through with any group that is being esperimented on. 
It will then frequently become possible to form a chain of reasoning so secure that we can safely 
assume the meaning of the group to be correct on oDly one o·ccm;rence instead of having to wait 
for its repetition severnl times to assti.re ourselves of its correctness. 

The basis of reasoning becomes almost Euclidean or algebraical, i.e. 
If A=Z, then B should=Y; if B=Y, C should =X, 
If C=X, we may by this time be fortunate to find a sentence in which the wh~le chain is . 

found to be sound and the sentence will read coherently. · 
It is at this stage of soiution that the faculty mentioned above of being able to keep a 

dozen or 20 groups in one's mind at a time, with their sequences and conterl whenever known, 
and any theories that may have been formed about them when fust encountered, will be most 
invaluable. 

It is obviously impossible to treat this process at all fully without taking a. score or two 
pages in e. code, and r econstructing all the mental processes, all the hY]>otheses, and all the 
clues, fruitful or otherwise, which ha.ve led to the complete reduction of the code. 

A few examples may, however, serve to illustrate the mcan.i.ng of what has been said above. 
When a sufficient number of spelling groups ha.d been identified in one particular co4e to spell 
out VIZ E-WE BEL, very little additional endence was necessnry to supply the missing 
group "Fcld." 
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. In previous mcssngcs a certain group by its position and possiblo function in tho scnt enco 
pn.rtly decipherable seemed to be a preposition. 
· By inserting the word "Feld 11 wherever its equi.·nlont group occurred, it wn.s found in one 
or two instances to follow the above preposition. 

In another case this same preposition preceded a.. tima of dny. Tho nssumption was nry 
strong, therefore, thnt the prepo~ition wn..s "vor", ginng "Vorfeld" in ona cnso o.nd "Yor ncht 
Uhr Abends" in the other. . · 

. In another cnse it came follow.ed by "und." This led to tho nssumption thn.t tho group 
after "und 11 wns "hinter." Tho assumption, proving correct, led to tho disconry "Vor-und 
Hinter-Gela.ende 11

, which fitted in ·e:o;:ccllently 'vith o. p:\trol report, and led on by successive 
steps. to more and more identifications. · . 
· '· Returning onco more to the group for "Fcld", it was seen .to occur nfter two unknown 

groups, where ·it might be part of a place or name or of the torritoriul dcsignntion of a unit. 
· The two unknown ·groups referred to (let u~ call them X nnd Y), wero nlso discovered close 

~gather in a sequence of groups ns follows: ~ L U E-X !I IE Y, where W~nnothcr group prc-
v.iously unidentified.· · · - · · · · : · ·· . · .. 
~:: : By comparing the two messages we discovered, without undue difficulty, that the Inst men-

. . tioned .sequence spelled out · · 
I • ':, ' o + o ; • : f , : • ~ ' 

SCH-LUE-SS-EL SCH-IE-BER. 
' . . ~ .... 

i..e., 8. sliding alphabet ruler, a.nd that the place name was EL-BER-FELD. By in;orting, with th~ 
aid of the inde.:t, the identification SCH, SS, EL and BER wherever their groups occurred, mnny 
more spelling groups were discovered a.nd these in their turn led to others, until i:nost of the 
spelling groups were discovered. 
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• • f t i • :... .i : : ~ ~ : • •• ! . .. . • ·• ' . • . : · :·SPELLING GROUPS • • •• • 1 ' 1 • • • , - ' 

. .At this stage i~ is necessary to discUS!! the use of spelling gr~ups and to know how their 
solution may be obtained. · 
: . . In the initial stages of the solution of the codes usod by German field wireless stations we 
were absolutely in tho dark as to the nature n.nd c:ttent of the employment of spelli~g groups. 

In mn.ny codes, when it is necessary to spell out a ~·ord for which there is no equivalent in 
the code, the custom is to employ spelling groups solely for individual letters. . 
: . ... . This means that when the chnrnctcristic recurrences and sequences of simple substitution 
occur, the presumption is that spelling groups are being employed. . 

· By applying the principle of the solution of simple substitution to the po.rticuln.r parts of 
the messages where these peculiarities are noted, it is a fairly simple matter to discover the 
groups used for individual letters. . · . . , . · . 
... . This is especinlly the case when any outside knowledge of the probo.ble subject matter of 
the message, or of the 'nnm.es of persons or places likely to be mentioned, is obtainable. 

It would, for .instance, be !airJy simpl~ to spot the translation of the sequence X Q V P Q V 
(where these letters stand for the code groups employed); as L 0 N D 0 N, of W B Z Z B D L B 
as ·c A R R A N Z.A, of L J C. F Q .C F M as T H 0 U R 0 U T, of X Q S S Y A Y Z Y as Z 0 N N E
B E K E, of M p Q Q H Y A D Q Q M I Q Y Z as D R 0 0 .G E B R 0 0 D H 0 E K, etc., etc., if these 
names were likely to be referred to in the text. . · 
:· · ~in m!Uly codes it is customary to insert a "Buchstabier-Gruppe" i.e., "spelling begins", 

"spelling end 11
, before and after a word spelled out, it is frequently possible to identify this group 

by the period of its recurrence, · and when once discovered it leads in its tum to the knowledge 
that the groups witliin. its two repetitions are spellin..as groups, even if it is impossible at ·an 
early stage to identify their e:-ract meaning. · 

In the code. under consideration there are certain frequent abbreviations spelled out. 
Among these tlie most frequent of the easily identifiable ones are the abbreviations K-T-K= 
Kampf Truppen Kom.ma.ndeur, and R-I-R=Reserve Infn.nterie R~oim.ent. 

They sometimes occur with ·a Punkt or Bindestrich between them, n.nd sometimes without 
any separating group. . . 

In the early sta,o-es of e."'tperim.ent on th,ese codes one of the things which led to the eventual 
solution of the. code was the very frequent repetition of a. sequence of groups which ran as 
follows: · BS WK RJ \YK BS. Vwtions of this procedure were noted, a·uch as BS RJ BS alone; 
WK BS WK RJ WK BS WK, etc. . . 

Before ·noticing these various . peculiarities the tendency was, on the analogy to simple 
substitution, ·to ima,oine that the first form mentioned above ~e.s such a word as N E U E N, 
N E B E N, S . T E T S, etc., but when, later on, the second and third variations were dis
covered, it eventually became evident that the W"l\=Pun.kt or Bindestrich, and that the 
BS RJ BS=either R I R or K T K. 

This was apparently a. very slender thread with which to u.n.ravel a whole code, but in codes 
it must be remembered that "c'est le premier pas qui coute,, and upon this slender foundation 
the whole code was eventually reconstructed. . 

In the code· under consideration there were groups for spelling far in excess of the 26 single 
letters of the alphabet. There were modified vowels, double consonn.nts, frequent diph thongs 
such as AU, EI, EU, IE, etc., arid frequent combinations of 2, 3, or even 4letters such as BL, GR, 
SCH,HEIT,etc. . 

T his made the problem of solving spelling groups more difficult, and it was not until this 
fact was realized that further progress was made. There still were however certain che.rncteristics 
in the sequences of certain groups, which pointed to ·the fact that they must be spelling groups. 
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·· ., As wns seen above there were sequences in the coda, whirh might bo spdlin~ surh word:~ 
as "nouen", "ncbcn", or "stet.'i " which turned out to bo K T K with.l'unkt or Dindcs lrirh 
interspersed, but having thus obtnincd n vary pos::iblo punkt it bcrnmo possihlo to hlock out 
th'e messages into groups representing phrnscs or mora or lrss seH-<:on tnincd srctions o( tho text. 

It was mentioned in the section above which drult with tho solution o( numbers thnt whrn-
the code wns analyzed with a view to marking in sorno distincti>o wny scqurnccs of groups which 
occurred very frequently in the same order, but'with difTercnt groups beforo nun nfter thrm, thn · 
presumption was in favor of these sequences representing words or nnmcs spelled out in full. 
. It would be too great a stretch of tho long arm of coincidence if on different dntes, nt difTrrrnt 

times of the day, and from different stations, there should be the snme repetition of 4 or 5 groups 
which would stand for the snme numbers bc!ore and after Ul1r, or for exactly the s!lme sequcnco 
~f words in a s_tereotyped phrase such as for e:-.:ample 
: . . . . . . -~ . .. . . .. -~; .. ) ::, :; ···.: !.::-. · , ~ 11 25 Schuesse auf Abscbnitt" or 

"Waehrend der Abend Stunden Flieger Taetigkeit .gering." 
~ · .. \.: ·· · i ·. . . . ., : .......... : .t 

• • • # • • • •I ._ 

·· • .. · 'I}lerefore 'by ·c!ollecting _several of ~cs'e· !J:equently recurring sequences, analyzing and 
comparing them, and noticing certain clearly defined chnrncteristics, and n.t tho some time 
conjecturing what some of the· most frequently spelled-out words or nnmes would be, it becnme 
possible to determine the value of a. good many spelling groups. 

This process wa.s materially aided by the fact that severn! of the frequently used spelling 
groups were also capable of being used a.s single words, e.g., in, an, ich, ist, es, dn., cin, ncht, 
und, etc. 

As a. fair proportion of these were capable of being discoYered by other methods, such n.s 
their recurrence in certain definite places~ a message such as" an", or by analysis having proved 
some of thern to b~ numbers such a.s "ein" and "acht ", wo were s.lrendy on the right rond to 
find out some of the single letters and spelling groups. 

. · Such words a.s ES TAM IN ET, L AMP E, W ACHT ME IST ER, FL AN DER N became 
gradually capable of solution. Having, a.s explained aboYe, discoYered the Yalues of tho groups 
for K a.nd T from K T K, we were very soon a.ble t.o identify such n word as T A K T I SCH or 
more easily still K 0 N T A K T • 
. . .. This "premier pas1 ' ha.d started us off on the high road to success, after repeated fnilurrs, 
"culs de sac", and the inevitable preliminary groping in the dark which characterize tho first 

. attempts at code solution. · 
.· · . : One of the most interesting words which helped in beginning to get out the spelling words 
in a. new code wa.s a. sequence of groups in the order Q W X Q W X W. This turned out to be 
B A R B A R A, useful a.s the code name of a certain unit. . · · 

The fact that the same word was spelled out in a. succeeding message as B AR B AR A 
gave us the group for 11 ar." 

Having got a. possible "S" in the word P 0 S T in another par·t of the codo, we wero soon 
a.ble to identify another group as S A TZ B U CH. From this point o.ll was plain sailing. 

As the tendency in recent codes, however, has been to increase not only the number o( 

groups for single letters, and short words such as " an ", "in", "ist " , etc., but also to o.dd groups 
for less frequent spelling groups such as NG, CHT, RS, etc., the difficulty oC soh·ing groups on 
first principles has increased . The difficulty even then is not as great as it might otherwise 
seem to be, if the analysis is searching and thorough enough. · 

For instance it is possible to notice that the same sequence of groups sometimes occurs 
practically identically, but vrith one group varying in the different sequences. 



( 

( 

16 

_;-,-.. When it is noticed th!lt of these repetitions of an aln~ost similar sequence two may be in 
tho form ., , · -. · · ... 
I . ' I ./' • , ,. . • I · . . . I. _.. -:• .. - ·.• '.- ···-= -.. '' ·:: •·'· :-= · x K K X Q X T 

• • • • -. • 1 •• • • • • • • ~~ ! . . ·. -;. -~ . ~ . 

..... .. 
···· · . . • •' I.: ." • : .,,- • ' i. ,, - ·• o • 'o:' ,.._ "' ! • ·•• ,: ' ·~ : , : 

and the third in tho form 
. ·· :~ . . ;:.' . L : . . · · . . · :·-=: ··-.; ·~· ·:t. ::2 ;_:':"".:"." },· ·~: . : : .. •;. : ~ 

.· ·: ~ -- · i · :n · .:·~·- ·-.:·.:·. ·· ·< • ,~ ._.:~ · :> X K K W Q W T. .. · : ~- : . · :·. · .. _ .. _. .:· . ,·-·~: 
, :·. \.1 -: ' ' , f ,'\ • I • • ; ' ' • 

the _presumption is very strong in favor of the groups represented by X n.nd W being equivalent 
to the same spelling group or letter. · . , 
.. - :- When a lit.tle thought bud resulted in this sequence suggesting the word A P P A R A T. 
we not. only hose definite values for the P, R, and T but also the value of the two groups repre-
senting A. · . , · . · · 

At this stage it will be as well to repeat what cannot be too frequently insisted on, n!Uilely, 
that, when any value is discovered for a particular code group, this value should be immedi
ately transferred to it every time it occurs in the code . 

. ·The .mere fa~t that ibere ar_e a few. od~ words, spe1li.ng groups, or letters h~cri.ng in 
the air in a message, will lead to new theories, which can be proved or disproved by reference 
to their context. · · 
--.::· Spelling groups havi.Oi been shown above to possess cert~ characteristic sequences 
when carefully analyzed, it is now possible to determine_ with more or less accuracy what groups 
are spelling groups, and apply certain principles of frequency to them. 
,- :-. The frequency tables used in solving substitution ciphers will obviously not apply when, 
as in the particular type of ~de we are studying, there are groups for compound letters, in 
addition to those for the single letters. 
· · · · For example, the letter E, which is the most frequent letter in most languages, will in this 
code tend to become one of the less frequent groups, owing to its forming part of so many spelling 
groups. . 
_.,~- · For all single vowels excepting 0 in this code, there are two code groups, and as 0 only 
occurs in two words which can be used as syllables, namely, ''WO" and "SO". and as moreover 
it is. a fairly frequent letter, it should assume importance if analyzed among spelling groups . 

. It eventually becomes possible to discover a relative frequency of lni.tial and final spelling 
groups, although this cannot be done with anything like the d~o-ree of certainty as in cipher. 
E. EN, ER, ST will be frequent final grou~; GE, SCH, ST, ER, BE, VER will be frequent 
initial groups. ..: .· 
' .. : Of single letters at the beginning of words some of the least frequent in cipher, or in spell

ing in code when only equivalents for Single letters are used, will tend t<> become much more 
frequent, owing to the fact that their relative infrequency in clearly ·defined spelling groups 
Ca.u.ses them to be employed alone. . .:· .... 

Thus, D, F, K, M, P. W. and Z will rise t<> a much higher rate of frequency among letters 
than they reach in cipher. . ; . .. : ' ~ · · ; . . . 

. : ' . 
, . . 

- ·· ! . .: ... . · ~ ... 
0 • • • 

":"' . :: ' . :: ·:::: ' •' .· 
; . ·. ·_ :. .. ! : ·' : . . : · ... :· ~ .. : •• • . : •• : : -: : - ·: : -•• - • . .• : : •• : • J ,, 

.. : :: .. .;: ·:.. · .. ·· .. •. - :: ... -
.. ; ? · : • - ~:: ·. -~-. : - · ·• • - -~ - : :. ·· ;-: •· ...... :~ ::::~ -~·: ... ;: -~~ , .- !' '! ' . . : ~ _-__ } ; .. ~ - · .,.···:·.~ - -' · . . 

' I .: ' ', :;·,: , : -:-'') ,' 1 ·-~ ~') . , .; '• r , :·: · -~· ', ., ,· -: • .i :.1:.;: ." : ~·- ~ ·~: · i : . • : . . :~ .'!: . •. · . . .. . ~ . ~. : .. ' ..... : . • : ! : : ... :: 
. . 

,. : : ~ :,·.·:I ,••. :: ,- • ~ ... ' - . · .. : ·- ' ""~ .. .... . . : . , ... 
;·:·:.: ; .,;;·: :· · .. ~ ·: :.~. : .;·\ . , , ~, . , -:· .. ·: .)'.'"' · .. · .. ... ~ .. .: •.. ·; · :- :·: ;·. ~ .. -~·· .. . :: ·-i · .. 1. -:.. : .. :: -..... :. 

... ... . • . ..• , r. ... ,\. . .. . .. ... 

----------- - -'-------------- - - ------------- -- - - - - -
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t: i : .,, '·•.! . t . , . ; : , \ ·: ',',, , I .- . . • STATION CALLS 

·' :. 'rn theso codes mnny .valuablo identifications of ~ingle o.r modifird let {.('rg. n;n~ bo obt~incd 
owing to their use in station calls. Each German field wirclc5S stntion uses a particular call 
sign, and this consists g_encrnlly of two single· or modified letters with an occasional ·number. 
. Some stations are in the 'habit of putting these station calls int.o codo, and when dcalin~ 
with messages from such stations, .bigroups between "Punkts" or at or ncar tho end ~f messngc-s 
should be looked for. · · 

.A list of call signs of tho groups of stations co~corned t.ogether with that o! tha adjoining 
ones should be referred· to, and if one letter of a call sign is kno'l\'11 tho other will bo readily 
found.. . . 
·· : Compare the following message with list of calls: . . · ·. . ·! 
: .. ~ .. . . . 

"WO BLEIBEN GEGENWART STATION MELDUNG MEHRZAHL VON PUNKT SJ MO PUNKT 
RB SB PUNKT MO NE UND RT NE PUNKT. ~ 

Li!t of calla: BD NT KS MO ER SG FG. . 
..A glance at the ·above will show an imp<>rtant. point, namely, that the final group of one 

bigroup is the sn.me as the initial one of another, e.g., 
0 • • • - .. 

: , ; .. ;, .;, t. ~: . · ·,:· ,-:.! ·:; .·:: .. _. :: :.: . - · SJ MO !dONE · 

, :: ,BY ~nsul~g the list of calls it will be found that two of them have the same peculiarity . 
. -·~ .. - . . . . . . . .. . . . . . . . . . . . 
- . . . .. 
: .1 · ~.· , . : :t .. : ·-· ..... ., ·. , _; · · ,.. .. K § .§ G .- .. .:. 

· · ·F~'n;: the ~hove SJ MO were assumed to be K S .and MO NE t.o be SG. This again gave 
RT NE as F G which gave a further identification, viz, RT SB nsF R. 
·.. Having now arrived at the stage where a great many spelling groups hn.>e been discovered, 
we are in a position to disc.o>er mnny short words, which are at the same time used as spelling 

·groups, but which if inserted int.o their respecti>e places where>er they occur as single words, 
fix a valuable basis for conjecture as to the meaning of their context. Some of these ha>e been 
mentioned e.bove, but there will be no harm in recapitulating n ·few of them . 
. ·. The spelling M E-IST ER gave "ist,', which iS. a very valuable word in a sentence. 

· GE WO R DEN gave WO and DEN, both e:rtrer:nely useful single words. 
The spelling of P I RE ALLE R, a place not far from St. Quentin, constantly referred to 

.in artillery reports, verified "alle,, which led to the phrase "an alle Stationcn., 
.... KOMMA N D 0 definitely established "Komme., as distinct from Punkt or Bindestrich . 
.... · ACHT UNG proved the conjecture for the number "acht, to be the right one. 

Leutnant NEU MA!'{N and other proper names ending in "mann, eventually helped in the 
discovery of TOT, VERmJNDET, KRANK, etc. 

BE. T H MANN HOHL WEG established WEG as distinct from GRABEN or STRASSE and 
als.o gave us HOHL. 

The average German operat.or is not very particular about correctness of spelling as shown 
in the above misspelling of the Cha.ncellor,s name; some of his misspelling, in>oluntary or jocular; 
have given us many valuable short words, and at the .same time caused us a certain amount of 
amusement. · 

.A place called "Itancourt,, near Pirealler, frequently referred t.o in com;,ection v.;th artillery 
reports was spelled out by one sportsman as I T AN r. UHR T. Ubr also appeared once in 
UHR LA UB. 

----------------------------------------------- -- ---
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B U K 0 WIE N A go.vo "wio", which with "ist" and 11 wo", quoted above, helped in 
tho discovery of Frngezcichcn, as we noticed tho.t interrogative sentences netU"ly alwo.ys had a 
chnractcristic final group which had previously puzzled us. 

. .·! . 
· · SCH MIT for Schmidt was valuo.blo in proving "mit." 

. ,:; TEL E F 9 NIE SCH and even NIE CHT for "nicht" go.ve much help. . ... : 
~·:': · On the occasion of tho promotion of one wireless operator to be o. Funkcr, o. c~mrado o.t 
another sto.tion sent the message ·. · 

• " ; . 1 • • ; { . t . • ~ • • . . ; . : • - ; • • - ""' ··· ·· · :.· ··· .. ·. '· .. · '· · ., · "ICH GRAD U L IE RE" 
~, t: _., :: .... - .•. ' . :- . .. -: . . ': . . . . 

.. 

It seemed nlmost too good to be true that the group between ICH and ULIERE should 
be the word 11 G~D ", but this was confirmed by the use of the index, as we discovered that it 
came in a meteorological message referring to temperature, o.nd also in GRAD AUS for "gerade 
aus." · . .. .. · 

FR OE H LICH E WEIN ACHT EN gavo the group "Wain." 
SCH ON EN DANK was also useful in verifying the possible identification for "Schon. " 

..,,: : .The gem of the w:b.ole collection however was 11 E SS EN" · . 
. "E SS EN (gegenwart) Abloe~;ung schon dn ", which ~eminded one of the old ~tin catch 

of one's school days "Men mnter est mala sus I" 
It must be remembered, however, that such helps as these only come when a code has 

begun to reach a fairly advanced stage of solution. 
· None of these things which seem so simple and help such a lot at a Inter stn.ge can take the 
place of a proper method of attacking a new code, and a firm grasp ·of the genern.l principles of 
code solution, coupled with n long and exhaustive analysis on the lines 'laid down above. 
· Analogies with previous codes, and as much outside information as may be obtainable, 
must be worked to their· utmost extent, but when the nature and structure of a code change, 
or when previous stntion procedure is no longer adhered to, it is necessary to start working on 
first principles. . . . · 
· _·. .As in the course of the preceding treatment of the solution of spelling groups frequent 
reference has been made to the principles of simple substitution ciphers, code solvers should 
make themselves fo.milin.r with the mn.in principles of the solution of this form of cipher. . · 
· · It would tn.ke up too much spn.co in this pamphlet to discuss at the requisite length the 
methods adopted in this process, but information on this subject together with examples for 

· practise, will be found in the "Manual of Cryptography." · 
A few dozen exn.p1ples worked out, and a study of the tables of frequency of the language 

used in th~ code, and of its charn.cteristic sequences, will prove very useful n.s ~ preparatio~ 
for the study of the solution of codes. · · · , · . , . 

• ' -. . . ' : ·-:. . '.. . .. 
.. • • _! --~: : ~- .. \ •. . . : . . ~ 

, . . , ; \ ... -.·· . !·.; ~~ ~ ; ::: : .. , ~ ; (I~ :;:. ;• , ~ • •'',1 

.. : '.; .. ~· : 

•: •: : . .. 
J : . ' • .. • . .' . ·. : . . ~ ... . . . :. . ' . . . . : l \ : . . · ·; , .. : . : ..-·. . . ': .. ·:. . . ~- .. . ,, .. .. . .. .. . . 

;. : . ·~: ~ ~- · . - . : .. ·. : :·. 'I . :.: 1" • ... ';. ... : :. ~ • >: ·. · ""L:-: .. ' ·:·· . . . :.'•,, ~ ~ ' : ~ .- ... "') ' .:. : .· . . ,- . . . 
:-. : ~. ::;. ;'~ 1 ••• ·. :.: J ' , ; : · · , ·J: . t. ·J: :·; .' L .<~ ·; . . : ~· :··.: : . . · :.- .-~ .; : · · · ~-

-· ..... 
# •••• • ~ :. • • • ; 0 • 
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HILFS-SIGNAJ.E · · ·-: 

.. .. In the. partic~lnr ~do. u~der .co-~3i<lerntion thore is n reco~n izrd procrduro in reg:trd to 
"!Iilfs-signe.Io ", and the discovery of these is of ton of great UBC townrds the complolo solution 
or a code. . 

Some o! those have already been roferrod to, but at tllis stnge a detailed considt'rntion of 
~hoir nature nnd uso. will bo of vnluo. . . · 
. ·· "Hilfs.:.signnle" are grammuticnl groups plnced nHcr 'ccrtnin words to alter tht'ir mt'nning 
wherever necessary. Th~ most frequent of them are indications of tho tense or number in which 
a verb is intended to be translated, or of the number of n. noun. 

-They will each be treated separn.tely under their •nrious headi~~;s, with an c:mmplo o( their 
respecti•e uses, and the method of disco\·cring them explained wherever nccc~sury . 

. · (f) lJauptwort (noun). This group is placed aft~r a verb or an adjective \;hen the correspond
ing noun does not exist in the code, e.g.: 

"S.O.S. ist der. drahtlose o.nrufen (Ho.uptwort) (i.e., Anruf) eines Schifies dns ~ich in 
groesster Gefahr befindet." 

·· .· .· ·.· .· ":Welche Wellen-lang (Hnuptwort) (i:e:, Lnenge) gebraucht die Station?" 
. . . The conte."rl is often sufficient to determine tho function of this group. Inserted at ench 
recurrence by the aid of the index, it is often very useful in conjecturing tho actual meaning of 
·t.he preceding group, hitherto unidentified. 

· (2) Einzahl (smgular). This is used to indicate the singular of a noun, of which only tho 
plural form exists in the code, e.g., after "Kerzon" (inserted in the code in the plurnl because of 
its frequent use in speaking of candle power), or after "Kontroll scheusse ", "gclbo Leucht
kugeln ", "Granaten", etc., of which only the plural form is gi•en. 

It is iUso used after verbs to indicate the usc. of the singulnr number, e.g., "Wo bleibcn 
(Mehrzabl) Abend Meldung," and even occassionally to con•ert a verb into a noun, i. e., 
"Reihen folgen (Eininhl)" "Reihenfolgo." 

(3) kfehrzahl (plurBl). This is one of the most frequently used grammnticnl groups. It 
indicates the plural number of a no~ referred to, and is very frequent after Schuss, Kompagnio, 
.Akkumulator, Funkspruch, Grabe.n, Flieger, etc., ct~. 

Example, "30 Schuss (Mehrzabl) auf Graben (Nfehrznbl) wPStlich von (Place nnme) ." 
Owing to the frequency of this symbol, it can often be very easily discovered. '\'\ll('n be~n

ning to analyze a code:an gro'ups which have fl. 'tendency to occur in pairs should be spcci:tlly 
marked, and the two groups bracketed together. It will then be found thnt one of them is 
invariably the second one of the bigroup. 

When this second group occurs frequently as tho second member of severn! bigroups it will 
frequently turn out to be "Mehrzn.bl." Conjecture as to this may be facili tated by a considern
tion of the position of these bigroups in the message. 

This often helps to discriminate it from "Mittclwort der Vcrgangcnheit" (pust pnr ticiple) 
which is also a. very· frequent "Hilfs-signnlc." 

A3 it is exceedingly useful in guessing the men.ning of n. whole sentence to know thnt a 
certain group is either a noun or a verb, any group which has the newly disco>crcd "Mehrznhl" 
after it, should be bracketed to it, and should be noted ns a noun. 

This noun, although l!.S yet unidentified, should be noted ns such , by the fl.in of the inde:t, 
every time it occurs even when not accompanied by the plurnl sign. 

(4) Eigenschaftswort (adjective) . This is comparatively rarely used, but may serve to 
turn a word which only occurs as n noun in a code book into an adjective. When disco\·ercd, 
its occurrence should be similarly noted, as for "Mebrzahl." 

(5) 1att. Steigerungs fonn (comparative). 
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~~ Steigerun!J& form (superlative). 
These two symbols, as their nnme implies, give the degree o! a comparison in which an adjec

tive is to be translated, e.g.: 
'~Feindliche Artillerie Ta.etigkeit ruhig (lste Steig. form) (i .e., ruruger) als am Abend 

vorher." 
· · ' ; · "Gross (2te Steig. form) (i.e., groesste) Gn.s bereitschaft." 
. .Any symbol,followed by one o! these degre~s of compnri300 must be no adjective, nod its 

occurrence, singly as well as accompanied by the degrees of comparison, should be noted, and 
its function inserted, even where it is as yet impossible to define its exnct meaning. . 

(6) Zdtwort (verb). This group serves to indicate tho.t a word which is only given as a noun 
in the code must be translated as a. verb. Its use is, therefore, the converse of "Hnuptwort" and 
it should be treated accordingly. 
· (7) Gegenux1rl (present ~nse), Vergangenheit (past tense), Mittelworl du Vergangenheit 
(past participle), Zukunft (future). ' ... - .. 

These serve to indicate the tense ot a. verb. 
ExampJe. ''Regiment melden (Gegen~art) (i.e. meldet) dass Feind in unsere vorderen 

Graeben eindringen (Mittelwort der Vergnngenbeit) (i.e. eingedrungen hat). 
· · .AJJ.y occurrence of these tense symbols should be noted and treated in a similar manner to 

Mehrzahl or lste or 2te Steigerungs form as described above. . 
(8) Bu.chsta.bier Gruppe (spelling begins or ends). The use of this symbol has been described 

above when treating of spelling groups and their solution. 
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' • ' : •. : ( '. ':'.•' 0 t I. r: l o ' • .~' : 0 , ! , • : SATZ-ZEICHEN 

For the very lucid nnd stimulating treatment of tho various Sat:t.-7.eichrn usrtl in Gern1110 
field wireless code in the section which follows wo nro indebted to Lieut. D. ).lurgregor, whoso 
collaboration bns been of very great scrrice to us in clearing up knotty points. 
· It would bo very good prnctico for tho beginner in codo work to tnke the examples he giH:; , 
and endeavor to solve them before referring to the key whicli. follows. 

".A. beginner in codo solution is apt to fancy that punctuntion mnrks nrc n very unimportnnt 
branch of his subject. This is quit~ wrong. They nrc of pnrn.mount importance; an~lnny nt'~
lect of them, or any slipshod identification, not only bnrs tho wny to mnny vnlunble ciiseon•rie~, 
to which their accurate identification would have led , but obstructs nnd obscurcs the wholu 
work of solution. The mistake, if n. fntal one, is still nntural." 
:· · Given a. complete, intelligible sentence, it often matters little if a colon bo put for n dnsh or 

a stop, comma for brn.ckets, or, sny, an exclamntion mnrk be left out. 
··· .. But the code solver is not dealing with complete or intelligible sentenccs. At tho !?tart ho 
is dealing with wholly unintelligible sentences, 8J1d even after n. month's work ho is hompercd 
by unknown groups, "by ·Morse errors, inanuscript or typescript errors, nnd ne::irly CY£'ry kind of 
doubt and difficulty which cn.n b.e conceived. Here it is that the $atz-zeichen piny their pnrt . 

.At the start, thanks to the mechanical unintelligent pedantry of the Germnn, they nrc them
selves, some of them~ readily discoverable, and they lead directly to solution of tho preliminary 
difficulties; later, they act as guides to the sense, giving form and construction to the unintelli-
gible, guiding and controlling tho conjecture of the investigetor. · 

In a word the study and discovery of these signs is not a· mero scholarly refinement, n finish
ing touch to the work of solution; it is an integral and indispensable part of thnt work. 

The following notes and e.'tnmples are intended to illustrate this point, and to indicate a 
few of the technical uses which the solver can mako of the Satz-zeichen. But it must not bo 
forgotten that the rules given below are not the lo.ws of nature or ev:en gro.mmnticill conous. 
"Anforderung" is not always followed by "Doppelpunkt ", most often it has no punctuation at 
all; sentences frequently follow each other without a "Punkt" between them; " 8-30" is often 
written "830". Some codes scarcely punctuate n.t all. Nevertheless in any codo whero punc
tuation is regular it will..be found to follow the lines indicated, o.nd a full knowledge of theso will 
be of incalculable value. 

L Punkt.- (a) Separating sentences; normal and frequent, not infrequently at the end of 
short, single-sentence messages. ·· · · .. < · (b)' .As the mark of a~breviation: ·· > ·· .. ·· .. 

: l • •• : • , . 

:.· . .::·:! .·.": ·;. · . : : . . _ .. : , h . ·, iGE SCH AE F T S Z PUNKT 

' :.:. ... . 
ST RE ICH H PUNKT 

.: . ..... . : : · . , .. Ar K PUNKT T PUNKT K PUNKT 
R PUNKT I PUNKT R PUNKT . 

. . ... . 

Note especially GE XYZ PUNKT, where XYZ should always be tested for FR, gwmg 
GE FR. =Gefreiter. 

(c) With figures; very frequent. Between a number and tho unit to .which it applies: 
o ' • o : o : o o • o ', ' I .. o o · ' ' • ~ ' • + o o 

, . .. = :.• _ : .. : ·:·: ,· ... ';AN 8 PUNKT INFANTERIE BRIGADE. 
-:. : . ... <: , •. ::. :· :. ::: . .. . 1 PUNKT KOMPAGNIE • 

..,... :=: • ! · X .: 

·. 
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Very frequ~nt in tnbuln~ed messages, bo!ore ·and after (more commonly only aCter) figure 
or letter beadings: 

3 PUNKT ANSCHLUSS VORK~NDEN 4 PUNKT SICHT DUNKEL 
., 

5 PUNKT NICHTS ETC. ETC. ·· .· ' :. ·L·: .. , 
. ' . ~ . . . . . ; ...... , .. . ··· ·, '= ~ =~ : :. ,· .: . : 

Rarely= Ubr. "2 Punkt 30" (see under Komma). · 
. · R egular in dates: "12 Punkt 1 Punkt 18 Punkt." 

' •' . • ,·. ! ' ; ,,·, . tr, . :• • . • .. 

~·' , , 1 ol ;; •;1 • ~ : .: : .. ~ ' 

(cl) After the "address to" and before "address from": ·. · .. 
. : .... 
. .. . : · · · · BRIGADE PUNKT LAGE RUHIG PUNKT UNTERSCHRIFT K T K. 

The follo"'-ing pnir of actual messages affords an excellent e."Cample of various uses of the 
Punkt nod of the incalculable value of the Punkt in the initial stages of solution. On the basis 
of these messages alone some 15 idcntiiications can be made. The beginner should· try his skill 
on these. . . . .. . : · . .. . 
. . . 

(A) TL v LQ 0245 GR 12 UFK RUR KNI ULT RWL RUR UFO . KQT 

KHY RND UVG 

(B) LQ v TL 0245 GR 48 
. RUR RWL ULT KNI 

UFK 
RUR 
RXP 
RUR 

UVG 
RWL 
KNI 
RTZ 

KQT 
UJQ 
KWR 
RYP 

ROF KNI KNW UUO RQW 
RFP UIW KLD .KN1 RZT 
KVT KN! KPG RZT RZI 
ULT RBZ KNI RZT . UZM 

. .. ·. - . 
. : 0. 

' . . . 

UZM UJM RWL RTQ 
KBD ULG KGD RWL 

·. ·. · .: · .. RUR ULT RUR .. . . -. . . . ~ . ... J . • • ••. " 

. • ... • • • • • . ... • t , . , : . - • 

In passing e. word or two on the "Punkt" (nicht da..s Satz-zeichen). This is used in the 
following ways: ; , . 

. (a) Topographical: "Zwischen Punkt Lund Kin Pianquadrat" etc. Frequently preceded 
by "rot" or "blnu." 

(b) As e. word or part of e. word "Zeit-Punk.t" "Punkt-lich." 
(c) As the "Satz-zeichen." This is naturally very rare,· but is commoner than might be 

supposed an·d ha..s frequently been e::cceedingly useful. 
ln general, Punkt (nicht das Satz-zeichen) is a. very valuable group ·and demands great 

at-tention. -It must on no account be called "Karte·np~kt" or its other uses will be obscured, 
a.nd the color identiiico.tions (a very difficult subject, the inv~stigation of which is still in its 
infancy) to which it often gives the first clue5, will be hampered and delayed. "Kartenpunkt" 

· for which there is a separate group is probably very uncommon . . 
II. Komma.-Less frequent and, on the whole, markedly less useful to the sol.-er than 

the punkt. · · 
(a) Normal use-separating parts of a sentence. 
(b) With figures= Uhr or decimal point-Very uncommon. 
(c) Very rarely for Punkt after an abbreviation. 
(cl} KOMMA N D 0 used to be frequent, but seems never to be used now. 
(e) In tabulated messages occasionally used a..s follows: "3 ~unkt, vorha.nden; 4 Pu~t, 

dunkel; 5 Punkt Komma, 6 Punkt unvcrnendert" etC., where evidently Komma stands for 
".nicbts" or the like (also Bindestrich & Trennungstrich) or means that 5 and 6 are "unveraen
dert." 
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ill. Doppelpunkt.-Quito normal in uso. Tho loCU8 da3sicu.! is after "Anfonlerun~" 
but it is frequently after the bending: 11rldung Doppl'lpunkt, Eigeno Tuetigkeit DopiH'lpimkt, 
Verluste, etc., etc. Also found in map scales. (See e:mmplo giYcn under "klnrnm~r.") ·It 
naturally overlaps sometimes vtith Trennungestrich, e.g., "Losungswort : Dcinz" and" Losun~
wort-Deinz" aro equnlly correct . . 

IV. Bruchstrich.-Not frequent but easy to identify and enormously useful. But it mu~t 
be identified exactly; under no othor name docs it smell so S\>Cet. A vngue rendering ~uch us 
Strich or Komma hlnders, not helps. . 

· (a) "1/4 Stunde "-not common, but it mus t not bo thought ~hnu nn t'::mmplo of this uso 
is necessary to prove the identification. The use and ;nlue of tho Bruchs trich wt\S discovered 
independently of this simple case; and the identification can ·now be mndo nnd used with absolute 
confidence in nny code -w-ithout a. thought of.frnctions. · 

(b) Between battalion, company, or battery, a.nd regimental number: 
.. ·. :· · · · · 1/116= Batnillon 1 Regiment 116. · 

·· ' .. ·· 12/94=12th Kompagnie Regiment 94. 
and so forth. • · 

But the usage doeS not stop here. The following is a. pretty "Brucbstrich identification": 
KGG/KIEL (Presuming that KGG·is known not to be a number)=Bntaillon I II or III Regiment 
Kiel. . 

Or take the following equation (signature of corresponding Meldungen on succcssi>e days): 
"RMCfRSJ,.'="2jRSJ-solve lor the tw<;> unknowns RMC and RSJ; clearly RMC=Batnillon II", 
obtained from the order of battle maps. 

NOTE..-The equation R.YC A'lZ RSJ=2 XYZ RSJ is, oC course, easily soluble for the three unknowns in the 
aame way, 110 that the previo~U kDowledge of the Bruchstrich was unneccsss.ry here. But this is an exceptionally 

·mnple a.nd lucky case, a.nd ~UUAlly one ia dependent entirely on the Bruch.strich for this kind oC identification . 
. 0! coune in the later st.e.ges of a code the group Battalion I II III are quite clearly recognizable on other grounda.. 

( TOO value of the Bruchatrich, as of the other Satz-zeichen, belongs mainly to the initial stages so Ca.r as diad 
lden t.Uica tion ia concerned. 

(c) In Machinengewehr 08/15. • • • .. J 

(a) In ~e various phrases "Empfang 2/2", "Hier 1/1 ", etc . 

. ·< XYZ 2/2 
. FLIEGER TAETIGKEIT XYZ REGE 

where of course XYZ= Beiderseits. 
·. · (.s) Sometimes in map references. 

-.V. 'l'renn.ungsstrich.-Tbi.s overlaps with Bindestrich in many uses and until recently w&.s 
confused with the word "Unterschri!t." 

(a) Separating "address to" t.nd "address from" !rom tho fext. In this use it is seldom 
(?never) preceded by Punkt. "Unterschrift"1 which is very common, naturally only separates 
"a.ddress from II from the text and may or ma.y not be preceded by Pun.kt. In "Caesar II RIW was 
enl.led Trennungstrich although this left UUD, a. palpable Satz-zeichen1 at a. loose end. The 
former was, it is now clear, "Unterschrift." . 

(b) As a dash or "Gedan.kenstrich" in sentences, its use is quito normal. Sometimes pre
ceded by Punkt. "Besatzungcn, gesund Punkt Trennungsstrich, Satzbuochor erhnltcn." 

(c) =his. (cf. Bindes trich.) 
(a) See Komma. (e). Trennungsstrich and Bindestrich are much commoner in this con

nection than Komma. 
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·. : ' ·:: .. · 
o • • • • , a o 

- 0 - , -VJ. Bindestrich.-(a) Normal u se as hyphen; 
.Artillerio-Schutz-Stellung •• • • ·· - .::., :_: ; •• ·.· . , .': :: ... _ .,t • •• 

Funk en-Tolegrn.ph.ie Bereitscbnft ·. . ... ... ·.. . :.:.. . .. ;• ) ,.·. :·: ' ... ' ·' :-: '., 
Infnnterio-Schutz . , ... J~ ( · 't • • • • • • • • ' : .: :: : •••• :. • • \ . ; •• _. , . -: : • • • • t ! • . ·· . 

Strnsse M essines-Wervicq . · :. ·, ·: ·: · : ., ·:-: .. ·· .- .. ·.. · ,·; :, 
;. •, · (b) =his. (cf. Trennungsstrich .) . . ·- . . ·. ·. ::: . . . : -· ... . . : :.· .... ::-: . ·:! 
- .. : (c) See Komma (c). : -. . . :· , · . : ···· ·. , ~ : : .; ·. : ,· ·· · . . ; : .,- .. • .. : · .: 

(cl) With figures, in giving strengths of units, (note position of Punkt-see Punkt (c)) . . 
·! ·.·: . . •• : . 

1 PUNKT KOMPAGNIE 2 BINDESTRICH 5 4 2 PUNKT K01JPAGNIE 2 BINDESTRICH 
13 BINDESTRICH 7 3 3 PUNKT KOMPAGNIE, ETC. ETC. I.E. NO. 1 COMPANX ? 
OFFICERS 8 N.C. 0' S AND 54 MEN, ETC. . .. , . . , . . . . , 

' . 
A run of numbers in t.h.is form mny easily yield identifications, such useful words -ns 

Kompngnic, M.G. Kompngnie, Minenwerfer, Bntnillon, and others, which the following e:mmple 
illustrates: · · 

.·:. -,-~ -:·- -· -~ :· 
. . 

UQV KSO KZA 12 KER BINDESTRICH 32 RUV BINDESTRICH 292 RZS KJV KZA 2 RZA RLC - ~ . . ·. . . . . . . . . 

identify KSO KZA KER RUV RZS, and, with the help of the following-uQV KJV RLC: 
. . : 1 . . . . .. . . . . . . . . . . " 

.! .. 

. ':.:- ·i· · . . :-:; 1.;; STREUFEUER AUF DEN HINTEREN UQV . MEHRZAHL 4 • • :~·, .- .::- . • 

SOFORT DRINGEND EIN WAG~ FUER EIN LEICHT UND 2 RLC . .. : ... :; .. · 

· .. · ~ ·VII. Fr~g-ezeichen.-Frequent and normal fu use, but very often omitted where there is _no 
ambiguity. Very occasionally followed by Punkt at the end of a short message. Its importn.rice 
for the discovery of other groups-ist, sind, "was, wie, warum, etc.-i$. plain. The following 
should be tackled. A reasonable cOnjecture can be, and was, made for the four underlined groups 
on these messages alone; it proved correct, and was of great use in solution when more material 
came to hand. (The Frngezeichen is omitted in these messages.) 

DECEMBER 12--69 V ZB ZIF 3 RRR KZJ URE 
DECEMBER 12-ZB V 69 ZIF 9 URE ETC. ETC. 
DECEMBER 12-NQ V OY GR 2 . URE RKM 

~. : ··: .1· ,r . '- • • . - •. 

DECEMBER 12-LQ V GU GR 9 UKT ETC. ETC. RKM • ... 
. . 

VITI. Ausrufungszeichen.-Commoner than might be supposed. Comes after commands, 
urgent and reproachiul questions (Wo bleibt Vorpfie_gungl etc.) and, of course, "verboten!" 
Not of great help to the solver, but sometimes gives a useful clue· since it indicates the general 
nature of the preceding m essage. N egatively, its discovery is a great advantage; for it is a thorn 
in the side so long as it rests unidentified. · : · · 

IX. Klammer.-Rare and elusive. Is usually given away by a foolish operator using the 
same group for the beginning and the end o~ parenthesis-after that the way is smooth. Gen
erally useful when found; unidentified, it is a ·most treacherous and dangerous will-o'-the-wisp . 
. .- .. (a) Normnl-for any parenthesis. · · · 

(b) Very rarely enclosing the heading numbers in tabulated messages. 
Fill in the blanks in the following: . . · . . 

.' I 

ZWISCHEN - - · C UND D IM - 7D 36C - 1 DOPPELPUNKT 10 
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\ Solutions to e:-:nmples: 

I . (a} Ali K PUN'z<T ! Ptnfz<T K PUNKT MITTE . BITTE MORGEN MELDUNG REG WENT. 

· : (b) AN REGHIENT MITTE EINE . P~T UAESsrc{uu~} feuer{~-~~}KALIBER K PUMKT 

: · · ·· · · T PUNKT K PUNKT BINDESTRICH RFP HAUS 7n"'IEI PU?'-fi<T OHNE AENDERUNG 
DREI Ptnf':<T VORHANDEN VIER Blli!IT DUNKEL FUENF' PUNKT ABLOESUNG 
OI1NE NEU-IG-KEIT-SECHS PUi:XT K A 1 ! SIEBEN PUNKT OHNE AENDERUNG 
K! K. 

- ; . . '' 
. · ... I~ mny beobjccted_thnt U J Plnight be zwei-it follows a Punkt after K T K. This is quito fair; 

and the figure identifications should perhaps rend R 0 F eins, Y J P ?2, K L D ?2 or 3, etc. 
The diffic-ulty however would be cleared up very quickly. 

' Vr. GRABEN STAERKE DOPPELPUNKT 12 OFFIZIER BINDESTRICH 32 N/OFFIZIER 
BINDESTRICH 292 MANN VERLUSTE DOPPELPUNKT 2 MANN SCHWER VERIYUNDET. . ... - . 

. VII. Wo bleibt An- ·1 forderunoo · . 
., These o£ course are only "reasonable conjectures", not certain 

.Anforderung etc. etc. 'd tifi t' 
~._r d ? 1 en ca wns. AWOr erung 
1st etc. etc.? 

IX. Zwischen R ot or Blau Punkt C und Dim Planquadrat 7D 360 (1: 10 tnusend) 
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GENERAL HINTS AND SUGGESTIONS · .-. .. - ··.· ··. '1: 

It cannot be too frequently insisted upon, at this n.s at every other stage of code solution, _ 
. that work on back messages should go on concurrently with that on the new material which 

continues to como to .hand. · 
.In fact it is often far more useful to concentl'nte o.n a 'dozen or more back messages, where 

there .are frequently some which contain only a. few untranslatable groups, .or at any rato, 
somd wJ:llch havo reached a sufficiently advanced stngo of progress to ennble the general menning 
oi the whole message to be conjectured. · . 

It is necessary to dig deeply ns well n.s widely in the process of code solution, nnd one roes
: . sage, ii worried ns a dog worries a bone, "''T-ill. sometimes yield more 'ms.n-Ow than several pages 
· discursively scanned. . : · 

It is well never to insert a conjectural translation into the cado sheets, until i~ has beeh 
·: ·-definitely proved. This is a dangerous proceeding and lends either to preventing the right 

meaning of the group being discovered, orto wrong. conjectures being made about surrounding 
group3. ·All theories still ih the ait Should be written on a separnte·sheet nnd 'kept until verified 
or disproved. 

' . ····· 
.. . · 

, • . . 

; .. .. 

•• ~ - • • 0 . •• ' . 

. ~ • • ., . ·_ ... • c .:.: 

.· 

. . . . . . . · . .. "' . . 
::.: =~. !..• .. : -: .... ~ 

_:..'"' : ·£ • .:;:-,·~-=-;:."! J :::- -::~ !_ 

. ... :. 

· . 
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DISTRIDUTION OF WORK 

'Vhen tbero nro severn! people working on one rotlc-nnd the mort', not only the mrrrit•r, 
but also very much tho fnster-it is well to divide tho work nmon~ them in till' followin~ nu\nlll'r. 

Ono should sort nil mnterinl ns e:tpluined nt tho beginning ncconlin~ to pbce of ori:;in, drs
tinntion, etc., others should typo nil mess:lges received in tho m:lnner lnid down t'nrlil•r on. 

Several copies of ench sheet should bo mndo for distribution to those who huvc to work on 
them. . 

All sheets should be clipped together in su~h n. manner thnt they cnn be en.sily hnndlrd, 
and should be ~ept in consecutive order, so thnt their subject mutter m:ly bo chronologietdly 
arranged. 

Others should bo reSponsible for keeping nn up-to-dnto index of nil groups occurring in tho 
code. . , 

One person should ~o responsible for recording nll identifications of corl.o groups in n 
special index, correcting wrong or insufficiently specified meanings ns tho right mct\ning is 
discovered. 

The rest of the a>a.Uable sta..f£ should be tho nctunl solvers. 
One person should be tho controlling mind of tho whole work of tho code. Ho should 

check all theories, be personally responsible for the nccurncy of e>ery" identification inserted in 
the inde:r, suggest fruitful lines for experiment, and distribute nny possible clues uisco\·ered 
among the remainder of his staff for separate experiment. . 

. When one clue seems likely to be a fruitful one, e>erybody should work a.t it until it either 
. proves to be the right one or is d~finitely discarded ns lending nowhere. 

All those engaged at work on the same code should work in hllrmony nnd conjunction ono 
with the other. . 

No personal motives, and no jealous desire to keep possible clues from others, in orucr to 
bave the credit of discovering or proving it, should be allowed to enter into tho work. 

Every mind should be bent towards the same end, namely tho finding of tho first iuentifi
eation to start building on, and the complete reduction of the whole code o.t the eo.rliest possible 
moment. 

Two heads are alw~ys better than one, and mutual discussion of possibilities will lead very 
fa.r on. the right rond. - · 

Nevertheless, after a certain stage has been reached it. is often well to divirlo the work more 
or less roughly on the following lines. One person might concentrate on initinl nnd final groups, 
t.nother on an emaustive study of numbers, another on spelling groups, nnother on common 
words and phrases, another on Hilfs-signo.le, and another on the d isco,·ering of tho exnct function 
of all the various marks of punctuation . 

.At the same time, as the code is an entity, it is obriously impossible to lock up thrso ,·nrious 
things in water-tight compartments. 

The discovery of a group for a .po.rticular unit will help in that of numbers, the disconry of 
a note of interrogation will assist in finding frequent interrogati\"'e words, and so on in every 
aspect of the work. . 

In conclusion, enough hns been said to pro,·e thnt no code ought to be insoluble, gi,·en n 
sufficient quantity of mnterinl, a proper method of work, the necessary qualities in th<.' would-be 
solv~, and sufficient time between changes of the code book to admit of the rrduction r£'nehin~ 
such a. stage as to yield informn.tion even if only frngmentnry. . 

In code, as distinct from cipher, a certain length of time must elapse b<'forc complete or 
even partial reduction is possible. Tho time taken is directly proportionate to the amount oC 
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material to work on, to tho ninount of outsido information or of nnnlogy with pro..-ious codes 
avuilnhlo, nnd to tho number and experience of thoso cngnged on it . 

. I~ n cipher, o. !ortunnto shot mny result in the finding of tho system, periodicity, or keyword 
on tho very first messngo, or at any ro.to on two or three, n.nd tho key once discov~rcd, all mate
rial enciphered in tho samo system is immediately decipherable, whereas with a code, tho trans-
lation of ono message docs not render the other messages deciphemblo. · 
· · · Cipher deals, moreover, with tho moro or less mnthematicnl arrangement of 26lettcrs, while 
,::o9e deals with anything from two to three thousand words. · 

It is obvious to tho meanest intelligence thnt no meaning can be conjectureq for a code 
group until it has been used in messngcs at lenst once, and frequently not until it has been used 
sufficiently often to enablo its sequences to bo e~pcrimented upon. 

A code is not solved in a day, nor ov~n in o. week-not even by a miracle. Complete reduc
tion of n. code can only bo attained when ev-ery group e:cisting in it hns been used in messages. 

N overtheless, it is often possible, ns shown above, to obtain a certain amount of very valu
able information, even when only about a hundred groups are solved, especially if se>eral of 
these are the groups for nunibers and uni~. 

With the aid of the numbers, dates, times of day, · nnd identifications of units are dis-
. coverable. · 

One final word. The fundamental principles of science and inductive logic hold good in 
code solution ns in any other similar study. The material having com~ to hand, the. phenomena 
are present. 

Observation, e:tperiment, hypothesis, verification are the links in .the chain, and when the 
chain is complete in every link, a certn.in feeling of gratification may legitimately exist as the 
result ·of "something attempted, something done", which may help to shorte~ the war if 
C?nJY by 1 day. 
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