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_J � .�.. .. • • : • • i·: ·. , .: : . . . 
Dec� 3, 1919. 

·. ·.· 

It :.is requested .. the Navy Depert;:nent. be 
furnished one copy of tho Consular Code fo1· the ·· 

use of the Co�.a�dant (Sup�ly Officer) Naval 
Statio�, Cavite. This Conaular Code is re�uired 
for communicating with the Consuls in the vs.riml9 
places in the Orient, relative to pending bids 
and quotations on required material which i�forme
tion it is desired to be kept confidenti�l. The 
Consular Code requested affords the only cor.fiden
.tia::t, means of co�unica ting v:i th the "'aric'J.s Con
suls,· 

� 
···: : 

'.The Honorable, 

Sincerely yours 

Josephus Daniele 

The Secretary of State. 

/ cri r. 

.. ' 
( 

j::, ·.-•. 
.. ··�· .-. 

'"'::·': .. ; .·: !· 
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!I ��.,. ... ...,.,..., __ i_., , ....... _,__.s,..""� ""'-""''"'�s>a�&�<1f««� ---v� .. (-A·-----..._.....,._._�,� 
1! . ':. ..�... . • ..-- .- . ... . � , 

In reply refer t o  
co 119.25/408 

1$r\ 1./'� �'.'. � 

Decem�er 12, 1919. :\:�Y'!': t;;t . .  

;{I .. : . . 
.J ,_ •• 

Sir: 'r.:.i�· 
I have the honor to refer to your letter of 

December 3, 1919, requesting a co�y of the Consular Code 

for t�e use of the Commandant (Supply Officer) Naval Sta-

tion, Cavite, and to transmit hBrewith, in com-plia::!lce with 

your request, a copy of the D�partment's Red Code, No. 369. 

A blank receipt for this Coda is enclosed, which 

should be signed by the officer in Cavite who is to use it, 

and forvn�.rded to this Department. 

I have the honor to be, Sir, 

Your obedient servant, 

For the Secretary of State: 

(signed) ALV"?f A. AD:SE 
Second Assist��t Secretary. , 

/=:nclosure: 

Blank receipt. 
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In reply r6fer to No. 

... ·� 

�·. � 
NAVY DEP ARTl\·J:&.'IT 

OFF.Icxn oF NAvAL L�ELLIG:E:::XCE 
VV .ASHL....._GTON 

( ,-.... \ 

tb� :nc t!�od of co:n:::unica tion bo t·::eo:n t!1e naval officer �:1 
chiof of mi:::.:.ion is tlu-ou.:;h the cod�� i!l !X:��eszion of 

the na v:1l c: t tt:!.C he ' • It i!; e:::::tre::;.el:: uc:::ir;:!.ole tn:..�t :::ooe 

c.rran�men t be rnad·3, il.o·:.re-rcr, for co::::::;m:ic:1 tion ':.i. th 

.Bel.:;-r.::.l._c, •:tr..o •::-..:.s retur::;in� to his :;:.10st, ·::lut codes ne co;;ld. 

usc to co:n::unica te ·,7i t.l]. :?:::l�u· Acbir2.l .�..nd.:-o·.7S· at 3.!)�la. to, the 

cot3as. 

OJ3 
k; 
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Chio� o:: !:ravcl O;.J'J::· .. ;tio�:$. 
Ui�:�cto:: c� �:av�l 8o:.L:�1ic�·.tio�:s. 
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Co:-.1.:'-�J�iccl;io!l bet·::cc�! ::!i:tistur::: o:- :!.--:!.:l::.s::::.C.cr=:. ��d 
r-370.1 Ofticc:::s b. fo::cisn co-::1tri0s. 
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-� �dt�I�:-�_h\.L :·: . , :��?: ,)f:�- :; . ; ·.. . _ ·. . ... . -. 

. . . : · -�� :�: · 121 t�-.. �irc:tit<n.�, ;:�n!'�:-onC>3 · o'f �o Y1:.l'C!l l92t>•: 
& �ct!I'J:'D.Lld::im -�� ��- -� ·'t� D!Mtlto:r OZ fill•JSJ.. !ut�lliB€t.ot> · 
sne;gr:.atius t'he..t c.r:.��nt:o ·.b o· mMl� b� \Vhioh o. 6ooo r:ou.la bet 
w,e{!.o svaile.blo ::for co�n!ln:iet'�tiou "b�t*leG!i.· Na":t!l roiil Ste.te do
\w...\"'i.znrmt off!ohltS, · �··poss!bl!f � illclv..d.e ofiWiclo of tl!o ¥+.-- Don3r�:"r�·• · ·- .-... : .. · ·· · · · · · ··· ....... ... . ... �·�".. . 

·: :<·�- ... · .. ' .; . ;•' 
' ,...:... .. . . .- . . . . . - ��: :·-�� 'minu�·

�a �:f thQ oonferor..co cx4""1�ill tho st�te ... . ment .that, t.be ·Asst. C� 11. O . ; said e. �e..-d b!!u·.botm V.Jtj_r�intvd . . . .  · 
t::> coneidtrr e. �<J�"'l.t. CGdth· ·. r:,01�n � tato�nt rre.s ·m�ot:;btodl.f �o . 
\$l.it.;r a �sc;.fp.rehension· ov.uee by c.. ste.tet:J.ont �s by tlw . . ·· 
Director 1It9.-el ���Gntiona. · .It now d�slon{'t that tl-.ia 12t-
t.e:J": vee not- �efeeed � the·.:B<>u� l!Aicb is stprasmt ��""00. 
in pral)<:.ring· a -�oint syat� o:f n�· � :-allio sig:nc1irt..g 
_ epull�ble. ame· w ·the A..� erA. N�.,, Slld. itrtber it 13 not balivvcd _tht:>�t ··.�!le n�od .. . for· euoh � Ct?de ie ��IJa:"0Ut.: Cona1cer!_ns . 

. :�'to very �G",·{ �ecasions , -rilen w.oA a coae �ulO. '!1 .. &·1! � �J 6l'l.! 
. tlloaa wf)ttld. Q� ba in'l.t)�tio.s \"itmro thero ym.a � lieva1 : · 
1"$:profJentetiv�. ,s-.tch eQ a Rs.v-e.:. Atte.®9�· $Zlll ·th� �quont ·. 
�l"� raqo.i�ei 1n �cc�g thoae �etsd o�deo e�:m.fiC.!;!ltiel, it 
in bclS.evod the orlsteu�o·of mzch a eodff �ula. es=.ne zxes.tor 
Cl..lllbs�n.ea-4!1$t t..�"'l rmy �cd it tlicnt Mcot-splieh. Ccio3 arc di�
�ou:!.t to � ut ell :tixroa e.na thoy �muld h� �tri¢ted. ea 
mu.ch ea possible, conzietcnt r:ith nc�essa.� co��niro.tion • . 

· s.· ·It i�·:._·:�e���e r��aoo .tbat -� flop�ta 
ooue for co0l'tilri1�tit;'ll bowecn o�ficials of tha !!a'7 end State 
e.c:pn.rt-:20nte be not ett�rl�O'i· 

·. ·. 
. 

. 
, 4 • . On �ecieJ.. oooseion9, !'I�=\�.1 ofi:!c!� rnit,ht bo 

•r'n.....-:.Li r•�A ,�f� ,�� ..... · �.1� ;'\ '1Qh":.'<",!':..t:,l"'· :;" <::-1.:..�,-t.,.':; -:-,,•f"'·[:.', ...... -!:�.'·""',.1- c�r-.:">•�)' .:,. ,.. ,, ,-, ._.._.,., v . ·..;...;.. • J · J..l t •
• 

,,. \.oo. ..:. � ...... . ... � -- -\Jl:� ti .._ t.,......., •.-......, .,.... "".!.•' 
o. "' ..J'-"""" \• Y � l ,._, w-.J � ·- -tJ 

.nu t:ipooicl ��_z�u.icc.t1o�e, !f t".!C!!S!:t l!,{-'!�L�.'hlo; r�v�l c·:>U.es 
t.i1o-a.lc'. 11e t be o:ut:r-.1..eteli to �t.y-JUt� o�tt!:'i�c the Z:e�-:::.1 ;:;,�·nice .. 
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N. B.X.lld 

At:lt:IUU DIIICTOR N.lYAI. Co••u"oc:.t.no•J 

MAY'f IJlP.l11T11 Ulf, VI'.UHI"CTO•, D. C:. Iff I 
,t.wo ll'U TO HO. 

' 

NAVY DEPARTMENT 
NAVAL COMMUNICATION SERVICE 

·' \: �\ �,\' l-': �:- 

"' t;. \)-'\: \t OFFICE OF THE DIRECTOR 
\\ \'� \S ·-.-

WASHINGTON, 28 t.pril 1?.20 

�emorandum for Ad�iral Bullard: 

s�t. 
The State Departrr!ent (Y:.r. Sir::lor, of the State De

pertment Code Section), in reply to a telephone request, 
inforT.ed the Officer-in-Gharge of the Code and Si�nal 
Section that the Minister at Belgrade would be directed t: 
send Admiral Andrews a copy of the �tate Deportment C�de. 
This takes ct�re of this particulc.:.r case cnly. Naval 
�tteches are stationed at London, Paris, Rome, The Ea�ue, So
penha[en, Medrid, Lisbon, Pekin, To�io, aio de Jeneir�, 
Buenos Ayres �nd San tiago. 

CaptAins of-Naval Vessels are prov ided with spare 
cc�ies of Nsval Code F, whi�h ttey rney issue to rny acent 
or consul o r  er-!Jone which in their opinion requh·es iL 
F �odes so issued·are to be wi thdrawn by the offi�er iseui�g 
the!n v;ilen the condi tions .:i1ich reouired their bein;.,. i:::;::ued 
n� l on[er exists. 

- -

In vie� o� the limited cox�unication which tF�es 
�lace bet�een consuls en� nEv&l officers, the diffi3ulty 
of keeoinc codes secl·et end the n�cersitv for f r eou e�tlv 
c�an�i�g � odes, no a0ditional code is co�siaeref dece���r y 
�!, de!:.il"�;ble. 

If t:1e codes :r.entioned in o: rz;·rc:.oh 2 are no: co!1-
sidered adequate, it is �tronfly-rec��n�nded thet the State 
· ·�t"· : •·t-·ent Sl"O�ly V�·�ni VoC'• ' .:>l"- "lith •J r:t(:l ... e l"lo�--rt-:e>r.L "''"'C�0 - ..... :::' ....... ··· �-1·' ·'0.\:c.- ""' '' " · '�;;; -. ' - • w ..... -"' � · � �·� . .. - ... v , .. J -, 
lst: b� caus e fe�er codes �o�ld b� ��qui�ec to sup)l; consuls 
�·:iti'::; twvsl c�ue a;,d 2r�c: it is co!:!.il:�re the r::v�· �s a ·n:1ole saf�;:ue::::d codes :E')re effecti\:cl" tt�� do -:- ;.., .:::. �+;:.._e :;�--· - ., ·-· .., .... - ""'v .... v - -

:)art:!:ent re!:n·esenta tives. 

,. ,., -· -
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. . . � :. . . . .. ,.· . . . . . . Op .. ll:--ME� 4:/29 · · .'::1st Endo1·senient 
9023-261·· .. _ ·::; � .:. . ... 

: :;:_ :1:.! ::·:: ·. 

_ �--�--·:: . �.: .. 1�.·-�:, _ . .  • .iJti,�i�ei ORANDU14 

_ · ---� . ... · :fi .. �:Yt-<:�·::- . ·: :·: · _ _. . . 
_ ,  

From:: . .. -: - :-'<�: · Chi�f �f: Naval Operations. 
To: :·: · < Director.-_:o:f Naval Intelligence. . . . .· . .......... . 

. . ' . 

April �0, 1920. 

Subject: : ... ::·Joint C�·���:j�� Ns.vy and State departoents • 

. � ; : .· : f�·;i{:.�:::': : .. ·. , :;_:��{�����:�:��£.:;: .· . .
. .. ,;_:::-::,�:-�-- �: ::.::_ :_.�- .- .. ' .. ·: ·. . . . . _:. ·�:':'.·. : 1�<- - Forwarde<i· ·fQr :;J.n:ro·rmat ion.: �in conne�tion.with tho ques- .· . . ti.9n �6 f·= - estapl�ahing �8;1rn'J .t¥.l ': · code--:of ·communication b�t"een . ·._: 

: Navat officers:· snd �b.ase�dore e.nd ministers . in -foreign countries, 
. ·:·:·which ·wa� s�gge�te4 · by,L�he : · , offic�< Q� _Naval Intelligence. _Further . 

'•:. .  · - comment is requested'\q�:�s--::�: ;�-1 : ·:· : � . . · -�':_,.,:.-· .. -. ··<· •. 
'-:- .. . 

. . . 

·. :' .. :. :;:·\· . l! , _ ,
_

·.:ti:\·� : - :�lJfjj�[· ; - '_ · _ , ,: 
_
. _d :� � :��·

-
n�t:h�s:n� 

.. . . ... •( :.. . . �-. !·�· . ·.... . . . :.-
. Op-16 · · -· :·: -;· -= . .. .: _·,:,·2nd Endorsement ....... . 

APN:ALH .: : �:: r:·� � ·. .. ·: 
;�\<-'.> ... 

From: 
To: 

·. _.Direct·� �- ot' Naval Intelligence • . 

·. · ·chief o� Ua.vs.l Operations. 
• ; "< • • 

3 May 1920 • 

· 1. . Returned • . Some solution of this question is 
urgently_needed. It ·is requested that the Secretary of the 
navy be requested to -�i te a .. le tter to the State Department 
suggesting that the State Department furnish one or more of ita 

. code a to ·each flagship of :.the Commanders-in-Chief of the various 
naval forces, wit4 a view �o having thee issued to ships, which 
for poll tics.l reasons are 'eta ti9ncd on the coasts o'f foreign 
countries where it is desired that the minieters ehould co�uni
cate with them. It is a·curious fact that there is no wey that 
ministers, ambassadors and commanding offi9ers of ships can 
communicate secretly� ... � . . All messages· bet'lreen such officials should 
b e  confidential or secret-and some means should be provided. 
This correspondence suggests that the State Department furnish 
the code. . .. ·· . .-,: · • . . 

.
. 

... • · .. .... 
A.B. Niblack • 

. . r ,. 

OJ? 

. 
� ��� �� � 
, . . . 

' 
: � 

v.:: 

___ !·-� .... rr ... �· ;--��;� .... v ... :�1 L���;.;.;-};;..i,r •. :E'-J.-.... ,q....;;},-,.c��: ..... : :�.;.;. .. .i:;t�:::...-:: .... 2�Jo·��:i.:.; :�::!:.!· �t::.!.:, ___ _ '_!:if'..::.:�·.:!l�l:r;:.:J:t:!!. ���}.:J.' �ii-s�.!.;.�;��� �.Blr;�;= ����u:.r�� rr.;;:�r� ... t�::..Lrl.::t ·'.!�! :�:.:.,�� ·bi ���;
·��tC�� ���:J:� �:,G���:�:ie:m;:, \· :;,m::��:�� 
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·
.<�: .:· : 

. . : �. ® ·.:��Rl���{X:..� : . ·.�· 
. . � �� t . • . .. . \o • .  ): '·t·'· .. t{;9 . . •\: •' 10:·'.. .... •. . . t$1 :

. flffik� 

.. c.iJ :�;�:;;�-� . ; ,j:{!; � � �-,{ . .
. 
· : ;; !l�-Y 7 • 19£0. 

7 I ' . , . - , .... : .. � . . · ! :-� .  ,., : • . . ·- . 

e 1�'; m� :�·:·��� ;�' ,�.:�. ':?[; ��it: j! .... : . . 

' "; : ;,;.,' ' .. . ·.. . . . 
. . .

. 

.. ; it. hea . ··:bQen broiiib·(·-tcf· the attention or· t.tis Dcpe.rt.ment ths. t occaeions.· i"re<p.lontl3 a.riae ilhlch .re'luire secret co:n:lu.ni- · 
cst1on bet�ecm ·afficera.-of th�· "fJo.v7 e.nd officiulu · of the !:!tete .D::spart::1ent. i.ri.: vario'll.a�:pnl'ta.� of tha ·.1-:crld; ·end. for the present, ·· .. t1H�L'C! <irlr!��-)io '-' 1:'ee4:il����t-for. sncb;.·:cou�1cat1o:1a�· .. · .: .. · .- : . ··: . ;. ·;�-: ·: 

.,· ' .. ;·:: ! :! · :�� :.'.::,_:::��� .a-::Yr:· __ ... > ::. ;:/�!t��5f�;���m: .. ·�·: :.· . -� . . :.:;_\:�;-r::. :�.i:J>: ... ;· .. : · � > .. .-.· .. ·::·· ·: ·>:. :, :·. · .... •
. 
· . : ·: . . · ... 

·.:.f:.· : �-h�-� - ��-�at:�o�.--�8¥�t�\tte· u·scif .. of �,a· cpde· �htch wo:.tld b? ·· .. t ·· 
equ�p.y .. ·a��_v,!W1o.1.e :�q,: ·��� , ,�:Gquiring ��ch co�.wz:ieatlon.. J.l.c(j · :: .. . 
pl·o_;�e�tion .. :of .·a scpnr��.e. :. �OQC !or 3UOi'l u.s� ':.Von.lu. :>oc:t to be .. 
tm<lc�irablo��··ag tho ridditio�.:or. � extra:code for t.:w"ly p;u-poGo 
onl�-· nJ1.tJ. io ·:_the d�g��e�::·n.�t�mlinrr· tho· ueo . of other cod eo 
:-;hich sb;>uld bo e.:--:..:ra!nl'ly . .'glla.rde·i· · 

: . ·.. : . ··. . . �� (::;··�.::· ��- � ,: ; . � . . 
-l have,. 'tcC.:!'GfOr�;{ tae · plDUSurO to . CUeeeat t[l..et, if &C

CCsilt!lble to tr�o �tG.t�-.. ,�part;.."lcnt. a cert.n1n n�-ubcr or co�ioc of 
e eu.i. table Stn.tc De.?!!lf��ent ·code he fu.rniehcd thb Coclc r...ud ;;i1s-
rt:::.l :iection of tt13 nope.::rt!"Jcmt for lssu!J to oo.r aevorel . 
Co:::..--:-.. undur3 in Chiaf. '�lllo. ·1n tu.rn ,1..,�1<1 issue tl::o:il to Co -n:nt:..."ld.h•s 
o.:fice:::-s of ehi:>� a.nd"othor ofi'icicl3 \1co woald find. thC!."l�elves 
j_n locali t l..es -i7hcre 1 t WO��ld be clc�irsble tO CO::t-atmicnto accrct-
ly with o:t!1cinla of the Stnte Department. 

·.� .. · . .;..:, : .· �·· : . : . 

It. 18 no� hc.<:OS��y.·. t'o add that every· a�eg�d pro�i<ied 
.. 

filr t.ho :3o.fe ke'c�)ing ··cit· the· Il<:rv��,· s codel1. tho metl".od o! uccount
o.ullit:r o.nd ise:le. e'tc�;::w<>uld be ap_plied to 'tilo State Dopart
�ent.· o:Jdes 9 end et ru1y instant 1 t Y:1ll bo knoiiri in wl:o3o cul:3tody 
tt-e Cu?Y oX·sny p&r�1c���r coue reate • . 

. � t � .: • :··· .: .:. It 1& est1�tod· th9:t �l!ty cop_1es ·of the coda "tiould be 
n�ple to supply all needa • .  : 

· .... . ' .. · 
. ":• 
.: .. . 

Josephun ·D.:mic:s 
Tee ilonoro.bl� 

?he Secrott.:..ry of Steto. 

.. 
. . 

�> 
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D E PA R T M E N T  O F  STATE 
W A S H I N G T O N  

I n  r3ply refer to 
lB 119 . 25/425 

1 9�0. 

T"� Bcmorable , 

Tm Scc:rotar-J cf the 1-;S.vy . 
Sir: 

Receipt is ackn c,..\l edged o f  your letter o f  1� 

8 ,  19 20, ( 9023-261 DNC ) ,  '\'O"ht;rein :Y"''U stat e that oc casions 

freque=.tly eri se which require secret oo�..l.Dicat ion be-

tween o fficers of t:r...e ll:2vy 2-nC. officicls o f  the State De-

partr..ent in vr.rious part s of the •·.c rld , and su.eec stil'_g 

since m re:ld.y means for such co::t':'.mi ca.tio:n now e:dst 

- tlnt this Depa.rtn:elt furnish cop e s  o f  one of its cc-ies 

t o  be i s s-.1e d  to Cor:::Ltllldinti o:ficers of sr:ips c"ld other 

offic i�l:::; \<ho u,ight find it neces�r.r to co�::...::.mi c:J. te sc-

cretly with oificials of the ::>t::;.te i)e!�rtwcnt . 

'?be Dopn.rt1:xmt re[:.Tets t:i:.:.a t. at tl-.e presc::t t ir:c 
it m s  no code viilich it could iss,lc for this pucy ose. 

possib 1;; 1-�'Ve a code fro� w�-...i cb e s..1flic icnt s.1pply co:.:.ld . .. ..., 

be in s-..:. �::1. to tbis Dcp.."l.rtmo t , to be fon:�r�ei to sue!: 
w nsul�r officers with v:r.v::1 i"; is l ikely it would. be . 

neces:.2ry t o  cor.l! .. unicat e .  

' •  . . . .. 

OJS 
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I have the honor to be, S i r, 

Your obedient servant, 

For the Secretary of State: 

Second Assis tant Secretary. 

(RETYPED FOR PURPOSE OF CLARITY) 

0 1 1  
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:b'r 6 m :  
To : · 
SD:!5J ��C T :  .. 

Com�anding Offi c � r .  

u . s . s .  'i LC !.'_A I 
.At See. 
1 7  Dec e :7.1) f:; T  1 �l2') . 

Corr .. mrln ier , Spe ci al Ser:i ce � qu. eo.T ·:: n . 

C o i e  for communi c 8t i o� w i t h  C on s� l sr e n� Dipl o� e t i c  
Ofi i c i.  2� s .  

1 .  'i'he C omr.:an!li ne O f i i c c:r t:as en a nur::ber :>� oc c � s ion s 
in t � e  pa s t y e � r  b e e n  emh e r r e s � e d  by t h e  l e e �  of e sui t�ble c o ie 
-�.-.)T C·)rr:.";mni cati ng c o nf i (te n t i �: l l :J ·Ni th d. iplose t i c  r e r.Tesente t�.vr: ... 
01· C ')Unl-ri e s  v i Ei t ed . 'l'i�e r e  E r e  frequ e ntly t i rr:e s  •:J];en i t i s  t o  
the h e s t i m;ere sl; � o f  b·) th the s ·:if. a !li  l:.mericen co!1SUlar o�· 
�ii rl oma ti c rerrP. sent e "Giv e s  that .,:; e letter b e  co�mtm i crt e d. '.7i th 
s e c r e t;J_y . 'i.� ime i s  u su a ll y  l ost ii" ot:.r r e :r r e sen;:,e t i v e s a sr.o 1·e :11 
n0t kno� ?i e sh i p ' s  i n t o n i e d  v i s i t  or 1ep�r t � r e  o �  the e z p c �  
t iP-Je 11· e i the r . .7hi le ·�.he 'l.'�C·Jl::.A v1 e s  vi si ti!l[ Selvr. "iorsnean ·:Jater s 

lt'�.t f>u�:"I;. e r  att�r the Cebre r a ·1V Grth r T.' ,  �·!i th i n s �.:r-u ctions t :)  kee-c 
in t ·lll C h  nith the U . S . �.�ini s�e2· e� Gt1ate!7ial e. , i� w e s  n e c e �2ery 

· 

t0 de�end on th e Lerrab e e  C od e .  Jh i l e  t he l a tl;er i s  ver y c�n
ve ni ent in SJrr,e re(3pec t.s it i s  c l umsy e.nd c e!'l only be u se d. by 
rr ev i ous e.Breement on e key-wo r d .  Rhi le t h e  l eg s ti �n ru er i . 
i r an t i:is sl: i i; ·:ies i n  Guete�rd.s City l 2nt S:pr i :.J B  t n i s £c:me un- . 
s�t.i. e r· r: c t or y  c o :i e  he.d t.) b e  <10 r e n 1.ed �n . "=.)ifj" i c u l  ty wes c n <.:�·q; rt e: r 
e d  i n  sa·c.i si"2c torily c ommuni c: a t int: ·;Jith t h e  Ctarc:e in 'l'egv c i [�el]:·e 
l e s t  �cbrua�y due to lack o1 E c onsul ar or l i:pl oos ti c c o de on the 
s h i J:  e.·vl t�e i nE- bi l i ty o :f  ::i.:" i n �i i n �: at the nor:1ent a th;rougr· l;,' 
rel i abl e r � r s o n  to ccrry a key-�o:rd from Amspale t o  the leie. t i ')� 
i n  'E et�u c iralJ.:a . 'l'he Cc s ti ne ,  i ·� i s  kno:m ,  t:l s o ,  had to arrr:nc;e 
f �r e l e r r � b e e  key-nord w i t �  �he Consu l in Sen J 0 s e . Coste P i e s ,  
in t l':e e:� e =tency i n  June 1919 . .J:.s e. �-.::nercl r1.:.le ( :n· i n  r.u� ny  
c :: l::e s) tr .. e c :J n su l e.r or iipl :)r::e t.i c r e :r r e s en ·.;et.i ... : e s  h � ve n :> ;; b e e n  
in, '"'Y:.:e ·1 ( 1e�� i n i te ly at l e E s t ) b�.- t.?:e ::-.-.�:.e Jer.ar t;-::ent ..,:t· ·.:. '�, e 
} "t' ) !': )  . . c:ti,:e ':i si � n Jl t r. i s  ::t: i} i;;.rinL t r: e  ; � � : �r0 r·r . "i.'re Cor:i
r:!m: ; i r.�� '"'-±': i e: e.:- \li.:t no1, �l�E; r:1 i :  ,·::. s!: ·, ) i :;:i '"'Y :·;: tr! e  ' : 0 n �:u l at 
. · ,... ., : ;  , ;:. ; ., " "' 

pl c- 1· ... · .,- -·1 � �· 1� 01· i- 1· �· ·· ·.· n c·( "- C "· .; , c , , ; co ' - ,.., .,· l t::; '�-· ..., .:.r··, "n e r  
• . •  �. �.�.t:. .J - C  ... J .l �J ._. J. .. -.l �.�-.1.t" J .. o.l _"-- - � - �:;;; "" - ' """ , _ _  i. l.. . , ... (o� " " ""' '· · · · '-' .-. 
1 �·: :.> ·• . I n  -. r ier ·.; -, ir!J.' ·)l·::: ti:e : .. �:.i: e ·  .. e ::: c ·� :..;;; e t ·.· �:: -=.l e 0 ' · ... t �  •:i 2 it. 
:1 ):.' i :·, J:r osrs c t  t'r: e C on�ul a ·.; ; ... c:: ::: t :u=. ·� •·! a s  :re q'.: e �· t e :l ·oy t h 8  G ':'·!:":
r.·.E.::1 l ii'!.-; �:.." l i c e r  t.. ; �er d a ::.e s s�::e i n  e l l(; ·.; ) "�:·: c- ::.· ·):!' L�! r . 3y 
-:..':11 s r�-:o t. i �.: ;; i :"!�- i.r:f: L"ini sl, e :c  r:n; -:.:r. l ") S � i ro l c  :iE:.i ��; ; .. : .n · i.1c f.V .1.:. :1 r: l. � s  
·,� �;; ..::··;; "i. S •.iC '- ( ··r ·:J::. s l"": \l t  :u:. S �  >):-.:· :. :"!,,_� ) l. e l e j:ltoni c •:!:.r: n c c � i C' n  C O-
l·� C e n  � ? n  J 0 e e  2� � t n e  Uepi :£1 s � �  i� i s  e n  e J l - �ey tr i p  ty : r �i n  

•t r • •  . .;. ... . 

f. .  I t  � �-: t:!-!t::· � �· �..,:, ·: ; .. � ..;  �:: .... ·?r1 i c- ;  � :·. r �· f!: i! s - r: i.,  l eF s � , z f  i }  .. �: 
'-i1 i,. · i i . · .; :.: ·.:.· - ·r· { · }l' ;•:i : e �l ·.� i �> ... 2 :; '�::7 0 .. �.' � e: ; · .. ·.� , ·""'"l.,�·'�S'!' "'.:, ·" r :·i t \ '2 
.. r .::!·:-: -r f'C , �r;. : tr: b:.. e i' ) '.:" � . e: s�:t-.:�" ... 2' · ·:: ·v�. :�:·.e  � . ·: . -_:: :: ::;�. l s �:1 j_ ·ii }� ::_ �; ·:� � ic 

.: . � r  . ... : f! ·. : ·: ... : �: .  T. :·; e·:·! :· r:, ·: r: r. t  -- ·��  i �  :" E. :i � ·. '· £ '  ... : i :  J:.." '"L. ! : l � ,:e £ :: e l .  
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56-WRB 

From: 
To : 

SUBJ ECT: 

Comma nding Offi cer.  

U . S . S .  TACOMA 
At Sea 
17 December 1920 

Commander, Speci a l  Service Squadron. 

Code for communi cati ons wi t h  Consular and Dip loma t i c  
Offi c i a l s .  

1 .  The Commanding Off i cer has on a number (6f occasi ons 
i n  the past year been embarrassed by the lack of a sui table coee 
for communi cating confidenti a l ly w i t h  diploma t i c  representatives 
of count r i es v i s i ted. There are frequently times when i t  i s  to 
the  best i nterests of both the s h i p  and American consular of 
di plomat i c representatives that the Latter be communi cated w i th 
secretly .  T i me i s  usua l ly Lost i f  our representatives ashore do 
not know of a shi p ' s  i ntended v i s � t  or departure of the exact 
t i me of e i t h er .  Whi le the  Tacoma was v is i t i ng Salvadoranean waters 
Last Summer after the Cabrera overthrow, wi t h  i nstructions to keep 
i n  touch wi th the U . S . M i n i ster a t  Guatema la, i t  was necessary 
to depend on the  Larrabee Code. Wh i le the latter i s  very con
venient i n  some respects i t  i s  c lumsy and can only be used by 
previ6us ag reement on a key-word. Whi le the  Legation guard 
from th is  sh ip  was i n  Guatemala C i ty Last Spring t h i s  same un
sati sfactory code had to be depended on.  D iffi culty was encour.ter
ed i n  satisfac tori ly communi cat i ng wi t h  the  Charge i n  Tegucigalpa 
last February due to lack of a consular or dip lomati c code on  the 
sh ip  and the inabi l i ty of f i nding at the moment a thoroughly 
r e l i ab le person to carry a key-word from Ama�ala �t o·. th�-tegation 
i n  Tegucigalpa.  The Casti ne, i t  is known, a lso, had to arrange 
for a Larrabee key-word w i t h  the  Consul i n  San Jose.  Costa Rica,  
in  the  emerg ency i n  June 1919. As  a general rule  (or  in  many 
cases) t h e  consular  o r  d iplomat i c  representati ves have not been 
informed(defini tely at least)by the  State Department �of .the 
prospective vi s i t s  of t h i s  s h i p  during the past yea r .  The Com
manding Offi cer d id  not deem i t  w i s e  to i nform the Consul at 
Mazatlan i n  pla in  Eng l i s h  of h i s  prospective vi s i t  of 12 December 
1920. In order to i nform the M i n i ster at Guatemala of the  v i s i t  
now i n  prospect t h e  Consul a t  Mazat lan was requested by the Com
manding Offi cer to send a message i n  code to the former. By 
thus notifying the  Mini ster much possible  delay may be avoided as 
there i s  not (or was not Last Spri ng) telephon i c  connection be
tween San Jose and the Cap i t a l  and i t� i s  an al l-day trip by train  
one way. 

2. It i s  therefore recommended that sh ips - at Leas t,r.sh i ps 
on t h i s  duty - be provided w i t h  a copy of a code, other than the 
Larrabee, sui table for messages w i th the  U . S . Consuls :and diploma t i c  
repres entatives.  I n  any event one i s  requested f o r  t h i s  vessel .  

Is/ E .  S .  JACKSON 

(RETYPED FOR PURPOSE OF CLARITY) o.:_ 3 
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R�,..li:R TO 
No. 

From : 
To : 

SEVENTH NAVAL D I STRICT 
KEY WEST, FLORIDA 

OFFICE OF THE COMMANDANT 

21 December 1920. 

c omms.n dent, 
Chief o� Naval Operat ion s .  

Subject : Red Cipher Code . 

£Dploaure : ( l }  Copy o f  letr rec6ived from �erioan 
Consul General . 

1 .  1 am enclosing herevith copy of a letter recei�ed 
from the american Consul General et Havana , relative to a 
method o f  001!2nl.l:lication between his office e.nd the Con:.mand
nnt of the seventh Nevel District, by cede . 

2 .  lt �ill be noted that in this letter it is steteu 
that special c ircular Consular Instructi ons �255 of the �a
partment o f  �tate, notify e onsu1ar Ufficers that the �ed �ip�er uode had been placed in the hands of cer tain �avel 
Officers to enable them t o  c ommunicate with the �onsulat e s .  
lf this code is still in u s e ,  1 t is requested that l_.be fur
nished with a c opy. I have alread� found on s everal occasions, 
the nec e s sity for the use o f  such a' c o d e ,  and similar cases 
are liable to arise at any time. 

0.:.. 4 

�� " 
� I. 
' � � -� ,· 

L-... �, 
f• · . -
,. . . . .. . 
: ·· . ·t,  

� � : .. - .. 
I 
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· · � �=·· v 

H.ebe.na ,  Ct:ba. 

Captain J .  L .  Latimer, 

Ccomandant �cventh �istrict, 

Key West, �lor ida . 

::> ir :  

� ��;..c•·., r ,.,. � 

� 

vecember 13, 19 2 0 .  

I ackno wl edge your letter o f  vecember 8 ,  1920, 

relative to tho d e sirability of a method of communica

ti on between your office and this consulate- General by 

uode. 

I find that by S�ooial uonsular instruction � o .  

255 o :f  the lJepartment of State, consular o ffic ers 

were notified that the Had uipher uode had been placed 

in the hands of c e rta in nnval office�e to enable them 

to communicate with C onsulates through its us e .  l f  

your office has been provided with this c ode messages 

mey be sent to the Consulate- General by it,  but I 

:find no otcer mstllod provided for by e x iat inB regula-

t ion s . 

Very rospectf�ly, 

HURST 
Americnn Ccnsul- Genernl 

872 

t 
' � 

o.:. s 

L· 
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65'196-51 

206-226 

3 Spe c i�1 S c n· L: c  Sc• tAn ·1 ron 

U . S . S . �))!..P!:I I: , �·l £: t_: Sr: i J  
hc1b oa , Cenel :an e .  
31 Janusr�r 1 9 :.!1 .  

Commcn der S·::t:: c:i e.l � e ::.··: i c c  � ·�r e .:i :r -, n  
Secre t.ery oi t. n e  I!�vy ( 0pe�a ti ·:>ns)  
C o ·ie f o r  co m:mnic2'ti on ·::i th C onsular 
an d Di:plo�t:. ti c l) :f:':f:'i e i e J. s .  

£.::1(.! l ·:l sur e s :  ( 1 )  Cor:1r;;en:i.ir:.::- ·1f1' i c er U . S . S .  '.i1£�  .. ni.'.l' S 
1etl.er 56 -;'8}3 

1 .  I r e c orPJ::end T.het e c 0 � c  · othe2.· t.!:�n t n e  
L e r rshee Co�e b e  adopt e d  »hie� Di l l  per�it. ve ssel � o f  the 

�re �i r-l ::kl''-'i c: c  ;:)qu r·1ro!1 1., 0  e; )�:::uni::: c tE ·ai th di plomet.i c 
en l co�su l e r  �fri c i e 1 s loccte i in t he ercc of activi t i e s  
) .i ·�.-h i � :: q u . .f: d.r on • 

2 .  The n� c e 2 �. i l.."i o.:.· Sllc h e c o i e h es ·oeen 
·;·.'f' . . �• �:·:; -.... t-::> my at1;en"Gi ·)l1 in C ')�1 Y C:!:' S e l. ion ·:1ith v�ri :l1�s c-:-.:n
f!1.8i1 l ing oi :: i c e:c s oi· >: e ss e 1 :3  o:t t h i s  s:rt: r dr o:'1 ; en:l i s  very 
·:.t e: l l  e:q�l aiDed i n  the e nc l o su1· e .  

I sj H .  ��� . K�Yldl 

,- - . 
f 

o .: s  

i · .. :...:: 
, .. :-

-�.SJVf?tf:Tift-10?;:T?2:�s=��;.:·7:T7:7f:-::� :::rr..;!T::=:7::::::�;::::� �:'!':"�: ;·, : 



C 0 M M A N D E R · -----------------

65096-51 3 Speci a l  Serv i c e  Squadron 
U . S . S .  DOLPHIN, F lags h i p  

206-226 Ba lboa, Canal Zone. 
31 J anuary 1921 . 

From: Commander �Spe c i a l  Service  Squadron 
Secretary of the Navy (Operations) To: 

SUBJECT: Code for communi cation w i t h  Consular 
and D i p loma t i c  Off i c i a l s .  

Enclosures: ( 1 )  Commanding Offi cer U . S . S .TTACOMA ' S  
letter 56-WRB 

1 .  I recommend that a code other than the 
Larrabee Code be adopted w h i c h  wi l l  permit vessels of the 
Speci a l  Serv i c e  Squadron to communi cat� w i t h  di plomati c 
and consular o f f i c i a l s  located i n  the area of a ct i v i t i es 
of thi s squadron. 

2 .  The necessity of such a code has been 
brought to my attention i n  conversation w i t h  various com
manding offi cers.; of �essels of t h i s  squadron; and i s  very 
w e l l  exp lai ned i n  the  enclosure. 

/s/ H. F .  BRYAN 

(RETYPED FOR PURPOSE OF CLARITY) 

o.:.. 7 
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· ·-·-.. Sir: .. 

... 

· . .  
- · ! : . . . · . ..  

Attention 3 b· E :  
--

'7, ">"!6·_• o 1"·� .,.. ...... e ( .-. } -n,., ( b '  �- ... -l',... . .
... ... r l c. A  -:·n· .. J.' -M -"·� ·-�-� ,... -�. .. _ - ..:...a.. - .... \: .• , 6 :..· .. ;.. '-.. ...... � .: .. "' ··· \. . """ .;. . '\.;  ... u.a. J - ;!.,«.;. ... 

t i o n .  Tto inst£noe � c �u i�in� coD:id�nti�l c o�ffi�n 1 ct 
t:'lon l'Gi'O:l"Z'E:<!. to .t;?cU OCC�S:i. O;;_eii by the· recent Ocblo 
c�n.tro'Ve!"cy. rn· "itJ';'7 o:r th & lcn.:�th •4 £ ti::'!c t��c i!ed 
Cij.:-he!' Cct�.e. b�,z h�Gn in cf:t:aot, it ic cor:£1�ered. it 
c�.:::inot �c relied tt}jon ;!o·r cny -e�gr<!t- or secrecy� It . 

1 G r og::."c'ttc:l thore · 1e r.o E e7�:W. Co -le �·lh1ch ·uUl }-<:;rm1 t 
o:f so wido e. d1 atxi b tition C $  to C:;n�'tlle. ·. , . 

: j .!).s: a mosra-: �f o�nfi tl.t:';tlnl ' · ooel.rm.m.lcstion 'bet7reen ocrtnin· off1cEJrc . . of thi.· I:cvy t:-11.<1 repl'f: r;eut f. ti l,'O s of the 
�:t!:.tc Depcrti�r.t ;· = v:r:.i �?l' l s  ors.n1i'€: ztly to ttr: beet 1.n-
1.�r{q �tG· oi· the t.ini tc� St:.:to a ,  · nna sa 1 t 1t .holi�ved s!1i!�S 
r: .n d.  stet 1ons to t't.10� the o<x.s- . . o= cliihcr r.dght b� i� !::"UEd. 

·- r�l' e  'ne!F·l c  IDet.tlG for ·1 tta ;r-rotcction · rind l!�fc cn::.ctoq • it. 
is t>�t;estcd n rGgulri.r rnc;�.ms of coni.>i:J.c.ntir:l co�-:u.tl i c�ti cn 
u�(:d by 0cn�11ls in their oonf1 <1��ticl. oo:llt;�.lnicct ion with 
th� �tote 1}t:pn.r ttwnt bg oon!d.-ierEld for th1a Jl'llr[--one. 

. . 

I:f this doe a not . Gf.f{;C-r fc2ciblo; it 1 s  L UC':tt,C Etf:d. 
thnt- th('l 5ecl·a t2ry of .·stc tc dac1ennto Q rcpra eentf!ti·ve 
tJ u onfer · � 1th !L;,:r.ep:l'escnt�t1v& . Of th e  lJevy Dcr,nrt�e:lt 
with o v1ow of ·li,\;.vp'\,ing u �c�..ne or c cm'id.cnti�l c ai;--:unio: 
tion t o  mt-;-et t he  ebc-,c roquir�mcnta vrh1ch �!ll be: s�tis
zr. otOl'Y to b-:-th !kpP.rt_:rs cnt o .  

Sincerely you:ra 

:'n c Eo:1-:>:-ubl e ,  · . 
I "' - � ") , � , J  -

Tho S;.cr� ��ry of Stgto. 

1-'•1 '"1 "1  0 '-'"'• '!-' '� C: { ') \  ... ' .  - - �\..-. ... t . - IJ � (a) Lette!" llG�-20 JI�L/JF Frcm Comd:b . 7tt N c�.v el Di st:: ict 
(b) letta:o from .Arre r i c �"'l Con�nle::- Servi c e ,  Rcban� , Cubs 
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In reply refer to 
(X) 119.251/986 

The Honorable 

DEPARIMEm' OF STATE 

WASHINGroN 

The Secretary of the Navy 

Sir: 

February 12, 1921 

I have the honor to acknc:Mledge the receipt of your letter of 

February 4, 1921, in regard to the desirability of furnishing naval 
vessels with cipher codes to enable then to a::mnunicate with consular 

offices. I regret to say that at the present tilre this Departrrent has 
oo code which i t  could issue for this puqx:>se. Solie years ago your 

Departrrent was furnished with a number of ropies of){ theft Red Cipher 

Code of this Departrrent which copies were distributed I understand · . 

arrong naval vessels, but there are no additional copies rcw available. 

Your suggestion that a representative of this Departrrent be 
designated to ronfer with a representative of the Navy Departrrent 

with a view to adopting a rreans of confidential cx::mmmications to meet 

the requirarents of the b.o Departrrents has been ooted, and I am glad 

to designate Mr. David A. Salnon, Acting Chief of the Bureau of Indexes 

and Archives ,  who also is in charge of the Telegraph Office of the 

State Department, for this puq:ose. Mr. Salnon has been in cx:xrmu-

nications recently with the Military Intelligence Division of the 

War Department with a view to sane arrangement with that departrrent 

such as you TXJW suggest i."l connection with the Navy Departrrent, and 
it occurs to me that it �uld be very desirable to arrange a con-

ference between representatives of the three 

i- :.. 0 � 3  



t 

Departmc�.i'"lts, as I belie·:e that an Inter-Departmental Code for the 

use of the three Departments could be prepare:i without a great deal 

of difficulty or expense and would be extranely usefu l .  

I have the honor to be , Sir, 

Your obedient servant , 

/s/ D. Bainbridge �lby 

C-o-P-Y C-o-P-Y C-0-P-Y 
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01f i ce of · the Di rector 
64747 Nava l Communi ca t i ons 
51 JUN 29 21 

--75 

PARAPHRASE 

From 
Action:  
V i a  

C i n C Asi a t i c .  
Opnav. 
San Diego, Ca l i f . ,  

f-1 7084 

J-E 

2018 ( 435) Commander i n  C h i ef a t  
present h a s  no means of confidenti a l  o r  secret 
communi cat i on�wi t h  our consular servi ce.  
Recommend that t i n  C be furni shed w i t h  copy 
of State Department-�code. I t  i s  requested that  
I be i nfomred of  a c t i on taken. (o34. 

19  
20 
1 8  
00 
1 1  
1 2  
13  - Orig i na l  

C j n  C A s i a t i c .  

3 1 5  pm June 1 8th, 1921 

(RETYPED FOR PURPOSE OF CLARITY) 
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UNITED STATES NAVAL FORCES. EUROPE • 

U. S. 5. PITTSBURGH. PLAC:SHII" 

O l �JT- ( 0 )  

1 e g c: o 2.· !1 , I � -.;.1 �- • 

9 .J�!:.'ti.':.:.i��· f 1 c; ��;; . 

Froi:l� 
'.r O  : 

. · Com:nan.der , nav8.l Force s 3U;{O P� . 
C b i e f  of n avel Ope rat i ons . 
C o i e  f o r  c om�&nicet ing � i t h  state 
Department re�re sentative s .  

.!.\Gference : ( � )  CNO let . Op-20-G, S .C .l 7 7 : 1 8 : 1  
o f  21 De c el1!·o e r ,  1923 . 

1 .  The c o n t e nt s  of t h e  o.bove r.; fe:cence are 
rJ ot cd . 

2 .  T h e  C o��ande r �sval Forces 3urope rc�u c s t e d  
c.dc1 i t i on�l means for corr_-::t:nicating w i t h  st::.te Depo.rtr:ient 
repre sentative s for t h d  re�so� t hat o c casions have ari s e n  
�tere t h e  S t a t e  Depurt�ent d i 3 t r i b u t i c n  o f  C . 3  .? . 423 ii� 
cot c o vu r· t:.l l o fficials \'J i t h  <.:hem it vg..:.s mcs� (t_� ::.;ir2.ble t o  
c o:::,::ntiic�te b�; rneG.Ils of s a c � a t clespe.t cb . Or•e o f  t b e sG offi
\:L.:ls · Y:.:.:.s ··t be 1.!':3< .. t�oba,S S�.!.dOr t o  S.fl:-.:.in �H.;<i u�a o t l': � '!,' �� hG u .  
s .consul �t :i.�e ir:� l • 

. .. ·.•·, : ' 

3 .  It i s  su:_r.se s t � j t!1 :::.t � !}e s�v ..:.tc �) o _;,:::.::. .. t .�!J!it 6.is-
t r i o u t i cii . . ot :·c· ·:�.- .? . 423 be inc::re asa l t o  i r.c ludf. sll :::iL :.:. s ;;>  .... ' ::> ,  
l-:! ;!<.lt ions: t: ... ncl Consulate s • - ...: . . . . .. ... . .. . , . .... · . · . 

4 .  Sir1ce t h i s  ci phe r i s  [.;. :n�1·e t r az: s p o s i  t i o n  
Ul.'j.�:.Ln�en:ent ���r;d t h e 2· e f 0 :re e :.: si}�· bro}:en b�· 8. C !'�rn t o :-:-rauher 
e:.·.: :i ein ·. :6 it has be �11 in tl30 n �.� t h e  !�O.'l:t' for 8.. ccnsi a.e::·
:).Ll ] G  _pe r i c cl o f  t i i.Le , it i s  , . :.:. t. e: c.� :::id.c ·!·.;d. <..:. s:.• i:e; ::.e �s o f  
s e c \ i n g  o.n Li:pvrtant O.esp::-..t c !i . .·-'.<1 
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CDPY 

Op=30=G 
S43 

Sir: 

CDPY CDPY 

(6 August 1923) 

August 7, 1923 

In reply to your letter file 373-151/189 of August 1, 1923, I have the 

honor to inform you that the Navy Department receives the publication 

of the radio-telegraph section of the International Bureau of the 

Telegraph Union direct fran the Bureau 

Thank you for your interest in this matter. 

Sincerely, 

The Honorable 

The Secretary of State , 

Washington, D.C. 

O J 2  
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,C:OA'CSa Or?'1CfAL COMN:.J'MCAT1CHI5 TO 

THE £t:CI<I:"l'AAY OP' I:TATI: 

DEPARTMENT OF STATE 
WASHII'-:GTON 

February 4, 1924. 

Code and S i gnal Cor ps ,  

Navy Departme n t .  

A t te n t i on L t .  Leventh al .  

Dear Sir : 

In r e sp o n oe to yon.r te le ph o n i c  req_ve s t  

for a. l is t  o f  t l:e Cor.sule.r Offic e s  t o  w!: ich the 

State-Navy Cipner has been sent s i nce i.�a.y , 

192;.;:,  I take plea sure i::-1 for;·nnding herewith 

a. compl�te l i s t  o f  t�e offi c e s  poss esEi�g tbe 

cip!: l; r ab ove referred to . 

Very truly 

I 11� -�- 1../-v I 

C!l i e f ,  Bur euu of Indexes & A:rcr. :;.ve s .  

033 
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0:5'P I CES POS�E S S I UG 

�lg ium 
'-C'osta Rica 

'6e �lr:,u:rk 
vbo�:linic an r.e pi.lb l i c  

Ecuudor 

Et;ypt 
'1'inland 
v&'re ece 
i'uatemala 
vHaiti 
"iionduras 

Liberia ? 

��'llexico 

I-.;orncco ? 
../ . lh caragus. 
)Panama 
./ Salvador 
../_ Uru8uay 
JVene zue la 
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j • 
i 
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OFFI CES TO \',·i�ICH S?ATE - l!AVY CIPHER E i! S  BEEH FU�WI SP..ED . 
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Para 

Pe king 

Pernambuco � 
Por t au Prince � 
Port Suid / 
Saigon¥ 
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Seoul,/ 
�· h . ./ ... nang &?-
Smyrna ./ 

. / Svmtow 

Sydney, N . s  . w( 
'l'ar.1pi co 

Tene riffe/ 
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Trinidad 

Valpara i s o / 

Vera Cruz 
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Yokohemu '1--. 
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. ?.r,tQr��co is on�o t() t;� ·ttlt-:� �rc� tha. ofiio� e! 
� �  S·sc��"t.!47 QZ S.b!i.t��,.· f11� '?A ll� .. i!L"/&n. of 16 .!io76��r 
l�t!.1e enclG.ts:tng.:t;���c� �o. �r�· Mt-&1 1 o�to�� 19M. �om t.be �-i�t;-.n l.�s�.tlon �t r�.��th · .Ctu� • . in \?-�S,,� .�:ov. 

: :  ' · . .r�:.k.a.: lt4 !til ::�3��C)�Q��:�b.':iZi �� �{l"\f . ])·::E�34 t:;:. �m; :�!fijl�r ��-��h 
· · . :- ?at!t;Ol.�nf tho ··'I��!Y; · x-.st:v1 6�r�. �i�:1· 

.
. t.t. ec�: �f . t!l� : 

·. .:l �� �·'-.ttS"t7· .J�� ." Vii� ·.-t� . ' �G-W.r� �e:!!i\t�.� . d�l.a.i s . . . · •; <. . .. . . . .. �.' .. . ; . ... =: .. ;'��·:· .': ·:� .' �: -.:: :  .'��. :<;··· �- . . 
� . . -:· . . . or .' 

• . . ; . .  : U9o.tl ·t�· �3;ipt ·f1t : t� p�e·f!¢�n let��'!' � th$ . 
S�·�rc�ry o: ·Zta�,; : dAt-4� l'* vr..r..:mzv l.�a4� ��!t:t�3 � t2:c C&1:0j(;et o! "¥1::� t�9.W-��'='Y : .D�::;�-���$rit C :l!)lu·r, \i'�}l103 G! �he 
Gt������ ·D���rt�ent · Ci?�e� ���� !orr1�av.a t� ta$ co��· 
��nt� S!:ctor.:E�h �:J.."n.i..1 l>1t;��ict � CUrl t. e .  ; . l  • •  �Cl· f�r-t.t.�r 
;t.��..to t� ·.tr.:o YtJ�l}�l� tr! ·,-til� ����::? ?t.tl"'l . !�o:-co. · 

. '24o . ·������ � :··i£;�·q�!!t
.
h ���i· ��:�t;i�·�·: '�ei��rtt'ci t� 

i t;tm:.e ot t:'lt! �iph�?:- t�· t!le< !�m.3i.:e r-a t:-ol l'�ra� ea of 
s -!una l�C·� . �n�:i"fi��n�� the Coi!l�nder o! tM 'I&!lgt� 
1l :.1t��l Zor�0 nt!t<i::�tt· th� I£n'7 !iep�t.�nt th�t. t.h$ e�ta-zr�vr 
Ci:!}hn:O h.�d b�(;!l r�!ie1 Ted. b,- �.ll Vt.Hl�la 't!ll.6� hie cc���d wi�� �h$ ��O�;>tt.q.n Q.t the O . � . S .  ?.lOEOli. 

: :  r:h� : ni'f.?"Dit���t .. �:O�r· �� ia��· �·t,�p�· : i� ·'c��.lt!l ::.�f . 
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721-160 
Op-20-G EF 2/12/24 

S i r :  

Reference i s  made t o  the Letter from the offi ce of 
the Secretary of State, f i le  FA 1 1 9 .25/591 , of 18  November 
1924, enclosing despatch No. 2�24 dated 1 October 1924 
from the Ameri can Legat ion  at Peki ng, China, i n  which  des
patch i t  i s  suggested that the Navy Department supply each 
vessel of the Yangtse Patrol Force w ith  a copy of the 
Sta te-Navy Code w i t h  the Least poss i b l e  delay. 

Upon the receipt of the previous Letter from the 
Secretary of State, dated 1 �  January 1924, relat i ng to the 
subject of the State-Navy Department Ci pher, co�ies of the 
State-Navy Department C i pher were forwarded to the Comman
dant, Si xteenth Naval D i stri ct, Cavite, P . I . ,  for further 
i ssue to the vessels of the Yangtse Patrol Force. 

The Commandant, S i xteenth Naval D i strict,  reported the 
issue of the c i pher to the Yangtse Patrol Force as of 
9 June 1924. Subsequently the Commander of the Yangtse 
Patrol Force advised the Navy Department that the State-Navy 
Ci pher had been recei ved by a l l  vessels under h i s  command 
w i t h  the exception of the  U . S . S  PIGEON. 

The Navy Department has taken steps to expedite  the 
deli very of the State-Navy Ci pher to the U . S . S .  PIGEON. 

Respectful ly, 

Curt i s  D� Wi lbur 

The Honorable, 
The Secretary of State, 
Wash i ngton, D . C .  

(RETYPED FOR PURPOSE O F  CLARITY) 
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:? r o m :  
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Cor:lr:1o!!der · 
U . S .  S-pe c ia l  :) ervic.;e S q:.:.a cirO!l 

'J . S . S . Boe:he s t e r , Jlags:: i l' 

Pa ssbge fro� 3e lhoa , Canal 
to A r i o n ,  C i: i l e ,  

2 9  J'.l.lr l9a� 

C or:1rr�C 21der Sp e c i e  1 3 e l'Y i<.: e � '1 u.u d.1·o�1 . 
C � l· e +' o -f' r�a .... al r'l1) e.,..r � 1· O'l� ( '=' e:r� ... • · el'"d ... .: - ... .,., .. .£,.. v- ... ,J Ll ... io.,.l ' -" ::: • ...., v � �· 

;;>ubl ica tions S e e: ;;  ion) . 

Sub j e c t :  C . S . ? .  f208 - r e qa c � t  t o  r e tain i n  u s e .  

1 .  ·.:: ;:e C o rn:!lBEdcr S:;Je<.:icl S e c:i e: e  3 �::.1:. 1!.'0!! , v:v.s 
i ssuPd r e g i s t e i·ed 11ur:1b e r s  1 9 6  C:!ld 356 o f  c . s . r .  zos. i:l:i s 
c o d e  has b e en sup�r s e de d  a s  a �uv�l C J � e .  

2 .  'iii·!ile in c o�a!li o :i'  tb e Spec.;i <..ol S e ::-vie:e 
Sq,u.a ilron, ?.ee.r _.;.J.:ni rel J . E .  :::>c�.� �; o n , \! . S .  1;\.l"':.�Y tuTnE-i.i a: er 
one ot t h e s e  pu'0l i c £: t i ons , :nu;::b::>r 1 9 6 ,  t: f-c e r  i t  huU. been 
su�)er s e de d ,  to -;I:e l.aui s t e r  o f  ti:e -:Jni t�d. S tu. t e s o t  ·.;:e;3-
uc i��lpa , :io!'ld.ar!;l s ,  who Ho:,·; J:e; s i t  in ! t i s  !'c s a e �.:. s i o�l b!rd 
::��s ;lS €' d  ti�is e:od.e i!'l comr:mnie:t; ·.:, i �n v.i'th t::e Co::·l:n�!!r4er 
S :1 e c ial ;)er-;"ice Squudron , due to i.n&.ti l i  ty to (; v�ununie:ate 
s:.tc c e s sfully b:,; m e <:rls of C . S .P .  4 2 3 .  

3 . - I t  i s  r e<.: o :nr!ie nd. e d  t�t:.t :.:nc )l?!)�.r t:·!:e l}t <.r;..tt;l:-
ori z e  the }? r e s ent S o.;.wdron Uo;-:::3tmd.er to <.: ontinu.e tl:i s 
a i.·ra r.:-semen t .  

J . l .  lo t i � e r .  

3t_; l '/ 7  - l G  

;. 

O J 9  

�)..."".;. 
··: z;���;:::;�:;:.;:��f.0;�rn�;l�;;:;:J;;: --�-:=�T:J�1�rn:?nr::::k:-u:�� �)(lf'rf!Ts:�:�_:1��.:r:;zl��,;r:=::/�:�0-�/��·.··tir:r:rr;r;?�hnm; 
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2�-8-25 

SD'SJSCT :  .. :<: Confi.d.entis.l·-Cv!Ir::noica tio:l wi tn Am13rican Uinister 
. : · · .  · . -.-<·.: .. :a. t Tegucige.;tpa , Rona.u.ra.s • . , 

R�EkJTh�� .. �}�[·i�� ��1�) ·.;:� ���
-
�:��r�·oi�� · s�f�ri�e s.quad.ron .file A 7-3( s26 L . · :· - . �0 

• · j !  { ·:-.. �\;���-; �:���:i���t�:j�{;�;� ;i:�{�� s��v��� squa- :,· / . � dro!l' sts.tes.:� t.�t hi��-�red�;ce �sor �� · gi-ye� to :t�e .u . s .  !.!ini s- · � :  . . . 1 
tor at �eguo igal:pe a·::.o.opy;::of C .  S .P . . . 208 for the purpose o f  c on- : · . l 
duct:.ng nec � s ae.ry . eecr,e� �.:<?·o�unica�ions ,-pe �ween the Legation ·: · 
and the ·special Service - .S quo.dron e.nd · r e quested .a.u.thor i  ty to 
cont inue this. in e�f�-c� · :1�- -��_ew o� .. �?e difficnll �Y. o f  using the . ·_ : <. 

· . . - �" 
s tat��navy · · q iph�r 

• . _ .·. :.: �·=t?<t:r�>; . ·� . ·
_
;r::.;..-�·, _' ._, .. �.-·-

-
��:·t:·:,�·�·f:;.:.:.:�,

-:_>�. \ ,. . . . . · : . ·;· � : · :.�� 
· · 2 .  c .  S .P �-; .208 .�as been· 'Su.perseded :by C � S � P .  · 414. ·: · r� 

. . . ' . . . . . '• . 
��-· 

. 
3 .  · · The instruc tions in the front of c . s .P .  208 ,  ea �ell 

a.s C .  S . P .  414, . contemplate the use of thi s  .c ode by "_4.gents" ancl 
therefor e  under the circumstance s  it s use by the u . s .  Minister 
et Tegucigalpa i s  authori zed, it .being understood that th6 u . s .  
Uiniste� has b e en cauti oned as t o its secret nature encl the cere . 
necessary to. prevent its · o·omprooise : and that · ·the C o.Il'l.!:Je.nder Spe- · ' · 
oial Service S quadron will b e  a c c ountable for :the c opy i s ��ed 
to the lJinister. However , as C .  S . :P .  · 20_8 .has been supersed.ed , a 
copy of c . s .� .  414 should be i s sued to him, ani all c opie s of 
c . s .P .  208 shoul d be d e s troyed by burning and report made to the 
Cilief o f  Naval Opere. tiona ( R egistered Publication Sec tion) . 

4 .  I I.i.  paragraph two o f  refe r enc e  ( a ) , i t  i s  ste.ted that 
" d.u e  to inability to com=.u:::lice.te S'l�cc e ssfully by means of C . S . P  • . 
423" C . S .? .  208 v.a s use d . This i e  the f irst repo:;:-t that ha s b e en 
r e c e ived since i t s  i ssue in. 1921 , to tt.e e ffec t that the stcte
Fa.-vy Cipher could not be used st-,_�cess!ully. It is :req_uested. 
that this offic e be informed o f  tho s e  un£at isfacto:;:-y feet�res of C . S . P .  4 2 3 ,  SO tr....a.t proper & c t ion c�n b e  tc}:eu to provide ade
.JU.t:! to :ne uns fo;,.· co::.1fiden tio.l coc:!U!li�.s.-;;; i �D. unC.e:r co:�di tioas fo:r ��!-.i ch that ciphe r ;;as intended to be � s e d .  I t  \·:ill b e Tcr; mt:.ch 
apprt-' c i a  t e d  i f  this report b e  msde r.i til as r:1uch d.e:eil as :p o s-
r.;i 'b l e .  

E . W .  Eberl e .  o � o 

W!� 
f:;�f� .· 
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Z. : . ;·: :�htt Dtpu.rt;m('J!lt do eo t:.ot concur ·in .tbo . rt<coo::,�rl
d!ltj,o!l thst. a e1'eoinl. stat� lJ.:;.vy. Code aook bo pr-oTide\!� ·_- : .� . . � ho �eo�;�S�%7· ����ret .

. 
oo�n.1¢�i ;1o�a. e:.'{ahnug�d · bot:tJ�c�· �ho tT-Q 

dc�e.rt�ta are' : e:;.:t�tly ··ltm�_tcd in. et\ou.nt · r. ud  gen�r�1.� · 
l<>.oD.l 1.n .'.(Jhr:�r:wt�r. · /A : .eoA!l ··�>ck. whlen �\L!.d . trit.i�aotorili 

. ·. fuJ.t1ll rtt({ui�tm�nts w-�ul(f �(:;·· Y�t:':J l�t�l) ·had ���t'.f!.i� �· �nQ. 
· .. woulJ 1'ro�� t:l. ccyptog::9.p�1(� y!.(,ff-.pJint b;; ·:r.n� l e;;;!l · cee�e tr..'Ul 
· cit_;lu�=a. I il ·�-ould :·�orto�·�r �f.id t.� tna �alrt-•::..�;� ,.f&'!."C-9 t\iabel' o:i: . 1: :)e1i,; u \'Jht�h t� 13 · no.� · :le-ct)l3u!lcy to p :r·:>YiG.e fo:t tl".o l1o...,.nl. . 

nc::-qic�. P.or . ��ho. l$.�:!1 !.�t !lll:l � � :!�nt1.nl3.y l.oc�. �0�-n!lf c..t:;•;.. i<nlEi 
reqaircd b()tlr�eo c.."l�ps r�n?t officiolo �f tlt.{l stetet !;�;>t.x!;��nt. 
e i11her he= lOll.tf boon :re�ogni�ed co �eius �r; battGr �:i::ptcd. 
thtln eod�. · · · 

. ·.· 
' . 

4. !n ordor to put t� p�otio�l te$t c � D . ? .  'ez. 
t'$'0 c!!ict:ra . .,uo h:.td Jlovcr bc:for� u.eed. i t .  �Mh on.elr>her�ti & 
t!lt:e��i.ge. on.e� ot 2Z and <l«O o 'f  2u w.a·ila. , ThN::s "'�wo rn�e!H�ees 
W3�e then a�eipht::rt�a· by tt th�rd oi:n. eer -.ih� h!i� r.c\"�r aeen 
t�:.e c i phttr bc:f�ro. I t  x-e <;.1.t1\'cd. o.u.� of.!i ocl' 4.,:; �iltt:a c.H� 

'""': . •• : t . . � • . �� ;! . 
:- ·... .. , 

.· · . : 



Op-20-G 
sc 177-18 

EF 

W.S E ti R E T 29/10/25 

From: 
To : 

Ch ief of Nava l Opera t i ons . 
Commander Speci a l  Servi ce  Squadron. 

Subj ect:  Conf ident i a l  Communi cations with  American 
State Department Off i ci a � s .  

Reference: (a) Comdr. Speci a l  Servi ce Squadron Secret 
f i l e  1705(949) of 20 September 1925. 

1 .  Recei pt of reference (a) i s  acknowledged. 

2 .  I t  i s  noted i n  paragraph 5 of reference (a) that 
i t  1 s  recommended that C . S . P .  423 be  superceded as  f o l lows :  

: ::it i s  U�It'":� s �:bHi .e�ed.:. that .. ,C .;'S . P . i 1423 should 
be superceded by a State Navy Code Book i n  
whi ch code words are assi gned certa i n  meanings 
and not by a transposi t ion code. This  code 
book to be s i mi lar  to C . S . P .  414."  

3 .  The Department does not concur i n  the  recommen-� 
dati o n  that a speci a l  State Navy Code Book be provided. 
The necessary secret commun i cat ions exchanged between the two 
departments are  extr.emely L im i ted i n  amount and genera lly  
Local  in  character.  A code book which  would sati sfactori ly 
fulf i l l  requ i r ements would be very Large and expensive, and 
would �rom a cryptograph i c  vi ewpoint be far  Less secure than 
c i phers.  I t  would moreover add to the a l ready Large number of 
codes w h i ch i t  i s  now necessary to provide for the Naval 
Servi ce.  For the L i mi ted and essent i a l ly Local  communi cations 
required between ships and off i c i a l s  of the State Department, 
c i pher has Long been recognized as being far better adapted 
than code. 

4. In order to put to practi cal test C . S . P .  423, 
two offi cers who had never before used i t, each enciphered a 
message, one of 23 and one of 25 words . ihese two messages 
were then deciphered by a t h i rd off i c er who had never seen 
the ci pher before. It required one offi cer 40 minutes and 

(RETYPED FOR PURPOSE OF CLARITY) 
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tl:.'5 o tee�- :5l' ;4Sir:.� t�1:L to e::.C.1-:'>!!e-r -��o i� :lt:JtiS}.�n; tun th1r&. off10el' )_·�-."?.trl.�ed. ·-��� t-our t.o- de6ipi!m:· tbe firnt, ur..d mth �he 
· ����f.ent1s ��� g.:aJJ..if.Hl �.tl¢!1)berni .tha •'HWC;�d 1a u.i m1uilte1.1, 

. .  :. · .. ! ( � ·. ·,:..,_� .: . .. . .. .. ... . 
.. 

0 

· .. � � � - ;-;_.£> •. -_ . ..; .-:>'Hroo. th.o ··ao-ovo t�.st -it ia. believed that t� ·· 

.oipb.oi· �tin. ·'hi> . cu.cceas:M� f:!.ni �xj,G� ti6f.!a!y t:�a. B.fte� �, 
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SECRET 

the  other 35 m inutes to encipher their  messages; the t h i rd 
officer  required one hour to decipher the fi rst, and with  the 
experience thus ga ined deciphered the second in 29 m i nutes . 

5 .  From the above test i t  i s  beli eved that the 
c i pher can be successfu l ly and exped i t i ously used after two 
orr  three practi ce messages have been enci phered and de-
c i p hered. In v i ew of the L i m i ted number of values i n  Code F, 
it is bel i eved that the use of C . S . P .  423, after short 
practi ce, would resu lt i n  greater speed and furnish greater 
secur i ty than that code. 

-2-

(RETYPED FOR PURPOSE OF  CLARITY) 0 � 4  



-. .. 

� ···� �. �. 

·,,· ��� ..... !" 

, ,  
·! !  . J  

l l 

. . 

· . . -_ -. .  

" .. -� 

. { 

.. - ··: . .. . •. :· • 

- -��-- -
: -· 

.. �· : .  

. < 

:·:7- .. :::.�f�nm.: ���?.- - !::R . r�l!. • .  8l,_:-�·�f�I:, 
;> ·:�;,_,�::; ::rt:�}�. r:r��r;.r�- . 

'' '\. 

: .. ·· 

-· . 

52 

· · T ... ;.,,'l .... r· :-: "+ et · """'-• #j"- ;!r..� ��.;..-�,.. 1 cv >r, +"' t.:" .-t ""'"'"'r ; '"''' �� ,.. ... �.., ,.�,... ��- - : n ... ...... ... _._· �-?-·" _,,_, . ..., w · JUV·� \...! L.:1 _ . ..... .;u..,.. -. �1 -,�� ... _. v . .. .... �- -v� -v ....... ,....,.. :....& -- � - -.;.. U 
••• y.._ � � -�� _,._,..,., "·"-!"�- · -t:-i' tr:t �"" · 1 · '"-:ft., � j c",. ... _."C! Cr'_-,_· ... t-e;:1_ _·F1:��"'::� � l'!� ·.r� .. --· _-,..,t� �..:W i "!""'\·' � ��t..:.. .. v ,.,_....,. " 4 •. :>�-'l..,:;•, • .;.."'f ·_ # .._..J.. • •. .-.·�� .. � "- � : - " �·,"""·- � ,  � -· "" " - --- - -
C!!i€i', u •. s . · .l..zic.ttc -YJ.C.�'!,; , -o!"�6 C':f?;{ cf -the �it(l.tc-2;�z;·,7 Cip1101:' 
bce2·i2s re��stcr �!'00�� 1�5 • .  

· . ·· . : . }-':ran ooave:r�:m.tiO!l tilth : ��-xm. · 7.\-:"'-.s a..��to it o.-:�J'tc-� that t£·.£ 
-.� ..., ; -� � -. 'b..-n.e·"' ' T: "< ,._-:.,. ·�n� r. ·:-.· . �r: .-.��'�"'"-in!· .,-,.,. � �-...-� � r> r,· .... •,f �,.r· • .-: � n"h ,_· r.::. v - �  .�"""-.l' ".J.. .,._ ....,� . �� , . t,.;.L.. -..;. ... ..., � . � ..,  .......... ...:: ·-'-'.-. t..;: .. � ...... -' ""*':.'" \,.;, _ -
.•. ,.,,,·1.,;.�iA"'11� """"-' 1 1  t'ho . ... ._. ....... ,...�'' '"'�-":!' ..... . :> 4�r. � ... �-... � ,.,...,r.. o;-t-"\'1'0 ,... �-!· ·�, .. R "' ... "t -.� ;;v �� " v� � . J,.,; V - -.� �- 1!•-vi: , _  '-'c/ V • •�-v .. , ... �� -.v ;.J'.;;,.� .,., ....., _'-,..... "' �.J.- ........, .. �'(. ,., ,.. ,.,....,, .... t."-"0. -;:>c .. • � 0  t"-1.'\ - �.,� - - n(�.,..., .... ��-:-...1.. ""- .... h,.. c -..,.,.,.,.,. ........ r.,e-n ; -:--> cr-•. �_ n...,_ . .. . u.v�-,'-'""'-•VV - .;.. 11.1 • .."-� � �l""-. ll•�t . • -...,,i.J·-:..4'i.lt-,.,. ;.. V ··-. U� ..-..... ...., · �'V.:.�"-'o. ._. .... .._ . ........ v. v 
-cr .. r.. ,.a,..sir;:�io Flcet� ··troul�� ·o-e to.  :=:o:-m, j.y trn:l�fcr� 't�:-.i.o �opy 

t ..,..... -l� .. , r � ,..,·"cr "' -.:>5) ' ..:>l'"'ffl � 'h � r-.·- -r� ,._... .-... 4-r.,",...t ·· to -"·)·c '"'.:.. .-. + ,.., \ 4-v "- ,. uv� .&..- ;..:....t ..!i., .J,..i.., . .L v...;..a · "�" "-' .l .... _ic ::i ;· �.�.,..l·' . ..::- �� .... � "-"-'"" . · v� ....- v�.s�wo 
<:�' "'""'D..,.. ... ...,.o....... -rn o-Ac .... . ... · .... .. ... 4..1-·•'\ _ .... , ... � s  ·c� bo"-"7·· t� . .... """ ..- -.� - ,..,- �. U v:,� ..- .,. ••• ....,.,..s.ll• •'- .:. '-4.  .. · v.�.li .v ...... ...., ./- ._...._.--.:..:. '--a. ·.a... • v:....;.. :.v . J.i �.t1.J .!-;l.!:_:··-:,4 � 
n �, . ..,..:. ""'"f't +i'ln �t(">+e· -n�-.- '"'�4·-�·.-:.:· ..... .-- -:7 b•.l":> ""O��<.,-."-i"7 � ��  '111. ��·(d · �· � r-· ·"'-·"'"-"' �L\... \1••¥ ' \o.- V  tJJ V:tf� t,; • ..,._,.._u �J � \,.. -��..._,.u....,� �'--cJ-VV .,\_f ..:!.. 1J _ ...... 
rcq-ce:::;tcd th;:� you· fo�"wc.rU. t!'.J.3 of:tlo-9 a t•uce:J.:pt c·f tr-�sfc�. 
A r:-u..-_:,coste\.1. fo!"...l of tr�a!'c:- rocci-yt iz enclosed • . . . , ... 

·
· iJpon tl�G ·trn.naf��- o:f� t�in (l:l.e co�:; of Stut€-Iin.V"J' Ci?hc:r• 

·t:::.c Cor.-.:..-u:.;W.G:- .. 1n �.....i.of, . U.-3 • .:'�sin.tic .'Flcet� _}¥ill be . ;:">;Ollavca. 
of c!:!lrt:;e, n:-d tho rccor-ls of t:1:s c:fice w1:1 · 12h0rr tr.at t:�!.s 
on'J co�y -.;e.o :c-ctu�'n01i tq the: c11ctcd.;v of the Stet� T>e:pu.:.""t��!t . 
lt i� :ru:-tl:c� ::-:-�:.;;cn�ell. tt�:�1·;:;, -+.;�c C�:1�� c.t SLn:i�I:Cl .. e l)c rr�lt-. 
�b�t CC..\'"i.£e1 o� thio · tJ.·�-4!1Cft.:� r.:.::.1C. t�:::t .-.. c �.c,::o�o i':'c:n thut 
ci.!�!:c:. .... tl:� :::r:.:!.'!: c .Z  1l::-!.��:.l iC .. (:;�:ti=:! .. c::tirn t;�err.r��1, ·�;"t::.t 5.� t:lc 
i"'��::.."':�i:�; ''C .. S .�·· .  ·��.':Z 11 ';.)"1��!-� en �1.'.C O�.l� ���C.C C�-::'C:::"' ��:2� O;:l t 1iO 
;:: �'G� �!l::._3"C· • 

?1�Cl,�: it! 
::.i, .. :n::::l b:.,. t:.:.te 

C.!l:!J.o r,<:�1. 
i�;.;-::.e:-ic� 

""' •-:-
.. �,... . ; .  :�on:.:t t;(;:c) 

T.t..l c:-:.Lt . r.o���1ilcr·, 
i�: ;:-�.�,:�c • C o  ·.:c :.:....;.:-� 

'· 
. . 

,
: 

.
. 

.\.
�

. 

�-1 _ .... _, '-'"-j�-1. 

"'t�r." .""\1� ! � �  _ ,_ ...,. _ .,:,.  v 

. -· 

r· •. 

:�r:��� 
t�; 

?�r:-�. 
____ -_; ·_._: .. _ . ...;.;._;..:-_'._r=_·_:· . ..:.·:": ::.::._· �.__: ;;_:_r. .. �-.:.;: :..:.: .. .:.�:..: .. 

:.:..: ;-._ __ :·..:.:..:.: ... · :..:.=-.. :_::..;: �..:.� .. � �..:.,-.-.:..;: : .... '.._i ·=---·--_-_· ·:_:·_-_,..�:..�·��-... � :.:.�:..�-=:..._;·__,�,_; ..:'.:.� ·�.:·.:.� ":.., _ ... _�_-·:_-::.-_�:��--::....,-'; __,7 .. • .. ; :---_o: :_·--'": :". -_ : ,..._......,.., _ _ _  
'

_ .: _ :-,:_- ··,-:-::.'"7_:7:7-T��� � �f,-:r� i:,·::::: -."; :�; .::\ � ': :·, 



(,..... c .� 

EF 

Op-20-G 

31 March 1927. 

MEMORANDUM FOR MR. D . A .  SALMON, BUREAU OF INDEXES AND ARCHIVES, 
STATE DE[ARIMENT. 

Under date of 29 Ma rch 1926 the Amer i can Consul i n  charge 
at S i ngapore, Mr. Hugh J .  M i l ler, recei ved f rom Commander i n  
C h i ef, U . S .  As iat ic  F l eet, one copy o f  the S tate-Navy Ci pher 
bearing reg i ster number 1 2 5 .  

From conversation w i th you t h i s  date i t  appears that the 
most exped i t i ous manner of a c counting for t h i s  copy w h i c h  i s  
techni c a l ly sti l l  the property of the  Navy Department and now 
a c counted for to the Navy Department by the Commander i n  C h i ef ,  
U . S .  Asi a t i c  F leet, would b e  t o  forma l ly transfer t h i s  copy 
(regi ster number 125) f rom the Navy Department to the State 
Department. In  order that the records of both the Navy Depart
ment and the State Department may be correctly  adjusted, i t  i s  
r.equested that �ou forward t h i s  offi ce a receipt o f  transfer .  
A suggested form of  transfer - receipt i s  enclosed. 

Upon the�:transter�:of · thi s one · copy tot State-Navy Cipher, 
the Commander i n  Chief, U . S .  Asi a t i c  F leet,-;tiJ i. l l  be  r e l i eved 
of charge, and the records of t h i s  o f f i c e  w i l l  show that this  
one� copy was returned to the  custody of  the  State Department. 
It i s  further suggested that the Consul at  S i ngapore be  sui t
ably advised of t h i s  transfer and that he remove from that 
c i pher the mark of Nava l identi f i cati on thereupon, that i s  the 
marking " C . S . P .  423" both >(i)h .the outside cover and on the 
f i rst page. 

There is enclosed herewith  a certi f i ed copy of the receipt 
si gned by the Ameri can Consul for  th is  subject c i pher.  

L·:w. Comstock 
L i eut.  Commander, U . S . N .  

Offi cer i n  Charge, Code and S i g na l  Secti on 

(RETYPED FOR PURPOSE OF CLARITY) 
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From: 
To 
Vi a :  

.. - . 

StJBJ11ST : 

.. . 

Refere.!1 c e :  

-·-.. ···-··--···· - -- ----... --.... ···-·_.._·��.···-·-� .. �....a.....-�-r·::: 
. . . . 

. t;tt c- . . . . 
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J ... : ' S"'t• 

.. . ·. .. -i "' . , �� U N IT E D  STATES ASIATI.C FLEET t·· .. 
YANGTZE PATROL 05/Jn 

u. s. s. LUZON. FLAGSHIP 

:-lc.u--.ko·.7 , China , 
10 Oc t obe r , 1930 • 

.Th e Cor:rnand. er Ycr1gtze Petrol. 
The Chief of Eaval Operations . 
The Cor..1r..ander i n  C�i e � ,  U . S .  Asi ati c F le e t .  

Cor:J:::mni cati on Instr'..lot i0ns - Recor1.-ten::ied 
A.'·1:ner:.dmen t Rege.r c 1 n5 C:le.ss ''B " d e s  p!l tc�e s .  

( a )  Co��uni cation Ins truc tion s ,  1929 .  

i 

1.  
-.... ;' t  i c l  e 

It is rec o:-J.:�e .!'lded th€1.-:: e. �e·.; pe.rafrhp� be & ;j .J e j  to 
?28 of r eferenc e ( u )  n s  follows : 

" ( r )  Unde r  c i rcuns ':.L :1c ::: s t;:1..i in loc e.li t i <:: s 
."'lhere the cont-�::ts Qf coded cla s ;:;  " B " !!le�
seges f i le d  by the oricinato� for trans,i s 
sion may b e  o f  vslue t o  t � e  s e� i or n e ? a l  offi c er pr e s e:1t i n  ce.r �:,ri 11,3: out h i s  I:!issi o.:1 , 
he shu l l  request a pe.ru!)�l!' e s e  of e.ll such 
m-essu::es before rcle�� s 1.:� t:1� . "  

2 .  In :;:'o.r e i-t;n ports \'the:- e ";:�e s e!:.ior �l:i"lcl· off ic e i s  
clHlrGcJ w_i th :- e sponsibili  ty for c: � t ion ne c e s s ary �or the pro t e c 
t i o n  of .Americe.rl i n t e!' e sts , e:1d t ')  eli::;.ine: "; e  nisunde;.·s t:::.:1d i.:1g 
a· �d �o further coopera t i on in t":t; t::-a:1sa. c t i o n  of � h e  b·.1si:-:e:ss of 
the �overnmsnt , i t  i s  e ss e n  t � el t:1c."; :-: e '::: e co3ni zu.nt of i !!f'or!:tc.
tion !::nd ed'ri c e  \'l;1i ch na? 'oe s e ·:t o·1� ·:,y o :her &':1� -r i c un o :'i' i � i � : s .  

/s/ r:"1 ,., � . - . 

i ! 
�:.. ,;.: f}.: 
: · .. 

:: 

[. � ... . _. , :  ( . r--

i 
�-loA:: 

·:::T�·:s:T:-:-· ����::=::��:r.�r. ·:T:-T0m:���7r:��:-�::(::r;:r-���.,7;�· :�:;:r?:��rp;I �. ��t; .; 
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From: 
To 
V i a :  

( 1697) 

SUBJECT: 

Reference: 

1 .  
A rt i c l e  728 

UNITED STATES ASIATIC FLEET 
YANGTZE PATROL 05/Bn 

U. S. S. LUZON, F l agship  

Hangkow, Chi na, 
1 0  October, 1930. 

The Commander Yangtze Patro l .  
The Chi ef o f  Naval Operations 
The Commander i n  C h i ef,  U . S .  Asiati c F leet 

Communi cations Instructions - Recommended 
Ammendment Regardi ng C lass "B" despatches. 

(a) Communi cati ons Instructi ons; 1929. 
It i s  recommended that  a new paragraph be added to 

of reference (a) as f o l lows :  
" ( r) Under c i r cumstances and i n  Loca l i ti es 
where the contents o f  coded class "B" mes
sages f i led by the ori g i nator for transmis
s i on may be of value to  the senior naval 
offi cer  pr�s�nt i n  carry i ng out h i s  m i s s i on, 
he sha l l  request a paraphrase of a l l  such 
messages before releasi ng them . "  

2 .  I n  foreign ports where the seni or naval off i ce i s  
charged w i t h  respons i b i  L i ty::for. a cti.on · necessary for t h e  protec
tion  of Ameri can i nterests, and to e l i m i nate m isunderstanding 
and to further cooperation i n  the  tr.ansaction of the  business of 
the Government, it i s  essential  that h�:be cognizant of informa
t i on and advi ce whi ch may be sent out by other Ameri can offi c i a l s .  

/s/  T . T .  CRAVEN. 

(C-O-P-Y) 

Enclosure. 

(RETYPED FOR PURPOSE OF CLARITY) 
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Op-20-G EF 

NA '\ry' DEPAH.T�IEX'I' 
Ol"FLCR 01:' CHU:F OJ� !'AY.\.L Ol'E!L\.T!O:-<S 

"• ASIIIXGTON 
21 October 1930 . 

1rEIIORAHDU'!<i FOR TII RECTOR . 

-
-· . 

Replying t o  your memo of t h i s  dat e ,  R .P . S .  3 ,  i s sued 
Apri l ,  1 9 2 7 ,  ahoweQ that a State-Navy Department Cipher was 
in use and had b e en i s su e d  t o  all flag officers and Naval 
Dis trict s . The C ommander Li��t C r�iser n�vi ei on c and the 
Commanding Off i c e r ,  u . s . s .  PENSACOLA., blowing the mi ssi on on 
w�i ch that v e s se l  was proceeding could have a rranged t o  
obtain this cipher for t he PENSACOLA. ( The I s suing Offi ce r, 
Fifth Naval �ist ri ct , has a r e serve of 17 c op i e s  of this 
c i�he r . } However, expe ri ence has shown that in the absence 
ot definite instruct i ons vessels cannot be reli e d unon t o  
provide thems elve s �ith t h e  ne c essary means of se cret and 
confidential c o::nmuni cat i on ; a.:1d., :furthermore , i t  i s  inc-u.mbent 
u�on the office i s s�ing the ·oovemcnt orde r to provi de nece3-
sary 9 0mmuni cat ion ehannel s .  

The only positive assurance that ve s s els ordere� on 
spe cial mi s c i ons v;i ll b e  provided. m th n e c e ssary se c:r et and. 
confidential syst ems i s  to not ify the Regi stered. Publi cat ion 
s e c t i on a s  so on as i t  is cont e$plated sending a vessel on 
such a � s 31 on . �ith just such a s i tu�tion i n  mind, the 
Regi s t e re d  PUblication Se ct i on , two we eks ago , r e que sted the 
Ship Hovement a Divisi on t o  furni sh it with an_ ad.vance copy 
of all mov eme nt orQers that d�vieted from the routine printed 
schedule .  This re aue s t  was denied.. The first intimation the 
CoQs and Signal Sect i on had. of or �e rs having been l s 3uea t o  
the PE:�SACOLA was three days aft e r the i ssue of the se orQers , 
when it was foll!ld. they had violated exi sting regula t i ons . On 
receipt of this information the que sti on of providing the 
PENSACOLA wi th sui table means of secret commu.ni cati on "as 
taken up immediately, but i t  �as then t o o  late as she haQ 
already sailed. 

This . o c currence i s  but ano ther excellent example of a 
tio int that I have b e en t ryins so r�rd t o  stresc in t�e past -

1 1 f . . • , � ... . � "' " 'h c J' ... h f: :' ;;v; wee.r.: a ;  nc-.me y ,  o n�w e zser..r. ... e.J... .... �.� 1. 0  .L O r  -vc.;. c __ .... "'·· i 

di v i s i ons of Oper�t i o�s t o  keep the other divi sions conce��ed. 
�d.vise� of what is going on. The Regi s t e red Putl ic�t ion 
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6. �· 

Se cti on cannot render effici ent s e rv i c e s  t o  fo�ces afloat 
unle ss it is advised of eve ry prospective movement of v e s sels . 

The instructions contained in R.P . S .  3 ere not specific 
enough t o  hold commanding officers responsible for provi ding 
themselves with necessary oodes and ciphers to meet all con
tingencies • . For this reaso n ,  i n  preparing the manuscript for 
R . P . S .  4 and 5 ,  detailed instruct i ons hav� elready b e en 
incorporated t o  take cere of all emergency situations that 
can be fore seen, including the exact situat i on et i s sue . 

Respe ctfully , 

- 2-
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U N ITED STATES ASIATIC FLEET 
YANGTZE PATROL 

... . .  ·· · : ; ; . 
' 

·. •  

u. s.  s. LUZON. FLAGSHIP 

. : 1 -· 

, • .  

C:ti::r;l i�r,ki , 
5 l:�rcrl. , 

Ci: i11�, 
1C'"1 ... .)_ . 

::: }Jttve no� �1e£.:rJ f:· or: yo� o:· .::·ro:-1 
... i - -. ..::: � u:. ::.e. v e o e e n  pr �� t t y w e  :..1 o ::: �:..:::.; i e d 
V'.?.l'i e-:y o-_� ·,·iay s .  

:1'J·...:.r � � :.' � c e  �::>.:' 
�!e!.� e c:.�:1, .. l�= c.;l� 1 . ... . , .; c.;. 

J�n i n te r es t i nr;: t!'linc 12 c o.i.:: e c -:; ior: �-.-:. �:: c ::>:t-:U."'. i c !::. � i '):-.s 
o � c·.lrr ed l [.;, s t  su.:r1er w�;.en a sun'J o c.: "c  u t  I c:� :..:.nc i n :e :::- c � p t e .J  o.nd 
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Dear Hooper: 

UNITED STATES ASIATIC FLEET 
YANGTZE PATROL 

U. S .  S .  LUZON, Flagship  

C h i ng l i ng k i ,  
5 March, 

C h i na, 
1 931 . 

I have not heard f rom you or  from your o f f i c e  for some 
t i me but have been pretty w e l l  occupi ed hereabouts and i n  a 
vari ety of ways. 

An i nteresting thing in conne ction w ith  communi cati ons 
occurred Last summer when a gunboat at !chang i nter cepted and 
relayed through, traf f i c  from the Midshipmens Pract i c e  C ruise · 
then i n  the Eastern At lant i c  and unab l e  to ra ise  Washi ngton 
di rect.  !chang i s  a curious p lace and that neighborhood has a 
pecu l i a r  qua l i ty for reception. 

The radi o equipment i n  thses gunboats is exc e l lent and 
communi cati ons give  me very L i tt l e  trouble .  

From t i me to  t ime  i n  the Br it ish  papers pub li shed i n  the 
Or i ent, I noti ce a rt i c les dea l i ng w i th v i sual communications 
between B r i t i s h  merchant vessels and men-of-war. The names of 
sh ips that · are · part i cu la r ly good :and the· :captains ther.eof are 
noted and evidently the B r i t i sh government goes to considerable 
trouble i n  fostering thi s contact and uti l i zes pub l i c i ty f reely. 
I th ink we could do better i n  t h i s  respect. Nothing l i ke putting 
the name of the s k i pper i n  the paper occasiona l ly.  

One other t h i ng .  Enclosed herew ith  i s  a copy o f  a Letter 
sent through on October 10th. The Commander i n  C h i ef did  not 
see f i t  to forward i t  as he i s  not anxious to s t i r  up i ssues . I 
can understand h i s  point of v i ew perfectly but do not beli eve 
that good coopera t i on i s  promoted when one Bureau o r  one offi ce 
or one department of the government i s  pitted against another. 
Such becomes- the : case: i n· a · s i tua t i on · such as we have gone through 
in past months i n  th is  neighborhood. 

A Consul sends a coded despatch w h i c h  i s  transmi tted and 
the Naval offi cer knows noth i ng whatsoever of i t s  content s .  This  
pa rticular  letter was  prompted because the  Consul General at  Han
kow saw f i t  to make some recommendations w ith  regard to the  navy 
w h i ch· ·were unncessary and undes i rable  and ref lected somewhat un
favorably on the  navy, a l l  wi thout knowledge of the S . O . P .  In 

(RETYPED FOR PURPOSE O F  CLARITY) 

OS2 



..... _.,.. . 

. · . . · 

U N ITED STATES A SI AT I C  FLEET 
YANGTZE PATROL 

u, s. s. LUZON. FLAGSHIP 

.. -· . 

o � d i!le.ry and e·:er:)! day affai:-s i t  :-:a�:es no d i f' � e:-eace of' co'Jrse 
to t�1e nc.v:r w:1a t _\7e·  s e nd , but ;·1nen t�e re 1 s an er1e:-c�e.:·icy end c o 
o�er � � i o n  of ell h a ri d s  and unde rs te�d i nG bet�e�n o f � i c i n l s  o �  t�e 
.:.itn tc arad ��av;r Jepe.r ti'!e !1t i s  of pt!:-a;:::o_'l!l: i7:r�or t:::�c e ,  s. c :->:-'}; :On 
�'-::o•.·:le�ge b etrT c -: n  repres e!1t E: t i  v e s  o:' t:·:e S -;;e :e e.!:-.1 :.:e. 'IJ Dcp::,;r-:
:-"1�.:--.ts on t�·.e sp':lt �· 

T:1e B�� Rear Admir a l  t e l l s  ne the t Le !1e.s e copy o f  h i s  
consulnr �de and no q e s pa t c h e s  c; o  ;:-on o r.e o f  his ships t:. -� the 
coater..t s"are not kno-;-m by t he c:.;-t2. 1 n .  You 7Till r.o t e i n  C o � L"1U�i c e 
t i on I � s ti'u c t io�s , ./:.:r t i c l e  5G9 ( a ) ,  t}:.at ',7e co;;te!"lple.te t:1e s u!'1e 
t�'iing . cut t:ie i s sue Tihich I no71 t r i :-..c t o  :.TOur u t �e nt i on he.s r..e7er 
been t ak�n up. 
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UNITED STATES ASIATIC FLEET 
YANGTZE PATROL 

u ;  S .  S .  LUZON, F lagship 

( -� 

ordi nary and every day affa i rs i t  makes no di fference of course 
to the navy what we send, but when there i s  an emergency and co
operation of a l l  hands and understanding between off i c i a ls of�the 
State and Navy Department is  of paramoun t � ;importance,':a ·common 
knowledge between representatives of the  State  and Navy Depart
ments on t h e  spot i s  v i t a l .  

T h e  B r i t i sh Rear Adm i ra l  t e l l s . me that h e  has a copy of h i s  
consular code and no despatches g o  f rom one o f  h i s  s h i ps th�t the�  
contents a r e  not  known by the  captai n .  You  w i l l  note i n  Communi ca
t i o n  Instruc t i ons, A r t i c l e  569 ( a ) ,  that w e  contemplate the  same 
t h i ng but t h e  i ssue w h i c h  I now b r i ng to your attention has never 
beenttaken ·up. 

Sometime when the  opportunity i s  afforded and i t  i s  po l i t i c  
t o  do so, I advi s e  you t o  rai se  t h i s  question, for i n  emergency 
t h e  s e t t l ement of t h i s  i ssue m i g h t  become a detai l of v i t a l  im
portance. 

W i th  kindest regards, 

Fai th f u l ly yours, 

(RETYPED FOR PURPOSE OF CLARITY) 
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Ju «ely refer lo hllU�• 
;n'.l :-\o. 

Op-2C-G EF 

. "*-t. � � -� ..i � 

� :EJ.H:' :t6JffiU1.: ::'0 R D I RECTOR • 

I do n ' t know �rzt your n t t i �� d e  i s  regarding thi s  
q_u.es t i c n ,  and. cons equ en tl�r am a t  a l o s s  t o  prepe. re the reply . 
The que s t i on i s  fraught with �ore serious cor. s e �uenc e s  than 
i s  apparent from the surfac e ,  anti. hasty act i on in v:hich you 
�1Ght co��t you�self or t h e  rravy i G  t he one thing t o  b e  
avoided. I und erst�d perfectly why the C omme� ie r in Chi e f ,  
Asiati c ,  e..e cl ine d t o  fo rward Ad.rdra.:!. Crave n ' s l e t t e: r ,  and, 
p ersonally , I th ink that he usei good judgment in so do i ng . 

Appa�ently th e r ela t i onSti p  existinf b e tneec the Brit i s h  
?oreign Offi c e  a�d A��irelty i s  (� i t e  different frc � th�t 
exi s ting b e tween cur S t ate and �ravy 'I)eps.. rtment s .  Like\'7i se , 
i t  i s  obvi ous to anyone r;ho has b e en in s. po sit i on t o  observe . 
that there i s  a rnarkee.. diffe rc �c e i n  t�e relat i onsh�p b et�e e� 
Briti sh Consul� and N� ve..l Corrnan.C.e::::-s and the rela t i on ship 
b e tv1een American Consuls e..nd. Hav�l Collli":l� d.e:rs . The r.1e re fact 
that t he Briti sh I�e.val Co::nrnand.er is zuppl i e d.  with the C onsular 
c o d e s  i s  in i t self no r eason fo r us to adopt a similar 
prac t i c e .  Coope rat i on �� d. mutual \L�de rstandirig between 
officials o f  the S t a t e  'Department e.cd. Naval Com.-nande rs should 
come from pe rs on�l c ontact an� not by vi rtue of the Naval 
C ommander d.ec odi ng th e pr ivat e messases of the State 'De p artm ent 
offi c ial . To i s � e  Consula r c o d. e s  t o  our Naval Co�an de rs i s  
tantamount to plac� ng in the hanQs of the latter the power of 
c ens ors..'1 ip over the Consul s .  'F'.lrtherrnore , i f  the !:Te.val 
Cor.u!land.er i s  gi v en the c odes by whi ch the Consul transmits 
secret informa t i on , the C o� su l can with e qual justificat i o n  
de�cd t�e Kaval codes used by the co�ander aflo�t for t rans
mitting h i s  s e cret !�fo r ma t i on .  This would. be an untenable 
si tuat i on , and I am su.re t�e.t the i:l:l.vy !)epo.rtL'.ent would never 
in the world consent to it . 

I f  thi s  prP_cti c e  of exchan�i ng cedes r;ere inst i tut e d. , 
there i s  no tellin& to w�at exte�t i t  might not go . Certainly, 
it would. be e xt ec.d.ed t o  include �{s.Ys.l J�.tte..&.c � ,  and. tl-..e �;<:.val 
Atte.c:hes ';'.'Ould. the reby b e  rue.d.e E'J.b s e rvie!lt to the State 
'De p c;.rtment representative Vlith w!:om they were s e rvi ng . ?his 
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would d.ef'ee.t one o-: the two m.9. i n  purp o s e s  for w!: i ch JraYe.l 
Attaches aro appoint e d .  H i sto ry ha s s!-:.own t!'-. e.t the 
p e rs p e c t i ve of Naval and � i l i t �ry Attactes i s  e nti rely di�
ferent from that of' forei&n servi c e  offi cials , and thQt the 
forl'!'ler have e.lways sen s e d  strained. diplomati c r e l a t i on s  or 
impending war when the latter have b e en blinQ t o  theso 
indi cat i ons . 

As s t a t e d  before , the e xchange of c ed e s  b e twee� tne 
lxavy and Stat e 'D e p artments v:ill re sult i n  the one s e rv i c e  
exercising power o f  c e nsorehip over the other, and i t  i s  
inevitable that i n  the Uni t e d  States Government thi s power 
of censorship will ultimately pass t o  the State Departcent . 
I am oerte.in that when all the circumst an c e s  are considered, 
the Navy Department will never consent t o  sti cking i t s  head 
in the noose sugge s t e d  by Admire.l Craven, and in vi � of 
the feet that h i e  C ommander in Chief would take no action 
on h i s  r e co mmendat i on ,  I beg to sugge st that you do not 
commit your s e l f  in any way and become invo lved in thi s 
me. tt e r . 

Ple ase send tor me whe n  you have finished thi s  memoran
dum, in order that I me.y get your vi ecr in the ma t t e r  and. b e  
b e t t e r  able t o  prepare t h e  reply. 

Res:Pe ctfU.lly, 

,T . '.7. �.:c Cle.rcn . 
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l.�y deo.r ur. secrete..ry: 

'• · . . '\ 
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16 ?ebr�ary 1932 

· :· ... · · . .. ,· : · · R c e -t nt of ..... ..... t:> 1'""" .,,.-!--ent of' 
' .. ,_ , .. ·. :· .• : • .,.·�·· ·· · · . ·  .. · .. � ;..: : :.!'-� .. � ..... , . . •. . · .. . � . .. , .. - 8  . ... _ . \..J.j...., ... , :w �.J · � "'!�.!. . .  -8tatat n·.:.c6utJ.dont.iel ' lettcr of ' ?ebruary . lJ. ; rel�t ing to 

the . · dispa.tcb .- r eo·a !\"eci·- :fro:m. ·· t'te ·. ;'Alr.ericat'1 lG:l'oassad..or · c,t· .. ' ·' 
':'ol:yo , pertaining ··,to · the 

·· !·!avcl··,·Attache ' s conf icle.ntial 
code , 1.s · acl'..:no�.vl.e.dged_ 'tti th th��s·. 

. ' 

Sincerely yours , 

' . · · .. · ·�· . �. 
·. ··.· ' ' . . . 

. � .. ·· ... : :'·.· ·:.- ';,:: .. • •  : .... 1 .. : . ... . .. . ... . : · . .... .. . . . . . . .. :-\: .. : :  �. � _.;·;:. < :� .. ;'• .. •. 

Honorable Henry L .  Sti�son, 
S c c r e taTy of State . 
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.. i will ar.si:·ru::i� te 
-;;odd r� tr;.n1 .. tbis · cu�'?ing to . �;e
u::'e !!.n.ir:l1€:d ?1ith · 1 t.:  · .. 

rege.rC.s, 

Sincerely., 
: ..... . , 

. · ... :· 

. . •' 

... . 

i t: if' .you 
af't.P.r :1071.. 

. •.·. 

S . C .  Boopt:r1 
Captain, o . s .  Navy, 

Director oi N a\al Co==unica tions .  

� r .  Vi�tcn ChEpin, 
De)�rtE�nt of St�te, 
v:t: �!lin:l: :on, IJ . C .  
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Op-20-G 

28 May 1934. 

My dear Chapi n:  

With  further reference to  
our telephone conversat ion of t h i s  morning, 
I am enc losing a c l i pp i ng from the 
Washi ngton Times of F r i day, May 25, which  
I promised to send you. 

I wi l l  appre c i ate i t  i f  you 
would return t h i s  c l i pping to me after you 
are f i nished w i t h  i t .  

r.egards. 
W ith  k i ndest personal 

S i ncerely, 

S . C .  Hooper 
Captain, U . S .  Navy, 

Di rector of Nava l Communi cati ons 

Mr.  Vi nton Chapin, 
Department of State 
Wash i ngton, D . C .  

(RETYPED FOR PURPOSE O F  CLARITY) 
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JAP CODE �tCRI�E I S  E�Sv . CSY�IOGRt?HEHS S AYS 

(Cop�right, 1934, By International N ews 
· S�rvic e) 

S e c r e t  diplomatic or military m e s s a g e s  s en t by J a p an ' s  newly 
perfected telegraph i c  code machine could be 11bu s t e d !l wit�in c. few 
hour s ,  if n e c essary, by this �overnmen t ' s  ex��rt cryp togra�hc r s . 

This was the belief exoressed to International N e ws Service 
today by a highly authoritative source, who d isclosed the Govern
ment already has experimented with th ese te legraphic code machines 
&.nd found them unreliabl e .  

�crd thc. t  Janan intended to u s e  t h e s e  rra chin �s for code 
� e � s a g e s  was rec eived w i th intere s t .  

V o.rious na ticns , i t  v.-as ex;>lc.ined, h e.  ve been experiJnen ting 
rd th t':1 em sir:ce tte \':ar,  but ncne of the:n is \mo·,'.n to be· using 
the!1. 

Thi s  Government experi�ente6 �i th one of the l a t e s t  type s 
s��e tirn e e.go . T�o of the �achines �ere s e t  up in the State 
D 8 p � r tment �d a set of 12 or�inary code �e2s2ges s e n t  over them. 

The coded me s s ag e s then �ere turned over to one of .t he depar t
men t ' s  exp �r t cryp tographe r s ,  �ho h�d made a s tudy of the s e  tele
sraphic I.Oachines , bu t h a d  no �mo'::led§;e of tr.e n e w  typ e .  Wi thin one 
hour End 10 c inut e s , he had "bus t e d "  o r  d e c i9hered the messag es . 

Other incid ents of co�peratively ra�id d e ci �h ering of t� e � e 
;:; e s s c.g E:S e:.rs ;-:nov.n to S tc:. t e  I:· e .:.n .. r :::1e:: t cry,:; t·:)f; re.ph ;;;rs , ;·.-ho a :- e  c-.:·n
vi�ced t h e  ordin2ry manua l  coie i s  t�e � s f es t .  

C L I ?  ?I:·H ;  F'f.,):t;. \'JSiiNliTON TI:--!�S 0 ?  ?2IDAY, 25 i:.ihY 1904. 
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T H E  U N D E R  S E C R ETARY OF STATE 

W A S � I NGTON 

Ju."'le 1 ,  1934. 

Dear Captain Hooper: 

I L- • ."/ i i 
./ 

Thank you very mu�h for l e t t i ng  

me have t h e  clipping from THE WASRI1lGTON 

TIMES. I have b rought i t s  contents to 

the attention of the appropriate offi c er s  

of the Department and I can assure you 

that you may count on their full coopera-

tion regarding such �at t e r s  in tee future. 

Sincerely you= s ,  

Captain S .  C .  Roope=, 
Dt.rector of Naval Com::!illli cations, 

Navy Departnent .  

,.. _ _ _ ....._ .. . . ... -'�·• \.of'_ , _ 

l : -";. -;'.r ;: \r.�.._.:� ... ··.(,.:::.,•! 

fJ�-�utm�;_:£J0rt���i�¥�L��'Bldi��J���:jmr�����Bf,$.t�i¥"a:¥R.'J±t:t;::d-2Z'.: ,\:::-{.�� 



in R�ply RefL
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� i l e  No. ll9. 2/2893A 
·�:!� 

Diplo:·:m.tic Serinl Ho• 2457 

T o  

S i r s :  

D EPARTMENT OF STATE 
WAS H I N GTON 

July 2 ,  1934. 

T e l c gro.ms - Symbol 11Stcor11 t o  'be used inst ead 
of 11Staco s t rt:;p 11 , and c ost of int e rested party 
messages to be stat ed in Ucit c d  States currency. 
Indi cJ..t i on 11Rush11 to cc used insteo.d of 11Urgcnt 11 , 

11Priority11 a..T!d 11Dcuble Priority11 • 

America.."'l Diplomat i c  and Co::u;ular Offic e r s .  

With reference t o  the De�artme�t ' s  c i r cular inst ruc
t"i:ons of June 6 ,  1914 a."l.d Oct�bt:!' 20, 1915, and t o  Para
graph 461 , Se ct ion 4 of Cons1..:la.r Regt.:lations, wherein it 
is provided that :.�:1:.enever t e l e gra:ns ar e sent for an 
int e r e s t e d  party and a reply tl�ereto i s  1·eque s t e d ,  that 
t}, 1 t d � . . ,.. .... , . t ! .. e. as wor ox sucn a message oercre �.�·1e Slg!"!a u:r e  
shall be a.TJ. arbitrary '.mr d  11Stacostrep 11 , you are nou 
adv i s ed t hat due t o  t h e  dec i s i ons reached at the Inter
national Tclcgr-.l.phic Conference at 1fadrid in 19 3 2 ,  govern
ing the word c otU�t on code ·:·.:c s r.; a�e s and limiting code 
\7ords t o  five l et -r; � rs , the -rrord 1 Stacostrcp11 i s  no\7 
count e d  a.s t·;:o vro!'d.s. 

To s erve the sa:-;·lc n 'I..:IIJose and effect a substo.ntial 
saving in t c  ler;!'n.ph t oli s ,  .. the arbi t ro.ry fi vc letter 'fiord 
1 1STCOR11 17ri ll b e  used he reaft e r i r. r cquest i�g the cost of 
rep l i e s  t o  int erest ed pnrty li:CGSages , instc�d Of 11Staco
strcp 11 . 

With a v i c·;, t o  avoidir_g n.cccuat ing a::-�.d otter diffi
cul t i e s  th e coct stated ut ttc conclucion of u mes sage 
i n  reply t o  a 11 ST COR.11 i-:lessa.sc :�ust 'te s";F.'.t ed i !'l U!'li t cd 
Stat e s  cur rency a.nd in t h e  c;.::J.ct v.:-:.o'lmt o.s it ·:fill 2.:p·9 cllr 
in the o.ccoQTJ.t s  of diplor.nt i c  and co� n uln.r o f f i c e r � �  

To e xpedi t e �ecsagcs ��� i�dic�tc tb�t t h e y  o.rc 
O..._ h er t"' ... n rou+ 1- 110 t h e  \ ....... ,...,.:; 11 nr -c�7 :I  -,.. ..... c- b "'•'n u<- ed fo,... L _.. .t. !'-'"' \.1 J .., _  I • .  _. ..._ _ U b _ .:. v  •H.,...;:.) \,.,._ ... .. - � -

��ny yco.r s .  Under the nc� rc��l�t ionc govcrni�g �ord . 
coll2"'.t 1 1Urgcnt11  i EJ  c o u�'!t cd cL.:J t':i� -,-,C,l'-i:J . Tl:is alco 
app l i c 3  to " Pr i o r i  ty11 ar:d 11Dou"::lc P:r i o r i  t_y11 , ttc for!':1cr 
being counted as t ·:ro no rd�> , t ��l.! lat t e r  as four. In 
vi c\/ of t h i s  added coct fc:- t::c trc ... :.::;;!ic sion of t�c s e 
·irri4C'1+ion'' tp ..... ,..,ard 11p,,("' r !l r-;�"'·O' 'Jcj ��,., J'<"'ied io ·f�j'tll7'C 
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instead of 11Urgent 11 , 11Priority11 and 11Dc: .. ibl c  Priority" . 

Very t ruly your s ,  

For t h e  Secreta�y o f  Sta t e :  

t;TIL3l.iR J. CAHR 

Index under :  

Telegrams; 
Regarding change of 11Stacost rep11 to 1 1Stcor11 
and use of 11Rush 11 instead of 11 Urgcr;t 11 , 
1 1Priority11 and " Double Priorit y " .  

Embassy or Legation File No. 124 , 66 
Consulate File N o .  125 . 66 
Cro s s  Reference File No. 872 
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A7 -3( CF831) 21/hj s  
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Sh�ngbai, China, 
_21 June, 1935 • . 

.. . :·· ·. . � ·.· '  : :r . .· �:: . :, - . ·. 4': · .. :. •: . . ... . . .. _ .. . _ .. .. · ·: . . ,·· . . .. � .. ·: ': . ··. -:.-::f,_·. ;.;; .. ,_: · · .:.:. : . ·�_:: .. · r _

.
. · t "fo

. r l='""· · . ··· : : ,  >:- ,::. > . :- .. . From • . .. · · .. ··.· Co!n! .. ander in Cbie_ ,. J..S_ .L I C  F.o.� .... r;r. · · · 

To · · · · · _ Chief of Naval Opsrations (Reg i s tered Pub-
lication S e c tion) • . J.. 1 .  ; .. . 

Subj e c t :  

Reference: ... · : '  : . • • : ... . .  ! • .  

c .  s .  p .  423. ; • / .:'.· J • • • : / 

(a) CinCAF l e t t er A6-l (CFll61) of 29 . . . ·� , .. : · · Septc6b�r;' _l334 �: . . : .. ·.- · : · :·. ,"- . · · · . ·: · .. - • : • • t •• • ·
. :

·
· . · · 1 .

. . . . ·: : :rz;:·��eie;·e�ce :_ (�) �- the: co�ander 12 Chi'er · ·. 
called a t tention to a s i tua tion which �7�s ted in the of
fice of the ft�erican Mini s ter, PeipinG, �elntive to the 
non-u s e  2nd obsolescence of CSP {23. Since that date, i t  
}')s.s b�en learned tha t  this �ubli c a tion i s  n o t  0 11  ha11d a t  
thR present da t e  in the office o f  the Consul General, 
Sb2!lghai • . .  The Consul Gs!leral, N e.!lk:!..ng, diG. hav-e a cop�:. o! CSP . �231· but · there· :l'i'o.S-: no .ro.co:-� o f  ever having·· used ... · ·· 
i t· • . _

. Tr.e · _. Command�r in· C!iief . _i s. ·o f  t�e · opLl'lion' tha.t · ·the . .. . ,· · St�te Department does no t  employ· ;;.ny sys tem of a ccountebil
i ty for this public a t ion . 

2.  In view o f  the above, c.nd t!1s consec;_uent con-

'· 

�·=- ·· .,.,. : . . [��j � - ·  -·· ' 

fusion which would result in naval vessels from the use of 
a s�r s te!D. with an incorrec t  d i s tribution lis t ,  i t  i s  recom--
mended -the. t .CSP <::23 ... be placed - out o f . effe c t .  The Commandt:r ,_, .. _. .· . . _ 

ir; Chief has :n o t  found.-· a · ·naval .:-v·essel .. which has employed · .. . . : . .  - · . .. :· < · .:.. .. r� 
this· :::ys te::n1 . but h e s i.ta t e s  to make a specific. r eco:nmenda- · ·. -� . . ·.: ,.-.··J ;:. ' 
tion on the replace�ent or non�rcplace�ent ·o r th�s sys t e� 
on th e  Asia t i c  S t ation becr�use of a s � e c i a l  s i tu a tion which 
��Y or �ay no t  exi s t  in o th e r  p a r t s  o f  t � e  ��rld . 

3 .  - Th e CoTI!lc..nder in c:,ief h c. s  n o t i c � ::  t�:at the 
� t�nd�=�s of s e curity, the p r � c�uticn! taken �c r s afeguard
in[ , accotL'1 tu. t-:.li t; a.'1C'. transp:, r t [:. tion o� st: ::u:!.'c; J..Jcu�en ts 
-:-: <  t::- "' '' lo·; ed -i ..;  t .... e S ts.: f-r> nep· r t· ·-:�:" t- o..., t·- · · •. � -- � i c � � :, '·i '"' !.., .... - ..;..J.� ., -"'- •• - ""' - .IJ C. � • ·--¥ "• i J C  1'"- - J..C::.. .I- U ""-' "' V .;...&. 
C..P:?E-&::' to be considere:.':·ly r::o r 0  lc.:.x ���!1 tis e�ui vale!l t 
s t znd�rds ecployed by the nav2l �2rvi c e .  In the event 

.thet CS? (23 i s  �up�rsedsd by c s!zilcr �ublicetio�, the 
cl � .. f- .f!."'!!" f�:\ C '� :� n �':· c�u.�i t:t � ::. �s. ... Ldu.�-� � !�ot ::: l a t·o·l!:' r·. � .. �-� r::J:' r�J)r o.f: 
<.;O:: :.: i-: c r ;;.  ':.io n .  

o :; s  
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Ei r : 

In 1921 the A c ti�g Secr� t�ry c f  S t 2 te and the 
E e: � r e tc.ry of the N2.vy p:!.acecl i!1 e f f e c t  c. co:.:FIDI:�; I'IA:S 
ciph�r, _ knmm as . ... �·�f1e_)3tcte- N avy Dep�rt;m�!!t .Cir-her11 , 
for. :use :·be tween .all::,Co.n.suls and all . .t' l:.g and· Com::i:s..r;ding 
Officers · o

.
f -' ves sels ·.in· '-the U . S . "  !�avc:l Servi c e ., .· . · . .-

. . .. : :.�= .. �.:- ·· ;· . ·. ·:�-=: -� � .;��; ·:� _:::��·:::;.:: ._ �· __ ::.. . . .. . . . .. . 
. 

Since the. t · time numerous chc.n5 e s  have been n e c e s 
�ery, a:1d ins tr:nce s- .he.ve c.ri � e!:l v:b i c h  !!!eke i t  app e c: r  a t  
l e a s t  possible that the publication h2s bee!l co�prc�ised. 
These condi tions make i t  d e s i reble to p l a c e  this publi
Cction o u t  o f  effe c t .  

: : . , :· The ��6o;d�- ·6·! :=th�-- N·avy Dep-ar tment indicd·t
·e

. : th;·t : · 
. . . .. 

tnis ciph�r· has · b een· \ised but .·.�ery l i t tle d�ring· the . 
four teen· yea·r s of i t s  e ffec t i VEn e ss ;· end doubt .. has · 
a r i s en as to the n e c e s s i ty o r  d e sirabili ty of replacing 
ttis cipher wi th 2. new one for similar purpo £ e s .  

I t  i s  therefore requ e s ted tha t  the S 0 c r e t a ry o f  the 
Ncvy be advised as - to the vie�s of the S e c r e tary o f  S t 2 t e  
i n  t h i s  :.ma�ter. . · .I f ·.f: t. . app e a r s  _desirable_ . to_ .. re;>lace. the 
pre s ent : cipher with a .-new on e ,  .tbe Secretery of · the Niv.t 
�ill �rcceed �ith �prod�c tion end will deliver - to the .. .  · 
Secre t a ry · o f  S t a t e  suffi cien t cop i e s  for d i s tribution � s  
h e  sees fi t .  

'!l1 e HonCJrc.bl e ,  
I�e S e c r e tary o f  S ta t e .  

Cuyy to : R?S 

C t::, :: !"' c-" tf- - 1 1 --., · " - - l:'  - "- -.. , 

v: . B .  E tandley 
Rear t.d:nirc:.l, U . S .  �;:; vy 

{c �i�s S e c r e ttry o f  the Nc:.?y 

·' 

. . . . .  · ·. " . ��?: . - . , .. �f{;' 
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OFl<"'C.E OF 01111::1" 01" NAVAL OPERA'l'IO:-;S 

W.ASHI�GTO� 

12 September 1935. 
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Subj ect : Improvement in State Dep a r tment Cryp tic S y s t em s . 

1 .  Up until a few yec:.rs e g o ,  the codes used by the State 
Depart!!lent and i t s  foreign representc.tives for conveying informa
tion of a s e cr e t  o r  confidential Ea ture had a very loi'; orde :r o f  
s ecurity, and i n  cons equence our s t a t e  m e s s a g e s  v1ere lmo..-...n t o  
certain foreign governmen t s . To what extent thi s condition has 
been i!nproved in the past few years I do not know, but I doubt 
t�at any extensive improvement h a s  been effected because there i s  
no one at tached to the S t a t e  Department who i s  versed i n  cryp tic 
f.::'"loY:ledge. A Mr. Salmon is a t  the head of the s e c t ion in charge 
of the building of their codes and ciphers . P.e has had no 
$pecial training for this work but i s a highly paid employee 
based on the fact that he does supervise the design and cons truc
tion of cod e s .  From wha t I know of him through hearsay a-Tld 
observation of hi s actions, I should say that he i s  somewhat 
antagon i s t i c  toward the Navy, due !!lost likelJ' to a fear that the 
�avy might d i s c l o s e  to S t a t e  Depar tment officials his lack of 
knowledge. as well a s  the real weakness in S t a t e  Department cryptic 
svstems . An effort to do the latter has been made from time to 
time over a long period of year s ;  in �a c t  as far back a s  the time 
t�dmiral McLean was Director of Naval Commun i cations he challeneed 
t�e State Department to p ermit the Navy to a ttemp t bre akL�g do�n 
t�eir code s ,  but the challenge was not accepted . Since then 
ther� have been s poradic attempts tc induce the S tate Dep&rtm€nt 
to ii:!prove i t s  s e c r e t  means of CO:J.!T!lLl'lication, but these hav-e met 
��th no suc c e s s ,  with the exception that a t the time Yardley 
pablished his book, The Black Chamber, the State Department 
beca!!le embarrassed and the In tern.a tional ·rel . & T e l .  succeeded in 
a t  l e a s t  interes ting i t  in a code machine built by tha t co�p�ny 
t.nd d e s igned by Colonel R i t t . The S t 2 t e  Dep;;.rtment wcs appare:ntly 
about to adopt this machine �hich had no security �ha tsoever, bu t 
bS.fort doing so subm i t t e d  i t  to t�e f....r;ny for t e s t  end r e co:::::�r:r:da
t .:':. cn ( t h e  !·: c.v-.t ·was never mc::d e  : o ; n i ze.n t ,  o f :::' i c i c. l l f  01· o th c;n;.i ::. e ,  
o f  a....._y o f  this undertaking) .  The: Army decrypted the � e s s c. g e s  s e t  
up by the machine in such a shockingly short time tha t the S t& t e  
r e r.•c.rtment cropped c.ll nego tia ti:,ns . I t  i s  p-::> � sible t!;at c:d.diti.on2.l 
� t e p s  to�c.rd improvement have been Gade s i n c e  tt2t tiie , but if 
the:; hc.ve no one in this office h3.s kn.::m l e d £ e  to t1:.at effec t .  

0 0 7  

r 

i 

�..:!.."! : ., ��� � � 
r _;.;.. 
1- �-
. 

� .:.: : i . . .  
�;·, ;� � ... . :.. �::�: : 
" . · · -
1 

. . . . · ·- -

... ���Luffit�1:�iij:f,;f;��f?s;;�:.r:r?:�;;��:1n}0��l�i�C;1:::{i�W�f:���s�}:;. ;:;�T;i�i);�:���:.;�:: ... 



�· . -� � ��-1 \.� 

2.  Although, s tr i c tly S]eakin�, i t  i s  not �i thin th e  
:>!'ovince of the Navy Department to ir. flu enc e t�e f:: t�te Depc:.rtment in s uch �utters, yet I c an ' t  help feelint; th2t our nc:.tionc.l 
affairs are frequently placed in an embarras sing p o s i tion by 
virtue of supposedly s e c r e t  matters c f  s ta t e  betng lmovm to for
eien goverr..rn en t s  through the weakn e s s  of State Depc.r t:nen t ced e s .  
I t  i s  conceivable that this condition might even lead to serious 
conse�uences ; and therefore I should like to see &nether & t tempt 
rr.ade to improve the State Departmen t ' s r.1eans of s e c r e t  cor!'.rr,unica
tion . To th i s end the followL'rlg concrete reco!ill!lenda tion is !!lad e .  
·r!! a. t  the S tate Departn:ent pro cure from ji r .  Rebern a sufficient number of hi s l a t e s t  model electro-me ch�'1ical ciphering mG.chines 
to eq_uip all emba s s i e s  and legations. I t  would be feasible end 
very p r a c t i cable to provide each machine with two complete s e ts 
of �heel s .  One s e t  o f  the wheels could be Tiired to provide an 
independent secret means of cor!liilU.'rlica tion for each e!:!!bas s y  or 
leg a tion with the State Department, �'rld t�e other s e t  to provide 
a 'i.L'1i ve rs al mea.Tls of communi c a tion between any and all embas s i e s  
and l eg a t i ons . Although the machine recommended d o e s  no t QUite 
a t ta i n  the high s tandard of security deme.nded by the N c vy ,  it i s  
neverthe l e s s  of such a high degree o f  security (real n o t  r e l a tive) 
that i t  should amply ffieet the S t a te Dep��tment ' s  requiremen t s .  
Furthermore , i f  thi s machine were purchased by the S tate De;>art
ment i t ,  the State Depart!llen t ,  could tal-:e n e c e s s a ry s t e p s  to 
prevent M r .  Hebern from ever disposing of other machines t� for
eign g o vernmen t s . 

3 .  I hcve no defini�e idea a s  to the b e s t  �eans o f  
b�inging this m�t t e r  t o  the at ten tion of r e sponsible persons in 
the Departmen t of S tc. te , but due to the g r e a t  amount of de�o g a tory 
cr i t i ci sm to which that Depart!nent i s  now being subj e c ted public
ally, i t  mlght be a propi ti ous time for either the Chief of Naval 
O p erations or the Secre tary o f  the N a vy to bring it to the a t ten
tion of the S e c retary of Sta te . 

Respectfully, 

;.. ._ O .... .Q V v  
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... , : 

. : . OP-�'�J-q · . . . . .. "" .. .. :._.· '. ·- �- -�·· ...... , ...... :_� ·_ .. _::� . . ..... ·. ·' ' • • • • • • t 

·: · .; (; :)- ' .. :
·
:,:.;· : .. :.: • ·• .., r  t .. -··: ·:_ •• �- · . ; �· 1935. 

• • • • ,: •: 1 .. ..  - • :. -;·· .. , • •••• :� .. �:::::·!··�� . ..:�·.-. ..,<�:_:-� .. : . , ··: :·· · . .. .. �';':--:::: ·:· .. ·: . ·. . "' � . .. . : ·: ·. 0 • •
• -�� ::. • • • - : .  �5 

. · : .· · .: : � lltr.!O
'
U3b"< !=·: .hope.· · i t .

· �111 · nc t ·- be ne��ssary !'or : you · ro·.-- tt.ke - . . >- ...... . 
.- · . . - _!fi�;f 

.· f--4Y. ·e.otic
-
c.' >rog-ardi;lg .'in?ro"t-i.ag Sts.ta : Depe:tc-.Q!lt ·syst •?:!ls . tc� _ .>< . - -_· :; itt�r 

Cv'::.�Sl!Ca ticn. .. aft€:r w�od · . .returl.li •'t!'6r: his t:r-!.p � nevar�teless . --:. . F I a�. !'orward�.:1g hertmi th tb�f q,u��tio�eire tbc:. t I agre ed to 
!Jrcpcrc .. 

I c:n else r.e.."l.ding up r.:rh� Con trib:; t1on of :rte Cry;Jt-... .., .. !: T)11ic ?.- , ..... r, ., •:lc "� n  ·r•,c. �r .... .... i o' ·,:·._.-r. '!' f'  ---�, l- � �,- r, " 0 .. .s:>i ... e � �  .. ,. '-' !.! - "'• , L -�J. � - .� -• J, .l, \,;  !IV ..., _ · - ·  � -• J ....l - ·•- \, k \.. - - •  (lt....lJ 
··· " r.<J �·h -� 9 b--nv- p .,.. "' tty C " """�� 1 l·J '· '!':?: t ho r,_.,_.,. \.. , . .,. � t ... ,. .il..!. � r "' .. l, v • t- - """··- ... ,.,� ...... 4 '-'  c.o. .... vA. �- ,/ w..� .... . .. "'W \4:-:, L;.... ... ,l - \C'\J U �u -� 
') '"' ''OU t ··· �!'\ rQ . ""Ot 0.,1�,. \ .. � ,- ·,·L� •. r. r.: -.:-cry· ,.. " r.. " !- ,  r-:r- t'�.- +- yo,·· 1 ;  •• _ ,i """ �\, U �· "- 4.i. J J.) ""' "- ::,.... ... - �  \,;i \• V �\.ol.\; ...,a. i, .l,.. v� · - � "' ...:,. 

r:igtt uish .to_ n�k . ar1c1 _ avery Jln.s-::ro:r th.1.t. :,rou r:.:Lght bf.��-.� to �r ...... '-<e 
� r n  conte.in.ed th:::l'r cinp 't';lt alsc. i t  .,..ill �tit :·'O'.l in t!-1-z .iJ v �-i t:on 
r, f :.t >' ·-·\" i .,...,l ::: ..,,., ,,1' . , �,_., ,, ,, +-'n ,·· -:,h � � "' t  ... ,., , , !: ":1'' ,.,r- .�-; C.o:- 1' QT" � .,.., G.· � -.. ' A ....., .... · - -�..,. .... .I.J� � ....� • .,. o . .� ..., .... v ..... - ... \,.L.,J" .... _ \.f.J. \.,..:.. ... c..- .,.' v .l. J.. - .... .. - J.. .. � · · �u-
u.r�l v·i th \':ho:t you !!:&y- ciscus�� t!:c !::� :  t.Sl' o-..t t�iG.r.' cf the fc";j 
<::Y.��rt3 in t:; i s  Gec t:'.o=.. 2�:-.i �  D-:.1:!..!.ct.:�on c�"l be til:t�n hoze �n� re�d a t  you� l�isure. -

. . .. 
r:. ,,. ... �',., c •· .so • •  1 i y 4 • ""' \.J r �� ""�""'"'-- I 

-· 

.. •. ·
�� 
J 

0�9 
�-· ·.-!:: .:} 

���·�.· ��-���· ··�· :�:-�· =�::��-�-:�=-�:-�: ·�;-�: :�·:�: �-=��·�·�-·�' ·�: -�;=����
·�··�··�· ·�·���- ··�· ��··�·�=�··�-���= :�· ··�· =�·�:�·:�·�··�··�· ·-�· ·�·:�:=�;�:-�: -�·�.: r��-���:- - · -··· :·:·:- . ··::;· �:···: !·-:·:···· -·�: -· � --·:·: 
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17 f.c i) te:� ber 

n 
:. c 

; , ... �'-�t: t training h£:ve they :-1 c.d to f i t  t!:c::: for �uch 'i.or�? 
,_,_ c..:. 

4 .  th�re �e��- hy� tems printed? 
o� Eo� isr·e

:· th�y · gusr·d�c.·· d�rt�g· ��iil ti:lg? . . . 

1�:65 . 

. . . ·:· ·-=· :: ·· . · :  . . . � ·_t .: . .  : :: ·:.-:: . · : : :  :.· · . . . ' . ,· · . ' . 
G .  �b e t . n teps . !':ere . . teken - .t� . ici;�� . d_eli very o ! . ev'ery p�ge end 

d�:;� truc ticn of ell extra p a g e s  run off? 
'l .  Whn.. t st�;� ·. �e:�e

·; . take� . tb in�uro � in t�Gri t}· of Dll per�ona 
bcncling _ ttHL prin t�g _ and_ binC.i!)g� '· : 

s. Bow T:(;:rc public�tioo.s d i s tribut�d? _ · Dr r>hoo?� Ey ��ho t mea;l::? _ 
tl:1der. \',hc-.t instruction�?: ·.- . .  

€ .  H!n t F.re �H� requiromen t!J .for s to�e.gs? Are they c�rri�;d ou t'l ·)�-��E::: are .they rc�clrcd . to . be . in thei:r es:!igne�. f tov:�e? 
· . · · 10 . �,h:; t �re the ins tructions · cs to V<ho i s  to have c:.ccc�s to 

s to-r.a.ge? ';;ho a c tually h�s nccoss? . I s  r:. time-lock �afe u�ed_? 
\',ho i s·: permi�ted to _ l�cm · the co:1bioG tion? .there i s  1 t ke,?t? 
Bj· �bc!:l? . .. . . . . . . ; 

ll. r 11�: t e r e  the in-structions & n  to · �bo cw be ve cus toc:r of the 
C :.; cu�e:.lts·.? !.::. to w�o c�n cctllall;; b;mdle the�? /.s to w�o 
C L:l <.:.C tU:lll;" U � C:  thc:.:i? 'i.r!O f. � �;;.:.lly d.GE:� U!:·C t��u.3 �:l:Q 
1-J;�::�le the::? 

: •' 
- - ·  \ . � , ,  t tr�ining h:. v� t:1� u s r: r ::  hr.:: 

s �:-nc·r<:.l cc:::.:.�u.'1i c .::. ticn s ec!.lri tr1 
l � .  !�Lvs the codes 'J.nivcrs<!l or : c c t :.c::�l d i !: t:-it-ltion? 

-!.-

. .... -� � J.  

070 
��·� ...... .J 

: .,� · ; . �- :·:··;->'� -�·: �';::: � · ;_:;� ·1��' �:-��-:-;� r :·-� �71�C-::::��:-:� 'T::�:��;:-::;:�� >:;::: ��!f·�G�7�:;::�;�;:7.:�:::�n�:::���:��:. j�:;W,\l 
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1 7 .  '/.!:r:.: t. r.1 0 f·. t�U! .. C!"i �-;l .. O tl::,:c:�l t J  ; ; ::,\t!1 t  c ..:-:-r:. :r:: ::--.i .. :-=� \'. �iET .... ':!\.1C� t.i:_t� 
�-:·:·!�·c· rsa ti�.:-!."'.. :1 � l  i.: U!_; ;·£l. t1J f·_l;. :.:. ��n ·� �.f1. �:. . .  : l s  .• ; • !.  .. ::��:� r�,: () r t ::- ." 
e tc . ·? 

18 .. 
19 � !.:::e t:eri nl n��e;ro e:;;plcyed '-1.ni � s  1 t c:.ts t.u:nf. r"/ t·'J :·cfc;: t() 

ti! ·2�,�? 

,., •.• J. •. 

R � �  m�ay copiEz o f  t��� s l � tions � r c  m � � e ?  
m � d e  to iusure safe cu: tody o f  e a ch CJ�y? 
;'hr t.l2�d copiG�? 

�1� t  �r�visio� i s  
iit;tT �r...!�:,· pc.rz.-

. : . . . . 
r.�o types .B�crot t�d confide� tial di �pa tc.hos? . .  
';\ h e:!  t ;):·�v�.s ion 
L�inin.r� !.i ecre t 
� h a t  yrovis!cn i s  �&de to d i ! p o � e  o f  ot�cl�tc 
C(J!li.itl en ti�l me t ter? t_r\; s�(-:h pc;-: � 1·:; 't;.!rr:ed? 
re:cord 01 .. tbeir- d£�s tr'.lction 1 � %ep t? 

� tt:!'!cils CO:.!-

�ec�e t cna 
Bj� r:�:::lm? 

Arc the p �rso!lrH.:l. · t:.nere the t bunled .;.or.�ers C£..,.'1 be r<:-� to!-"'d by 
chc�ic�l ms�1s unleos th�y are br�kcn �? !nto �m�ll �iecaz? 

�!!:> . I �  ��c:4;:: a::.y �t?';Ui :;encnt tl;c t r� �:c:��'rt. �e f!l�de , .. ::{:·!: �C·C�!:tl�� 
f; r#u t� u � .  > r:· c t �··\.l o x� be.v 1�1g p G. ;  � �.'d -�!'l t:: 11::'.;..:.-;.; tr-,o ri z �:; h:  ::� �? '.":}: ::-�: 
C .. :J C�H�!i t s  2r-:.VC': OCC'!\ l'Jft Ui"!F1u:.u·.:: 0d? 

�� e:in:t. t� 
s t r�ir:.?d 

�� 3 Il .1 :r:.Jr �bE;.t:.C2.L�g 
�el.c t�or1:r.. i 

n·· �-·.,..l·.!-

, '· 

,. ., .. .;··· 
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DEPART:.tEN T OF STt.I':S 

.. . • . .. ::· · · . . :· -:· : -, .. A"B-'�G4!"'·r'\l� 
. .  , . _ . .

.. _: , . . · ,·_: . · . . \, .u .l�·· • .!  V-' ··· ·· . . . .·· .- / . . :·· ": 
. . � . 

.- . � :: · :- -�-· : � : . ·. �:. .. .\ ....
. -:..· . ·. ·. :. . ..... � . .. 

-:- - ·  . .... __ : . . . · .. .
.. ·.· ... ·.· 

;· . ·. - :- · ·.· .. · 
. . 

:: Septe�oer 2 0 ,  13 3 5  

hly dear M r .  S e c retary: 

. I beg _to a.�k?-C>W�edge .. _the rece.�_.Pt . o f  _a _le t ter _ o f  the 
:9th instf:.ot f:r.oo : ·.th-e·;<.Ac t1!1& Secreta:-y · of ·tee ·· N a vy' concer.l-

.: ing· �."f11e- S t a  t e:-Na;"VY;J ?epa:rt�e:J. ·t:. Ci�her" . .. i;l _ which · the· .. ·s .t a t e - · 
_
. 

·:· :nent: is ··ciade ·· that· - -i t '-Is ·.-p o s sib:!..e · the:.t the" cipher · referred 
to hs.s be en · comprornised and that i t  would, therc:fore, 
seem d e sir�ble to d i s continue i ts u s e .  Reference is elso 
made to the fact that during its fo�rteen years of exi s t 
ence little use has been made of i t ,  thereby raising the 
�uestion as to the n e c e s si ty �c desirability of super
sedi�g . it .by a n�w . �ipher • 

. -. . . 
Tb� Department ·_ of S t n t e  .-bas also mc.C.e l i t tl e  u. � e  cf 

t!'!is· · cioher end shn
.
res the C.·:rcbt · ez;.:-e s s e d  by AC:1:1iral Standley that there is  2 need a t  the o r e � � t  ti�e for 

s�ch 2 cipher and is of the opinion thn t  it can be w i th
dra¥tn without d e triment. 

Will you p l e � s e  advise th � s  Dep2�tment the date oc 
which you an tici.pa te .. �vi thdravrbg · the copies _of this 
cipher dis tributed by·. ycur Depart=ent so _ that the . · 
Department of S t a t e  a t · .the � a�e ti3e �ay recall the copies which i t  distrib'..l ted to its offices abroad . 

Since rely yours, 

The Honorable 
Claude A .  Swanson, Secre tary of the 

(SC) E�/C)l/ t-.3 - �  

COF.DE�L HULL 

0 7 ?  , .._  
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: . . · .· 

.. ·: OP-20-GC CCW/EF (.SC) EG/��l/ A6-3 
·• . -� . . . . . .  · · .. t • ·· ' • • --

�··: , . ... : ... �i4;j.�Jiilit.� 
� • � , • ,. l _.. . • l l : l t 1._ ��- .�· . . : .. ·. ; _· ·:.,.��;_: ··.:--·.::. '· : . .. · .. :, .. <, .. ). 

.. ... .. ._ . . 

J...:!./3/�5 

·. 

D:>C .  N O .  4354 

. .  �· . . . . . . 
�-.· . .. . -:·-. ... 

. , . . f�eceip t. i s  tJ•ckn.o�l\..--d§:�d ; 
·· · ··· .. ... ··· · · · of-, .your :J.�ttsr · �t'::r;o· �� te:tl-er �l&�:s,. · ::-6-l�ti "if:-"' �<<- · ... · ·. · .:;..·· .. · ::::.,.··: �� 

· �<:·/ .. : ·· : .·. :  to-· · tha . ;.71 tti�·�ei·:;:r::or!·'use ·cf. �'!.hc!· :statt-��-'lil- : � �:-· ,� ... . . : .: . : ; · - -. ·:.): :; :��{; 
: ·· :: ·.� .�:: : ·�; � . :.::;:::�€P:":��:�:�-��-;-.£�r�;-:�·f -��·:: . _,, .\�-�-�� ----.. . . . .;: . . ·· .. :.-:-:./ ... �.;.\: , .: �:;: � ·:f.s;:2·.·: : ·: ,  · .. � .. /�:. ··: . :>;;::� .. �·:·.t.�;� 

In ac�or��nc� �ith tee opiniClns ex:pressoo 
1n th� .a bon-mentioned letter a.nc. the · cpinion.s 
or the Secre�:ry c� �he Na-vy cn ths same 

.. . I ·� • 1 

.. . 

subj ect, 1 t �s bes de�ideci to m;!ke thiat cipher 
ineffective .ldthin the iievy on El Ma:rch 19(� s::1d . � �-o. '·order · a;u:. ... cop_�e:t� tlest.r'..:y�·-� -�:ocn' .. es . �z�:: � ... �.,···r�.:::- ·::_ ·_.:' . ·.· . .. · .,' . . �-:<;1 
Gible .artar .. ,ro :t.Pr.� 1908.; -:_ · · :. · · ·. � :·:·. <:.<· . · . . _; :>!c .. : .. ·.:� � ·. · · · . . : ,:: .�f.�� :- ·. ·: .. : :.  >: ·. ,: .. >::<"'. ·>··:·:. - ::;:.'::�:,;: ... ' ..... �: ·.:· . .. · : " ; . __ .... . ... �·:·.::·.- · .. .. : ·: ... ' :- ; ··. · .. ;· · .  :·:.- · · ft� 

. . 

Si.!l.eerelr yours, � ·· · · 

. . ·· . .. i � -:- ' . ··� .. .. . : ':"':'· .�.:  
·:· . ·.�·.: . . . � :::·�···�-�: :�._ :;:1(·:· ;._· · . .  

.. 
-- - .. 

. ; . . . · .-· •!, # •
•

• #: ': !;·: . . :.:��-�-�·=<· · · . .  . .. -. -.; : .. . . . -: ·. 
•t : • •  • . . . ·.:. , .;. .. . .

.
..... 

. fion. Cornell Bull, 
Soc=e tary of Stete. 

r.
r---·· ;..._ .. _ 

r - , 

'• . 

• •• .. • •• • : .. • :# .. ·-

. _.__ 
� . ............ -· .. 

' .� · . . .  

' • 

:. 
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·.::� ·� . ,. ... ,.- � . •  !·' . ·• • •. •  • · ' .... � ; ··. � .. 
" · ... . 

In rfply refer to 

. . 
� � \ .":. -.. . . . � . .  : 

. I ·. 
: . . . . . .  · . ..  . 

; 

?R 811. 2�7L;.6E/l.. . . . . , . . . . . ... :-.:: . . . .c�Ui;USt ll, 1937 . . . .  . . . o.>.�:i 

. i • • ' : .: .; , ,: �j I ·.: � � .. ·.·, ·.. • 
• r • • •  -.,· • • • • • • • • • • 

.- ·,, • • ,• - • • •• •, • .,, • :-, I • • ·�. • • • • • • • 

. .  : · . : :
. ; : .:� .�· . . 

·:�y/>>·
·
·
·. ,.� �·.>·. :.-<:-;:�:_:

·
:.��-.>�>.· .·<·

·
· .. \ ;.>�:�� -·· ': 

.
...
.
. .. ... ·::· . .-

' The Se9retary of S t a t e  presents his complisents 
to the Honorable the Secretary of the n avy �nd in view 

f .!- • .. • • t " 19 ?.7 ·� .. .  .. ' "i h A o_ a no �. e a a "'  ea. .hUg us o ,  ,.., , 1 .:-co �.-!le b.:' 1 "  s __ . ..rn-
b£.�sador a t  Y!ashingt cn ,  inquires ;·;hether i t  will meet 

� --1 
I 
! 

�ith the approval of the War Department for Ur . W . C .  G e e ,  , 
an As s istant . Engineer . in  the \'.'ireles s  Branch of the P o s t s  i 

. and Telegra . ph5 Dep;:.'r.ti!leiit'·:iri"Male:)Ta';·: �o· .s.perid. ;:fouf. ·�cnths ' · . . · . · -:':�: . · · ·  . � 
: ·  during· the ·first half �or.� the· .. next:·year·!··at· t he· Bell Tele:... · .. ' .. :·.· ... . :--. .. � ·.- . . .-: ��� phone Laborat orie s . and · tne· Radio·- Corporation of Ne··t: York . . - . t/'' 

Mr . Gee · has ·been awarded a grcmt fro� ftZlds placed 
� t  his disposal by the Trustees of t h e  Carnegie Corpor&
t i or. of N e w  Yorr:, to enable him to U.."'ldertc.ke c er to.in 
studies in s!wrt-wave telephony transrni s sio� and ultra 
short -v;ave tr�r1srni ssion in var:!.cus countrie s .  

. . . . . . . .  
' . 

A similar co�unicat ion ha s . been �ddr8SSed t o  the , 
S e c r etary of War . 

. . . . . 

Op-�0-G 

, . .... ·. 

. . .. · ..... . . • . . 

20 hugust 1937 

l .  The Direct�r of N �':<... l Co:-.::n.:r1i:Ltior.s cc.n rais e no 
sp�cific ob j e c t i on s  t o Ur . Ge e ' s extende� v is it t o  the Eell 
L�bors torie s .  Ho�ever, i t  is considered an illld es iruble 
p:·t.:�:: � i c e  for this c :.Ui"'ltry t o  d i s close: its t 0-�'r:..T1ic�l s e c r e t s  
� o  .:o.;:ei�ner s r;i:i2.e g e t  tin6 not:1 i. � g  in ret;l,:n. 

L . F .  Sa fford, 
Op-;..C- G .  

. . .  • . 
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In Reply P.c!cr 

·-···-�- 4 . ... .... • • •  ( � ••• J.--...:---...:.-"-·-----· 

. . Je"� . .  'S:- .. : . . . . .. 

: · · . 

UNITED STATES ASIATIC FLEET 
U. S. S. AUGCSTA (Flagship) 

.-: . . , ,� ,. ·-� 

. . . 

k··:.:-r. 
. . 

t."t.r-.llrl, r. 
C !eb:;:-UU�'7 ..... � .. ,�:, · . . . p:: . . , . . - . . . . �t-.� · 1· · ., 

·.--. 
· · 

· ·c·'·c· ..... .. �� ... .. � 'r'! r.·h�
·

--
� ... · · " � • " .... • c 't.'r1 ,... �.{. · · · · ·· -. •. ac-"-� ... .-. '-" u..-. ,. .. 4 1.,..• • .ioo -;, .'· r r_t31..,i4 W - r .:.. u_.tt.� a . .. ·. 

· S-o · ··: ; ·.·::--�_ >_' · ... : T'�a . Ci:.i(Of ct r.�vt�l C��:---.,;.ti"n!1· • .: . · · · · ·  : · _. , :  ·:. 
·.· .· 

. ·-. ,. ·. ·: . .: . it.¥ . : :,:� . •. iti•J. 

�; rr;.., ,., tr..""r, ...... :... T." t�-:--:-:� .. '[Y U �,·-� ,. ! · - ln t�1 !  ... 1� ...;· �-.,.. i + ···; ·� � ·t·- ,... .,. ... -..., .... w - � .a.....t '- ,.T '' ""' - ••w • ··- v"""' '·' • \.•J _..., · ...., .... � "VV- \.. :f •.1• ��� 
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UNITED STATES ASIATIC FLEET 
U .  S .  S .  AUGUSTA ( F lagsR ip} 

( � 

In Reply Refer 
To No.  

20/h L 

Man i l a ,  P .  I .  , 
A6-1 <1042) 5 F ebruary 1938 

From: Commander i n  Chi ef, Asi ati c F l eet.  
The C h i ef of Naval Operat i ons.  To 

Subj ect :  Communicat ions du r i ng S i no-Japanese hosti l i t i es 

Reference :  (a)  Comyangpat rest.  L tr  seri a l  1990 o f  1 1  Dec . , 1 937 

1 .  The portion of reference (a) dea l i ng w i t h  draft i ng, 
assignment and precedence and securi ty of radio traffic  i n  the Yangtze 
Va l l ey duri ng the subj ect hos t i l i t i es i s  quoted:-

•• �mbassy traf f i c was as a r u l e  poorly drafted and often 
assi gned h i gher precedence than i ts subj ect seemed to warrant. 
One occasion arose where part o f  Navy restr i cted message was 
quoted verbatim  causi ng concern for  the  secur i ty of their  own 
codes and our c i phers.  A L L  cop i es of messages sent to Embassy 
were then paraphrased. Conferences were held  at the Embassy 
and t h e i r  communi cation staff was i nst ructed i n  the use of Navy 
precedence. It was d i s covered that  the use of � rush priori ty '  
aAd ' tr i p le"priori ty '  by the Embass� was .i nf ended t o  apply to 

.· ! hand l i ng of -.-the ·despatch a t: dest i na tion · and not to
.
t ransmi ssi on . 

After severa l conferences and the exp l a i ni ng of :the Navy ' s  
' · '· . .  meaning o f  ' pr iortty ' ,  ' rout i n e ' ,  ' ni gh t ' ,  etc . ,, no further 
- - di f f i culty arose and the f u l l est cooperation by both parti es 

reduced the work upon the  operators and re laying stations by 
d istr ibut ing the  Load more even ly.  

" The tendency towards verbosi ty in  the major i ty of the  
Consu lar,  Embassy and S tate  Department traf f i c  ·was observed. 
The staff at Nanking cooperated a long .th_i s l i n e .  · C l o s e r coopera
tion between Navy and State Department and between the offi c ials  
o f  each on  duty i n  foreign count r i es could be i mproved upon. 
Often desp.atches were · sent by d ip loma,� c. off i c i a Ls only to their  
own members by Navy radio  when i t  should have been apparent that 
such news was of immediate  importance to the Senior Naval Offi cer 
in that Locali ty.  The B r i t ish  have such a system whereby their  
d ip loma t i c and Nava l act i v i t i es are  L i nked c los e together. 

" Navy messages did not prove d i f f i c u l t  a,s to draft i ng, 
assi gnment of precedence, etc . ,  except i n  one i nstance. Th is  
occurred when an  a s s i s tant Naval attache reported to  Embassy 
Nank ing .  He was not attached to any s h i p .  Upon arrival  LUZON 
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In Reply Hcf�r UNITED STATES ASIATIC FLEET 
U. S. S. AuGUSTA (Flagship) To No. 

J.G-l ( 1042) 
·- Jl: -�-::"-.M--v-*� .... (®'r."&$--i£�"12"'��·�t:l'.�l'"'!! : 

.E'.lh3 �ct:  .. . .. · .. Co�u!Aion�.i. _Cn3 . �urlng S��-J�;:. �:n�.eso hocttl1 ti�e •
. - - - - - - - - � - - - - - - - - - - ·- -

·
- - - - - - - - - - -' ' ·� '• .::- ' •  • ,�·: ·,·'I ' • : , ·• ... ,."'� •. • -· • • •.' ,'", "• ". , • "' 

":" • 
• • • • 

- :  ·. 

. -.. . 

� .  r. l.�c-;��T.:l.!.. , 
C ��iaf of Gtc.!f • 

� .
· ·

· . . ��2i . . .  IS'!� 

n -.., 7 u I ,  

tr� 
•• !i�. 

I 

. :: :._:_:·_ . . . 



In Reply Refer 
To No . 
A6-1 (1 042) 

Subject:  

UNITED STATES ASIATIC FLEET 
U. S .  S .  AUGUSTA ( F lagship) 

Communi cations duri ng Sino-Japanese host i l i ti es .  

i n  Nanking i n  November d i f f i cult ies were i roned out . These 
had been caused by d iff erences i n  6pinion between Command i ng 
Officer Station Shi p and attache as to responsib ·i l i t e i s  of 

� · �each i n  hand l i ng encrypted traff i c .  When offi cers are sent 
i nto the f i e l d  to make certa i n  reports i t  seems advisable to 
irrange beforehand some method by w h i c h  he can encrypt h i s  
own messages. " 

Copy to:  Comyangpat . 

(RETYPED FOR PURPOSE OF CLARITY) 

R. F .  McCONNELIL; 
Chi ef of Staf f .  
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ID r<plf ref<:� t.lnllbl• 
IU1d !'e. 

Op-20-GS/L!.ID 

SUBJECT : 

"\VASHL�GTON 

14 April,  1938. 
c 

1ffiMCRHlDUl·1 FOR Trffi DIRECTOR 

State-War-Navy C o o peration in ConLrnu..Tlicat ions . 

RZFEF.ENC E :  .(a) CinC, Asiatic Fleet ltr . A6-1 (1042) of 
5 February, 1938, to Opnav. 

1. For the past several years the s ecurity U-Tlits of the 
Army and the Navy communication divisions have wor�ed in close 
cooperation. The Army has adopt ed �ch of the Navy ' s  nomencla-
ture G..t!d standards . The State Depart!!lent, hOY! ever, has continued 
independently, and its nomenclature, standards of s e curity, e tc . ,  
ar·e s omewhat different from the Ar:rrzy or the Navy. 

2 .  Correspondence in our files traces the history of the 
State-Na-v-y Department cipher, which ,,.as p!'epared and put into 
effect soon after · the World V,'ar and v;i tr1.drav.n from use ar.d des
troyed about two years ago . The reason given for withdrawal of 
this cipher was that it was used very little, that it was pos
sibly comp;romised, and that the cipher was ver"�J slow and diffi-
cult to use .  Follovling its destruction the Spanish and Asiatic 
situations developed and it became ne c e s sary for the Navy Depart
rr.ent to handle numerous co��ications for the State Department, 
and the State Department officials in Spain. and China found it 
nacesssry to cortun'..l.nicate direct. \':i t!l the Na.vy in those locations . 
It has been evident in the Navy Depart:;ent that con�'1lunication be
b';een the State Dapartment and the :t!a"\-y Depc.rtrnent is not e:1tir ely 
sa tis factory due to differences  i..Tl s e curity· stancards and ir.struc-
tions . For instance, the State Depart�ent has no classification 
"Restri ctedn or "Secret" c.nd instead u s e s  " C onfidential" and 
"Strictly confidential� It is ir:.possible for the l{aTf �&p<:rt-
ment to determine ;·:hat Navy clas sificatio!l to give informa tion 
s ub�itted to it by the State Dep�rtment for trans�issio� .  

3 �r, . ,, ·!- im..., +o t ; >:"'.:> y :> -.._ -l r. • , c: o ·tf'J..� C �.,,,...S  � n  C'P� C: t.:. I"'1',... � J. -,� 
• - VU.l - II;;; \.1 .. ____ - ._v ...... - - - ..... _ --- ""'"·- � 'C.o v -.- - v .,  

section have ind ica ted a fee line th.e.t tha S.tn�e Dep;.rt�:ent codes 
C...'1d c i  Dher s were not sec.:ure and that U: it could be done the 
rr:c.tt�r· should be brought to the attention of the State Dc-par t:T�ent . 
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No official action has been taken by the Na�J De partmen t .  

4 .  The C ommander-in-Chie f ,  Asiatic Fleet , in a letter to 
the Chief of Naval Operations (reference (a) , has pointed to some 
of the difficult i e s  in comnru_"lica tions betv;een Stc.te Department 
officials in the Orient and the Navy ther e .  This letter is a 
ju stification for making an attempt to cooperat e v;ith the State 

Department elong security lines . 

5 .  Mr .  Fr:iedman of the V.'a-:- Department Cormnunication 
S e curity Group is a personal friend of Mr . Sal�on, Chief of the 
State Department C ommL'1ication Division. Through him Mr . Fried
rna� learned trillt Mr . Sumner Welles has recently sug gested in a 
mel!iorandu.m to the Pres ident that the Stat e ,  War and Navy Depart
ments confer on a number of matt er s , one of' which is c orr.!!iWli c a
tion s .  

6 .  The Navy Department should recei.ve a letter soon from 
the State Department paving the way for coo·peration iri co:ll.nn.L11ica
ti on matters . When this letter is received a member of the Com
�unication Security Group should b e  detailed to confer \':1 th the 
State and war Department representatives . 
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From: 
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.

. . :.. ... ... .. ; 

NA:}."Y DEPART�1EXT 
Ol"l-'10 .1:: Ol' 'l'BF.: C:rru:.:I:' OF )';_\VAL OPI.:R.\TIOXS 

\V .A.SUIXGTOX 

17 !-Jsy 1933 • 

.RE:a:t· Adniral C .  1:. C;)u.rt!ley, i.,; .  � .  H .s. vy .  
Chief ot navel Operations. 

Uinutc:·s Q£. S:Jboo�ittoe on· Stcte, \�ar, and navy 
, Dc-part.t:1ent · C.o!::l"!t.m.ic.:.tio:ns. . . 

..
.. ;.· 

� 
·. 

1. ��e Gubco�ittce c� st��e, h�r , and Navy tepcrt�c�t 
Co��i cutions met st 10:00 a . m .  this cate in the Office of the 
Gircctor cf liavel Co:!::!U!"'licllticns. 

?resent: 
Rear td.Cire.l c.r:. ·· Cour��y , U . S.N. , lievy DepartmentJ, 

Senior llenbe�. 
�r. D . ! .  E�lcon� State Depa�toen t ,  
';$- j or ,... 0 RePr'ler n S a \r.a� r·r.� - .... +-.... .,..,.., -..;_ '· 4 • _ .... , \.) •  . ... .  , .. - - ; rc.. .... .... -: � "' , 

!!e::b�rs. 
�r. \�: . F .  Friedl:um, Y:o.r Dept:.::-tr!ent , 
Co=-,ande:r L . F .  Sa.:�forc, O . S . li . ,  t!uvy Depcrt:::::ent, 
Lieu.tenc.nt P.V •. Ucrcez·, U . S .N . ,  !1avy Dep�rt�ent, 

rechnical Advisor o .  
. \ 

2 .  .td��r1.:.l Courtney openec th;:: !:!eeting s.nd sta t€:6 th2 t 
6 Su!>co::oi t t <; e  on Co.:;::.unic!:.t!o�s, ccns l s t bg of .k.d.::lirc..l Cou::::-tne:r, 
Mr. f.al!!lon, ��d H:lj or Reecer, hed been e;pcinted to inve.stic;cte 
i�i)roving cc��unicn. t1ons bet<>cen the f.: � Q  t e ,  t·� r ,  Cilld I·�t. vy !.:epc: r t 
::!en t !; .  !be Cubco��oi t t e e  V! D  s t o  s tudy c.nd rc;>ort on clGssif:icc t '..em 
o f  n e s sages and a nclr i::lt.erdepc:.rt=e.:J.tt.-1 cede or ciphe:- syst•e:n. 

J. Lieuten:.nt llercer s t c t ed th�t the I�uv&l Co-:-�un i c� t i.on 
�· erv:c.:c ha.d been r.w.ndling e considerable &rr.Otmt of .S�.:: t e  �epart
:·· (;..lt :1!::!: �a:;es to end frc:t! the :Far Ee:.st since tt:e bebi.nr.:ng of t·:, _ C' i -r. �  T ·, ·· - ·� -· .. .:: n. (: � <'f � "'ll ' t � ""' � • . .., ,, to >, ·· • .._, _  h - r: - h � -r- "' -· ,.. - - '- - -' -_ . \;"  .._, .. ..  J.v.._•., ,...A,.,I{.' . ...:,. D � V , _. .,. -\.: - - �  .. � ""4 " -U. '- U t.: � L.:.� • GY U \.,.o! ._. ".; V � '- - t,;� \., """ J-'..4 
t� i �cr ·��·�·!lC.i(�:; t� :..:!(: c::!�c�s [:.:.1· i:1.���· ·; c:-�.:��,t. . �·r,t:· I;�·.� .. -�· tl;t!. E � :..t.B 
;:.-2�::. �:··�.:Z1t� �;J!J�:'<;:l'Cl)� bO.�e <1 lffe�e:1t �c:::l.Cin£S to the !;� !.1e -:-:::;rC. s 
\.: :;: r, c :� co.::me c � i Oi1 1:,·1 th �ect-:..l'i ty clr..!.:53...::c.::t: lo� of ccC.es r..:.� 
c i , . �· � ·: �� !: t..Ud t!iC p :·�·;;,�C.C"':!CC t 8  te: G i7t:n :: :::; S !:E..�€: £ .  E�e!Jrt�lL�b :-·r. � 
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\rvr�:ing !zoot!:lly no� beC:lUSe the ;� e:)p:!,c c·:::-:.ccrn�:d under� t0r.td t::.o 
te;r;;)� u�ed by th<? other �ervic�; tut the!'e h.aC. b e (:n t:-oi.lbl.e ir. 
the pa!it e..nd there l'.'ould bo �i;.1il<.:.r . tz:-vv.tlo .tn t!le f�tura lt' t.�t1 
Hv.vy h.E.d to ha!!dlc Sta�e :·cF.< r :'1!:!'1t t:::CS!:it:..5e!> ir. �-C'f.!� ether 
(·····I•+-or o"' t 'n� .,.or1 d On .... .. � ' '-' O�"""" cio�- - e "' c-"' ''"" .. ' � nnt"' c "" , .;J1 ,. u u  � J. ... ... · w -. • .. .. -- ... .; _ .., , • .a �u .... i' .. � t� � •J .:.... '-4 '- J. t..�.. _ .. 
:.:.ub�tsncc end 'si�ilnr 1n t:ordin6 \muld be :sent .fr.c� the .c.::e::·i cL::l 

:Lintster to t�c Stute: Depart�eat � u E t r. t e  De;n:.rt:Hmt e c- c e  �-ne 
frc.o the Cc:x:1��cer in C!liet to th ·3 I�ovy Ve;,c.:r tw·.:-r.t in n �� <.vy 
�:y stc!'d. This \ic. s ve�y bod cry ?t�braph.�c[� J.. ly, n !>  ). t �ub j \? ct•�C. 
toth sys�e:::s to cry));analy t l c  c. t te.ck. h cG:-l!Jon �·.;� t e!:! c�ld by 
c t a t &  and f.<ivy Lc;r:rt�c:nt o!ficinlz, �nc!. po.s:>ibly t!:c J.r:::.y ,  .:·::.l.s 
e ��dcr use o! 1nfo��tivo .ed�re £ ! as , . T.ould reduce tile ��o�Jt cf 
r«d!.o t�2.!!ic . ll.r.d a!!o!;J ecn!'liderable p:-ott:ct !.cn to t.l-.d ! �ys t e� 
u!ed ... . . · ·

: 
·
· t.<' : · . · ·.>. --!·· : ·:.·

'
,_ : . · . · 

·. . ·. · ·. 

4 .  Co�e.nder Sa:".fcrd � t a  ted thr, t the Gtc t e ,  t;:;r ,  und 
Ncvy Depart�ents h�d a co��on responsibili:y tn nn� ion�l d e fen5c 
e-.nC. pre�ervc. t i on c! o.fficiel s e: c r et s .  I t  ;·:�!: therefore very 
de�iruble that the three Dcpart�ents u � e  the sene phr� �ecloey 
��d ,  1! proc tic�ble, l�ve co�con st�d�rd� of security. A� �he 
�rc�e."lt tim� there -.re s  in exist.encc � A�-tlayY cl;;her but. it 
� n. s  rostr1c ted to jcint operations, particulc.rly in col\fit�l. 
C.e.fense, and �;b.ould not be u�.e::1 for &d�in1 strc.t.!. v e  �s. t te:rs o:.· 
��tellige�ce. · ?h0 r e  had been n Stet e-�avy ci�he� for ��iY 7 c a r s  
cut it �:c. s  l i t tle u�ed b�c::.u.se i t  v; a s  cf v:::r:v co�olez t·,r�e C: ... !'ld 
(�ifficu.lt t c  O,?c::::-c.. t o ,  and ';\'as Generally un��ti�fr-�tccy : - I:. hsd 
bc�n �ithC.rt:.ien frc:t ::ervice l:bvut three ;· �e:rs aGO· Th£:rc \;�s 
n t.: e\::i of a &tatc-?-;.:vy cipne:r, ::nC. i t  v .. oulci b e  " i z c  to ::.�elude t:Cc 
J..r:rr.y, � . .J there ··;ou.ld. be cany occn5io:Js t:ht:!l d ir e c t  c ;:;:-..:::-�.m!c:c. t i on z  
be c o;. e e.."l tha S � e.  t� Vepu-t�sot officials a..�c. k:r:;y off1cer3, cr 
.i.'!l li -:.c..ry ::i:cicns , r:.ight. be nec�s s:1ry. 

5 .  llr. :'ried.=.ll!l � � 2- t e:d thn t tho ;..r�/ ,  ila"··y r.�ci Co:��t 
Gu.r:rd now h.:"d Qt lee!:.t one Cl':.rp ti.)�:rt:.;;ll: c � y s t e:J cc�::lC:n :o all 
�-•· .. �.,,.,. '' O""V ' c e :- '-U • ' t\-. - .. t- .... , . • < .- �  . .. e r . • -.. •·. ·, - t ..,r· ' ' .. ,.. .,. ,.. .. l " r c h r  . .. � l� -""·•"" ..:.: '- - • - .., , c - ..... � ..,  ... �·- : .. .., _ :  ..., '-: r \,;- ·  - - · � "'  ,.C.,), ...,j r ""'  � " - - · · t: 

.. E·. J:: C:  of t!lU: �pf-<irc.::.!s -..:i tfi �;1c ·,·.t:r l· �p�rtr:..,;!l� C!l c j c k �  o :- u e :- .  
'i';�i.:roforc it !·.h:.u:c. be & Vfry ::: i.�i ;· l c �e:·.:tr.:r tc !;:...1 ; >�. 1:-r r. \,; C.:·::::·::n. 
c i :: llc::r for ��c t!'lrc � Dc;:>�::rt:Jf:rt : s .  I ':l  li c t e r:..:..:'! � C:  n clp�2::- of 
t:;��. :lt: t�re it �; e. �  !l e c e !> s c:ry to c.:n!.:icer ;'o:.siblt: :u:u:-c c:.:;;ci
r. :.:: !J. 5- rt:H.h�r th<;n t�e 1:�::-.E:Gi<...t e  ;.; r c :: e :1 t ,  e: s  d i s tz- ibut i<:n t c.·,J� 

s:J.ch c. lent: t 1.!!:e thE. t ·;� o co·:.1.!.d �,:,� �a i t  for tht: :;i tue t �on �c 
,. _.,.. 1 �, ... . The J,r-..·r ·:�o .. l-4 be � uc 1 , � d "' ·"" i""' ..... n� "' z .., r tc.., L <"'  � �, , ..,.. ., � s  '-- - t..;,. - ., - ... ... ... .- -- \,; """' •• -- ., v ...... , Q - ..... . a. # - "- ... 
�r. i n :3 t r..nce cf a !:'li:i.tc.ry intelli�en c a  off ! cer co;-:: ir.� E:! b <.n: :-d o. 
N2V)' ship ebrcc.ci t. o  !;end e. :r;os sr,gc to thE: We.!' i: epcr �::1ent in a 
[\ Lvy c t�her. 

�-'' , .. . 



·--------------·--· ------··---· --- ----· -- ·-.-� ...... -�---....----·-·� 
i 

: ". : �J� ; • • • •  1 .. ··· . . 
• ��jj; 

... ·�. -:: . .. ' . -., . .-

6 .  Mr .. Sauon :st�ted thut :.?.lt�ough CO!�cn s t fm�c;.rd$ cf 
s e cu;:ity r.-era doubtles!; desired in principle end niGht be 

. · F.t¥. � ..... �[ ru ;··c· • 

r ' 
' 

�lr� ctico.ble 'betr.een the ! ... rr.·\; .. e.o.d it&Tf ,  the S t c. t c  Dep:::.rtoent' s ; }!roblC�S �ere . SO ciffere!l t th(':. t �i:u�y. C�clcl �ct jJOSSibly agree : ·. · .  ·. : . ·. · . f,� 
to n : .�o�on �t.if.ndn:i"d. · .  'Zlessu.ges . in t1hlch othe:- . Cepart!:len.t� 'tf'Ore· -,·' ;· . . .

. "·,::_.·- �
.
+

.
i_.�.-. .  ·. int�estf;d _v;er.s c.nother

·
rnatter and he thought th� St<lte: .. ·. . : ·· . . : ·, .. · t;.;� 

v�,p:l!.�t�cnt ·: could' ag:t�e to ar.ything' -prr::;JOSGIJ by the Arr.;; . �nd ,·; .  -;. . :: · ;, r-: 
l:c.:of1J• Y.:o · should b e:  able t o  iron cut o�· d lf.ficulties in rccurd ' 
'"0 " ') C.,.. "'C�" '"l " P -:: if'� ca+ � o., """'d pre·"'ed<-::,..., co o ·�" ,., � <:. r. c c � s  ,. �  .... .., _, ,..... .... \,;.. J ...., _ .,. _  - .. ""' .. � �J. - ...,. -·· - ... -� - - - �o ..... ..... • _;.J ,... 
�rez�;.ury Depart�cnt e.l�o t·� be include-:\ � the d istribution of 
thi� nE:,r;· ciyb.er SJ'::> te:a as cc!lsuls fre���n tly �nve to co:.:=l:...'1 l c a  te 
\: !.th Ccoa:;t Guard cuttGrr. i!l r e�nrd t c  .r.�rc�:Jtic c.:lt! li�uor �.augulin�, end th�re ... ticre oth�;; occacic:l� '�hCl Coe� t. Gu.c.rC. . .. 

... 
�.s 

·-��ossols i:Ol..i.ld . .f.ind this . c·iphur very u :: eru.l. . · · 
· .. :·' ::_ · . . - �t� 

, . 1. ·· · .. c��-��d�-;.-,��;i�:-c. ctc.t('o. the · F.:�v.r oe;<:.rt�ent lllre.nd; . · · : .
. 
, ·

.:·- : �s 
/utd the !r:.cil.ities for the prcduction c! c. l�h.:.bC?t5 and key :!.i s t �  
for the ;;rcpozed r-y:Jtem and the. t the !�cvy :Dc:;:n •. rtcer:t ¥'Culd be 
�illing to print the !1rst t�o editions; subsequent cciticn� 
c:.;uld be let't to t!le f"uture. The liav:r Depcrtwe!lt ttculci pre?�.re 
the ne.:luscript� end subclt them d1r£c:tly t o  the other t\:;'O 1 

. ne�urtmen�:; tor in:;.pect1on 2-nd approval. .. ._, :- - . � . .. .  . . . . . �_j .· . . . . .· .. ·. . .-· . . . . .  '-" .. : ·, : .  : . . . ._· . . ; · . . ·-. ·_; :·-::..--"'· � . : a • . , ; . ;.' &ml€r&l disCU:risicn t.hm foll.o-.;;ed · �d :the :rollo;s�-r" ::J- �": ).: : ;  � 
d.eci� ion3 ware re�cheds · r----

(1) Each Depart:H:!nt furnish 1 ts in!jtructions relative to 
�ec�rity classification and precedence of oessages tc the other 
t�o Dep&rt��t s. Each Depart��nt Rould �ke an indepencent 

, 
I 

study and sub�1t � propo��l fer �ifc� phras eology. · . ..  ' � · : . : (�) To ado�t a eo;nas_�· c1phe:t- ·!cr inte�dep�ment:::.l ·co�unf.�.> ·: ·· _. � .-. -;-';[:� 
ct1tions bctv:een .tha .Etete� t'ar, :lazy g tnd Treasury _ _ Cijpart�ent:; , . o.- . · . ;. , �::� C i � tribution c;oing CC'F.u to Cestrcyers c..nC: g unboats of tee F.e.vy · � · 
snd Co£st Gu�rd cutters . ?h e  questiu� cf the eAnct di�trit�t icn 
cf t:::! �  syntt.:t end ��ether t o  �a£\? a ! c c-:,nc c1�he:: cf li::.ited 
C: i s tribution to be deferred for �he t1.:!e b e in g .  !'he Ne.vy to 
'..'!.:!Certe.ice preparation a!'ld printinG of the e.lphabe t s  ar:.c key 
lints for the ne\\" sys';e:: �C. to st&zot �·itb.out delcy in crder t o  
tsi.H?t the co�p le.�ic:n of tho FhY � i cal &�')��rc.. tus \:-hich l"..:!.d b e e:1  
ordered for the [ t � t e  Depert6cnt. 

c . ::. Co:..:.rtn-:y. 

-3-
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i-·-� 
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Jn :<·So�'r N"fe!t to !nlti.a.le 
A.Ad So. 

0�-ZO : 

F'rom: 
T o :  

SUBJECT : 

. P.�n . : .:· . QiU' ::··. · ·. ·. · 
. . � . . : . . .

.. . . ..... � .. . . 
t:� ""'-> 

OrFIO I:: O:E' '.('HE CiliEF Or'XAVAT, Ot'l�HATIOX� 

. . . · . 
. . . . . 

"W..:\SITINGTON 

2.3 !!ay 193 8 .  

Res..r .Acioiral C . E .  Courtney, U.S. H c:·:y . 
Chief of Nnval Operations. 
1iL11utes o.f ... £ubco�:i.. t te e on .St&t e, t:s.:-, and :!avy 

· 
· · · Department :Co�u..'11ca tions. 

• • • ' • • • ' I  : ' ·;.: ,•."•;: 

1. ·The ·subcocilai tte e on Gta.tc, \�ar, and F.a.vy Depert.r:1ent 
Coomunications �et et 10:00 a . m .  this dat e in the Office of the 
Direc tor of' Naval Co���ications. 

Pres ent : 

Rear A.cimir�l C.E. : Courtney, U . S . H . , Navy Departr.1en t ,  
Senior Me::.ber. 

Mr� D . A .  Saloo�� State Department, 
"1-aj or W . O .  Reeder, U . S . A . , War Depc.rt::�ent, 

Ye::1ber s .  

Mr. \! . F .  Friedmt:n, V:ur Depa.rtwent, 
Co!Zla."lcier L.F. Safford, U . S . N . ,  !ievy Depc.rt�ent , 
tieutGr .. C�.llt ? . V .  1icr ce r , U . S .N . ,  Havy Dep<:.rtraent, 

l'echnical ·Acivi sors. 

2. Co��under E�fford �re$eDteQ & ?eper c0nt�ining the 
�J avy ' s s tuG.y of secrecy cla0 :3if:!. ca tlon &'1u precedence c.nd 
sug g E s ted that it be used a s  the b c: s i s  of C. i scu s � i.cn. 'l'hi:: w:::.s 
agreed to and a general d i s cu s s ion folloTced. 

3 .  It v;as p o inted out t!1c:..t the c l a s s ificc.tion " S e: cr = t "  
�1d ttConf1dent1alrt v;ere sub s tc..nt i elly identica.l for the Ar:ry 
21d N�vy e.nd had the same scope for the S t E! t e  De�c.rtsen t ,  exc e ;:t 
t!1e eleoent of nationcl s ec urity was not involved . The St�t e 
Depart �ent cla s s ifica tion of "Routinen corr e s ?onded exac tly t o  
the Aroy and n a vy  classificution "Restri cted." a.1.c there y;-r� s  no 
�u:-po 5 e  L"'l ch[....'1 t; :n� r! y;ord �hich W'2.S t-ell cstabl: £heC. by usa � e  
�·1 thin the State Depart�ent . 

�_K-.·:0,:: �r.tl�� �= ; .. : �u:J 
; 

v .. ::: .... 
·.�·. 



· �  
. ... :., .. -- -· - · · --· .. ; .... *'i9411am:MM?Au ... . · ·  . 

- '-�:... r ·-·. ·, .. ...,;/ �- ·:. ''-- :t . 

4 ·  In the !.1Ctter of p r e c edence of :Je!:: s u g c s  � in.ilc.r 
t::1ifcr:1ity e.xi Eted. f .. ::::;y , li c::.v:,r , S t e t e  L e ;n.:. rt:-:.:ent oll used 
r. .:.\c·u t i!lett c.nd ''�a t e " .  Tlw E t u t c  .Ce�artr:wn t ' .s  n;·:usht' co:-res
pcndr:d eJ:.!:.Ctly to the . PPriority11  of t!:e k::IJ.y tmd l!i'-"'Y ·  The t erm 
t..(�ush � ha<l bee!l adopted for· rt:!E.� en;. of ecc;'lOLJ.'f c....11d v.ould. c.:u.se 

no confusion. en Ur:.l.ry circuits pr0·;1d.ed i t s  oer:ning t. � s  :mov.r: to 
our operntors. 

5 .  llr. Eu lr.1on stG. t ec th.:�t he v:ot:.lc: like r:. C();;y cf the 
ninut.t:s of the l a � t  ::teeting to p·r e � ent :.o �Jr. \'. e l l � � . :t<J j or 
?.eccler suid that he \'Joulci liKe ;� co�y for che C:1ief c :'  Stc.:·:-. 
I t  'li" G S  expl �in ed that the instruc ticns n�d �e€n to pre;>&re on.:.y 
o.u,� co-p:r of the minutes .of .tb.e !t;ee ting snc sub::1i t it to t.he 
Chi.ef o! Naval Operations

· • . , lt�jor ReGder · m.lg r; � s :;ed tb.:� t the 
Bubcoti:!!ittee tr.cet again· tomorro� morning to revie.?: a!d &:)prove 
th� �L�ut e �  o! l�st �eck' �· �ecting �a this � e �k • � �€cting, r:nc 
r e c e 1  v e  their per�onal copies if ccm�en t c:ou.ld b� oc��!ineG 
-:Jet:nnh:!.le. 

6 .  The follov:ing d ccisions \!';c:-e rec.ched: · · 
(1) R e te.in the prer:ent no::enclature for s ecrecy classifica

tion and for precedence of messages as follo·ws:  

State 

S e c r e t  
Confident ial 
Routine 
Plain 1angue.ge 

Note :  

li l t e  

"' E.C I-�-;;.CY. c •  . -- cif.'TC 1 TTQl' • C . � n � · L...- . .... r .. .... � 

Secret 
Confidcntic.l 
B e !> t ricted 
Plain Lenguage 

Secret 
Confid. en t iul 
Restri.cted 

Plein Languag e  

r.Routine� cc.n s i d ereci .idcn t ic e l  
with ftHe� t r i c t ed " .  

Prior tty 
! : 1  t e  

Frio:-it)T 
l�i t c  

I n  t!le o.b s e.!lce o f  the above tT;o C (' 3 :!.t�naticns zcs�G�:e!:; ·.t.i. .� l tc.}�e 
p��ce�e�ce Lftor �liu�h» and " ? r l or i ty " .  

t�o t e :  tt.Sushu c o n s i{!e.:: f:C iC: e::1. t. i c :> l  wi -;;h 
"Pricr l : y !t .  

- �-

O J S  

�� r;· 
:�· :,.i: 

� 
. 

.; ..... : 

: ·  . 
t .,. : � .. 



- ............ .- �--.-...--..---·.�--

. �·-� . · .. · �s, ·. � . .  
•' · :· . : . ' 

(2) The Nn·.;y Departoent to co�"Jencc the preparn t io� of 
the Interdcpurt:!lcnt&l Ciphe;r, �ubni':ting i t  �o !,he 0tate and v:ar 
D�pc�t�ente fc� cpprovcl bo!ore printine. 

7 • . 
nt :!.O t 30 
Dir-ector 

The SuccorJ!l1 ttee then 
n .. m.·· ·. on Tuesday:� H�y '?.. 4 ,  
o f'  Uaval Comr.iunications. 

. . 

. . . . . 

. � ; --: ·� . 
. 

. �' ..
. �; . . �- .. 
... , 

. . . . .  

adj ourne.d nt ll:.JO to reconvene 
1938, in L�� Office of the 

C . E .  Courtney. 

O J S  

-3-
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Or"FlC E  OF TI.lE CIHL.F OF �A V.\.L Ul'r:..R ATIO.:-:s 
V.' ASH.l::'\GTOX 

2!; ��L] 19 3 3 .  

P.enr l:.d.:!::irul C .. E. Coi.lrt.=e], u . E . N<.iV'f .  
Chief o f  Nav�l O�er� t �o�z . 

SUB.TEC'l': 'Yi.n.ut.es of Su.tc�it.t�e on Stats, Y:e.r, and Navy 
DepZ1:r���t .. : cc·ci.�cl2. ti<mf. 

.. 

'',�. 0 0 , o • '• / • I .... ':. -; :- • • 

1 .  T.h·e Subc·c;;_3ittee -�n Stu. tc, \7c.r J• £;_TJ.C. 2Je.vy Depart�e!lt 
Co�::Ja..'l'licnticns met s.t 10 : )0 a .. ::.. this d�te in the Office of the 
Dirc:tor o! Eavol Co:-�unicntion s .  

Pz·es e::.'l t:  
H�ur .hd.!:l1ral �.E. Courtr:�::y, O .t' .!1 . ,  Hc:.v:-r Depcrtr:ent, 

f>cn!or �e:bcr. 

Co:::u::.�"1de:::- L . F. Ellffora. , G . C . ll . , !:r_,,7 DE;p�r·tncnt, 
Lleut�ru::.nt P . V .  �erccr, U . S . 11 . 1  U r:.�.ry De?�rt�ent , 
·· . ?ecbnical �dvisor� .. 

2 .  ·E nch me1:1b r:r t:llS furni:::;h�d r. COiPY' of the ::inu t c s  of 
the � c e t in c s  for 17 �ay end 23 �ey l9J B ,  and after genersl dis
cu�: lon t h e s e  minutes �e�e approv ed. 

) .  c:o;.)�etaa !he �ubcc-::..wi:. tee :hen 
t�c dut i e s  for �hich it 

C . E. CourtT:ey. 

0 ""'1 -, 
U !  

�{� (1T-:· :· p_:ii. f · - .. 
. 

�-:' �--�: ,. 
I ... .. 
, . 



--·---·-·"'·-�·---- � ••• • 1."---.ll,l.-40.1.-h•-• ............ � .... �..:....... 

r. ·-- . . -· :f- . ' . . . .. . :.0 · ····: : -. -. ·. filtll;� 
.. . · .. · . . ... · .

. · .. . .-.: f . \: . -
.
. , 0 •

• • • : •••• 

. �. ; : : . i . . . . 
. . 

· · · · - - �� :. · -.· . ·· .. · 
,,;&q¢lJ.:-· -- ·; . .  

.... 6� 

I ...., - . 1 '9 "· 0  H -� �ua- ,···r :.;... - c;.;_ - .)  - ..,. , 

'E :ro::t 
'!'o t 

Chief o� l;c.vf!l O�:Er�t.io;·::.3. 
Co:.manc!er-.in-C!:.ief 1 .A:d.� tic F�;.·.e � .  

. . . . · . . . . 
: · 

. .
. -�1 · ··. 

· : ·c
':,'" 1� · . .

.. -� i:'.; ;;;..t·· · 
· c1"':... �· - !i.... .,_.6. . .d· ... .:: · · ..... � ...... 

·
. t � .:.)....., • 

•· • • • .· 

. 
V�· .::l .o-" y _l;. 4,  �!' , r� ... a- �-��· t; f;..!l .. �t-4 4:;-! .. � .... l.;.L�,.\.ocw • . · � =�· 

�io .. � 6  (na� · �uort .:titln CS? 77l 't�.: CSY .77�) ' tttc. · �oi�1G · 
· 4 

ci.1.�tr1buted to·· c!i"iclu-s· ·oi", �b9 St.-a;� t:;i;�:!!."t�:S!lt . J.n China ,. · J'�pan, 
�.:. Uc�gkon0·. 1:l crdar t�t · tnes� p-J.bl!.cntlcns ��; .. be U!;e\1 i:o:
ccr:ficcnti�l cc�tmicnticn� bct"WC�...ll t. hem wei �nv�l co'Zt�c.ndcrs in 
J1 c i n t 1 c  \'::ate-r;;. !ais cipher 'S 3 �  cho;;E:I;. bc;cr;u!ie i.� 1!; no"'" h.£:ld 
b7 �he An1tit1o r·l�e: ;a::.d t.h� cnly ,a�tribution required b�tng t o  
the �):u t e  D¢pt\rtne-nt ot!ic1nl� c�necrn�.C. f:. 'l nee thto :y st«:c. m s  

.: · .. 

. ·. 

b c- tz n  usdd fer �uvy- tr�!fi.c . f•;)r so�e tbe, it trill 't.� !:.l.:�c=���'d ..... .- . . . . · , . �;.:: 
\-. .• � r. o �  · sy��·f;-.. ·'P.···q.f &1·ch c:4'l b e  <i� t.+-�u.'u�od� · · · ·· .· 

. .. .. :. ·. · · · .- . .. . . . · .. ·: �! �:;\• . 
.. ,J . � . , .. _-:-_": . �·� .. : : ; . . .' ·: ·. �::, .. > :: : . � .. . . ·�-:�· . .. ; . .. . . _.... . . :::· . .  :.> : ··. �:·� ·_ :·:: .. >· ·. : . : . ::. � . . ·.· ... "·,;. ��� 

' "' ·· ·· :��-} ;;o·-..c i. s· -·,� ; .... �i" P"',73 . ').."'t .... ,; ,.·, ic..-�� '!....u+· .,.� · �,�·- � ... h.;. : : .. :· ·. :, ·�;� :: � : . � · . ., ...... v , ,., y • .._.  \o,;' .. _, -... . kY-uu "" -.J V ,. _'-1 \tww"'-i . .A V ..,  -.a !l..� �-:· Dtc �e t,�pt.rt;n�·�t Dff1c1cls :;-:-e �er.igncc to fit their s t r ! ;>  · ; 
cevice • knol't-n, c� C!.ph.er D�vic� �-1J3.f.. This d�'\"!.ce he: r�cc�tly ; 
b c �;l �G.opt�d by the B ;t:.tc De;;�!'t:!ant, but U•::nc of their ctf1cic.l� 
1"' •" '- in n J·· -- �:n •r !l r' '"' ""'�' '""' '"' �  ... ,...o. �� ,.. i .,. 4 - .. ·-� t� � .. .,. '' " " ..-·;.-..,. �� '-" • ' ,,\. . , � � :l , t.: &..; "'....._;.� .. � ....... u "-"" - \,..: ..- c:.-t� .. ..i..�r...:.. l . ..... _. ...... " .� W t,;t {,J • ... ..... v 
lit<lt. .. Vcp::.r;!!cnt � 5  l"C�'I:.e5:eC. the rl�.\7 to e.�.s!st in the c i � t.:i-
bu.t :.on c! th�.t1• d�-:l.C1!.S� �od c�pi cz. _ o:· C�? 773 end CS?. 77 4 !.n . 
Ol'�C:' t.h�.t Ch5� rl !stri�Ution t:!ij · U Q  ���edt t(:;ti · E.J:td" .C . e-c�·:.."'lS trs tl.c-iil· 

·or !. � �  o��:-r:.tlon � i.:� :.1.ad� by t:-a; n���l o.f.fi�e!' (;f.roc tlng 
c\�..!.1 ver,7. T:"li� is c�C!; ld�Z"::: f !i t  �iblo �.!. u:c· ��:el·•::: :t�r: c; 
Ci�i�� Do7ico M-lJ3A i ;  i d�ntic�: : i � h  t��� c! C�? 
!1c·l:J t;:r e l l L1< .. 7t:l t. � � i v i t :<::.r il:. J: s l � : l c  '.:. &. � c .:."' !: .  

(. . .  :1 '� .·, '. :• �- 1 -
.. , .. �JO , l'· 4.a� ._. .. ,u _ _ , 

J .  LlE�� cen !it!l�-��= £ � � -:..:� �c c}:c. c e::: ( .r \.! 
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BFR/ef 2/1 /39 Op-20-GC 

Se r i a l  2722 4 February 1939 

(SC) A7-3(1 )  

From: 
To 

SUBJ ECT: 

C h i ef of Naval Operat ions 
Commander-in-C h i ef ,  Asi ati c F l eet. 

State-Navy C i pher for A s i a t i c  Waters. 

1 .  Copies of S t r i p  C i pher No. 66 and Str ip  A lphabet 
No . 66 (Navy short t i t l e  CSP 773 and CSP 774) are being 
d istr ibuted to off i c i a ls of the State Department i n  China ,  Japan, 
and Hongkong in order that these pub l i cati ons may be  used for 
confident i a l  communi cati ons between them and naval commanders i n  
As iat i c  Waters .  Th is  c i pher was chosen because i t  i s  now held 
by the As i a t i c  F leet and the only d istr ibution requ i red being to 
the State Department off i c i a ls concerned. S i nce t h i s  system has 
been used for Navy traf f i c  for some t ime, i t  w i l l  be  superseded 
by a new system when such can be d i s t r ibuted. 

2 .  Ihe copies of CSP 773 bei ng d i s t r i buted for the 
State Department off i ci a ls  are designed to f i t  thei r str ip  
dev i ce, known as  C i pher  Devi ce M-138A. Th i s  de�i ce� has recently 
been adopted by the State Department, =but none of the ir  off i c i a l s  
i n  Chi na ,  Japan, o r  Hongkong are fami l i a r  w ith  i ts use. The 
State Department has requested the Navy to assist  4n the distri
bution of thei r devices and copies of CSP 773 and CSP 774 i n  
order that the dist r.:ibut ion· may be expedi ted and a demonstration 
of i t s  operation may be made by the naval offi cer effecting 
delivery. Th is  i s  considered feasable as the operation of� 
C i pher Device M-138A i s  ident i c a l  w i t h  that of CSP 642, w h i c h  i s  
held by a l l  naval a ct i v i t i es i n  A s i a t i c  Waters. 

3.  E ighteen self-addressed packages are being forwarded 
via  the RAMAPO to the Issuing Offi cer,  S i xteenth Nava l D istr i ct,  
to b e  d i s t r i buted a s  fol low s :  
. !�:· ::; ":" � . . . 

' ·  

Ambassador, Tokyo Consul,  Chungking Consul,  Hank ow 
Consul, Tokyo Consul, Nanking Cons u l ,  Shanghai 
Consul Kobe Cons u l ,  Amoy Consu l ,  Swatow 
Consul, Nagasaki Consul, Canton. ConsUi l ,  Ti ents in  
Consul, Yokohama Consu l ,  Chefoo Consu l ,  Tsingta� 
Consul, Pei pi ng Cons u l ,  Foochow Consu l ,  Hong kong 

(RETYPED .. FOR PURPOSE OF CLARITY) 
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�lcet:  
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Con� to: 

!t 

. . · . ·. ,  
. 

: . . · . ·.· . . 

Co::!d t .  l6th �l t:iV.  D1st. 
C0cd t .  14th ��v. Di�:. 
; !�;; '!. � �o�od ?u::; l i c ;.; t lo.:l :: � -= t t.::-:h 
C;,::j � Roc::. 

.- :l -

to C,Sl.' 774 1n effllct 
co�p leted, not1�t1nu 
1;!1�"1 et'fecti�la • 

. . . . . 

A . P .  FAI.:\FIELD 
J. c t i.ng 

.· 
·· .· 

030 

' .· · 
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Each package conta i ns one copy of C i pher Devi ce  M-238A and one 
copy each of CSP 773 and CSP 774. The Consuls concerned have 
been i nstructed that the system i s  effective upon receipt 
between them and naval activi t i es ,  but is not effective between 
Consuls unless they have been not i f i ed that the d istr ibution 
has been comp leted . 

4 .  Change No . 1 to CSP 774 was forwarded to the Asiati c 
Station v i a  the HENDERSON, Change No. 2 to the same pub l i cation 
wi l l  be forwarded v ia  the RAMAPO . Change No. 1 provides for the 
use of Interna l Indi cators (as i n  CSP 799), and Change No . 2 
L i s ts the State�Department holders and g i ves the  External 
Indi cator to be used when communi cat i ng w i t h  tthem. These changes 
have been i ncorporated i n  the copies of CSP 774 bei ng i ssued to 
the State Department offi c i a l s .  It  i s  necessary that these 
changes are made effective before t h i s  sys tem is used for commu
ni cation wi t h  the State Department holder s .  

5 .  It i s  requested that t h e  Commander- i n-Ch i ef ,  Asi a t i c  
Fteet:  

(a) Djrect the  d ist ribution of the State Department 
packages, having the  officer  mak ing deli very 
g i ve a demonstration of the operation of the  
c i pher whenever practi cab le, and 

(b} ) Place  Changes Nos. 1 and 2 to CSP 774 i n  effect 
when thei r d istr ibut ion i s  completed, noti fy ing 
the  Department of the  date when eff ective.  

A . P .  FAIRFIELD 
Acting 

Copy to : 
Comdt . 1 6t h  Nav . D i s t .  
Comdt. 1 4 t h  Nav. D i s t .  
Registered Pub li cation Section 
Code Room 

(RETYPED FOR PURPOSE O F  CLARITY) 
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Op-13/PS Hov·. 9 (SC) A6-J 
" e - i "' 1 ''o 0901'l u .. .I. -"-- li • , .; 

Sir: 

, "  .··. ' 
·.:� 

•.: ' ;.:.. .. ' 

12 1940 

}_s a r e sult of staff con'Jersa:!.c!ls Vii �!""4 L;. t:in :..ru2ricc.11 
?{cpubli c s  the neces s ity for a specic.l cocie :�o:- cc.:::l.:::unica :ions 
·oe: -+;v:cen our ov:n nc.vc:l forc e s and t!lose cf ::-1e c�r-�:- c ountrie s  
concerned has becc2.e apparE:n t .  

'T'he. N· , -�: n· �..,;,�;.;,; �n .. t. :.:.
�:r < �s· ,,r.c.· e

· �ta1-e-n . 
+-l-,- . .,...; �eT"" ra • ; en o r" - • l 0."YJ ,.;..� c-.. _ '-'"�•� · ... � � - l!- .....t v-;.:; _u..o.. .1:' \;;. '-'- .. 

ttis coC.e which "?;ill be . · in. :·E:.1g1ish, ?or:ugu;: � e z.nd · Spa:J.i sh. 
and has nov; ndvar:t:: ed to ·· the point v;tert:: the s er·.rices of 

• 

naval representa t.i ves from Canada, Erc.zil c.:::.'2 ?eru are desired. 
to assist in its prep�ration. 

l:cc ordingly, i t  i s  requested �hat Cc_r:.:=.<ic., !:rc.::il anC. Peru 
ea�!l be invited tc send one suitatlr cualified nc.v�l r�nresenta
t l  ve to v:a shington .for a period of c.bou-: six mcn�hs to ar.sizt 
1:1 prep11ring a code fer coilll:unicati.��g 1::-ety;e�n :.�� r;avies of the 
l.Jni�ed States ,  Canada , · a....-id · t.he othe:r t.�erican P.epu'.Jlic s .  'i'he 
Brazilian an:i ?;;;r·��,i.ar:. rep:rese.!l.-:c:. ti ·;e s  �hou.:!..ci r:2.·;e a t��orough 
moY:lect;e of English. 

It i s reques�sd that the al�ve a�:-an�e�e��s �e exoeiitej 
and the offi c e r s  E�:rive \tashin�ton cs s�8� as p:rac:icabi e .  

· . 
. . 

· .
.. . 

Rt:>s� e � t- ��, . , , y  • - &J "' w - -...:._t.. 1 

7ne Hono rable ,  
Th� S � c retary o f  Sta�e. 

. " . -

I· . . ·.:·...: 

;o. • • • •  �·.--
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DE? JI.I��C.E2iT OF STATE 

WA SET!{ GTON 
i ; 

:if- r � fiw·Uar, . . ·5 a . ',l".'bjp 
�� 

. '�--.. � . . . . . ·;;!i:1l 
· · · : .. :· �:�J · ' . ' 

-· . .:. ':';· .. . .• . . .  
- · .  ··:. 4. •• : 

�Y doar llr . Secretary: 

. . )' - . �ay 121 . 1941 

The Department of Ste.te i s  de! sirous of h.aving 
made a most csreful survey of i ts codes ��d ciphers 

: to deter!iline their .  effi cecy at trti.s til:le a..""ld to · · . 
. dis coyer and e etabl'ish adc'.i tional neans of p:-� serving 
: the . secA'ecy o.f :) ts . h:i:.gl->�y conf:!.den tiE.l . co�unica tions 

under "present �world ·c or:di tioil s .  
· . .  

I rrish to enlist the aid. of the Navy Department 
in th:: conduct of the suz-vey c-:mtE!mpla ted and. I hoFe 
you may be in a po sition to de signate a qualified 

, . .. . ... �:r . • - ·. •  . • ... • 

C"" .• ;
, 

�-

col!!I!l.i.s sioned office� of the Navy DepaA'tl!le�t to s efve �· _, . in- an · advisory· ·and a: consul t.c. t1 ve capacity ·�i th of- · .- · --:?- ·;: :
_._ 

·
. 

:··_:-. �1� 
. ficers . of the . Departme!lt c� State, the War .Deparbent . 

. . · . . · - 3� .and .the .Federal · J3'1J.reau of Invcstiga ticri · for ·these . · . · ·. ;:. _ _.. ·/:-. �-. :_ flli 
purpo s e s ,  the it:'l.porta..�ce o� which I believe ! need f ;;.;·. 
not emphasize� 

Your cooperation will be very much appreciated. 

Sincerely yours, 
. '· . . .: . . · .. 

-:-- ·' . ....... : 
. . . . :.: '···· ·: .

· ·. �·
··.
": .... .; ·. .� 

The Honorable 
Fra1"1k Knox, 

.
. .  

• l .. . . .  .,. 

Secretary of the Navy. 

COF.DELL E.ULL 
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::49.1! P E"Hff.: 
DEPARTMENT OF STATE 

May 1 2 ,  1 94}. 

My dear Mr . . Secretary: 

The Department of  State is desi rous of having 
made a most careful survey of i t s  codes and c i phers to 
determine thei r ef f i ci ency at th is  time and to dis cover and 
estab l i s h  addi t iona l means of preserving the accuracy of i ts 
h i g h ly confident i a l  communi cations under present world 
condi tions.  

I w i s h  to  enl ist  the  a i d  of the War  Department 
i n  the conduct of the  sorvey contemplated and I hope you 
may be i n  a pos i t i on to designate a qua l i fi ed commi ssioned 
offi cer of the  War Department to serve i n  an advisory and 
a consultative capa c i ty w i t h  offi cers of the Department 
of State, the Navy Department, and the Feder a l  Bureau o f  
Inves ti gation f o r  these purposes, the  importance o f  w h i c h  
I be l i eve I need not empha si ze. 

Your cooperation wi l l  be very much appreciated. 

S i ncerely yours, 

(Signed) Corde l l  Hu l l  

The Honorable 

Henry L.  St imson, 

Secretary .. War.  

APPENDIX 1 001/ffi&M I !M! 
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26 June 1941 

REPORT OF SPECIAL COMMITTEE TO INVESTIGATE SECURITY OF 

STATE DEPARTMENT COMMUNICATIONS 

1 .  I n  respective Letters dated May 12,  1941,  to the Secretary of 

the Navy, the Secretary of War, and the Dj rector of the Federal Bureau 

of Invest i gation, the Secretary of State requested that representatives 

of those agencies be des ignated "to serve i n  an advisory and consultative 

capaci ty w i t h  o f f i c ers of the Department of State" for the purpose of 

as s i s t i ng the Department i n  making "a most careiful survey of i ts codes 

and c i phers to determine thei r eff ic i ency at th·is t i me and to dis cover 

and estab l i s h  addi ti ona l means of preserving the  secrecy of i ts hi g h ly 

confident i a l  communications under present world condi tions . "  (Append i x  

1 • ) 

2 .  W ith  these ends i n  vi ew the  fol lowi ng were designated: 

Commander L .  F .  Safford, U . S . N .  (Offi ce  of Nava l Communi cations) 

Captain  H .  C .  Hayes, U . S .A .  (S ignal  Corps, Offi ce of the C h i ef 

S i gnal  Off i cer) 

( Federa l Bureau of Investigation) 

Mr. Frederi c k  Livesey (Department of S tate) 

In add i t i o n  to the foregoing, Mr . Wi l l i am F .  Fr i edman, Pri ncipal  Crypt

ana lyst, War Department, was designated to serve as Techn i c a l  Advisor to 

Capt a i n  Hayes . 

3 .  The Commi ttee completed i ts i nves t i gation  i n  four sessions , ,  

held  o n  May 27, J une 2, 9 and 12,  1941 . Its f i ndings and recommendat ions 

are embodi ed i n  th is  repor t .  
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--€0UFIElENTIAL-

employment· of the various authori zed cryptograph·i c systems i n  

cryptog raph i ng messages; t h e  r egulat ions governing preparation, 

handl ing, d istr ibution and f i l i ng or u l t imate di spos i tion of p l a i n

language versions of cryptographed messages; and the regulations 

governing the preparation of press r e l eases dea l i ng w ith  matters 

whi ch may have formed t h e  subj ects of cryptograph i c  communciation.  

e .  The  pri nci p l es fol lowed i n  the  s e l ect ion, training and 

assi gnment to duty of personnel permi tted to hav e access to 

cryptograp h i c  mate r i a l  or  to perform cryptograp h i c  duties;  and 

the  p r i n c i p les fol lowed i n  selecti ng the  agenc ies  of transmission 

employed i n  forwarding messages to thei r des t i na t i on .  

6 .  The  detai ls  o f  t h e  f i nd i ng s  o f  t h e  Commi ttee i n  respect to the 

foregoi ng': subj ects of··study· a r e' as.-fo l lows :  

a . C 1 )  A l though i n  general the severa l cryptograph i c  systems - '· : ,  
now employed are  techni cal ly sound and �ff ic i ent, i t  

appears that  the  various codes and ci phers could b e  

d istr i buted t o  holders accordi ng to a better def i ned 

2aod more orde r ly system. •, ' 
(2)  A l t hough the methods used to superencipher messages 

.;· prepared i n  certai n. �syst ems a r e  suff i ci ently secure, 

t h i s  is perhaps not true as regards certain other 

systems and i t  wou ld  appear that the latter might not 

y�eld the  degree of secur i ty desi rable for the  com-

-3-
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eONFIDENTIAl 

authorized holders thereof, i t  i s  understood that such 

materi a l  i s  i nvariably  carri ed by d ip lomat i c  couri er, 

wh ich  should i nsure i ts safe deli very wi thout possi bi l i ty 

of comprom i s e .  

----------------�--------------------- --· 

b .  Excepttat the Department i tself  and at only a few of the  Large 

embass i es the faci_L i t i es, prodedures, and regulations for i nsur i ng the 

phy s i c a l  securi ty of cryptographi c paraphern a l i a  appear to be �Q�i��!l 

iD!��9�!!�, these cons i t i tuti ng � i n·.� L L  p�oba�i l i ty tth e· greatest :source · 6f 

danger to the  securi ty of a l l  communi cati ons of the Department. �i!bQ�! 

!��9�!1� §!i�9�!E�§ !2 EE�!�EY� Ebl§i�!l §���ri1l Ql !b� £ElE!29E!Ebi£ 

E!E!Eb�ED!!i! i1�§li, DQ !l!!�� i2E 2�£!§1 �Q���Di£!!i2D E�9!E2!��� of 

how sound i t  �i9b1 �� !��bDi£!lll can �� £QD�i2�r�2 !!i� i2r ���-
c .  The Department does not appear to have clear-cut defi n i t i ons of 
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and del im ita t i ons for vari ous c lasses of confident i a l  matter; i t  does not 

appear to have c l ea r-cut regulati ons governing the  drafting of messages 

to be t ransmitted i n  cryptograph i c  form; nor does i t  appear to place 

respons ib i l i ty upon the  proper persons i n  regards determining and i ndi cat

ing  the  c lass i f i cation  according to whi ch an outgoing message should be 

hand led. 

d. ( 1 )  In the absence of wel l-defined regu lati ons governing the 

matters referred to in subparagraph f i t  is apparent that 

reg u la t i ons gove rni ng the  selection of the spec i f i c  

cryptograph i c  system i n  spec i f i c  cases cannot be app l i ed 

properly or w ith  certai nty . 

(2) The regulati ons governing the techni cal. employment of the 

vari ous authori zed systems appear to be� ·adequate . 

(3) The regulations and procedure governi n�l the preparation, 

hand l i ng, d i s tr ibuti on, and f i l i ng or u lt i mate di spos i t i on 

of pla in- Language versi ons of cryptographed messages, whi l e  

satisfactory wi thi n the confi nes of the Communi cati ons and 

Records Divi s i on i tself, appear to be !!2�.f.!:!lll iD�s!�9!:!�.!� 
when these doduments pass outs ide the  aforementioned Division.  

It  appeaPs that an  unspec i f i ed and constantly vary i ng number 

of verbatim translat ions of i ncoming c ryptographed messages 

must be  prepared by OCR upon the request of off i c i a ls of 

the Department who deem i t  necessary to  furnish copies for 

the i nformation of others who mi ght be concerned. The 
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reproduction o f  copies i s  now by means of uncont ro l l ed 

mi meograph and t h i s  i s  regarded by the Commi ttee �as :a 

h i gh ly dangerous practi ce . No accounting for the multi• 

p l i c i ty of copi es is  made nor is  there any assurance that 

additonal copies are not made and ci rcu lated within  the 

various divi s i ons . Accounting for copi es under these 

c i rcumstances i s  not poss i b l e  even w ith  much more c ler i ca l  

assi stance than i s  now avai lab le .  Further, there i s  nei ther 

uni form i ty nor certai nty as  to the manner in which  these 

verbatim translati ons are hand led or f i Led i n  the respective 

di v i s i ons to w h i c h  they are sent, and i n  many cases doubt 

exists as to thei r u l t i mate di spos i tion.  Whi le the 

Committee made no i nves t i gation as  ·to the p�ocedure followed 

i n  the case of outgoing messages i n i t i ated w ith in  the re

spective d i v i s i ons, i t  would appear probabl� that there i s  

considerable danger f rom the exi stence of work sheets and 

carbon paper bea r i ng rough and f i n a l  drafts of outgoing 

messages to be c ryptographed i n  confident i a l  codes and ci phers . 

F i na l ly, i t  appears that no great care i s  exer c i s ed with  re

gard to the numbet of persons to whom verbatim or even para

phrased copies of secret messages are shown, i n  many cases 

th is  being perhaps whol ly unnecessary. These unsatisfactory 

condition� �robably constit�te the second �reatest soGrt� 6f 
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danger to security and, if �2! £2EE�£!�Q, ��£�ri!l of 

£2mm�Qi£!!i2� £!� Q�i!h�r ��-m!i�!!i�!Q �2r !�!� !�!!�

!i�h!Q· I n  this connection it is to be noted that in 

the military and the naval service a commissioned officer 

is not, merely by virtue of his commission or his rank, 

entitled to receive secret information in which he is not 

directly and officially concerned. 

(4) The Committee has reason to believe that there is no 

car eful coo rdination between the persons having knowledge 

of the contents of cryptographed messa�1es and those who 

prepare information embodied in the for·m of press releases 

which may contain matter transmitted or received in crypto

graphic form. 

e. (1) Although the prin ciples followed in the selection, train

ing, and assignment to duty of cryptog raphic�personnel with

in the Department itself appear to be satisfactory, the 

Committee has no knowledge of what may be the case in this 

regard in the Department's Embassies, legations, and 

Consulates. It is true that the Department has specific 

regulations governrrng these matters, as embodied in 

Section VII-4 of its Foreign Service Regulations, but 

there appears to be no assurance that these regulations are 

scrupulously and uniformly observed at all stations. This 

appears to be a subject on which direct personal and 
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periodic observation by properly trained inspectors 

would be essential before definite assurance could be 

had as to the extent of confo rmity with pertinent 

regulations. 

(2) It would appear that the Department avails itself of 

cable routes rather than radio channels wherever 

possible, a procedure which is to be highly commended. 

Further, the Committee understands that the practice of 

discussing confidential subjects over the transocean 

radiotelephone has been practical ly eliminated. The 

Committee desires to point out that despite assurances 

of "privacy" so often reiterated by the telephone 

company, such conversations are private only so far as 

the casual Listener-in is concerned. They offer no 

obstacles to any person or organization having a real 
interest in learning the substance of such conversations • 

. 7. -·The recommendations of the Committee are embodied below, but in 

order to present them in a well�integrated manner the successive recom

mendations do not follow the order in which the subje?cts and findings are 

treated in paragraphs 5 and 6 above. The Committee recommends: 

a. That the Department of State adopt the same definitions of 

and delimitations  for classes of messages and documents (with respect 

to the various degrees of confidentiality; viz: RESTRICTED, 

CONFIDENTIAL, SECRET) that now subsist in the War Department and in 
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the Navy Department· (both of the latter now have identical classi

fications and practically identical definitions and delimitations 

therefor.) These three �lassifications have been effective in 

th2se Departments for a number of years and have proved themselves 

technically sound and practicable. Furthermore, if the Department 

of State were to adopt the same classifications and definitions the 

three Departments would be well coordinated in this fundamental 

respect when intercommunication or the exchange of documents be

comes necessary. 

b .  ( 1 )  That based upon the foregoing recommendation� the Depart

ment of State revise its present set up of cryptographic 

systems so as to provide adequate systems for cryptographic 

treatment of the three classes of messages in the following 

categories�: 

(a) For communication between the Department and selected 
Embassies and Legations; and for intercommunication 

among them. 

(b) For communication between the Department and all 

Embas�ies and Legations� �nd for intercommunication 

among them. 

* Note: Each category should be provided with cryptographic 
paraphernalia belonging to all lower categories. 
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machines may be placed in service without undue delay. 

d. ( 1 )  That immediate measures be taken by the Department of 

State to provide suitable combination safes for the 

storage of cryptographic paraphernalia and confidential 

files at all its Embassies, Legations, and Consulates not 

now provided with adequate facilities for proper safeguard

ing of these materials when not in use. Further, that the 

Department take immediate action to insure that only suit

ably paid American citizens are employed at outlying 

offices as guards when those offices are closed between 

office hours. On this crucial point reference is made to 

paragraph 6 2· 
(2) That instructions be issued to all offices requiring a 

complete�change·in:the�combinat�ons to safes at Least once 

a year and that these changes be made by competent and duly 

authorized personnel in the office. (There is nothing 

about this matter which requires the S«?rvi ces of "outside" 

experts; the application of ordinary common sense and care

ful study of the instructions which usually accompany such 

safes are adequate for the purpose.) 

(3) In this connection the Committee takes note of the present 

requirement (Par. VII-4, Note 2(c) of Foreign Service 

Regulations) that "each time a change is effected in the 

combination of a safe the Department shall be informed by 
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-€0P�FI9EPHIAL 
means o f  a card prepared i n  the f o l lowi ng form . • .  " 

and that " t h i s  card sha l l  be t ransmi tted to the Depart

ment in a sea led env e lope • • •  " .  The Com m i t t e e  doubts 

the neces s i t y  for t h i s  requi r ement and recommends i ts 

immedi a t e  e l i mi na t i o n .  

(4) That t h e  Department of S t a t e  col laborate w i t h  tbe Federal 

Bureau of Inves t i ga t i o n  i n  regard to the types of safes, 

cabinets, Locked pouches, env e lopes, et c . ,  that should be 

employed for storage and transpo r t at i on of cryptog r a p h i c  

mater i a l .  

e .  (1) That t h e  Department o f  S t a t e  draw u p  new reg u l a t i ons 

governi ng t h e  d r af t i ng of messages to be transmi tted i n  

cryptog raph i c  form, basi ng them upon the new c la s s i f i 

c a t i ons recommended i n  paragraph 7 �-
(2) That respons i bi l ity for proper dra f t i n�l, for proper c la s s i 

f i cation and for c lear i ndi c a t i on o f  c la s s i f i cat i on be 

p l aced upon t h e  o r i g i nators of messages; that t h e  L a t t e r  

two dec i s i on s  not be made a responsi b i l i ty of t n e  crypto

graph i c personnel; and that the Department t a k e  such ac t i on 

as wi l l  i nsure observance o f  t h e  regulations a p p l i cab le to 

these func t i ons . 

(3) That new regulations gov e r n i ng the s e le c t i on o f  t h e  

spec i f i c cryptograp h i c system t o  be employed b y  cryptograph i c  

personnel be drawn up b y  the Department and that they b e  
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based upon p r i n c i pl e s  t h a t  a r e  techni cally sound, arising 

out of the recommendati on contained i n  paragraph 7 a .  

(4) That the Department of State be provided w i th s u c h  

l i terature and techni cal advi ce b y  t h e  W a r  and Navy 

Departments as will be of a s s i stance i n  t h e  elabo ration 

of the new regulations 1 n  poi n t .  

f .  ( 1 )  That t h e  Department draw up new and detailed regulations 

governi ng t h e-prepa rati on, handl i ng ,  d i s t r i bution, and 

f i l i ng o r  ult i ma t e  di spo s i t i on of p l a i n-language versions 

of cryptographed messages for the guidance of all D i v i s ions 

w i t h i n  the Department and o f  all of i t s  Embas s i es, Legations, 

and Consul a t e s ,  these regul a t i ons to be based upon techni 

cally sound p r i n c i ples a r i s i ng out of t h e  adoption of the 

recommend a t i o n  made i n  paragraph 7 a .  

(2) That t h e s e  new regul a t i ons be r i g i dly and s t r i ctly en

forced and t h a t  t h e  D epartment t a k e  a ll necessary d i s c i 

plinary measures to i ns u r e  t h e i r  s t r i c t  enforcement by all 

concerned. 

(3) That the Department be provided w i th such l i terature and 

techni cal advi c e  by t h e  W a r  and Navy Departments a s  

will b e  of a s s i stance i n  the elaboration of the new 

regul a t ions i n  poi n t .  

�- That a tour o f  duty a s  cod+.ng off i cer a t  t h e  Department i n  Washing

tor o r  a t  a n  i mpor tant of f i ce be made one of t h e  mandatory requi rements f o r  

- 1 5-
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t h e  t r a i ni ng and duti es of j un i o r  c a r e e r  o f f i c ers of t h e  Fo r e i g n  S e rv i c e .  

These dut i es should cor respond to those of coding o f f i cers i n  t h e  Navy 

and should cons i s t  of t h e  safeguarding of s e c r e t  and confident i a l  materi al; 

the a c t u a l  coding and decoding of s e c r et and confident i a l  messages, p lus 

routing, f i l i ng, dist r i buti ng and paraphrasing messages; and adv is i ng 

s u p e r i o r  o f f i cers as to correct procedure for the maintenance of communi

c a t i on secur i ty . 

h .  (1) That t h e  Department t a k e  s u c h  measur es· · as may�be necessary 

to prov i de an adequate and techni c a l ly i nformed i nspection 

serv i c e  for i ts cryptographi c  operati ons i n  f o r e i g n  

coun t r i es, w i th a v i ew t o  i ns u r i ng t h a t  a l l  t h e  regu l a t i ons 

having a di r e c t  beari ng upon communicat i on ·s ecu r i ty ar.e 

observed. 

(2) That t h e  Department t a k e  s teps to have des i gnated at t h e  

Department· i n  Was h i ngton a n d  at e a c h  of i ts o f f i c es i n  

foreign count r i es an of f i c e r  who s ha l l  i n  addi t i on to h i s  

o t h e r  duti es perform t h e  duties o f  "cryptograph i c  s e c u r i t y  

o f f i cer", w h o  wi l l  be respons i b l e  f o r  t h e  enforcement of 

a l l  cryptog raph i c  and communi c a t i on securi ty reg u l a t i ons at 

his s t a t i o n .  

(3) That the Department s e rv e  not i ce on!!! personnel concerned 

i n  t h e  maintenance of communi c a t i o n  secur�ty that severe 

d i s c i p l i nary a c t i o n  w i l l  be taken i n  future cases of Laxi ty, 
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�AL 

carelessness, o r  n eg l i gence i n  t h e  observance of regulati ons 

e s t a b l i shed to preserve secu r i t y .  

APPENDIX 1 : - Copy of l e t t er 
from Secty of S t a t e  to 
Secty of War, May 12, 1941 

APPENDIX 2 : - F indings of study 
of methods fol lowed i n  
trasnportation and forwarding 
of cryptographic pub l i c a t i ons 
and documents 

----------------------------------
L e l and F .  Safford, 
Commander, U . S . N .  

----------------------------------
Harold G .  Hayes, 
C a p t a i n ,  S i gn a l  Corps, U . S . A .  

Frederick L i vesey 

----------------------------------

Wi l l i a m  F .  F r i edman 
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b rr.ply rc!er lfJ No. 

� . 
. 

NAVY DEPARTMENT 
Offic� of the Chief of Uaval OPeraticl'l!l 0FYIC£ OF NAVAL lNTI::LLICI::NCE 

WA.Sllll'\Cl'O::'i 

� 

0':)-16-F-7 f..b-3/ENJ-ll (P.3) 
Serial No. 1307716 

Fror:l: 
To: 

Subject: 

Director of Haval Intelligence. 
Director of Naval Comr:runications. 

Request for Department of State Cipher 
No. 397, "Gray Cipher.11 

Reference: (a) Ltr. N.:.val Observer, Recife, Brazil, 
to D.N.I., A6-3(049) undated. 

1. T'ne follo'l't-:i..ng !ro� reference (a) is quoted 
as a matter under the cognizar.ce of the Divisio:-1 of NaYal 
Com:nunications: 

"It is requested that this office be 
furnished, at the earliest pozsible date, one 
copy of Department of State Cipher No. 397, 
kncvm as the 'Gray Cipher'. 

"Daily reports of ship zr.ove::!lents are 
rr.ide to the Naval Attache, Rio de Janeiro, in 
this cipher. 

11To date • • •  it has • •  been possible to use 
the copy of the 1Gray Cipher' held by the 
Anerica.11 Consul. 

11\'ihen a Vice Ccr.sul arrives at Recife • • •  
the Consul's copy of the Gray Cipher will no 
longer be available. 

11Air mail reply is requested.11 

;--· . -........ /"·\ I • ,,.,. ,�· : •. ···•·· .,,'· •. 7"·. H. D. Bode, 

lJ (--J �---
, . ... . 

� 

� :r! 
.:. I I .·· ..; I 

By dil·c:::ticn. �;. 
�

· 
·. 

\. ::-. .. 
,,-

. . . . � t. : ,,· 
· . . :/ 

�. ;1 \' 1 : '  • ' ; : I � � I: ! 
I!· \ ::. I ; .. . I�. t:, : • : ': 

-·��----
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. . .. . 

. . ... . . 

••••• • •• , ' .. .. t • .. : "-';.'".:' . �.:. . : 

:·: . ·.: . . ��!�;�:��-- .· ..  
. . . ·. ·.··· •. July J, 1941 : . 

For t ��. D. W. Sal..r.1on, 
�Pt. ot Co�w1icatio�n acd Records .De��rtment of,Stat& 

•.• : • ,· .••. ,·. •'oo: ·.:: .... :.... • • ·-�· -�:;;:·._:.:....,.· .... . �:�· ... ·• • • � � ··' . . ..... .. . . '• • ": t • • •  ·.·. Sl�bJec.t: �: .. :Requeat .·tr-onl'·U •.. : S•: b!ave.J. .. Obcorve.r, ·.nao�e, .Brazil - ! •. ·: . · ··' '=tor·� .t'l . copy o•:·. "G'?"ay c�-her." _,. . . ·· ··' · · · .....  · .. 
... - ' ·: : ···: :f·.j.' _-·:=:: �·/;_.' ... ':: :·, :�, :�:;t�k: �.- ' .. �-.7�� ,:· �-. . ·.· .. ·. . .. : ... >- . . 

1. The tollowine intor�tion received rrao the u. s. 
Navel Observer, Reo1ta, Brazil is quo ted ror your info�
tio.o.: 

"It is re�uested that this oftice be rurnished, at 
the earli{ilst pcseil?l�.· dtlte0 one CO?Y ·or Department . 
ot: State· qi:pher No •. :)97, lmo�A e.e the 'Gray Cipher•. ·· . . : :-... ... . � . . . ·.·. -:·:·?,· ... ;�:.�-=·��.;: :·:-� ... ··� :.�.:,:· .. -:· ···�···:· ::: .. .  · .. · . · ·... . =.-. 
"Daily·rcporta of ·�cip'movemants are �ade to the 
Navel Attache, Rio de Janeiro , in this cipher. 

"To datc •• it hns •• been po�s1ble to ur.e the copy or the 
'Gray Cipher' held by the American Consul. 

···\Y'.uen: a Vice Consul· arrives at Reoito ••• the Oonsul•e 
CO.PY . . or .t he. 'Gray Oiphsr•. will no longer. ba aT-aile.ble� · 

ttA1r nnil :�e:ply fs . . r.equestc1."" 

2. Will you :ples..sa s.C.Ti se tl:i!l office as to your d�ei:r<::s 
in t�e abovo caso? ·� 

3. We will be plcuoGd to obtain frau you n copy or the 
narny Cipher" and forward it to the Ob:Jer7cr, ?.6cii'e, or ta�:e 
e.ny other steps dee�ed be3t by you. 

L. r:. Saffo:-d, 
Co;::r.:� C.i;:O, \:. S. En r.r 

Oor-:.:.:.;unicatio::s Sf.C1l..r5.ty Sectio� 

..•. 

/ . · 
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� 

From: 
To : 

Subj e c t :  

� 
( 

Memorandum 

The D i rector of Naval Commun i c a t i ons . 
The C h i e f  of Naval Opera t i on s .  

Navy Cryptograph i c  S y s t ems avai lable to 
Ame r i can M i s s i on i n  Moscow 

1 .  I have a s c e r t a i n ed from M r .  Sa lmon, Ch i ef of 
the Records and Commun i ca t i o n  D i v i s i o n  of t h e  S t a t e  Department, 
that the Presi dent ' s  note to Mr . S t a l i n  w h i c h  was pub l i s h edby 
the Nazi Press was sent i n  t h e  State Department "brmm" code. 
T h i s  code i s  one of t h e i r Low sec u r i ty s�st ems w h i c h  t h ey use 
for matters L i ke t h i s  w h e r e  t h e  d i rect t rans l a t i on must b e  
g i ven t o  a foreign government and w h e r e  n o  g r ea t  matters o f  
secrecy a re involved. I s u r m i s e ,  a l though t h i s  was not con
f i rmed by t h e  S t a t e  Department, t h a t  t h i s  note may have been 
sent in t h e  "brown" code w i th t h e  expectation that i t  would b e  
read b y  t h e  Nazi s .  The Ameri can Lega t i on a t  Moscow holds two 
or three o t h e r  systems of enciphered code which possess real 
securi ty and are ava i l a b l e  for any i mportant negoti ations 
between Russ i a  and t h e  Un i t ed S t a t es . 

2 .  If i t  becomes necessary to make Navy crypto-
graph i c  systems ava i l a b l e  to M r .  H a r r i man and t h e  American 
d e l egat i on in Moscow, our Nava l A t t a c h e  i n  Moscow has a brand 
new private c i pher system w h i c h  wi l l  o f f e r  ample securi ty for 
any t r a f f i c whi ch we can conc e i ve w i l l  b e  s en t .  The c h i ef 
d i f f i cu l ty w i th t h i s  system i s  i ts s lownes s .  Thi s  system i s  
i mmed i at e ly ava i lab l e .  The key i s  photogrp 

h �d b 
. 

. ap � y mlcro-
photography and c a r r i ed in t h e  case of a watch on t h e  person 
of t h e  Naval Attache so we may f e e l  confi dent �s to i ts 
phys i ca l  secur i ty ,  The Nava l Attache a lso has a mor e  common 
Nava l Attache and Observer System w h i c h  sould not be used 
for h i g h ly important matters as i t  i s  w i de l y  d i s t ributed 
ashore w h e r e  i t  i s  exposed to t h e f t  and o t h e r  methods of 
comprom i s e .  

3. In add i t ion we have o t h e r  c i ph e r  systems 
availab l e  w h i ch could b e  sent to Moscow for t h e  use of t h e  
Ameri can Legation, t h e  g reat d i f f i c u l ty b e i n g  t h a t  of 
d e l i very . The most r a p i d  method would b e  to t a k e  from Cavi t e  
a reserve c i ph e r  system i n  s t o r e  there, transfer i t  t o  Vlad
ivostok by destroyer or cru i s er and then send over land to 
Moscow of w h e r ever t h e  future seat of t h e  Sov i et Government 
may be in c a s e  Moscow shou l d  be captured. 

(RETYPED FOR PURPOSE OF CLARITY) rr 
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T h i s  would necess i tate t h e  Navy ·prov i d i ng two o f f i cer couriers 
to transport t h i s  system f rom V la d i vostok to Moscow, and would 
requi re spec i a l  arrangements w i t h  t h e  Sovi et Government to 
exped i t e  Land or a i r  transportation f rom V ladivostok to Moscow. 

r··� 

4. S i nc e  t h e r e  i s  no evidence that t h e  S tate··Depa rt-
ment h i gh security codes and c i p h e r s  h e ld by Moscow have been 
compromised, w e  w i l l  t a k e  no further a c t i on i n  the matter pend
ing further i n s t r u c t i o n s .  

Respectfu l ly ,  

�F I DENTIAL 

(RETYPED FOR PURPOSE OF CLARITY) 
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S i r :  

Op-13A/PS Oct . 22 
S e �i a l  No . 036413 

C S C ) L 1 101/DD432 

In conf iden t i a l  despatches number 53 and SS of October 
19, 1941, t h e  American M i ni s t e r  at Rey k j avi k reported t h e  
deta i l s of recent damage i ncur red b y  t h e  U . S . S .  KEARNY . 

The probabi l i ty t h a t  t h e  S ta t e  DepartmeQt ·cQdes have been 
compromi s ed n o t  o n l y  endangers t h e  s ec u r i t y  oi t h e  matters 
described i n  such despatches but a l s o  jeopar9izes t h e  Navy 
c i phers i n  w h i c h  t h e  same i nformat i o n  i s  reported by re
spons i b l e  nava l o f f i ci a ls .  

I t  i s  therefore earnes t ly requested t h a t  t h e  State 
Department give cons i d e r a t i o n  to the d i sconti nuance of 
such reports when the o r i g i na ting o f f i c i a l  i s  located i n  
a place w h e r e  t h e  i n format i o n  can b e  conveyed to cogni zant 
autho r i t i es through norma l nava l communi ca t i on ehannels i n  
t h e  approp r i a t e  cryptog raphic system . 

Respect fu l ly ,  

FRANK KNOX 

The Honorab le, 

The Secretary of S t a t e .  

Op•16. 
C C :  Op-20 
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Op-20 

( 

OmCE Of" TUE CHIEF OF :"AY.�L Ort:i\t\TIO:'\S 

Q . ... . , : , . : � 

8 December 1941 

i\1Fl·£0F-A.NDU!·i FOR TI-ill CHIEF OF NAVAL OPERA'IIOl� S .  

Subj ect :  Security of State Department Code s .  

1 .  The following extracts are quoted from the report 
(dated 26 June 1941) of a special ccr:.!4Ilittee v.-hich investi�;ated 
the State Depc.rtment conununica tions.  These cover the oore 
icportant aspects of the report. 

A - The Cor::u:1ittee consisted of the following :  

Cor:unander L . F .  Safford, U . S . �! .  (Office o f  l:e.val 
Com:::1unicc..tions) .  

Co.ptz.in H . G .  Hayes ,  U . S . A .  (Sit;nal Corp � ,  Office of 
the Chief Signal Officer) . 

Mr . \'!illiani F.  Friedmm, War De1)arti!1ent, Tecrmical 
Adviser to Captain Hayes .  

· -

-- ·; (Federal Bureau of Investigo. tion) . 
Mr : �frederic� Li���ey (Department of State) . 

· B - The Co�ittee completed its inves tigation in four 
sessions, held on }i&y 27, June 2 ,  9 and. 12, 1941. 

C - Findings :  
(1) In general the several c�v�to�rannlc svstems now 

employed are technic a l lv sound anci efficient;. 

(2) The methods and means used to encipher G.!essages 
of highe s t secrecy and importance appear to be too 
slow for I!lodern rapid co::r:..rntmica tion. 

(.3) The procedure e:.nd sc:.fec;uards followed within t:te 
Department itself in th0 comyilation and prepara-
t .  ... · t.. ' • • \... • i ... .,..., i 10n O.:. t. r:e coaes ana C � l)r�e r s ) ana n v.le_r 
phy s i c al d i s  tri buticn and accou.Yl ting aprlE[' r to be: 
s c t i s fc.ctory. 

1 1 0  
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(4) Exc ept a t  the Depar ti!len t i t s elf and a t  only a 
few of the large ernta s sies the fa c ilities , 
procedur e s ,  and regulations for in=uri�g the 
phys i cal security of c r)�tographi c  paraphernalia 
appear to be woef� inad eauate� these 
constituting in all probabi l ity the greatest 
source of danger to the security of all coi."!l.JU.ni 
cations o f  the. Department. 

( 5 )  The Department does not appear to have clear-cut 
definitions of and delimitations for various 
classes of confidential matter ;  i t  does not appear 
to have clear-cut regulations governing the 
drafti..l'lg of messages to be transrai tted in 
c r yptographic form; nor does i t  appear to plac e 
respons ibility upon the proper persons a s regards 
de termining and indicating the classification 
according to which an outgoing message should be 
handled. 

(6) The regulations and procedure governing the 
preparation, handling , distribution, and filing 
or ultimate disposition of plain-language ver sions 
of cryptographed messages, while sati s fac tory 
within the confines of the Co::!li1lunica'tions and 
Records Division i ts elf , appear to be woefully 
inadeauate when these ciocU!!lents pass outside the 
aforementioned Division. It appears that an 
unspecified ��d constantly varying number of 
verbatim translations of incoming cryptographed 
me ssages must be prepared by DCR upon the reque s t  
o f  officials o f  the Department who deem i t  
nece ssary t o  furni sh copies· for the inform�tion o f  
others who mi;:;ht be concerned . The reprouuction. 
of copies i s  nov: by rneans o f  uncontrolled mimeograph 
and this i s  regarded by the Co�nittee as a highly 
dangerous prac tic e . No accou.l'lting for the multi.
plicity of c o p i e s  i s  made nor i s  there any as surance 
that additional copies are not made and c irculat:e:.i 
within the various divisions . Accounting for copies 
under these ci rcwnstances i s  not possible even v.1i t h  
much more clerical assi stance than i s  now availc:,ble .  
Fur ther, there i s  n e i ther uniformity nor certainty 
a s  to the narL'ler in v:hit::h the se ve rbatim tre.nslc:t
tions are handled or filed in the respective 
divisions to which they are se:nt, and in many c <:� s e s  
doubt exists a s  t o  their ultima�e disposition. 
While the Co:l!ni ttee made no in·.,;estiga tion as to the 

pr ocedure follo�ed in the c a s e  of outgoing messages 
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initiated wi thin the respec tive d.iyisions, i t  
would appear probable that there i s  considerable 
danger from the existence of work sheets and 
carbon paper bearing rough and final drafts of 
outgoing mes sages to be cryptographed in 
confidential codes and ciphe r s .  Finally, it 
appears that no great care is exercised With 
regard to the number of persons to v:hom verbatim 
or even paraphrased copies of secret m e s s a g e s  
are shoNn, in many c a s e s  this being perhaps 
wholly unn e c e s sary. These unsatisfactory 
conditions probably constitute the second great 
source of danger to s ecurity and, if not corrected, 
security of communi c ation � neither be maintai:ned 
nor even established. In this connec t ion i t  i s  to 
be noted that in the military and the naval 
servic e  a commi s s i oned officer i s  not, merely by 
virtue of hi s co�ission o r  hi s rank, entitled t o  
r e c e i ve s e c r e t  infor�tion in which he i s  not 
directly and officially concerned. 

The Commit t e e  has reasons to believe that there i s  
no careful coordL."1.ation between the persons having 
�lowl edge o f  the contents of cryptographed message� 
and those who prepare information embodied in the 
form of pre s s  releases which may contain matter 
transmitted or received in cryptographic form. 

(8) Although the principles followed in the selection, 
training, and a s signiuent to duty of c r yptoi;raphi.c 
personnel within the Department itself appe�r to 
be satisfactory, the Co:::::�i ttee has no 1-:noi'-o'l�dge of 
what may be the c a s e  in this re �ard in the 
Departllient t s  Embassi e s ,  Legations, and Cor:.sulate s .  

(9) I t  would appear that the Depart�ent avails itself 
of cable routes rath'=r than radio channels wherever 
possibl e ,  .§:. procedure v;hich is to be highly co�aemled . 

D - Recol.Jlllendation s :  

( l) That the Department o f  State adopt the same 
definitions of and delimitations fo� classes of 
messa�:;es and docuine::1ts (with respect to the 
various degrees of confidentiality, vi s :  RESTRICTED� 
CONFIDENTIAL, SECRET) that now sub s i s t  in the \'far 
Department and in the Navy Department (both of the 
latter now have identic�l classific�tions and 
pra c t i c ally identical definitions and delimita tions 1 1 ?  therefor. '"t .... 
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(2) That the Department e stablish a m o r e  detailed 
system of a c counting for crypto�raphic 
paraphernalia, using special forms for receipt, 
semiru1nual report of possession, report of tr�sfer 
from one holder to ano�her, and report of 
d e s t ruction. 

(3) That for its most secret co�n.!:iunications the 
Department of State look seriously into the subj e c t  
o f  automatic, electrically-operated cipher machines . 

���� 

! 
i 

(4) That i!!l!!lediate I!leasures be taken by the Department 
o f  State to nrovide suitable combination safes for 
the storage of cryptographic paraphernalia and 
confidential files at all i t s  Embassies, Legations, 
and Consulate s  not nov; provided v;i th adequate 
fac i l i t i e s  for prop�r safeguarding of the s e  
materials when n o t  in us e .  Further, that the 
Deoart!!len t take i.11111edia te action to insure t.b.a t only 
suitably paid American citizens are employed at 
outlying offi c e s  as guards when those offices ar.!= 
closed between office hours .  

� : . . . -

(5) The Col..:1!!littee takes note of the present require�.::n t  
that '�each time a chanee i s  effected in the 
c o�bination of a safe the Department shall be 
inforraed by means of a card prepared in the 
following form • • •  n and that "this card shall be 

- transmitted to the Depo.rt.I!lent in a sealed envelope • • •  " . 
The Coiill!littee doubts the necessity for this require
I!lent and r e c ommends i t s  immediate el imination. 

(6)  That r e s ponsibility for proper d=aftinB , · for proper 
c l � s s ification .and for clear indication of 
c l a s s i f i cation be p l a c ed unon the c r i � inators of 
messa�e z ;  that the l�tter� deci sions not be-made 
a responsibility of the crypto�raphic persorme l ;  
and thc.t the Department take such action a s  will 
insure observance of the regulations applicable to 
the:: s e  fun c t i on s .  

(7) (1) Tl�t the Dep�rtment draw up new and deta iled 
re�ulations governing the preparati on) handling, 
d i s t r � bution, and filin� or ultimat8 dispo � ition of 
plain-language versions of cryptogr&phed �essage s 
for the ctddance of a l l  Divisions �ithin the 
Depc.:.rtoent c.nd of E:ll o f  i t. s  E.!Gtc. s s i c- s ,  Leg<:l ti.on. s :;  
and Cm�sula. t e s  J the :..; e regulc. tions to b e  ba!:: ed u;:on 
technicully sound principles ar:.s ir:g out of the 
adopticn of the recot�l�:i�lida �:iun t'la.de abo v e .  ,. ,... 143 
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(2) That these new re[;ula tions be rigidly c:mu 
strictly enforced and tl�t the Dep� rt�ent 
take all necessary disciplinary mea�ures to 
insure their strict enforce�cnt by all 
concerned. 

(8) That ·a tour of duty as coding officer at the 
Department in Viashineton or at an important offic:e 
be made one of the mandatory requirements for 
the training and duties of junior career officers 
of the Foreign Service .  These duties should 
correspond to those of coding officers in the N e:vy .  

(9) That the Department take such measures as may be_ 
necessary to provide an adequate and technically 
informed inspection· service for its cryptograpr.ic 
operations in foreign countries ,  \'ii th a viev; to 
LTlsuring that c.ll the regulations having a direct 
bearing upon cor::ununicc. ticn security are observed., 

(10) Th...a t the Department take steps to have designated 
a t  the Department in TI&shington and at each of 
1 ts offices in foreign countries an offi cer v:ho 
shall in addition to his other duties perform 
the duties of " c rypto�raphic security officer " ,  
who will be  responsible for the enforeecent of 
all cryptographic ru1d COIDmill1ication security 
re�ulations at Pi s station. 

(ll) That the Department serve notice on all persor..ne1 
concerned in the maintenance .. e>f cor:ununica tion 
security that severe d i s �iplinary ac tion will be 
taken in future cases of laxity, carelessness, or 
negligence in the observ�ce of regulations 
e stablished to preserve secur i t y .  
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2. 'tht\t \1:1.1 3UCh ciph9r eho�l� �tl.no \X) u.�ed. tor re
porting tt0 lo�ation e!id :.�crt'S!tants cf U. 0 .  �:crchc.nt 
Ve�s�lt! ::,nG, tcroi.tn tl6':"Ch!Hlt V�:Sel5l5 to tbo l'Z.�-r:: �y.:c.�.,'�l"'�:!t. 
.a�d tc� i�9ort�nt m�s$�ge� b�t��e� tha Ua�ters of v .  s .  
h�crc;v�:lt ve��ol$. in G6W1(',r.;.rt�d p�e· · �.J.C ' tt;e c·��r 0 :.:'  CI:":'· -orator- t "rJll(;!�O. t.�a·· is c.:-.nsitJo��Hl . . �6 ·�3· ·t0· .. th.e p��!.1e · · · .. interGGt. : ·.· : .. ··1".': : · • ·. . .. .. . . :.�.-.· .· . .. · ·.·; . .::·: · : _  .. _-.=�·;.· .. . _,� -.· .  � • . . • . . . ..: •• ·• .• : .;._.::, :1: . .. · .. 

J .  '!hii$ oipnar �t.culd ba C.l�t::ribut�<l to l:ii;.Vt.l J .. t 
t.:\c!la� t !:�\C.l Cb;3e1"'Vc:"U �::\d �itiV:::tl :.:.h1pp�ng Ml...,� :.F;r� u:.G. to 
Cc�sular C�fic!�n �t doJir,n�tod pc�ts. 

4• �:h�r'c a nt\val z-er�csontat1vn !a p:-escn.t th� �\:.ty Ot " "· C ........ " � "' ""  � ... __.. ... _.. t· i-- --n.:! �� ., �� .. ""h"' .. .. .. �!At"' .. . 4' ....... ,..,.., ... · - 0 """' J,. .,-c ir W -1...4.� t '"-�'-'•'-J' � ., _.;.�i;.• · \4 \.&. A. ... A.r*-lc � V C . \ki;.' llo) i'··-· ,_;.... � v, .,. J.. 'J� ._. 
W:!!"<Un� ;-<�:Jte. cuti.:;'cly U.PO!l £:.tOZ.. Z'�i'��wo!:!t'�tiv·u ;  b'.!t !.;: 
tho t,.i}:�.�o=�=Y (\ ��ll1.1� cf t�·;e !!.:lV&l r�prC' .. !H�nti�i �·� tl:.i;; 
dt!t.:• wi i� t� �3��!r.Gd. by tho c�!lC'-llc� cffi.ciE-1. 

� .  l :l ZCi-.;}o�t8 t ... t. \��!!c!": t�:�-=� i s :�:; !ln.\:"�1 r\;:'�""··:2:i:.-t
t��l\'"r� \,lt:: C -�:l•:?'J.l::.r o t t i \! i :·t l  y,#�.l ;:;�:::ri ... <:::-.. :: .. t,�.e <lu.�:.�(�.:; � s  
;.- �  �u.t:'u·� :.r: �·�:.·e;J3l."ap� L r! ��-..! � "  

7 .  ::1��1 t the ;:r�\�t.i \ �  �: a:):;..:�u.l !:r t.J!'ri o �� c :.:: c�.!: .. ��-� ;!. G 
.r -� ''; •.'-�·t .:! (j f �\ {);.·t� lf;:l '"'i'f� ·,l \}. c ·: :-.::i. � � . .:..-;: c:: � �· t!: �- .�.: ·� �,": ::-: : :: .. ::- :; -

:.:.,��1 \.. .::-..._,! ��o�·,�J.c,z {1-rl� f J :' Y.: �.� ... ::' d : ,l�: tc t!.lc :;t;--ry ��G��:...::..·t.".:v� � :-. 
!��:�·.:.uld t·O �5 �c.ot.t�.ii.·t:.·:� tl:! 3cc:: a:1 p•:.•.ct:c�·. 1.'-lc. � 
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.,.....,...__. _______ �,----,--.. V'U' _______ ._....,_ .. ___________ .. -..-� -.. �· • 1M taW-t&W•LSU en..Y� 
·, ( ,.,..,_ 

I 

•; '
. \ :  �.

·
· 
.
. ·. '  .. :· ;:_ · )=-_ . � �:y�;��it\t/· : �: ' .. . : ·, 

·. �·":.·::· ... 
. . · · ··· . •· 

8 .  That th� Stato �opa:t�¢nt, 1� coll�boreticn 
�.·ith - '!.tc St!:.VJ D��tr..en� , r.cu.lcl is&uo <!.CJ" in��?-'uetiml� 

. . : o\)nrd.dcre� :r..e...Ur.�nt · ·t-o c-:m!3ulcs o:Ltlcis.l.a :tn�aics _, _ ·. : . .-.-- .· 

.... .. . . , ... 
• I 

· ·· · ': : . t.bl.� o!p�.�r • .. · · .. · . .-_-._-..:
·· · ·� . · . .  

.. 0 ! � o • ,  , • • , I', .. _ ,0 .. •• 1, • ... • ••• ... :':,- ,  o••. '"-.... �:' �'·:·.,, • :-, • •·- o :  I• 
. -,·�··•:r .. • .. . • . . �.· .... : . 1-•• �--� 

• • ,!. :;:· ... -.. ..-._._:· -·�· .... ·:.: ... ' • .. : . ." J ._ : • 
• .. ., ·! -�: - : :·. · · · .. . . :�_�he �G\:ratary ot thfl U�7 cp�rcvas th� ro::�goi.!!g nf>'Toe

�:t�nt :mbj·ll�t t.o �ppr-ov�l by tl;.� Ce.cret.ury ot Ctc.t.c � e.�d £i"•n�ir'Jd 
tht\t t-lu3 anaugcU<)n.t be ;.ut into etteet t:\ 3  sooa r.� p-�s31blc. 

Tr.e cipb.6r L"\ question has l'.ef:l!l 
�olivc::y t.·-� t.t� St.at.e 3:s?�t:.9!lt . 

. . . . ·. . . ..... ·� . . .  
;· .. 

• . . . .  -

. , 

. . ' 
. . -... .. . :· . . • • • '!.. ·"· 

:�. ·' . ,. . . . 
: •, . . . · ·. :.! t; . : : : . . .  ' 

. .; · :··· . : . 
. �,. . .  ... ''":'""'-

. . · 

.. ( �--� :::- � · .. . 

. · �--�� 

.... · .. :· ' ... . :. c.: -:·\' :� .. .. .. . ·, / ,  :·:;. I ··.:· 
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·: : 

�� \1.!/ . 

Or,-16-7 ;\��-3/El\'3-ll (!::U ) ( 12-22-41 ) 
��� 

Se�ial N o .  087416 

Office of tha C�i e f of Naval CDe� a t i o n s  
Offi ce of Na¥al. I�t � l l i e c n c e  

- . . ... 
' ,�i�ri���� . . • " · .

. 
: .,,:: ·

:· " :.: . 
· . . �: :. . . ;... ·:·· . · · �ono:. Ke:.nora�dum. Endorsewent 

Je.n _7 ,  1 942 

.. 
From: 
T o :  

Via : 

The Direc tor of NavRl Intelli£enceo 
Director, Nav�l Co���nications . · 

� ; . 

The Direc t o r ,  Ships ' Move�ents Division ( Op-)8-0) 
:. · . · · . Sub j e c t : . .. .· S��te,·.- DeJ>artmen.t . SP-1 Code . . - ·  Raquost for copy . ot • 

.. · . .  : ... . : :  ... :. : .. :: .. . ··.-· :' :: '. . .· ·: · . . . ·#·� .. :: ·.:.�t: � ; ,:� .:-: . ... �· · .. . . . : .. · . :· ·� ·... . . !·· ·. • • � ·• :· . • � . : . :· •· 
;. ·. · .:, · .;: ·:· � >::· y�··::/: 

.
. _: __ ·.j·.d�a rd �

}d. ·,
"

as a-�i:a�tter uncie'l- " the co'gn
'ize.nce ot . ' . . . the· Communicati on .... Di vi sian ·, . ·requesting return of pape rs with 

information upon which to b a s r a  reply . 

. . .. . .: .: ·� : : ........ ·--:·.··· . . . ..:. . . . . 
.. .. : .. . 

=- .-r·.a� · · . "'· :·· .... . �. . 

· · w. A. Heard, 
By dir-ection • 

. . ' , '· .. · ..... 

cp -37 -T: al- - - - - - - - - - - - - - - - - - - - - -- - - -

A6-3/EN)-!·l (MU) (12-22-41 ) 
Serial 0 3 5 37 

i'fclfft*W February 28,  19L;.2 • 

. .. . \ .... � - : : :. ··� -� - ·- _.i. .. .
. . . ;_ .�· .: :·;��::-,:�;�::� ... :·.·. · . .

. . . ... ·.� · ·': . ... 
: 
.
. · . . . .. · : . . · � 

' . a£ is:&:. ... i!&!�@.mr-ze_o ·. Thfrd Me!t.orandtim End6rsem'ent· : � : ; · :  
. . . 

From: 
T o :  

. .. . ·� _ ;_ . . : . :.· , · . - . . ' · : .. · . . . 
The . riir�ctor,  Convo� and Routing Divi sion � Op-37 . 
The D i r e c t o r ,  N::.val Coini!lunications . 

Sub j ec t :  State Department S?-1 Code - ReQuest for Copy o f .  

1 .  Alphabets from CS?l 302-M are being i � sued t o  Naval 
observers and Attache t s for the reporting of ship nove�er;ts. 
D i s t r i bution has probnbly already reached the originate� 
of subject l e t t e r .  2 ..  T!1e i ssuance of Sr.ete Depart=ent SP-l Codt� should 
t�er��c�e not be necezsary. 
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A6-2/47-42 · 

From: 
'l'o :  

Via : 

( � 

J' • •  

Assi stant· Nave.l Att!:.che , 1:anagua 1 Nicaragua . 
Director of Naval Intelligence. 

U. S .  Naval Attache ,' Gua t emalo. City, Guatemala •. 

· Sub j e o t :  -��';· =-�.:.-:sta�e.· D_spa�tm��t·: SF-l:::ccd�::-�·R.eq_uci�t·. : r·o�:· :��opy_ .:or � ·.· · ·· . · :  . . f;�q · · · . - ·  _:-;.,·- .. :.�. ;·: :·;. :- �:: .:: :· .. : ·: :: ::.'_ .; :; :. ::.:· :�·-r ,.: . . �:-1,:-·: = .. :·::;: :r-.,.::�-. ··: .··.·..,�-�· : .; . :.. .. --��-·� .. _·_:·.· .-. .. · � .. :· �·:;:: .. -.: · ,. ��:..: 
· ;: _:�>�i � : :_ - �.- � _- �:.···/.i�.'�{s: :�!eq������-�: , ��a·t _> :t'i(�s".��q.fti·�·E{ p�e,<"f'Ufn�sh·a·d - :. .= . · ..

. · .. . . • 
· · r01 e. "oopy·· o f  the State Department SP-1 Cod e .· This code 1 s  now . .. . .  

b e ing used by the Naval : Observer in Corinto and consular 
officers in' reporting ship m�vements end other matter to 
the Assistant Naval Attache. The American Legation in 
Managua possesses two copies cf thi s ,  one of which hes b een 
temporur�ly a s s igned �o . �J?.e ._ Nave.l

_ 
09server in . C�rint_o .  The . . -: 

Leeat i oJ?. ·:requires. the .: othe� ' copy . for . its own use •. �·,.; : . . · ·, . 
. . . 

· . 
� ·\··· .- .. . -. ·. :·.··�·_ .. ."'·�:. r;.� . : : - · ': : ·· ::··.·.- _._

· ... ·, .···. : . ." . : _:· : _ . . ·· . . .. � · . . l • 

. · . · .. : .. 2 .  · :· ·, . It;! i s  re·quagtad· .that i f  · e. oopy ··cr thie· coc.e· ·is  · · 
suppl i e d  this o f f i c e  that i t  be sent by State Depart�ent 
pouch direct to �anagu a o  

. .  :. . . . � . •' : . .. 

. ." � - . 

Office-of Navar .At -:cache;:. ·.:-. . - .:- Ist In"dorse�ent �- -� - - -2'/ Deo e�ber , 
Guatemala C i t y ,  Guatemala4 194 1 .  
Fror.J.: The Naval Attache end Naval Attache for Air, 

1\8erican Lega t i on , Guatemala City , GuatG�ala. 
To The Director of Naval Intelligenc e .  

1 �  Forwarded . Shin movement renorts from seanort consul�tes 
are being re ceived in this cod e .  One cop/ has been dra·,.,;; from the 
Consulate General in Guatemala for use in this offi c e .  

'· : .. . . : ··· ·· . .  
� ,, . .  t t � . 

' • �. f 

;... ;,.... 1 4 8  
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\,..:-, 

. .... ..  , .. . ... ...... .  \ . 

Vic� : Op-20-.A • 

· . 

. · 

. •••.•. s-�o J � �-f L?����;�;j ;, 1:�/E � �{�n,;� e.� . :Y:.:�' /';. i .
. ; - ; ' :-� -

. ; : . ·-� : - ;_ ; , · .: , ···. ,, .l •  _:, :� • _. : C-:>ni'�:r�cu: :-'ll9lci";::ir\ .. Cc::..:...�-:4-ca.tion·.r;eCUTity Sec ticn on 
,,h.._"lt�.Ea·y ·l5� · 19¥; with�· reprcsentat�V{:s of th'3 State Dcpe.rt��t. 

:· � .. 

PrcsE::nt: ' ·' :· · ... 

Ca pt�in Saf.fo·r-��·. licr_v"l Co.:l::unicr. ticn!i 
Liout. Co�dr. Ellison, Finance Officer ���hips 
;.Ir • . ·F r�·:.k, Speci� · . }�s;;i�t:.:..!lt to the; Secretary o� 
�r •. Salr:.cn,· · Chiet.�·of · Co:c.�ica.tio!1.� and. neco:-c8 · · D-« ·v : ... ion· c ... ..,._ .e .. ,u-- � - "'" '""'"'n-. .. . . .. • • •"" . , v " ... � · . .1./ r·�· ... ........... "• . -.. . ; . .  · : . ..  · . . · .  - ·· .. ·;·. ::-, ; · � . .. _:. . ..... · . · .  · .. ·· .· .·. · -

Subj ect: 
Cipher �achinen for St�te Dep�rt�an�. 

'l'i�e: 
Fro� 2 p . � .  to J p . m  • 

... · Tn' - · <.• .. , . ... ;;· . D � ..... � r·� ,·� �· � ·
· -< - .-. uJ ... -d -. . . ... . � o w..:a. t,.....; . ���� '-'� ,.. \.:i! t.t .:.....l.:.-.t ' .. '. .J.. � 

;-:l�u.·· ,.,11 , .. '"' "' n '= s � · •o , .. . ,\. c. · · �  ,... • • .  �,'�-. :.r ,.,-r o·· t .,.. - - .. 'i --�! & ..., � " ....c,...;.,. .-,.v ""' ••�·· -\.;" . ..,...,.. -

... 
� ·. 

Sts.te 
: 

uvc::.il�ble to the · Str:.tc Dsp�r t::;.;:::�. �o � pet•.:. up �hr:i.::- c::::::..:.:::ur! :;_c::.
t=.(,.!� ��:..J. �cret;.�(;. :.>�JC\.l'!'.:.. tJ".  t� � C-!'l -r:�rl l v= C (.;r:l'E..!'L:!'� s c ,  L.\: 
\.:1:.ci1 I t;·.:J. s �o� pr·c!.:€nr., ;',L�lir'�· .. .::.. i·�ct·i:1:�!1 !: .:�;:�·.:c: :;:L't h�· ·,.L� 
\�·illir.q� to ;�c:r �·ol' cu.c!-1 eq_u:,p._4i_:!lt �r :..;,:.� :  .. � n•J t.: i.: � :: !..:. r·�· �0:;;-lc.�c ·�:.l� :: ��s 
c'..l t. u:.."" Duro<�u o� S!1ip!l �iv���:· • 

.,; . Tl�� s��te Del-)::rt.::i'.:z�:, :..;"';.:ic�� ..:·.=: -:l�o !ll.:!Cd : :�' 1:' �· :.vtc: of 
ctuut SO :-cu t s ,  ir..�l'J.d.in;; t>pa:rQ ;:.:;_c}�::c-� ��:C. 300 ;: i!  � ... .;;!.· co·i-.' 
t:l:(;als.  7l:cy c.��ircci � :-=�:· r.I�c::i::::·:; ;::: s :-,cn �:; IJQf!:j,:��2..e C:.t:. 
cou.:.d ·�G:.it t··:>r �i;-� c.�nt.hs 0 1, c ;/!:::1"', :: ;j  �.tcces!::.::r:.', �·o r  tZl·..: 
ot�it� r z .  

ti: �.� � :  

( ., \ ·-l l t '\::_!: t!1G D!.I't�c '\..:; .: '  s ti c !: i. r �  to .:..t ... �:::--t 
c 'b � :;:..c:.;��:1t r:�·'4 C1li!!��s t.o : 1·�e: :J� !.. t t:.:;(;fu� 

., .., ,. 1 .t •,.. 'I .• i-" "-' .. - .1.. �.J.:.. (..: 0 1 :Y 9  

r· . .: :. 

=::-:::i:;c:::��''<;�:i;:::::�;:::n�:t:!:�i�:-i�,y�:;;i�·:��'7f7. ;:T��:-::�0:<::fT:i: · :  ;!::·'::�.;;;:<?��-��:�;�;;:� 



. - ·  . .  
• · . : # 

. �: . . •'"'"' �· : ( '  

(J) 

·-
� �:· . . . .. , . . 

TEut tie cc�::;iucl� cf:rtain altern ti:::ns very 0-��ir.r�h.:.s: 
bofo::::-e is�:l� in orC.c:· to in::rs�:=;� b:ytb �:c rclin
bili ty �nd cr)·pto�!'o }h::.c ,;jecuri ty •. Also, a gt·n�:r?..l 
ov�rhaul ¥.�:n:.ld b<� t;.O.·:is��ble • 

(5) ':i'!.!:.t �!1:� CO'�U · iSSl.H. t�� �·:: .;tl�n:.: s  en C'.l!�tod:r re�ei.:)t 
�he ��e S:. S  ;J..'1Y . c,thc:- CSz) p'U.'blic�� tion U?O!l C.p�)rOV<::-1 
of o..!.'!icic.l rt��'t!.;;�t fer tb) !;a=c. 

-2-

L .  F � Safford., 
ca�tein, u . s _  n�vy, 

Op-�0-G. 

.·- . 
·,. � 

.

. . 
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DE? AJntJEI\'I OF S'I.P.TE 
In reply ·refer to 
1-.-S wa;e:oa:z"'" �� iWJNib&ttpg>Q css.P&�-

My dear ?Jr .  Secretary: 

\';ASRING�I'OH 

January 16, 1942 

In its efforts to improve ccmEunication facilities 

between the Department and its Foreign Service e stablish-

ments discussions with officers of the Na.vy ha.ve develo:ped 

the possibility of assignment to the Department of State 

of cipher machines now being modern:zed by the Navy 
Department. I t  i s  believed that a very ccnsiderable 

in:provement can be effected a."ld it  11ill be greatly ap-

preciated if, a s  ha.s been indicated, eighty of  these 

r:2achines ,  together Vli th three hundred wheel sets, can 

be furnished for distribution to Foreign Service estab-

lishreents in the Pnerican Republics and in such other 

countries a.s may be feasibl e .  

The cooperation o f  the Iiavy Department in thus 

enabling the Department of State to strengthen its 

co!�unication facilities an� the preserv�tion of tbe 
·'\.. 

secrecy of its  messages will be' valued contribution " 
to the national defen�e.  

Sine erely yo·u.r� ,  

'i'i:e Eon e r a  ble 
FrLn�" Knox, 

SecretC.l'Y 0f "the !iavj·. 

L c o ?� 

CORDELL huLL 
; . ' � . ..  
·. 

1 5 1  
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: . • .  · • •  : : =.·: '. . 
• 
. . . • .. .. • :, ... . . \ . '· • 

. u�· .. :�o-Gc .: -�· .. 
· · ·: ·· · . .. . .- · ·:,_ :._ -.:->;.2: "! . . · 

_: : ·. . · : !  .: :· .
... ( TAS/ ef.} .:. , · :·· . . ... -�sm�a�����-�, .. 

�� �B.J 

;nntlr.!'y 17 , 194.2 . 

Yia: Op- 20.-G. · ,· : : :  . 
•. '", . : t. ·i ·.·.?i::�-�· .. :·�-: �� - -��-;: ;_ · .. _··!::.�·:�;-·:,-��:·-�;�.:·

�
;::::· · ._ ,· ·: :· .. � .. �-:�:�.: · .  ·:�·.. ._.... . . . · � · .. : . .  

Sab je-�t : _·:: .. Di�tribut.!on ·:of · Shipp!.n�.· Cc�trol _Ci17h�r . 
. .: ; � -�--:·· ·:-� .: '·<:. ; . 

·.
: ·-:�: ··�� ·- .�-��:.:.-···:·: ... .. :: ·;· .. · t'• • .  ··:� . . ··�· ::: ·:. ;; . . : '"". . . . . •  

. l'� . : . .  in" 'o'omp11enoe . rd th' your' verb3l ' 'o!'der- t ths folio·:;·ing 
infcr�tion ia sub:n! tta� con·oerning thv G.i!:!tribution of thf: 
�:tipping Co:1trol Ci"Fher by the state Depf�rt�ent . 

2 ,  About :Ncvern.ber 1 0 ,  in oontsre!lce r.i th 1r:r . S-?.l:..on 
and other st�te Department rGpresentptivus, the question cf 
dist.ri'butic:n \';as r.z..!.oe<l� . . t:.r ,  �k:J!'l att:.tel! · tha t the �t;;.te 
!;�:p:::rtl!:€nt Yi�n�.ld P�?.:f?r · tc r:1�k� ··tbfJ �l<>tric�t�cn. tc Ar�e�!cs.n ,... ,__.,.. � . ,1� . l"r..., 1 S C .c """' ""�� - �� th· ·en c-:... .... ,., c�,.,... :!J. .. ... � � ..., � �  .• nll� , • ...,......,..., u  ..., . _ c..L 4 .. .J L ... g ,. , ._ . ._. ..... � � .t"'4..d --c, \,J � ..�.·"'"-\.4\.C,.- -1 . . 
�da!·o ssea t o  the J\;!e::-i�an Consul co::2oerned ,  \':e:t! deli v�red t o  
t h �  State Dep�rt�silt on Dec e�ber 2 ,  1941. At that ti�e 

1!1· . oabcn was e.'bsent en a tou.:- or inspection. i.!r . Dri s s o l , 
h i s  e. i cl tJ ,  t.·as oo::1ta.oted e..ncl i:12tructicns gi vcn hb rcle.ti ve to 
distributicn. Mr .  Drissol decired tc take no ecti cn until 
otfio1�1 1natruct1ons. w�re r�ceived by letter. These 
1nntruc:tion8 . _wexe sfgne 1 by Seonev .' c:zl _ ])Goembe:- 6 .  

: . : ._ 1.::
. ·:: . ·. . . 

. . 
,.,: .. ·. . . 

. 
'
• 

. .  

I aec:.in:· contacted . Ur .  : D::-isscl. but he e�emerl re!uct�nt to 
t��c e.oticn, · Bto.ti�g th:1t }.� . Sabcn Yr.le <iue to :::-eturn to his 
pes� in the ne�� day c� two. 1�. SaL�on called Capt�in 
Sc.tford. • e.bo�t Dec e!:lbcr 19 , �:1d in0.,uireC. into cert!'.in c.etc.ils 
ot the Shippin6 Co�trol C i p h e r .  E o  s t a t e d  th�t h e  desired 
fur·vher G.i�cunsicn but w�s ao l!envily lc.dene:i t::ith work e.t 
t�:e: -r. 1�e tbr�t he: pref�·'!'r ecl to delay �til c.ft�:- t�e Cb..r i �t��s 
hcliC.uys. 

0:1 ,Tc.tlU�'I.ry 2 ,  I :pe5.d f.l ·;i � i t  to ;a . Sal�cn �:t tb.e S � c. t c  
D���rt���t u�d furt�f.r d i 3 C U 5 3 e �  t h e  d i st=ibutio� ct the ... � :..: ,Cl' ·- ·- ., ... � n · · 7 l->c>- � l-.,: C , ....... . .,.- ,._ ,.. e .., , . -. �· r�' c· i ,. .,. � � � ::.l+ i "'r: ,, ... ,.. .-_ . . - :"l �  . ., ..:.,.r· ... .. ) ..) w '-- ""' -*4 ;::;. ';J - � l.l  � ... ...., ... .� .  _ __ _ _ _ · · · - •• :...s v ;.. ... .. .j ...., - � L..: \.· - ""'· - ,, _ _  - - \,;: 
� : :: r: ::.  .. !:�� l '} ::: . ;,:t] .. , .  �.t.).� .. t •. �.:.� n���· \.:- :: :1  t 0  .:� �·.:�-� �::··:,�,�{: 1::.� .. (: :. -�: � � c � .  tcirl j·;i:�:� t;:.: st. \:, .. �� ·N·c,.;.lC.. b s  · r..lc.d t o  ccrJ;�·!"" ... '.t t' l!: �.!lj ... \.:c:t . 

;.. i-

1 ·-·�· 

I 
���� 
jJ";; . Wf:f 
.. 

. . . . .... ·. 
i .· -· 



.. , 

.. . :" . .. . . 

. �: :�;���;:, . .. ; . 

. .... ··-:-.· · . . · � ' 

�· 

P.ezpoctfully, 

. ' ·  ... '··� .: . ;; . .. . 
. -:. = ... "· ._ . .. .. ! . .. 

. . .... :: ::..:: ... · · 

-2-

r. • • :T . • .;�.-· Sill th • . . 

. . ..
. · o;;..:2�-c. . . 

� i . 

153 
r • .<:-·: j.;: �. � · . 



·--- ____________ ,.,..,_,_,.,_rn•••a-. .. -�� ... _.,,..,.,., ••. ,_K:O.' ------�looCW:.... Colilllllrlls .Mll ..... 'h�U., .. �_. .. ,.,.,�,.:.;,·,.. ....... �_ ..... # ...... __ ___.__.��l.J"--..1..Z::-. ..... W..C.-6' ' ' _. '  .· ..... ' 

· ···· · · .· .. 

(SC)I06-lO . · . (03900A) . :: I 

.: .
-

Ja.nuar·.:r 18 19 1 2  ' I ... 

. ; � : .. 
' .. . . 

Please note the enclosed le�ter from 
the Secretary of State aski�s for so8e cipher 
machines . Will· you advi se �e as to how to 
answer this letter and. just \':'hc:.t ·we can cio . 

At "CilC!'.u:lcn t 

'C">" .[' ;\, 

154 
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Gir: 
. \. .· • • t -� • :· ••• • . ' . 

" At · t.'ho. .request :or tlw ll:.v;r Dt.·lia:r��nt , ce:ttc:.in cu1scl:1!" �fficials-. of tho State 'Depar'tl:i�.:lt hc:..vc;: been foi' so:-_€ t�� Gi2in.:; 
con:1dential :::-eporta or l:ihiPl�ins to end frc:.1 the ports �.t 'T.'h.ich 
these officials are static�ed. 

A raprer,�ntntive o! t.h� St�te Depnrt!nent recentlJ' c�lled 
tbG attention of a re,p.resent��tive of the Havy D<a·�r�€nt to the 
f!:et that. cer"'G� o! -. tM State De.Partc�nt co:ies nsed fvr the�e 
shipping reports· :sro <:tef:!.nitcly kn.c'im to hZl�e boon co:.::r:.rc-m.ised., 
or are · o:f a l.ou C!e�1.·�.e ·.o·f s ev"llri t:r. 

While appreciating the fact that these cedes �4�e been 
coupr�sec it is felt that until secure codes now in process 
of distribution are received the inf'ormation in regard to ship 
I:!lOVe!lents is Of SUCh fnportancc thl?.t the possibility of inte:-
ception must �o acc�pt?d. 

'!he licnorable , 

. .  · .. 
0 • • :' •• • ••• f .  • • • � .. . . '!::·. •. · .. · 

The S�cret�ry of St&te . 

CC : . Op-16 
Op-20 
Op-38 

·· · .. Respcctrully, 

- .-

.· .· 

1 5 5  
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Januery 26 , 
.· 

H .  R .  3te.rk 
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J anuary 26, 1942 

Op-20-G / E F  (LFS 1 /24/42) 

MEMORANDUM FOR THE SECRETARY OF THE NAVY 
----------------------------------------

S u b j e c t :  C i pher Ma chi nes for t h e  S t a t e  Department. 

E n c l o s u r e :  ( A )  Tenta t i ve L e t t e r  t o  t h e  S e c retary o f  S t a t e .  

1 .  I t  i s  pos s i b l e  t o  f u l ly comply w i t h  t h e  request 
of t h e  Secretary of State, dated J a nuary 16, 1942, for 80 
c i ph e r  m a c h i nes and 300 w h e e l  s e t s .  The C h i ef of t h e  Bureau 
of S h i p s  has i ndi cated that he could h a nd l e  a l l  charges out 
of Navy funds and w i thout s p e c i f i c  autho r i zat i o n .  

2 .  I t  i s  proposed t o  i ssue these ma chi nes, together 
w i t h  wheel s e t s ,  i ns t ruct i ons, · etc . , - : to the S t a t e  Departmetlt 
wi thout charge on a loan basi s ,  but t h e  Navy reta i n i ng 
ownershi p .  The Navy-w i l l  reta i n  a reserve of approximately 
ten machi nes at the Washi ngton Navy Yard and w i l l  handle 
the matter of overhaul and repa i rs by reca l l i ng a defective 
m a c h i ne and i ss u i n g  a new mach i ne as rep la cement . The State 
Department w i l l  be respons i b l e  for accounting for t h e  
i nd i v i dua l ma chi nes . T h i s  same procedure i s  f o l lowed w i t h  
o t h e r  codes and ci phers whi c h  i n  pas t  t i mes have been 
f u r n i shed by the Navy to the S t a t e  Department or by t h e  
S t a t e  Department to t h e  Navy, a s  the c a s e  may b e .  

3 .  A tentative r e p l y  t o  t h e  Secretary o f  S t a t e  i s  
appended. 

Respectful ly, 

H .  R .  S t a r k  

(RETYPED FOR PURPOSE OF CLARITY) 

( � 
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. , . � .. ··.; '  .. . :: 't�e lk.TY-:-��6-��orit \:ill. .. tC:I gled. to ·coo!;��c,t.e �1 t� the 
s �l!:t e  '!)tpr..rben\ i::1 �:i.pplyb�� c!.f:h�;r dr.!�&r :$t.Chi.:!f:e Gll� �l':r-€ie 
:.uneroi �h��l �e��. �� r�����'nu in your lettsr of :��uPr? lG. 104?. 

H ic b�lt�Vt."t!. ?r�t'et>.r,:.l� �:;c,.� the Hot� te��:-�:.H,;:.t r�tr:�n 
tho! t � U! to t��sn �!�!n::;l& c.nd !. � �:te ��e:... c.:!. c lo�in bvd. z  fer �"'l. 
tndef'L'\i�t. po::-:!.Qc, . tb� tt;;>4 r.f h�t" �6&i'"J do:.G \fitb. t::doo r-:16. ci,Cf!Tt-
1 ettued 'b;1 th� H�vy · � ·t.�t · H<"�tt 'Dtrp.:-...r�;.:;�!'l t • O?' Tit:e Y�:-$� . l n t�:! s 
'-'!'1 tho Y;.o,Vl· t'-¥p!;rbcnt �ill be r�!l�stblG �or t.l::� rt:p-.:.!r �411. 
•• ..,�"'-� 0� t l.. ftw:e , ....... �. � n"''· <�c(t:.� ... f-... ,. ...... . , . .. ... .. c, .. ..,,.. t ., p .,_,.,;� ,- �� ... . ,.., ... ... ... , ) \.li. • �• 't;.: .. '-' .L;,. • - -'�•••-111'111 • •  Q · � A '.J- ... �� - - �-- - ·� • ., �-.. -- � y . ,_ <;<.f• - •· 
r.r:1 t.�l:'c'!.rC: <�·.:.�ctio:J.c; 6f ncevt:.ilt1nt. t...:!u. t:r-cm�fer of f�d.� !.-'i 11 b� 
n�i�l.i. 

I t  �lll be pos�iblb �o 18�� e !� �ettu�6 1n t�$ nc�r 
ru.t�!ru ;u.t h vUl bta �t ll�r.st eix .:oath:� to .n )'e:u- '-'�fore all ei&ht;t 
t.!aet.l.nu c� bs ·t\8-de &�1lelble . · �h!s ifl 4n� to t.'lQ :f"�t t.t>.i\ £t;_'7 
of thnec ·.ae.cl��e �Ul !.1::�•;, �o be 1-ao�ller.l from £hi's · in · t�� l'�ctne. 
c>�n t!!c. f.:.ct ��� t:.o · �.cr.�::: as will l�Te �o t!.na.org-o thct"'nt;h OTerht:.ul 
en� ������i=�tic� prior �v i�rue. 

The ��vy D9�c.rt:.t;::J.t 1D c::ly too r;l�d to coo?�rate '-"!4;� ths 
D�p&rt�e�� o! �tote in Btr��t�e�1n; 1 t n  co��ni c�!�on f�ili�1€c �� 
prGseninr, u.� sccrec;r of i t e  rJ�u�e. 

�c:�;>:·.a.�le Cor.!oll F.'..!l.l 
Secret�� of �t�te 
�neh 1n�t?n• J. c .  

,. 
• •• •• �� to 

'.! � .. � .  
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c� 
( S C Y.  N36-105900A) 

My � e a r ; M r .  S e c r e t a r y :  

January 3 1 ,  1942 

The Navy Department w i l l  be g l ad to cooperate w i t h  the 
S t a t e  Department in suppLying ei ghty c i ph e r  ma c h i nes and three 
hundred w h e e l  sets, a s  requested i n  your letter of January 16, 1942. 

It i s  b e l i eved preferab l e  that t h e  Navy Department retai n 
t h e  t i t le to t h e s e  machines and i ssue them on a loan basi s  f o r  an 
i ndefi n i t e  p e r i od, the same a s  has been done w i th codes aed Eiph ets. 
i ssued by t h e  Navy t o  t h e  S t a t e  Department, or vi ce v e r s a .  In t h i s  
way t h e  Navy Department w i l l  be respns i b l e  for the repa i r and 
upkeep of these m a c h i nes ( a s i d e  from rou t i n e  c l ea n i n g  and mai ntenance) 
and awkward questions of accounting and transfer of funds w i l l  be 
avoided. 

I t  wi l l  be pos s i b l e  to i ssue a few machines i n  the near 
future but i t  w i l l  be at least s i x  months to a yea r before a l l  e i g h ty 
ma c h i nes can be made ava i lab l e .  T h i s i s  due to t h e  fact t h a t  many 
of these machi nes w i l l  have to be recal led from s h i ps i n  t h e  Pa c i f i c  
and t h e  f a c t  t h a t  t h e  ma c h i nes wi l l  have to undergo thorough overhaul 
and mode rni zation p r i or to i s sue.  

The Navy Department is  only too g lad to cooperate w i t h  t h e  
Department of S t a t e  i n  st rengthening i ts communi cation f a ci l i t i es and 
preserving t h e  s e c recy of i ts message. 

Honorable Corde l l  Hu l l  
S e c retary of S t a t e  
Washi ngton, D .  C .  

(RETYPED FOR PURPOSE OF CLARITY) 

S i ncerely yours, 

FRANK KNOl( 
I 

..... . -. 1 5 9  
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· . .  
�. l t · 1 s  r��ucste� th�t ao �� I!I �:Uf �  (CSP 1127) 

t1.nd .'300 tarlt III EC� l(l'l<iel set� ex, 1!£l:lu!�c!l.:X'1:d cy th!! 
'i'�u.�hln�ton Jie.�· l�rd &ltd · tu.-""114-ti �ta? to the Chle!' o! !J"nl 
O��r�ti�s . (R�Ei�te�� ��blie�ti�� S�c�ion). fo� ci�tritr�ti� • 

.. �'"r��:3 - 1� · j� '&dd,S.t1;-n.�to::�_tr� . .20 ·:·�1-�·'k.· I� I .·2Ci H  4 :. (\!!>�·-l!��7) . . . . · ,_:_·. · � · .5::����;.t¢�.� �� :,��t����)�<��-:<.� :_--; ;· ·<:/��:�:·=��:.:.::·\-�L. :;:;· _( .:�(�:·:.�>:�·�� c:= .. : · .. · : · ·._ .... 
· 
.. �: , :· · ·'.-� 

J .  ·. ;.uc;t:irl t:r i �  h··:s�l:n.r �'ant�l the �-t:.�hlr�to.n rt�-;y 
!�.r.j to ut!.llzo eo C�P 691 und 69;2 rltl•;io�f: !cr �·hiD ;!:.t!'pos�, "' '' t "- ::.. •J' '!'-,..., ,., .... �;' � � · • .-u � l ::- '?-."\ A "'1"J·1--"' "'� t� -l r  ,.. j ,.O .,....,. •• �·t,.... � to "tl· ·� � ,. � �.� ... . ...... .� _..,; .... "'J -- � · "" - _.,...._ _ .  • - '-· · ....�!'- .,- ., .,.,, '-.,4 ....... v ... �.:""- ............. � _...,. �.\..,.: 
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rr5 p;Jra ti·:Jn ���rts !'ur CD? 11:.!7 !·.r� �z�or.:ia. t�(l. }:>t�'!)li c :>.  ti,;�s .  

4 .  ! t  1 3  t.:.�ci3:-�t�·od th�t ·t�a C!�!.of cf tho P;..l.!'�<.u co! 
Shir1s h..-�:l .fi:ncln avail�t.l� fol" t�:s p�r-po�e. 
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GOt4FI9ENTIA� 
------------

Op-20-G/EF 
( S C ) N36-1 0 
S e r i a l  05920 

F rom:  
To : 

S ub j e c t :  

Reference: 

Enclosure : 

RElltQN TO 20-G 
20-GC 

(LFS 2/4/42) 

The C h i e f  of Nava l Opera t i ons 

FEB 5 1942 

The C h i ef of the Bureau of S h i p s .  

C i pher Mac h i nes f o r  S t a t e  Department 

(a) Secnav Conf Ltr ( S C ) N36-10 (05900A) : 
of January 31 1942 . 

(b) Opnav conf S er i a l  02120 of J anuary 1 3 ,  
1942. 

(A) Copy of reference (a) . 

1 .  In reference ( a ) ,  t h e  Secretary of the Navy agreed 
to make ava i l ab l e  to the S t a te Department 80 ci pher machines 
and 300 a s s o c i ated w h e e l  s e t s .  

2 .  I t  i s  requested t h a t  8 0  Mark I I I  RCM ' s  ( C S P  1 1 27) 
and 300��ark I I I  ijCM wheel sets be manufactured by t h e  
Washi ngton Navy Yard and turned over t o  t h e  Chi ef of Naval 
Operations ( R eg i s tered Pub l i c a t i on S e c t i on) for d i st r i bu t i o n .  
Thi s i s  i n  addi t i on to t h e  20 Ma r k  I I I  8CM ' s  (CSP 1 1 27) 
requested i n  reference (b) . 

-

3 .  Autho r i ty i s  h ereby granted t h e  Washi nton Navy 
Yard to uti l i ze 80 CSP 691 and 692 devi ces for t h i s  purpose, 
as they become ava i l a b l e .  Autho r i ty i s  a l so granted to uti l i ze 
CSP 694 devi ces, as necessary, i n  c a s e  t h e r e  is  undue delay i n  
t h e  procurement of unw i red �CM wheel s et s .  D e s t r u c t i on reports 
for CSP ' s  691, 692 and 694 shou ld be subm i t ted together w i t h  
preparation reports f o r  CSP 1 1 27 and asso c i a t ed pub l i c ations . 

4 .  I t  i s  understood t h a t  t h e  C h i ef of t h e  Bureau of 
S h i p s  has funds ava i lab l e  for t h i s  purpose. 

Copy t o :  
Comdt. Washi ngton Navy Y a r d  . .  
Regi stered Pub l i c a t i on S e c t i on. 

(RETYPED FOR PURPOSE OF CLARITY) 

J o seph R .  Redman 
By d i re c t i on 

,..... :-. 1 6 1  .... 
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Frcm1: 
To : 
Sub jec � :  
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·:: • 
• • •  

':i.'ha Chief of the Bureau of Ship o .  
The C o:!I:mndant , !!ovy Ya!' d ,  \.'ashin.�tor.. 

Bur�au of Ships ?roject Orders 510/42 ,  
516/42, und 531/42 to H�.vy Yurd, Wo. sh ingto n , D. c .  

. ' . 

R�:r��o·e : · ·. <5 > /������v:�:c�� .·· i-t·;�

·· ·op.:zo.-6/E? (so )N36-lo, -
. 

· . . 
· , ::·· ,;�,. :�_::,' � .. . .- · .� "Serle1:· 059ZO ot �e�ruc.cy · 5 ; : 1.942 . >. ·.· 

· 
. .  _: 

- . ··-� . ·:.�.: ...... . .· .. · ... :....::. ;.�: ; · .. : . ·;:: .: .. 
. . . : ... · .-.; . . ; ... . . - ... . : . . . 

1 .  A recent diroctive fro:n tl�c Chief o f  Have.l 
Operations , reference ( n ) ,  auth or i z e s  the utilization ot 
10Z 1±rk I EC!..: ' o  fo:- th o ::-:r. nuf ac tur e  ofCS?-1127 C:evic e s  
on Durcau of Ships Pro je c t  Creer 531/42. 7!-..iz dire c tive obviate s 

' 
F - -

the �ecd for t!le further :::�e.nufs.ctt:.re of �rk I ECi.: c.Cs.pters · 

en Eu:rsc'll of S�t?9 ,.P.rojec t Order 510/42. ;:' · · . . . ._... . · · , ·.· . . , ., ��!: 
. . . _

.,·. · 
. 

· . . . : .. :· . . . · ·:�. <-> -�.- -'. ·. . . .. . . 
·.. . . · . .  . . . . . . .. : .: .. .. ·-� - _; · ·: fi-;F. 

,. : . .  2 .  · .. . _ · It _:ie r eg_��st cd that co:Qies o1' dest:-ucti on :-e ..; · .. . ·· ..: :.-- ��� 
: · porto ror 1£S:r::: I·. 'ECI::: 's t .. £1!b::.itted in e.cc orde.n.c c  with ref'- · .... . 

· . 
. . ·.  � 

erence ( a ) ,  be retained in the ap�llc�blc r � o j o c t  orEer fil e .  
J .  I t  i ;,  ro q_'..le stc:<l t!-;.jt ?:rc· j e c t  Oruc-r 510/42. ba �- ,-, �inntc4 �_,a" �'"'c-.t + h e hL• "' .-,. n c r. Q �  .s>ur cl c r e•· -, -' ..-. ! r.  0 U vl -..-V� .lr.A...l � '- l.-.l.L V.J..&.U. \I • .., -��- ...... ... .:.. V - J.. • :.. .. � -;_;�.l�..L • "> .J.-(!.,_.,-

pcnd�d be returned to the 3urc!!.U. c1 Shlpn . ?c.::-ts built 
on Project Or.ecr . 510/42 _.::!!Uy be uDcd to c o2ylete cquipucr:t 
be in.� · co!latru� ted on B-t!.r·oc.u o r  Sh�ps < Pr-o ject Orue:r.·c · 516/1/2. 
a�d . 5:31/42. . . ·. ·:,-.> :_. · · 

. . . · 
... . . .... . : ·  .. . .. · ... 

4 .  It is reoua sted thQt t h i s  �urcuu �o �oti£ied 
of the de.tc of' ter;:J.iie.t i o.::-1 2!!C c:: t ;!e tl:l�:-:� c:J.d c d  bCJ.�_u.nc � 
o� Project Order 510/42. 

Copy to: 
BUsJ·u!DA 
O?li�Y- ( Op-�0�) . .  

. '\ . . . . .. . .... 

COPY 

I G/ G .  �� . P.,\�'rO!l 
3y clircc tion 

r r  1 8 2  

:: .... 
·· ·:. :·:: · . !.:.: . . ... . . 

., . ·· : 

��-- ����:�- ��· �-�- ���, �·���.�����·: r�����:���-����--���-r�l �w-r�· ����-- -������r�.��·������ ��·!���· ��- ���-��- ��; ��· =��-� ;�::��-���������� �-- ·���. - � ��· � · ��� �� : : ? : i· �r�·� �� � , �� - � � � : � � 
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CEHlFI901TIAb 

Op-20-Q/ i k  
(SC) N36-1 0 
S e r i a l  08220 

From: 
To . : 

Subj e c t :  

Reference: 

(LFS 2/27 I 42) 
February 26, 1942 

The C h i e f  of Naval Opera t i on s .  
The C h i e f  o f  t h e  Bureau of S h i p s .  

ECM Adapter (CSP 961) - Manufacture o f .  

( ··� 
I 

(a) Bushi ps Con f .  Lt r .  S e r i a l  A83-717 of Feb ru
a r y  24, to Commandant Washi ngton Navy 
Y a r d .  

1 .  R e f e r e n c e  ( a )  c losed out t h e  proj ect o r d e r  for 
the manufacture of the s u b j e c t  d ev i c e  by the Wash i ngton Navy 
Yard due to the f a c t  that 1 0 2  CSP 691 d evi ces would be u t i 
L i zed f o r  t h e  manufacture o f  CSP 1 1 27 devi c e s .  Thi s a c t i on 
i s  considered d e s i r a b l e  i n  order to obvi a t e  any poss i b i l i ty 
of mi sunderstanding. 

2.  After manufacture of the CSP 1 1 27 d evi ces 
there w i l l  rema i n - about 85 CSP 691 d ev i ces whi ch are i n  good 
condi t i o n  but of no f u r t h e r  use i n  thei r present f o r m .  These 
are capab l e  of conversion to the cryptograph i c  equ i v a l ent of 
the Mark I I I  ECM. I t  is  desi red that two ECM adapters be man
ufactured for each of t h e  above Ma r k  I ECM ' s ,  so that a l l  
Ma r k  I and Mark I I  E CM ' s  w i L L  have two "baskets" p e r  mach i ne .  
I t  i s  understood

.
that most of t h e  parts for these adapters 

have been made but the f i na l  assembly has not been s t a r t e d .  

3 .  It  i s  t h e r e f o r e  requested t h a t  a proj e c t  order 
b e  i ssued for the manufacture of 170 ECM adapters (CSP 691) 
i n  accordance w i th o r i g i n a l  p l a n s .  Ei ghty- f i v e  of these 
should be g i ven f a i r ly h i g h  p r i or i ty and the r.ema i n i ng 85 
may be g i ven Low p r i o r i t y .  These should be turned over to 
t h e  Reg i s t e r ed Pub l i c a t i on S e c t i on for d i s t r i bu t i o n  when 
comp leted . 

4 .  It i s  a lso requested that 85 conversion k i ts b e  
made u p  s o  that t h e  necessary a l t e r a t i ons t o  CSP 691 c a n  be 
made on short noti c e .  

Copy t o :  
Comdt. Navy Yard, W a s h i ngton, D . C .  
C h i e f  o f  B u r . o f  Supp l i es & Accounts 
Reg i stered Pub l i c a t i on S e c t i on 

( R ETYPED FOR PURPOSE O F  CLARITY) 

/ s /  JOSEPH R. REDMAN 
By di r e c t i on 

r· :-
1 81� 
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Rt:IU£�� TO : 

(LFS.: .. ·.-.. J/2/ .42) . · . ·  . ·. ·. . .. ··:-·.-:. . . ... .. '- . 

· � 
20-Q V' 
20-Ql 

·. · .. . .- . . . 

Tb0 Chi�f of Davul Opernticnn. 

· .. . 

I ' .. 

!!.ul Assivt&.nt. Ua.Vb.l J.tta.oha, U�Jr��, tau.ra:;1l.ee · 
0 . . . .... . . . . . •  · .·.-. • '. ····\ .-.. ·:r:'!>;:.:.':,':': --_; . .. � .. ·.� ·. ,· -�. �

. -.··.: •.. . · - :  ·. :· ... .. :' ··::. ·. ·····;� �· . .. . .. · . . : · - .• . 

. T.r� , '\J.·e .. :' :t�a-val' ·.A.tt.aehi�; Ov.�t�.�.·-ci·�r�· . c-�t�...ru.�. 
. . G-tt�j�t: 

:,, : 

Rercrence1 

��tG · ·��i:�iJl�:_-;P�l· C·c��- �· R·�-���-s�· �or c�p� �t •. 

(a) An�t. e�vr� Atta�ha, �ar��u&� Ccnr. lt�� A6-2/47-lt'Z.J o!" Dec�:�t�r 221 J..94l; "·ith 
Naval ·Atteche1 G-t�$.t�rz!:!.la City1 lr.t tnd •. 
Gate� Dece�b�r �7, l9�l� 

. . 

1 .. �.cf6r�Y}C� � {�) ·ra�ul!�tad ¢0f7 of ��te nop.t:rt.-;•-o.t · 
�P-l . Cerde for. ropo:-t.1�� :.:;hip ��7�&n�� •. . - : · · . .  

2. A s�ocial eipho: (CS? 1302) r� s bG�, r�cent:y 
furnidwd for re�art!ng ship ·�c,..\.�.!:l.e1'lt� un.d ror. oth�r co�"1.!!li.�a
ti::-.n� be twef:u."l Consul:'.r �d :i�voJ. O.t"ficinl:; in lntin l.mGricen 
countric�. 

T 
• • I:n .�eu. or · thll to���oillt,:_�- .til• fil ... l·:·Co:lo 1rill not ba .. . .  . . : .. . 

Copy to s 
Dircetvr ot ��val Intollicence. 

Registor�d Publication Section. 

. '•  

. .  
� .-

�------

1 8 5  .• · ·-��-.. 
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C-N36-1.0 (4SJ) 
Serj_ a l  483-1142 

. . ... 

��"':1-!if?J:� . ' 

BU:\SAU () F  �::IPS 
v;ashint;�cn, .J . c .  

. . 
�&E�=-����- � 

Sir : 

J�c 1942 

Viith reference l.o y0u: : e::e!:-c c�!lVcrsc-��::.Jn ·;. ith I\eo.r 
J..dwi!'C.l 8. G .  Allen reg::l.:'d.ing bO �o.:.e :_�;:;l;2.n e ::>  f o r  ti;e S'.:<:.:.t€ 
Dt::pa. rt.cacnt, it is u.nC. e r s tooj tr,cL. ti1e.:;� d E=·.-· i c e �  a!·� ic.:: t2ntifieci 
as CSP-1127, that they a r e  conversions of the CSP-691 �1J CSP-
692 devices wllicb are now :b?ing ·retir�d from field service, end . 
that the conversion is being acc ol:lplished. c.t the Fashington Navy 
�ard . · Components r e quired for the �o::1versi6ns · have _been manu
fac tured and final a s s eobly · opera L.io�s tave been initiated ba��ci 

on a p r oduction rate of 12 CSP-11�7 devices pe r �cnth. 

A total of 102 CSP-1127 devi c e s a r e  scheduled for ��nu
facture, 22 for the H.s.vy and 80 f o r  the State Department. The 
delivery sched'..l.l e for tht:se devi c e s  i s  a s  follows: 

: · ... 
!�i.l2b9r of CSP-1127' s 

Delivery Date .Navy Deu t .  State D e u t �  

Prior t o  Jtule 20, 1942 18 2 
June 30 4 6 
July 31 c 12 
Aug. 31 0 12 
Sept. 30 0 12 

. Oc t .  3 1  0 12 
· Nov . .30 .. 

0 12 
Dec. 31 0 12 

Total delivered 22 80 

7he deli�ery o f  12 C3?-ll�7 ' s  per �onth �e�innin� July 
:n \.:.:.11 0e i�prov:::u i f  prc:.ctic :::.bi.:: _ 

!::r. n .  D .  "Vinii t g )  
�'_ ,, � "'."' f" ,-. , , '""' r + ( , o  n : , t :  ·c�·· - - _ , \,4 � ... -.. ..., .. . - J, .. � _· "-' ""' ; 17th &. P s�utsylv:=.ni:=.. i:.v e . , �-� . h .  
·,';�s:·:in � t (J:1J D .  c .  

A .  E .  Von .Keu.::--;;n 
c:·:Ld o!' :t;ur�H'..U o f  Sl:ip!O: 

- · .. . 1 ( r· •" ) .l. ,: -:; c' -10 L:e�: --c. . 1. 1  e :  _ ...., _, 

De c .  5L.OG6 
l G G  

�� W'':i' :�·�; �1li:1 � . 

�
;

:.
. 
·'· 



Uay 7, 1942 

hi.E.MORAiirYull for: -: The J...rizy· n11cf nuvy Represe:i.tatives -
·
considering 

, . , . .. : .  t..he question· _of Suppression of Clandest�.e _,· .. · ,.·:-. · ·- · ·: · · :��- :>-Radio Stu tion·s in La tin: J..l)ericc. .· ·  .. · · · · ·· ·  .. ·· ,:: · · · ,_; . 

. 

. . 
l .  The followin8 co��trie:s r�ve agrceu to send radio 

p�!.' S ormel to Yic::. shington i·or the cou:r;>e of i...'"'lztruction to be given 
�t the Federal Co�Q�i cations Co�i ssion1 in a c c ord��ce r:ith the 
lctt�r sent out by the Q_tate Depart;nent _ _  on..�p:ril 1, 19-42, to ell 
La tin /-..nerican countries:-. . 

. 
. 

· •- · · ,  · .· 
·· 

.

. . i��Ii" na, .:�·-·�I:r:i�?::'� . "' :t < . -- . . . -- � 
.

.

.

...
. 

_ .. · .  
. . 

--·

· 

.. . 
Cut.A. 
Do=:nican Republic 
Ec"".lador 
:rond""..lr<ls 
Nicara<;ua 
P�a.u:.a 
?arar;\lay 

· � .  c�ete��la �tateu that �t »�s in general accord· �ith 
the ;>l2..n but C.id !'lot desire to ;;�:1C. .c{;n c:.t ttis tir:1.e. :C"!e Ste:.te 

Dc:lart:.wn t has s !::nt an addi tio:w.l r�c:.!e!:t �s�:L1;; t::u. t l.:l{;n be se!lt 
�t· this ti�e, e:xplllining that it .:.!: de�irable for all o;,' these 
�en to co::J.e at one th1e • 

.3 .  - Mr .  d a  Wolf of. :the State Depart:H:!lt believes it _would 
be :possible to !:J.Uke the neces5ary .. arr_a.-r:ge:le!ltS to·· �..ave- these·· eeL 
LcrG to bec:i..� t_h_eir trainin� on Jtme 1. 

·. : .. 
.· .

.

.
. •

. 

4 .  Ur.  Siling 2-.."ld �r . No roan of the FeC.e:i:'c:l Co::2:lu..'1ico. t::. ons 
Co:.r:.:Ji s sicn sta tea that they CO'..llu b·J&in t�e tr� .i..nin e,; co'...!!" s e  at an:t 
t:�c, �rovideu they Yi ere i;iven sufficient !1.8ti.ce to ; j�::� :.he nec
e::.si:.ry pr�para tion s .  ?:11e cour!.:e r;i_l t�:� c-?1�'=-�:-:i=� t�l:,r on� :.:o:� th. 
:!�cy bot!'! fe:cl til� t t!1.:��e ·�lasses s!1o:.UC b� .::.:_i '"Ce:·, �c r:�� �o:-e 
t!.rL"l 2.� :.1-Jn at one ti�1-=. '?heir f; ... c::..li : i c s  a:i:''� not s::ch 7J£�� t -�J�ey 
.:cu lw.n<lle :Jor� Llell \i.: t�nmxt d.isruptin:; :.nair c·,.n O P '= l  • ._ � .. -. m �> \', ; ;.ich 
ous:. cc·n�.i.nue ,;hile tb.! tr<::ininc <:ot:rs� i s  :.n ;:.;rotires s .  

5 .  � r .  fionsal in thG OfficE of the Coor�inator �f In�er-
i..=t c ;·].C�ji f·.i�f;:; i r s  l;t=.:; l,C ) :�rted t11r"� �1is \...1.f:, i � !!  :·:i_l t::�:�t� ctlt::rs:r=: (J.f 
ti e �t.�:1:,; ·;.,!,i.: .:...; �;� to ;·,:.i�:/ �:t:..1::·ccl1 J :Jr(' \·i�i...";; for th·:::: ::1�� .: .. e �er�, �"1 c.. 
D.�!:t.:.r� rt:t:J:"!l "C.J tl·!eir :::·c-:;_;)E:\:-:i-.,:� co·...L:.tri 8 s .  E.:: stC1t�G. .._�  ... �-: 
thrcu:�:.! :...ht� s t:1•�e!1t c.xc:·!�1::;3 sys�a:-r. set u� tc Lc:nC:.le ;:-cbl€r..1s a ::"' 
'-� -1 c:: n .. ... , . ,.."' -r l , r.· ·Of f'-i c .., -o ·:' .!.h� Coo.,.. .: .. .... - � - �  "" ·"' Tn""e""-J.. ·· ·-. .... � r. ' n  :. f" ·· ._ ;  .... .., ·� - ·-- c:::.. L.,� .. - , \.. "' - ' - - - - l., - - '""" .....,�.. G. ..., v _ •J - - • ..., • :..-.J. - � - ,(..o.. ...... .... . oc.. _ - w 
c ���� ·;� .. ��0 e�.rr} :>f ·t1 � i s  rJa·:... �·�r vc:r-y �=�sil:.". T l ! i. S  v.vi" ,·: ... 1- i l  b·:= 
c-.)o rc i!:<.>.:e:<.l · .. i�h -.::1c ;-: :.�t.t: D�pLrt.:::t;r:t .  

-1- 1 0 7  
l't ·_:; 

t}: 
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I · , 
�/ .. 

. ·.· . . � .. . ·. 
· e � . . .: D.� . ' · · : ·  . . -... � . .. . ' . . 

• • • • • 0 · ·. 1  <I •••••• .... • • • • . • •.
• . .. ... .. 'r:.·� :·�·...,:v-·'1'\·--- -· 4 p 3»¥. ,. d:': ,�, ...,.14& ;a:•.,,\> .. e; . � . . · r� ·"'· · ·· -··· - ......_ - t - -

o .  'Iba equipu(mt to 'ba � !::��� �n tLiJ loca t:!.on c�· the c..:...c::::-

�· 

d�s i...i.;!.;: l'<dio st.e.tioi:s . i.s . ei th�r '-: \·;.;,ilE;.ble e t p:-e!:C!l � or . is oil . 
0r�kz � .· �::1e , lO Acicock typ.t1 d.i:-ec':.i�!:l finders to be sot �p ut v.ari:n:� 

:, 1.ocnt:lc:tis in South l!.<:H.-;ric�.' .. i.re uvailable .at e.ny ti1..1e .,  · ,  Lt*· . . :co�r. 
·�e�e::· : :�l,i. !;.· cb.argt) . Cf ' t:hls CC:Ui?��!'lt at present, f..lld. · i s holding it 
w1til $Uch tiuc &s i t  will b� nec�ed. �he 50 ��rtablc, loop
tyi;a directicn .fi:�d.ers, t..h<: t�n hi ,-;h fre:.;_ut!!'lC/ trc.:.ns:.J.i ttc:.-� 1 cmd. 
�h� 20 fi::.:e-:1 f::c(�uor1cy rcce:i.Vt;!.'!:; r e-::;,\lc�t0.u E:. r<.J ·:)n or<.ler :'..n the 
!:s'.1r��lU o f  Stips �nd 1-1ill be c:.vuL .. ��le in Jul�'. Tr.e 10 co::-.::le.:-c ial 
e:o�unicution rcceiv�rs 2.nd th.J lO frequeucy L::.::ters are on order 
in the Bureuu of Ships &.nd riill be a-;.::li.lablc very soon. . 

� :·:·�·.'::-�: ... . :': ,' . : ' · .. �� · · :�·.:· . . �:."· • ' ::�:�:;�:.:_:·�� ... ��· :·:;· .- ,; : - :.:.::� :-: . .  ; .. �-·. :-. �.· .-::.' · .. .. ·.' :  . . ·." . �  ... . ..  �·:·.�-;· �-.:·_: · � .:. ·· '  
. . · .i ·7. . · u1leri t1:e .r:H:.n · finif:h . their .co:.u-zc a t  t!l� ·Fed eral· Cc:.r. 

· i!1ii.'1..i.ca t �ons c·o�"J.issicn ill:,. Jcl:; , .. : pronclc:J th(:y oosin \ Tu.'1e:. 1, - :·all 
of ·the eq.'.lip::!Em t r.a�<.ij• fer tranS_;).:>rta t�c-n &::!1d in!:-tallation Trill 
b·� avai2.a ble. The )lon !. �; to !1c.ve tLis c:;o br:.c�: r,i th the ;�r5or..:.el 
wbo f.r e  to use it <mt.!. nave theo i �stc.ll :. t :!.:.:.:...!e�ic. �cl;·. 

h�� the �yste� f0r th� locat�on 
opsr.::.te �ill '!:,(� ·,w :r;:.:t;-;l . c·�t by E.r .. 
e.::p�:-ie.n<:e in d:Jin;. 3 1 :-n� '.ar iriO:."� in 

9 .  I!!� !:':L:·<..:�tor c �"' ?!t:.'\"c..: Co:.:.;:!'...!.I� i �at :..o:!!i r;:ll li(:�k u-..:. ::. c. 
suitabl� code for �he u s e  of thu 10 �ajo!' D t2 ti0n ne�wori�s 
intL:rco�u.nicw. -:ion.s in co!'!rH:ct.:.on 't i :h t:·�eir -;;or��. 

... . . .. 
. . · . ...
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.• ·  .. . . . ··· 
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�nr�Wel4 1 !AL 

Op-20-Q/f2ci 
( S C )  P1 1-1 /N3h-1 0  
S e r i a l  026420 

From: 
To: 

Subj ect : 

JUL 31 1 942 

Vi ce C h i ef of Nava l Opera t i o n s .  
Commandant, Navy Y a r d ,  Washington. 

I n s t r u c t i on i n  C i pher Machines 

1 I t  i s  requested t h a t  a r rangements be made 

;' A l 

for M r .  Paul E .  Goldsberry of t h e  S t a t e  Department to be0 
g i ven i nstruct i on i n  t h e  care and opera t i o n  of CSP 1 1 27 
and assoc i a t ed pub li c a t i ons a t  the Radi o Laboratory of t h e  
Washi ngton Navy Y a r d .  

2 .  P lease i nform t h e  Vi c e  C h i ef of Naval Oper-: 
a t i ons when t h e s e  a r r angements have been made i n  order 
that M r .  Goldsberry may be advi sed. 

Joseph R. Redman 
By d i r e c t i on 

(RETYPED FOR PURPOSE OF CLARITY) 

r ·-

l ?o - -
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�!'Y5 (3ii-�)J-276C-I 

Fro:n: · 
To: 

SU3ECT: 

Referen c e :  
. •' , . .. :- . .  

. ·.··,. 

Co!'llr.1a.'1dci.."1t, Nav-y Yard, \'ias!-lington , D . C .  
Vice Chief of Naval Operations . 

C�pher llachine Instruction for State Department. 

(a) Vice Opnav conf ltr 0?-20-Q/fb� (SC) 
. Pll-l/N36-lO Seri::.l c2?420 of Jl July;:l942 . 

. to Comdt·· ��c.'\:y·. Yard �1a.5hi...'1gton .D. C . : · .. 
:'•,_.. . . ·. . . . .;  � 

: :·

· 
.

. 

1 .  This yard can arra!'ige to instruct l.�r. Paul E .  Qold�ber;·:; 
o f  the State Department, L"1 the maL'1tena.'1ce r�pair and operation 
o f  the CSP 1127 cipher equip:::�nt d:.lrin& the 'i:cek A'l!{;USt 10, 1942, 
or during tr.e week of September 7 ,  1942. 

2 .  
fro:n 9:00 

In either we�k the ds.iJy perir� of instruct'!.c.n :::hall be 
A .lJ.. to 4:'00 P.ll.  · 

3 .  It is rc�uestcd that the State D·�partr::..:!r.t t·� advi:JeC t�=' 
supply t�r. Goldsberry -,lith credentials cont.abing his dutr.oriu.t �.or: ,  
s o  a s  t o  prcr:·e:-ly identify hi� t:pcn !'eportiq� t o  t!-lis Y::.rd for C.SF 
1127 cipher machine instruction. 

· '  

Gept. file: (SC ) Pll-l/�·i36-lO 

Dec . 57572 

... GEO . FET1'ENGILL 

.
. 

, 

Preston !.�orshall 
By d i n ction 

,. :.... 
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� 'tY 

DJ;J>A!�TUENT OF STATE 
WASHL'iG'roN -

� '\(31 

July 31 ' 194.4 

My. dear �r. Secretary:· 

In response to a request !rom the Depart.ment of State,  
d!?.ted January 16, 1942, the Havy Depart�t.ent on January 31, 
1942 , graciously a�3sd to loen to this Depar+-eent ei��ty 
cryptographic machine IS &nd corresponding rotor equip:nent. 
Thus !ar, under this arr��g���nt twenty offices h�ve been 
or are · in the process o! being equipped with these machL�e�, 
and the State Dep��ent desires to cxprese its deep appre
ciation !or this valued assistance. 

As this Department has experia�ced considerable diffi
culty in keeping the machines presently used in operative 
condition, it i s  �o�s to have the 5ost �p-to-dste elec
trically operated cr,yptographic machL�o obtainable to meet 
its present and postAar r.eods and �n this cop�ection it ie 
cnderstood thst the Navy Depart�cnt has newer and sturdier 
electrically operated cryptograp�c r:a!:hines in operation. 
Therefore, it .is oarne�tly requested that oympa��etic con
sideration pe given to  the loan to this Department of a 
corresponding numbe!" o! the latest type of machine in use 
by the Navy Department.· 

Sine erely yours, 

The Honorable 
James V .  Forrestal, 

Secretary of the Navy. 

Dept. file: (SC)N36-lO/ES 

Doc. 129811 
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Op-20-Y.-:nr 
.Serial 01606920 (SC)t136-10 

( ".�"" 

Ci8P'ri· ,,wrc::;r; wuoscsi'&WJA 7 t.UG 1944 
· · · �4$Q 

H'EJ.!O P.JJID lil! 

Frc�: Director of Naval Corror.ltm::..ct.tions 
To : Sub Chief of !�aval Operations 

Sub j :  Release of·

E� to St�to Dcpar�ent 
. .. ; 

1. From unofficial information received by r.:e , I undcrstc.."'ld 
that the Secretary of Stato has , or ''ill in the very near 
future, forward a letter to the Secretary of the l:avy 
reque�ting that the State Department be supplied with the 
latest and rr.ost up-to-date cipher r:-.achir.e which the Navy has 
available . This IT.achine is in use. by both the A.:rrny e.r.d Havy 
for encrypt��g our highest fo� of classified traffic. It 
carries today approximately 85 per cent of all classified 
dispatches passing through the Naval Co��unication Servic e .  
The Navy Department has maintained the policy o f  not allm1ing 
this machine to b e  used by anyone other than the U . S .  Arrz.y 
and l�avy, a�d it is considered that this policy should be 
strictly a�hered to. The Officer-in-Charge o f  the Ar.my 
Signal Security Agency concurs in this policy. 

2 • .. For reasons of cor::munication security, it i.s considered 
it would be most undesirable to release EO� to the State 
Department·, at least for the duration of the war. 

J, This merr.o is for your advanced infor=.ution only. 

• 

J .  V. Murphy 
Acting 

• 

1 73 :.... 
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Fc-=rs-4-oh�:. £t!?.EAU OF NAV J.� PE?..SOI·::rsL 
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... .... * 

�1:\� ·���: 

To: All Stations within ��e Continental Ur.ited States 
(except �ka and Het!fou.."\dla..•d) 
CocNav.Eu 

�����r�;··�:/?_=�.�� ;· ::�;::.�-T:d·; ,,���� .. �-�I: �: _ ..

. �-.: .. :
·-
·
\:/�;�· 

.
.
. ·< -�: � .. : · · --� .: _::

·
:.>..: ;  

.

.

. 
·. :; 

Application for · designation- to take th� ��itten e�tion 
for a c�is�ion � Foreign Service Officer, Uncl�sified. 

. Subj: 

1. ��ooral. The Dep���ant or State has urzent need for additional 
Fo�ibO Service Of!icers, D�classified. InfvTjztion ccncernL�g the 
Foreign Sor.rico of the U:1ited State 3 ,  its organization and fu>1::t ion:!, 
the clUB�ification· end ��tic�. o f  Foreisn S6rvic� Officers, and r.ethcds 
of selection, end opportunities· for ent�'1cc L'1to th� Fo�eign Service 

· of the United States ere -�escribed in ·tho enclosed Dcp�rtrnent ·ot State 
Circula� and application bla��. 

Ete, etc, etc. 

: : 
. 'i .. . . . ·

. 
.

.
. 

' . . , ·:·�.-: 
.

. 
' 

Copy of ltr in .· E."l4 BUREAU OF NAVAL PEP.SCNHEL rile -·" 
. · . ;  ·. .· 

•' 
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. Op-20-4-rcp 
Seri<ll 04120 
(SC),\6-3 

��� · · - · 
���� ·: · ,-- . .. �/·>--.:�. � ;·>: \::· ,''· . .  

����������-�·�--�-���
· . . . ·... . . - · .  � �· ·

. .. ..". :. :·.. . � .· 
.. 

. ·
""' 

.. �- -- - -. -� . . · . .  · .. :· . . • .. .. • • • 
• • • •• : • •  : ·:, • 1 � '  .. · . . -

· 
· .. . . .... 

hly cear V.r. Secretary: 

· . . 

� . 
. . ' . 

25 Jul 1945 

This is w:-itten in re�p(;>;lse to your letter o f  13 July 1945, 
in which you forwarc�d a copy of the Executive Order of ) July 194 5 ,  
creating the Cryptographic Security Board. It is noted tha� you heve 
appointed l!r. Ju+i!-t:l C • . liol.Ir.es·, .As::si.s.tant Secretar� of .Ste.tc, as 
the State Departm�rit mefr.be·r of:· the Cryptographic ·sec-.l!'-ity Coordin-
ating Co�t-t.�:.::·: .I .he.v�::a.esign�ted tile Qircct?� of. t!:.J.val Ccrnmur..ication� 
to serve· as the Navy m�inber ·or . the Coordbating Co::..rnittee. Rear Admiral 
Jose?h R. Red.;;lan, USN 1 is the Director of Naval Cor:rrunications , and is 
advi:3ed of his appoinUt.ent. 

In anticipation of the President ' s  creation of the Cryptographic Security 
Board, certain plans for the impler.:enta.tion of its ft.!..rlctions have 
been developed in the Navy 1)-..;part.m mt. Ad::1iral Redma.!'1 will sub:ait those 
plans to Ur. Hol.I:::e3 , and �o t.'1c War Depc.rtltent. �emb€:- of the Coordinating 
Commhtee ,. a:J tentative. reco:mnc:mdGtio'm; for consideration by the 
Coo;-dinatir.g Cc:-.mittee:· It is ·  hoped that· they · ..... 1.11 be helpful to that 
Corrnittee in fomulating organization plans for subr.li.s!lion to the 
Cryptographic Secur ity Board at an early date. After recC!'!'"ilendations 
are received from the Coordinating Cor:.oittee , you will doubtless Y:is� 
to hold a �eeting of the Cryptographic Secu•ity Board for the offic ial 
establbhr.lcnt and authorization of the working organization in its 
lower echelons. , . · . · . . 

:. ,. ... � . .:::· � · . .  • .... . ' !  

-
'
.Very-_ sincer�ly yours 1 

The Hor1orable 
The Secretary of State 

Washington 25, D . C .  

JA..\�E.S FOfut.ESTAL 

1 1 5  

1 ..... . . 

t�*i t-"--� 
f' 
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.. :.:.·· . { 

- - . .. . :�·�rr;:����f:'��1�7i r�: :�TI !i�;�� r������ �f� (; f�iTr�T; �FT��:�: S��' � :7 �;::I��:: .. :��.·: f � .: �� .. : : _. :.:8� � �: ::·.�� . . : ·· · .  



· �  
( � 

5 Feb�y 1947 

Fronu CQ!;�and.e:o s .  &rtole;t, �!:1!. 
;;i\.lbject.: I4w.t.Uicat1.on ot Suto $S Pa.ckaeoa. 

l .  Tm Suppl.�taey A�t.iv!.ty CO�ZlpOndMOO li�on {0?-@-hl3) 
&\:drea to log :!.n all ��ll'Oti l"ee·:tived. It, is tt»re!ore ��� 
ths.t. .t.ha ��g� � tb St�t.G SfMlifil Project& Ste..rt to Op-20-N:L 
� ent.rieB an tm <r..rt.e.r ,,riyclcpt� Wicot.i.ns (l) � � or the ol"ie-
1oatine eoct.ion � { 2) a pacm� ��r .  Tm pacl�gcn r....ll not be 
o-�ed b7 6.nyooo �pt. the C'Jltb.orit.ed portf-onr.cl. in Crp-2Q-UI. 

CC l  0{>-��I-!i 
Op-20-h"B 

.... . . - .-
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SPS - t!r. Pachrl.. 

. - ! • .  :,��-�c���-a:��;� 
.
. �tl-.in t.he �� sm � • 

. 
�:��:> :  ;,�.)}�;.��,·��:::: �.: . ,.:·; . .

' .. 
'
.
:·:�·: .

... �: .· . '� . .  :. :.. .. . 
,: · · ·· .t.rrnn;c:g,o:�tc An"!'M.- lr..On conoluci�d ·-;C. th the Cc:mnmica'tioo.t S�;ppl�ntru-y Actirlty u&sh�Gt:J:>. (cs;.ii), Arey �ouri�y A�xy {ASA) 

�d �e Int.cllig-:sr.e.o Di'rl�iot, F.DO!l (ID) tm•)4£1bj• 3 telety� cireuit3 
c.rs t\) bo i.t:rttall.s d . !or usa �toa6u. th:l) � zn t.res� and thc1o 
Orf;c.:li.!:� Uou� • 'lb.a 6-0 e1roui ta a.r'l) e.:) !'o ll(J:( I U  

' 

• •  
·f • • • _\ Vo • . . l: .. .  , froz..Rcc.l: :701S., --�""- S��· lJe!l��t 

· ·: · '. �uHCi�tb·.t� no= $zoa. -'�v-::.l C�\UJ.ieatioru:� Anr�T., 
· :  . ·  �� .Kobr:vstu Av-enu�, :;-.;, (s...r.a • Cl)J.'f!').- · . .. . . . · -!·: • , • ,  l ' o  • 

F.o. ?. a F:CYi: E-l� 701 G, N �-r. S -4 te Da pru-t."lDn� 
3u!ld.in.g to Rcoa lu!c-3; A:-l.i!l�....on llall Statio:!., !.oo 
Boul�r-..!., k"lillb�n, ':irhinir.. (Sl"J .. .ASA). 

J:o. �: Fro:.-. ibc:. 701!3, !;r;J;? S�to .C:n;c._,··tl.;:znt 
B-..1ii.oin:; �, Ec� EC-553, 'tor.� �clt\!,;OU (S?S • !D). 
!l;.-S h.•\.9 a�e-1 to (1) o"otcl.r� 'ch3 eir�it», (2) et:i;!G't; ���1�· 

tion o: t.�....o cir-o'.lit:s o.n:l t'!ruir-..s:.l a�uip.��:)�.;, rod (3) �ar � ..:�?a:lsif 
o� i:utc.llc.ti-:;n, �'llnte-:.<'2 ... �$ n.� r."nthly �!:!.�l of t.'w circ'..!i �. 
CSA'(, .\.S.A r-od ID,. ro:;?octi"�ly, he....-e o.gr�":! to p:ov!.de !i:lvy 6!ld l..n:.j 
O?:noo (rtJ!lt-fre�) �r::U.ne.l c t;uip:n�::rt a:l.d tr.u :woo::�uy orJPto�c.phio 
ded!1es for b:>t.h te�s o� all t.bac circ\litc. 

n-..e Dopt:rt::&�nt of !tt.t.a IJhould �.k:J e.rn.n;so:�o.:n:ta tnr tae �
c• .. i.!•oa�:lt e..cd S.:1sWleticn or &ll t,::,1}� cir::r..rl.ts. 

(1} !�rdns.l &q�p::lC!lt for eircUl t Ro •
. l (S?S CS.llr) 

will b'J provic�d by CG.A!i �"?OC. e.d:rlcc t&t t.ho o1rouit �e.= beon installed. A::J;" Ci-'�=-t�or..r. conc<>:-nia.[; Uti a o1reui. t �c.e th.e 
in.at!tlle..tion of ita te� � q-..tip!!l�t sh�uld ro raf'er:-e� 
diro�·;:;ly to· Cnpt.a.in L. S .  ��th ct CSA?i' t.t the na.v�l Ce:=::::::i
cations J.�o::: (OU�ZlY' 280'0, E:xt. �S!il) or 1-fr. h.cj:!lrd of SPS (P.Epublio 6600, Erl. t27-!) .  Th� De���tal r�qill•1t1on fer 
inctaU.atio� or thu oi:-.::�1 t ��ti not inoltlcie t:�l"l:i!:a.l eqt:i�t. 

(2) TemiCAl �qu!�:1t !c:- e1�..d t llo. 2 (S.P'.)-J.sl.) end 
cil'"O'� t H::>. 3 ( S?3 - ID) lrl.ll be p:-ov"id1ld by tb'!' L-rr:;r C�oa
th�� !�ez--d.c�,. Ct�icc- r;� tb� Ch!.e:.O [�>!' .... d O:.'fit':!'Z"., �� t..;sp�:.-- ,. Jttsz=. t. � ql.::..octic:-..:; .c���r.:Lir.E �irc-..:i �s L!o. 2 �d �. Z c.:lt.l 
t.':e iu-;tal!t. t:..c.w o� e.cir tzrr� •q-u.1i7."..:.-rrt. ��--ul·:i t.e NfC1'7'0� 
�.;o i'Y-. C<}Cl"Gtl Po�..¢!" · c? .A::>A r.t J..:-lin�;ton E�l.l t�'tiO£;. 

-·----

�1� ��· = - -

i • ; 
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" . 
{�� �;roo .. 'Z'":ct. Zf5) ard. C�?t• G. E .  �io3c�� c� ep�oi.r-.1 
Distz"i'!J:.\t...lCl:l �!".!.�h. !D (;:E?l:'bl!.c 5700, ET.t. 722l.S) ,  ;;'eilpEJOtivoly� D� s::- • .  l?�-:.b.!rd or �PS (22.'p'-1bl!e (:�CO, 
'� * """• ) b.A. ·�.  t;:.. l 'I • 

.. ·.: · ·· .  . -:·(a) !hu Dtl!j�·_e:-.. � 1��:;1.i::t.tiou �CJT eti;-.. xH.3 rr . .,. 2· · .. 

- � ··· � _l:o. :3 n.bnuld i�olu<!:> t�o t:):"'ci� �1··;;:w:i.J l!: . .nd. oip� · 
·· .. · ··-::c.l�vit:cu liti�\Sd eolmr �i.th li ot!Lt-=-s�rt � t..� '!:!!teot t�\\.t . ..

. . 
· ·· thit oq..!.i�:l·:; t�.nd ci�her 6rlcoa c.n to b•s <.>rcerod. fl•re�. 

the J..:r:Jr.l C�toatic�<l Ser�i<X:�, O!"ric� c! tn� Chief' 
Sir,ncl. C!!'ioor. 

. . , 

� • # '.:!. � 

.. .. _ .. . 

It 1� r-�qu�•�d th.L:.t tiu,?f' �o te\:on anc! rcq 1.:1 ei:ti�ua ini tie. �:i 
to �btdn the cirocl ta �d �CiuiP:"'"nt apoci!'ie-d. e.bOTe c.d provi.d9 t� 
their 1i:l.!St.a.l1Atiot\ at ·tM ti� "l!ho: tho OP'�rntit:.g ot.tio& ot th& Speoial 
Pl.•ojGOts S�� !ll9'7e.e �<n th!t Pt!:t��n to its ll!:tll lc:an.tio!l 171 UJ..n the 
!kT �te.t2 Do-p�nt. nu.ilclir'�. It i; !'urt.:..er rw;·�zuci �t Ur�_.···fl!-01'� _ 

ot S?3 � �T1ee-d or tb• . ctep� �i.ch. han �t\ll ta:.On. : . .
.. 

. ; . 

. ' . 
. , 

.. 
I 

·· .. . ... 
. .· . 
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utdiitlEltD 

(Glebe 4300, E x t .  265) and C a p t .  G .  E .  W i cker of Spec i a l  
D i s t r i buti·on Branch, I D  (REpub l i c 6700, E x t .  72246) , 
respec t i v e l y ,  o r  M r .  Packard of SPS (REpub l i c  5600, 
E x t .  3274) . 

(3) The Departmental requi s i t i on for c i rcui t s  No.  2 
and N o .  3 should i n c lude t h e  t e r m i n a l  equipment and c i pher 
devi ces L i sted below w i t h  a sta tement to the effect that 
t h i s  equipment and c i pher dev i ces are to be ordered from 
the Army Commu n i c a t i ons S e r v i c e ,  Off i ce of the C h i e f  
S i gna L 0 f f  i c e r .  

4 Sub-sets (1 31-B-2) 

4 P r i nt e rs (M-1 5-XSR) 

4 C i pher devi ces ( S I GHUAD) 

It i s  requested that steps be taken and requi s i t i ons i n i t i ated 
to obt a i n  the c i r c u i t s  and equipment speci f i ed above and provide for 
the i r  i nsta l l a t i on at the t i me when the operat i ng o f f i ce of the Spec i a l  
Projects S t a f f  moves from the Pentagon t o  i ts new Location w i t h i n  the 
New S t a t e  Department Bui l d i n g .  I t  i s  further requested t h a t  M r .  Packard 
of SPS be advised of the steps w h i ch have been taken. 

�==s I R I I TED 

SPS : R F P :  l g c  

(RETYPED FOR PURPOSE O F  CLARITY) 

--·· 

1 7 9  
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.: � .· •' I, � •�u�c'• "'"tCI•U. COMMUNICATlOHs TO : Ttil- '..i£CRf:TAP..Y OF' STAT£ 

r ·� · . . / 
\· .... .\ \ \ \ 

, \ ..--; C ·  v t/ 
-.:.tA .. "lH•KH()tf tl, 0, C:. DEPARTM!::NT OF STATE 

WASHINGTON 

�:e:no:randUir. for Captain L. s. Holrett, Room 17109, 
Naval Co::u"!!Ullicat�c:Js Anr.ex 

June 12, 1947 

Subj ec t : T�letype Circuits to the Spe� ial Projects Staff, Der�r�ent 

-�£__St�f --· --. . ... •··A 

L�clc3ed please find one cc�y of a rnemorancum r.hich has been 
forward�c to the Division of Cent�l Services, Dep�rt�er.t of State to 
initiate ��ngeme�ts for the procure�ent �•d installation of tele
type circuits to the new Special rrojects Steff ana in the Uerr State 
Department Building. 

I am advisee that the circuits �ill be in2tall�d by the telephone 
co�peny within the next few days. 

As yet, no definite date has b€en established for the tren�fer cf the Special Projects Staff. Ho�ever, the trar�fer T-ill not take place 
prior to July 1 .  It is tcerefore sugg ested th�t the teroinel equip
ment not be �ade available or installed until just p�ior to the 
tran�fer of the Spec isl P:'ojocts Steff. I sh.e.ll advis e

.
ycu es soon e.s the dete of transfer is established. 

o /.w tJ: 12�{ vt_� �rt F. Packard 
Chief, Li�iscn Section 
Special Projects 3��f 

I \ • ' \ I 

\ '._\ .. \ \<'··. 
\ 

�� .. �:·'*.Gao 
. . 

. .... � : · . ..  
,.. r 1 8 0 ' --------·-
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., 

DEPARTJ!EH'l' OF S'l'A 'l'E DIVISIOK OF' CO�G...'!.J:;IC.t.. TICNS Mffi RBCORuS 
TELE·:}RA!-rt BP.AJ\CH 

}by 11, 1943 
12:30 p.o • 

JJ..A..INTENANCE OF MILITARY ATTACHE AND NAVAL 
ATTACHE CF.YPTOG:\APHIC llACHllffiS 

cmcm.AR TO . . : . . . . .... : � 

··''·:· ·· · ·  
.
.... 4 • • : 

CERTAIN AME.RICA�1 DIF'LouATIC .urn CONSUW OFFICERS 

A.rronge.l:lents have been worked out bct\7een the Depart!nent 
of State and the Departments of the Army c;u;d Navy �hereby the 
Depart.I:lent or State has agreed to supply ser·.rice for crypto
graphic equipment held by llilitary and }laval Atteche s  l'ihen 
required and when convenient to tho Foreign Service e�tablisr�nt 
p�oviding tho servic e .  Canmu.>U..cations Technician!l <lre hereby 
instructed to �e themselvee available to llilitary and lhval 
Attaches whenever eervicir� equi�ent at any location �ere 
��1 s  or NA1e ar� assigned. 

Machines hold hy Military and Naval Attaches are to 
receive the saue service as if the machines �ere those of the 
Department of State .  Spare parts provided fo� Department of 
St<.te machines ms.y be used to repair Attaches machines at the 
cor:cunic<.:.tiona technicians 1 discretion. An-, parts thus uaed 
are to be r6ported to the Divinion of Cryptoeraphy on the 
s��a_� form used when repairing machines in order ��t repl�ce
reents may be obtnned . · Any s�rvice offe:-ed or perfor-rr.ed not. 
re�orted on the s tandard fo�, shall be reported in the 
cc:u::mnications technicians 1 mcnthly reports to the Depart!:,,:::nt . 

Sent to: 
USPOU,D, �'�<RLIN 
J..J!EJE..\SSY, DUSNOS AIRES 
A�hTION, CAIP� 
,• . . JztC1ASSY, !..1)!·:-JON 
JUi2ffiASSI, PANIJ.!A 

CY:RVft�derson:�a 
V.'EGoodJr.an 

5-7-48 

Al:Z!$ASSY, PARIS 
Al.E!.<BASSY, RO� 
AY.EFUCAN CONSUL, S!i.t.NGHAI (CHINA) 
/.F2..7li".E�Y, CAK5E::'.;'"?A 

ODA 

1 8 1  

r: . .. 
' . r!·: 

' . .  I • 



C!ilil , N.AVJ.J.. CQi-1}.1JNlCATIONS 
- � .. � 

DEPA.R1'1-ffi.N'!' OF TEE NAVY 
OFFI CE OF Tr� SECP�T}�qy 

K CJv 
/ K ,�� �-� 
f\ 5���, · --

A 

T o :  

Subj : 

15 July 1949 

All Buroaua ,  Boards and Offices , Navy Department 
Conune.ndent , !l.erine Corps 

Cornrr.unicE>.tion •.1 th the Denartment of State -----·-- �--·--· ·---�-�-...... ...,. ___ ,_.. � - · � ·  _ ........ � 

. 
1. The Sec�etary of Defense has requested that in the 
future, copi es of everJ7 co�ication sent to , or received 
fro�, the Department of State by Depart�ents and Agencies of 
the national Mili tar.r :Establisbl:lcnt be furni s:ted. his office. 

2. In order to co�ly, i t  is reque sted th�t the 
follo•�ne procedure bo followed by Bureau s ,  Boards, �d 
Offi ces of the Navy D epartment , en� the Co��n�ant of the 
Z.�ine Corp s :  

(a) Provide this office with one 
additional copy of all correspondence 
t o  the Departcent of State prepared 
for the Secretary of the Navy ' s  signature. 

{b) Fo�_rd tvo copies of eP�h incoming 
ani outgoing direct co�ication vith 
the Department of State to this office. 

3. Copi es of volucinous attacbwents end enclosures 
to letters and memoranda are not required. 

/ e/ D .  T .  I!��ond 

:..:;::.== :::::-----. 
.. -·- --.......... 

-�---- ......... (__ c o P r ;_; 

D .  T • ID.¥.1·�01-i"'D 
Con::nar:.d.er. U. S. !1 e.vy 
Admini strati�e Officer 

2881 
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1. 

s��ity F.e��c� c! State re?er��ent �r��e Pep�r en China • 

.!.t 1300 en 22 July, Captain. R2.:lss.n ond. !-!.r. Sb.m.•, t� �ttd. 

on ord�re !rom Joint ��efs of Staffs, 
u.S. Co�.·�icntion Ints11igenco 

hsd directo� tho . forthcocing Stat� �hite p���r on China ba ecree�ed to 

in��e t�t the ezt�sive quotGtiona fro� �esEages oc��ng therein 

\ and Yhieh effect the aecm-ity of .A.r;..:_q,, liavy e.=.d. Air Force, State Depa1··tment � . 
r;L.-

• cr;pto syster!ls. '1-ha !:rrJiy vas l'.osigned p:-i!l:SI'Y !'aspouei bility � this 

A. Gta�e�ent as to the e::rle.nt to which eecu=ity 'IreS rlo1atad -wn.s to be 

n :.Lrthe.r of Arr:.y L'l€SSO.BeS and in s a t i s f ying th e.t:l s e lves as t o  the 

s e c tn:i ty o f  the s y s tems involved. 

) . '.!'he a'.lthor of the <ioc u.oe nt ir ... form.ed navy r.::p r e sen tu-:.-tK,.'\-ti v e s  of- only abollt 2 Navy �essac;e::.; v:ere involved', �"! thatt--
i\..':lbass e.dor Ee.rri.man e.nd Ar:.ba s s e.dor HurleY 

IP� -\(� \ � 
.. 

h�ve ll s e d  1JS Eavy syst e!!ls on o c c a s ion
)

�� Nav::r at}o.�� ��� prob�bly be�� f o und i n  the Ch�pter� on 

\6ich .. ,'1"::"6 fc1:nd. in CP-2021:2 !ilea:  

i':£r e  known to 

roesseses concerned 

T.R'a. .... -_-:"' _� r,• c rn a n d  �ru:r.,.. , "'Y ·- -= . . "' - �  ' 

C:.UG D'l'" - 'J  NC2 lr.ll·';'l"l ;r 4. ;./:.. '1 l. ..... YF ... !..P.. 

(,\:r.:::c .. :G;-a c: .. �:.n� 10}. .;;'.!6 
!· .. l:l!:�(l r.:0 sc :r-..� J.OH-2!) 
}.1. '.:. •-� r. :>. 1':!: 3�Ci'4 141\Y...-0 
.:�l"'.lGr.a l�� :;�0\-t 1112!58 
... �-l�on:"l i·!:; s�·o·w 1·-:::e-:s 
i.l,...:s::.a �-:0 ec :-.· 082�.:.)(} 
Cc :.�iCc 'JC.r·� C:'1i!l.'1. 1 115:�.:3 

� :--.. ... ... . 
� · ;:��-���:;;:!=���r

.
:.;;s:·�-

. .  · :  . . ; . 

'7:!.Z::! Ju.;::,� :!.9<:.-6 
16 ;-._,;e 1945 
2-':.!"t? - - - ;., . .  � ·'-'(;, 1945 
E.S.Z J··-�·-'b 1945 
2602 J.._,· :7 ,......, 19�5 
8779 J...� 19{5 
83� s�:::t 19�5 183 

� 
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4. O!l p3(;e r53 o f  t.ha gi\lley proofs q_uot�tions ....ero fo�md !rom Alus:::le. 

�e �tation f�n 141040 cons15tei cf o�e ��ntence 

Ya3 not eteted thet the quo tatio� ccms !ro� a ms�s�, after conai derable 

investi!!�ion tb.l) l:a-q- rap:::-o eJl:le,t i ves vors 't!r.ablc to :fin:i in the ts:rl the 

!:!lterial eoot:tined in other 5 mese-a&ea. 

In Tisv ot th� la.c.k of i�antificetio� cf msgs in the 

text of the documents ,  the p�l1catio� o! tho extract& cc�tioned in the 

rl r.�. 

6. 

a concerted effort wee �eto icentify !:sval t:.Gssa.ges 1":-o!l\ \1hich � 

cf tl:.o Harrl� a."'lc If�ey quotatior.e ccul.C. ha:va been take�. With the 

pos sible exc&ption of Alu�a �sco� 231053Z April 1945; a transl�tion o! 

l<::.ich 1 s not a:veilr�blo, no :f'urt�c.r Eenl tlese�s vcre identifie.bl e .  

7. Th e  ll.o sco� �esse.ges vera all e:c • ., pted. in C5P 1964, a cpeciP...l 

u. s .  'Eii7J CO�!, and th(i Co=J;ey\}ru Cl:.ina r:�nc.s..goo \.--ere encrypted ir. tho 

CS? 180, J.. specieJ. U.S. ISavy CC1-!. �eE� cyetet!s "Were proviC.cd for 

attache posts 1n e:x:poe(ld p:> si�ions, and yzre not held outside the 

t.s. In now of the f ct that several �=:.cnsend Stct e D�?Pe.rttler.t 

1 8 L� 
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.. I� � �� ( " � 

laavaa mnch to be desired !ro3 a eo�cnt1cn necurity stsnepoint. !he 

Fe.psr itself ..as -cn&ven in this resp-octs Bo!.:laticat: n q-uotation "\(86 int:-od:c.ced by 

quote.t1ons i10TO prefe.ct.d cy: 1 On :rx:: l;.ril l9::r.:;;:, .!ztbac;OO.or HurleJ'" sent the 

tt..i s revi�\f could haTe "boen rer:ov<!d ey "C..Sing the �;enernl phraee in !:ach 

inct�ce; the na.rrntive wuld not have �"'..l!!er&d thereby. bother obj�ti.onable 

liraotioe V&!) the i�e:1t1f,.-i.ng o! a pa..�phrnaed roosr.a.ge by p:ref'acing it -with the 

does r.o� a.dd to ths Talus of the doctll;lent. 

10. z fre!:!.end.oua e.id i:n such a re'rlev wuld be obts.ined. by requiring that 

tUl t!Ss�es us&C as IC'tlrOe �:aterial be appended to the dcc::::l::lcnt l:hen it 
is �b.'::J.ttcd !o!:' rm�. I! this vera done s.s the dOC'ClCllt lim!! \.-trltte. 

1 t �uld ::J..Ot illvolve �v at.c.i tior.al labor. 

' · 
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S p e c i a l  �nrd Searches 

" S e c t i o n  IV . fl "'' ,, . . t · · 

- - � � :..<:r,e fron J.:os c ow f",n"b . to S c cS td. t c  of 1! ?eb .::!.'<·.Y· :.' 1:?�5 
f'or So o n� 1 s h:os cc:\·: conversstic:""!s 11 

::c, :� c : 11c1 t lo ca te d n t tl�:nc:x vr i� � o c  or To;;Sc� c  o. t �:m .  

:.;:·�r·p t 3 ,  ;:o.c:;e F . 46 :-:1sc; fron Genert-..1 :Iu:- l ey ( ! 'os co·;: to i."ir.s!: ) /". c t  se:cs tc- to 
'? :•r.;·:: of Februc.ry 18 . 

no t lo ca te d  & t  Annex or in Sec cr lop S e c  

� ·  ._, . , ;;ace F48 :- s e c t  ion on " Co7:en ts on !-!urlcy 1 s R c rxn•t11 ; 

" '�·:-.c Charge dAffr-. �rs in ;.;8 s co·:: , G e o r s e  ��C !1:1<.�1, sur:t � t e l c ,:�:·��� 
·�r. t c C.  23 !". � � � 1  to i.:r . ll��rri:"!a� 1)e ;- 3 c·nn lly ir: ·.·.:as!: co:7:.r.�e n t i ;-. .c; i� 

f 0 11 0 \".' S II ! G:. S  

::o:e : not lccc.ted c. t  A;;ncA. o r  s � c  or to;; s e c  c. t :•cJ . 

I! • 
- . ' 

., ::: � t e le�:�n:-:1 of' S e �"' t  lC•, l�'·� S ,  t�.J ::tc : c :· r;. r• t:1� !1t ::·.e f,:�t!.!!'ic r'- ! :  
�: :�)!�!.: s�· irl :\:cs cov�' S1_'J'!i.i�-;r i zec1 i ts '.r .i e\'.'£ v: : �� :re s p e c t  -:o ��.l s s i ar;. 
.:. :-: ':e:1t �eo:-:::; i� t:�e F�:!.' L['- S t  as f c l lc,\·:s : lCDG'::"dO te 

1 8 7  
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Speci a l  Hard Searches Made 

Chapt 3, page F 46 - "Section IV.  C h i na and t h e  Sovi et Union" 

Message f rom Moscow Amb. to SecState of 4 February 1 945 re"agenda 
for Soong ' s  Moscow conversations" 

Not e :  not Located at annex or i n  Sec or TopSec at N C R .  

Chapt 3 ,  page F 46 - m s g  f rom General H u r l ey (Moscow t o  W a s h )  A c t  SecState 
Grew of February 1 8 .  

Note :  not Located a t  Annex o r  i n  Sec or. Top S e c  a t  NCR 

C apt 3 : ,  page F48 : s e c t i o n  on "Comments on Hurley ' s  Report"; 

"The Charge dAf f a i r s  i n  Moscow, George Kennan;:·sent a te legram 
dated 23 Apr i l to M r .  H a r r i man persona l ly i n  Wash commenti ng i n  

p a r t  as fol lows": 

Not e :  not Located a t  Annex or sec or top sec at N C R .  

Chapt 4 : ,  page F60: s e c t i on on "United States R ea c tion to t h e  Treaty": 

"In a t e legram of Sept 1 0, 1945, to the Department the Ameri can 
Embassy i n  Moscow summari zed i ts v i ews w i th respect to Rus s i a n  
i ntentions i n  t h e  F a r  East a s  f o l low s :  ---- Loggquote 

Not e :  Not located at Annex or sec or top sec at N C R  

(RETYPED F O R  PURPOSE OF CLARITY) 

l J O  
. ... 



------------------------- -----------�---

( �"" 
---� ........ ,. .. 

2-- ..Lf_/.- (}'- �r 

ro� 
; .. � � s cl!.rtl and to::; s e cr e t � the :'rcsi.C.r:::-!t < =� � S e c  s �� ! e.  l�l"'0�� .:.�-:--: '!  .. :'ir.:r�� : 

.- - - - - - - - " I told him n l s o  n s  a r.: e. t t c. ::."' of r e c o rd 1)·. n t  t;;c t:f H t (:d 
S :ate s sovernrlent cc� s idered the. t !1is p r e s e n t  pro;:·o s a l  s hc..d f:..:.lfi llud 
t::c :r�lto agree��nt n�d t�at c..n:." !'1..:.rth�r cc:c e � si.or.s ':l�t:�d �e ·;: : t!: 
':::e :..:ndcrstandi:1£ the. t tney wcro ��ade cy t·�:c chi::v :� s e  [O'!c"::'::::-:-·e:-:t '::::- ec:;�:se 
���-- t::e \'�lue i t  attacf:�d to obtr .. : !:i!;G Sc.:\: i e t  S"...!�_,9C!"'t i:1 c �l:er t: : !"' e c tic;::s .. 

�:c t�l{Jr'O �lshl�{ u�tcl c r s t =':-;cis nr:d a c c c r; t s  t�)c t:t:!'r � c t:!e s s  v f  t:4� i �  FC � l  � .!. <-'r�11 

Text in book :-

pa�e F 58 , ��ept 4 :  
.. 

" O n  10 in:;us t ,  1 9 4 5 ,  1.-� Hurri r:-:an , ac t ing 0:1 i :1 s tr u c t :l.ons , 
.:.�.:-crncd D r .. S oong a s  a ma t t c r  o f  r e c o :::--d t:1a t the \...::i ted St2. te s 
'"' - " e .,... r'·�- o t  c o n s i " ercd th o +- t-'"' e prc-o c ::> 1 � ···� 1· ,.�1 '.-. .:. ., ... � n "� r o " d� _,,.,� v .. a� ... i \o.J. "' n 1..J iJ.J• , :" - - · - �  •• • •  ·�- · """' .. . r.� ....,. c .. .,L u .::· 
�a c e  fulfilled the Yal ta agrecDent and t�n� n � y  furt�cr c o� c e s s inn3 
';!()\: 1 d  :;e v;i th t�:c u:nccrs ta�dinc t!:�t the:· ·;:c:-c �-:adc by t�c c�2.!� e :; c  .. t \ "' i-" 1 -1 t J.. . ' ' J.. • .L. • • • J0Vcrn�e� � e c a � s e  o� �ne va ue - a � �ac�ec �o 0 o �a1n1ng Sovlet 
S"n-·o'"'t � ,.., o th e'" rlirec ... i o,... s �·r -;.:,.) ...,..., o� �  ... .... rc""'o..., ... ed t� ,. .�.. �'·..., S ,_ .... ;. :· • .l!. "· - '"" "' - •• • •.. • ···-- - ....... 1c:... ;' "" v ... c-. " jj.;_ • ocn;; 
'I . . 1 

I ' .._ d . , • . . ' f ' .t 'I f '  
· '!;::c!'oq:;.'1 :r uno ers v o o  a::-1c a c c e p"C e c.:.  "C�:c c c:::--:::--e�t;na s s  o t.r:� s ::;c, s :!. t:.or: · · - -

1 3 9  
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MEMORANDUM FOR M r .  A . f .  C r i l ley 

Subj e c t :  

Di vi s i on o f  F o r e i g n  Reporting Servi ce 
Department of State 
Wash i ngton 25, D . C .  

T e l ecommuni c a t i ons repo r t i ng .  

1 .  The d r a f t  of t h e  proposed Economi c Reporting 
Ci r c u l a r  on T e l e communi cations Reporting was f u r n i shed me by 
M i s s  M i t c he l l  of your o f f i c e  on 1 0  Novemb e r .  As t h e  Navy 
member of t h e  work i ng group appointed by t h e  T e l e commun i ca t i ons 
Commi t t ee to a s s i s t  i n  t h e  p repa r a t i on: of t h i s  ci r c u l a r ,  I . 
concur i n  thi s d r a f t  subj ect to the f o l low i ng rema r k s : 

(a) S i nce the Department of Commerce Trade L i s t s  
a r e  c lo s e l y  r e l a t ed to the reports required by 
t h e  c i r c u l a r ,  i t  i s  suggested t h a t  t h e  p l a c e  
of Trade L i s t s  i n  the system of reports be 
shown by menti o n i ng them i n  p a r a .  2 . 1 2  of t h e  
c i r c u l a r  and i n c luding an addi t i ona l paragraph 
concerning them s i m i lar to paragraphs 3 and 4 .  

(b) On page 4 of Appendix I ,  subparagraph A1 (b) ( 2 ) ,  
t h e  par.enthesesaround "resi dence and busi ness 
extensi ons" do not seem to serve any purpose. 

( c )  On page 1 0  o f  Appendi x I, paragraph 9, the two 
L i nes at t h e  end of t h i s  paragraph a r e  not c lear, 
but would seem to p r e c l ude reporting the i nforma
t i o n  concerned from count r i es whi ch are not 
members of t h e  ITU. If so i nt ended, t h i s  does 
not seem reasonab l e .  

( d )  S i nc e  t h e  basi c repor.ts w i l l  requ i r e  some t i m e  
t o  prepare i f  they a r e  to b e  a t  a l l  comprehensive, 
the due dates L i sted i n  Appendix III requi re 
revi s i on depending on t h e  date o f  i ssue of t h e  
c i r c u l a r .  

2 .  In r e p l y  to a ques t i on asked b y  M i s s  Mi t c h e l l  w i t h  
regard to par t i c i p a t i on of Naval Attaches i n  col l e c t i o n  o f  
t h e  t e l ecommuni c a t i ons data, I have been advi sed t h a t  ONI 
concurs w i t h  t h e  c o l l e c t i on requ i r ements set forth i n  the c i r
c u l a r  and w i l l  cooperate i n  the col l e c t i on,provided copies of 
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t h e  reports a re furni shed ON! . The vari ous Naval Attaches 
wi l l  be told to cooperate in the c o l l ec t i o n  of econom i c  
data i n  addi t i on to t h e  respons i b i l i ty for Nava l Communi ca t i ons 
data w h i ch t h ey a l ready have as p a r t  of thei r primary respon
s i b i l i ty for t h i ngs nava l .  In t h e  f i e l d  covered by the pro
posed d r a f t  ON! f e e l s  t h a t  t h e  Commer c i a l  Attaches should 
have p r i m e  cog n i zance i n  the same manner i n  � i ch the Nava l 
Attaches have cogni zance i n  the Ports and Faci l i t i es f i e l d .  
In c a s e  you w i s h  t o  s e e  t h e  g e n e r a l  i nstructi ons w h i ch govern 
the Naval A t t a c n e s ,  reference i s  made to the Naval Inte l l i 
gence C o l l e c t i o n  I n s t ructions, a Confident i a l  non-reg i s tered 
pub l i c a t i on dated J uly 1 949, of w h i c h  1 0  copies were f urni shed 
to t h e  Department of S t a t e .  A r t i c les 1006, 1008, and 1009 
thereof a p p l y .  In t h i s  conne c t i o n, t h e  Navy at present has 
attaches i n  or respons i b l e  for _25 of t h e  96 locations· . l i s ted 
i n  Appendix I I I  of t h e  proposed ci r c u l a r .  � In 1 5· of :t h e�_2�, 
t h e  attaches a r e  respons i b l e  for t h e  areas concerned but a r e  
assigned t o  posts i n  a d j acent o r  nea rby countries. Any 
questi ons t h a t  may a r i s e  concerning c o l l e c t i o n  by t h e  Navy 
may be referred to C a p t a i n  R . H .  Rodgers o f  ON! , Room 5A736, 
Pentagon, t e l ephone extension 6781 . 

3 .  When t h e  c i r c u l a r  i s  i s sued i t  i s  requested t h a t  
a copy be furni s h ed to the O f f i ce of N a v a l  I n te l l i gence and 
a lso t h a t  I be f u r n i s h ed one.  

L . R .  SCHULZ 
Commander, U . S .  Navy 
Navy Commun i c a t i on S t a t i on 
3801 Nebraska Ave . ,  N . W .  

Copy t o :  C a p t .  R . H .  Rodgers (Op-3Q) 

Op-202 
Op-2028 
N8 (3) 
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MEMORANDUM FOR M r .  A .  C .  C r i l ley 

Op-202B/rem 
A6-2 

D i vi si o n  of Foreign Repor t i ng Servi ces 
Department of S t a t e  
Wash i ngton 25, D .  C .  

Subj e c t :  Telecommun i c a t ions reporting. 

1 .  Th i s  is to acknowledge receipt of your memorandum 
of 1 0  August and to comment on the Trade L i s t  i n s t r u c t i ons 
proposed by t h e  Department of Commerce attached thereto.  

2.  The proposed Trade l i s t  i ns t r u c t i ons appear to 
be read i ly understanda b l e , and t h e  form attached for guidance 
provides a ready means of recording the i nformation col lected. 
It i s  noted t h a t  the i nforma t i o n  desi red dup l i cates much, but 
not a l l ,  of t h a t  w h i ch i s  a lso L i sted i n  t h e  Department of 
Commerce draft proposed i ns t r u c t i ons of March 1949 and i n  t h e  
d r a f t  proposed b y  the C I A ,  Army, Navy, A i r  Force, and S t a t e  
Department. I t  i s  understood t h a t  t h e  Trade L i s t  report i s  
a spot or one- t i m e  affd �r ,  whereas t h e  other 2 drafts of 
i ns t ru c t i ons ( j us t  mentioned) are i ntended to provide bas i c  
reports and periodi c o r  recur r i ng reports to keep the bas i c  
ones up to da t e .  I t  seems to me t h a t  a requi r ement for spot 
reports i n  add i t i on to bas i c  and recurring reports would p la c e  
a n  undue Load o n  t h e  reporting personnel i ntthe�fi�[d ·uhtess 
the spot reports are used spa r i ng l y .  Because o f  t h e  dup l i ca
t i on i nvolved, t h e  r e s u l t  of such a Load w i l l  be, I be l i eve, 
to reduce the completeness or the number of the bas i c  and 
recu r r i ng · reports subm i t ted.  

3 .  W e  now have i n c luded i n  the 3 proposed drafts of 
i ns t r u c t i ons, I b e l i eve, a l l  t h e  e lements of i nformation 
requi red by the departments concerned. Some of these e lements 
appear i n  a l l  t h r e e  d r a f t s .  I n  order to avoid confusi o n  i n  
the f i e ld, i t  seems to me that there should be only one set 
of i ns t ru c t i ons and that the dup l i cat i on should be e l i m i na t e d .  
I suggest t h a t� t � e� so lu t i on · to : the _ prob l em, ·the refore, · i s  to

· 

conso l i da t e  the 3 s e t s  of i ns t ru c t ions i n  to one. T h i s  m i g h t  
be done b y  t h e  wor k i ng comm i ttee, or preferably b y  a sma l l er 
group of perhaps one represen t a t i ve each of the Army ( r epresent
i ng the NME) , F C C ,  Department of S t a t e, and Department of 
Commer c e .  S i nce the Army has t h e  S e rv i ce responsi bi l i ty of 
prepa r i ng the nationa l i n t e l l i g ence surveys, the Navy ' s  

-1-
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Subj e c t :  

3 0  Aug 49 

T e lecommun c i a t ions rep o r t i n g .  

Op-2028/rem 
A6-2 

requirements w i l l  be ref lected i n  thos of the Army . The 
s i ng l e  draft thus prepared should then be considered by 
the ent i re worki ng commi t t ee and accepted or a l tered by 
agreement or vote. If the cons o l i dated L i s t  appears to be 
so Long a s  to p r e c lude accomp l i s h i ng t h e  task of col l e c t i on 
of bas i c  data i n  a reasonalbe length of t i m e  I would favor 
e l i mi na t i ng some of t h e  f i ner detai l s .  

4. The foregoing sums up my thoughts; as · of now, 
on t h e  problem before u s .  I sha l l  be g la d  t o  meet w i th 
you or any of t h e  comm i t tee whenever you w i s h  and to a s s i s t  
i n  whatever way I can to comp l e t e  t h e  commi ttee ' s  w o r k .  

C C :  
202 
NB(3) 

(RETYPED FOR PURPOSE: OF CLARITY) 

L. R. SCHULZ 
CDR . ,  U : S. Navy 
Navy Communi cation S t a t i o n  
3801 Nebraska Ave . ,  N . W .  
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: : : ([?';? : �:� DEPARTMENT OF DEFENSE , . . 

Cryp�cgra?r.ic sys'c.e.z::s - use of b;,r acenc.i.es r.ct re;:re:::edcd. 
:b OSCIB 
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. . .. . . 
1.  In i.:y cupacity- e.s 'GS::.S Ccor&:ito:-:-, 

o':Jt.2.:.:1 the follo.-;-l....r�z in.fo�tic!1: 

a. 

b. 

�7tat c•:�ncie �  not reur9��!1��cd in f.J:JCii� r.::.=-;!�!3 c s �  of cr�:-ptcC�4l:ii-:i� s;:-stcr� a.."'!cl,l.or de"' .. ri.ces . 

7bich ot c.i;O"ie ��cr•ei.a� u�� er� !;to_9".;.:)hic 
e o.:"!'l" _,.....,� � e· oJ!C · ,... 'h� .... .,._ , ... ,..., ,-, ,..; h .... � .,.,•u.....: <.l .• ., :,.�.., ..... � - """"'-' . ..  , .... ..i ....... �� ...... . ..... \.!....1.. � � .,l..J. J j,.,C. \,.,.y __., 

�;-Ete,-::.s, the 
th£J crypt.c;r2.t=dc 

seccrity of USCIB Rctivi7.ies. 

c .  To �:;:1Z.t c.!e�:r'e� v;vt.Lld ac�ivitis s c£ U SC I:-3  :!:.e:::cer·s be i:lj�cd 
�y tte c��r�se referred to �" b. a�vve. 

2.  · .L.r.;;· i.:1.f'or.uat.icn or sugzestions which you .:ilsht ha'Ve to offer 
;·:ith rc:fere.1ce ·t.c the forego� \:"ot:.ld be greatly <lp�):-eciated.. In 
pnrticul::..r, ho7:sve:;.,'_, I l':ou.ld. <:.Ps:·reci.:.to a list of � u.s. �e.r-�r...me!'lta 
a::1d .::.gcnci�::. .r..:...\.'ing use of cr;rptog..-ap!•i.e fc1c.;'iitie� of yoU!' cit>par-'"..:!.ei:,t .  

3 .  :n �cspcuse t o  a req_uest s:kt.i.l.a: to thiz c.:1e � · I o'btai!1ed the 
c<;clcsed repq frx't the Chief, Divido!1 of Cr�Eto�:-.p!':y, Scate De�o.:-t;;:'3!1t, 
·.-:::.ich r.i2;J bC: of interest to yo:1, �:::<! i ndic<:t c�.:.)Jc n'.!.tcre of the ini'o:-r. .. :?.
tio� ,;!·.ich I �::i reQ�esti.!-..; . 
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. CON-f.� I>EttMAL __ .... ... 

DEPARTMENT OF DEFENSE 
ARMED FORCES SECURITY AGENCY 

WASHINGTON 25, D . ·  C .  
I n  Reply Refer To 
AFSA-00/wn 
S e ri a l :  0782 

-� 
MEMORANDUM FOR CHIEF SIGNAL O F F I CER, U . S .  ARMY 

DIRECTOR,�·NAVAL COMMUNICATIONS 
DIRECTOR OF COMMUNICATIONS, U . S .  AIR FORCE 

SUBJECT: Cryptog r a ph i c  Systems � use of by agenci es not represented 
i n  USCIB 

1 .  In my capa c i ty as USCIS Coordinator, I have been requested to 
obt a i n the f o l lo��ng i nforma t i o n :  

a .  What agenc i es not represented i n  users make use of crypto
graph i c  systems and/or devi ces . 

b .  W h i c h  of t h e  above a g en c i es �se cryptograph i c  systems, t h e  
compromi se of w h i c h  w o u l d  be i nj u r i ous to the cryptog1aphi c 
securi ty of users a c t i vi t i e s .  

c .  To what degree would a c t i vi t i e s  of users members b e  i njured 
by t h e  compormi s e  referred to i n  b i  above. 

2. Any : i nformati on or sugges t i ons w h i c h  you � t g h t  have to off�r 
w i t h  reference to t h e  foregoing would b e  g r ea t ly appreci a t e d .  In 
part i cu l a r, however, I would apprec i at e  a L i s t  of any U . S .  departments 
and agenci es m a k i ng u s e  of cryptograph i c  f a c i l i ties of your department. 

3. I n  response to a request s i m i l a r  to t h i s  one, I obtained t h e  
enclosed reply f rom t h e  C h i ef, D i vi s i on o f  Cryptograph-, S t a t e  Department, 
w h i c h  may be of i nterest to you, and i ndi catesthe nature of the i nforma
t i on w h i c h  I am reques t i n g .  

Inc losure - 1 

s/ Ea r l  E Stone 

Rear Adm i r a l ,  U. S .  Navy 
Di rector, Armed Forces Securi ty Agency 

(RTYPED FOR PURPOSE OF CLARITY) 
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My dear Admi ra � · ·Stone : 

DEPARTMENT OF STATE 
WASHINGTON 

r � 

December 1 ,  1950 

In answering th� q�es t i ons i n  your Letter of 27 November 1950, S e ri a l  
0766, I am adding i n format i on w h i c h  i s  r e l ated and w h i c h  I t h i nk should be 
cons i d ered by USCIB members. 

Ques t i on "a" could be answered by s t a t i ng that i n  1948 t h e  Executive 
Comm i t tee of t h e  Cryptograph i c  Secur.ity Coord i na t i ng Comm i t tee knew o f  only 
t h r e e  agenci es, o t h e r  t h a n  those represented on USCIB, h o l di ng cryptograph i c  
systems . These were t h e  Departments of t h e  I n t e r i o r  and Agri c u l ture, and 
The Panama Cana l .  I b e l i eve t h a t  a b e t t e r  answer to t h i s  ques t i on i nc ludes 
the a t t a c h ed L i s t  oi departments and agenc i es w h i ch "make use of cryptographi c  
systems" by handing t h e i r ·messages to-- t h e  Stat e:: Department for transmi s s i o n .  

I f  agen c i e s  on t h e  a t t a c h ed L i st d i d  not u s e  S t a t e  Department f ac i l i t i es, 
many of t h em mi ght have to make use o f  cryptographi c systems of thei r own. 
Numerous requests for cryptographi c  s y s t ems were sent to the War and Navy De
partments dur i ng W o r l d  War II and a L i st of agenc i es w h i ch were supp l i ed i n  
t h a t  manner would b e  t h e  most rea l i s t i c answer t o  ques t i o n  " a " .  T o  t h i s  
sho u l d  be added those agenci es w h i ch used commerc i a l ly ava i l a b l e  systems; for 
example, t h e  O f f i c e  o f  War Information used Swed i s h  Hag e l i n  mach i nes . 

I n  answering ques t i on "b", I am assum i ng that a number of agendes, 
o t h e r  than those represented on USCIB, "make use o f  cryptographi c systems". 
If not s t r i c t l y  true now, I b e l i eve i t  would be i n  war t i me .  Ques t i on "b" 
can be answered i n  a genera l way by saying that a l l  agencies whi ch r e c e i ve 
i nformation f rom others can i nj u r e  cryptograph i c  secur i ty i f  adequate pro
t e c t i o n  i s  not g i ven to c la ss i f i ed i nforma t i on .  An example of t h i s  i s  t h e  
i nterest o f  t h e  Department o f  Defense i n  t h e  C h i na "Wh i t e  Paper" i n  J u ly 1949 . 

I dou tt  t h a t  ques t i on " c "  could be answered s a t i s fa c t or i ly i f  a l l  t h e  data 
reg a r d i ng a p ar t i cu l a r  s i t u a t i o n  were known, because t h e r e  are too many i n
tang i b les i n  c ryptolog i c  a c t i v i t i es .  Also, t h e r e  are no good terms for expres
s i ng degree of i nj ury to a cryptograph i c  system and r e l a t i ng thi s i n j u ry to an 
a c t i vi ty would be even more d i f f i c u l t .  No doubt t h i s  ques t i on ant i ci pates a 
negative answer as seems to me to be t h e  case for t h e  o t h e r  questions as w e l l .  

S i ncerely your s .  

/ s / L . W .  Parke 
L . W .  Parke 
Chi ef, D i v i s i on of Cryptography 

Rear Admi r a l  E a r l  E. Stone, 
D i rector, Armed Forces S e c u r i ty Agency 
Washington, D . C .  

COPY 

(RETYPED FOR PURPOSE OF CLARITY) 
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A.OCll":t\ •• o.•r'lCL'l.. C0""',...'-�Wlc::.A1'10HA TO 

T;lE �I':CRE"TAUY.OI' STAT£ 
WASHINC'TON :.:S, D. C. 

In reply refer to DC/S 

r.t; ces.r .P..dmiral Red�: 

DEPARTMENT OF STATE 
WASHINGTON 

Inforral C.isct.:ssion tock: plece on 21 Decet.1ber 1950 bet�ce::. 
represen�tives of the State Dapsrtt".ent, Capta.in A. ;-!,, Patterso!l of 
the Navy Depsrtmeut and Captain E .  A. Taylor of the St��di�g Group, 
relative to th9 ' possible nee� for establishing separate crypto
graphic channels to handle U.S. State Departmsnt telegraphic 
COTUII1'.l!!ications in the COSl>ITC category between the D�-;:'!lrtment ar.d 
the London Embassy. 

In ttis regard it wae established s.nd nr.1tually agreed : 

1. That the volune of such traffic so far generated is 
wholly negligible; 

2. Th�t· there is nothi�g i� i��diatc prospect to 
indicate .e significant t.:pward change in that vol�e; 

. . 3. That the situation obtaining at tr.e mo�ent in the 
London Embassy comrr.unications section is such that 
the installation and preparations necess�J to the 
activation of such a cbP .• nnel , regudlcss of the 
volu::.a actually trs.ns!!li tted, 'l':ould ccnsti t'lite a 
r�al burden to the prej�cice of o ther i�ort��t 
operations; 

4. That the 'iiar Department Crypto Center is pre�n::ed 
and �illing to co�tin�e to acconrnocate the State 
traffic in the �litary ct��cls at ttis e�d ; 

R�::?.r Ad::-d.rs.l Jete ?.... Rec:,'"!'l, 
Chief of Naval Com:-tunic2.�icn!:, 

Dep�trr.8nt of the Na�7. 

5 .  That 

a5 3 75" 
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5 .  The..t it would be rr.ost expedient if CHiCNELM could 
accoremodate the sa� t���fic at the London end until 

" or unless th� volume ahould increeso to th� ;?oint 
�here it constituted a �isproportionate burden upon 
CH?CNELM' s operating facilities. 

If t� vie7i e:xpressed ( in pc.ragraph 5 ahove ) is concurred in by 
yo\ir office , it is requested th.c.t CINCI·iEL:d be advised accc!'Gingly. 

The Depa:-tment appreciates yc.u.r indulgence in this �tter ar..d. 
a�aits &Qvicc as to the final action take�. 

Sincerely yours, 

R. G. Kreer 
Assistant C!rlef for Telegraph 

Division of Communications ane Records 
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