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C.e x~YP / [Je. / c. kc l'~ 
--General Bull,AGentl~nen ~-

--It i s a great p l ea sura to be 1-lith you today to t oll you so:1ething 

a bout cornrounicatioo intelligence. 

This is a TOP SECRET Presentation £or u.s. Personnel. 

J • 

. ..:: •. \~ . . . . .. l -' i ... ·.· 

~-The proble~_:·or ·imparting highly classified information always 
" . "t·•-

• • ' • "::: •, '"''\' ~ I • • • • • 
( 

-l ·· . ... ---~ .. ~ .:·4_. ;!.:.!. · . ~- . •i: : . .' -.: . . : -. .;, 

·-- · _. · ·:~:~·.require·a · 9. fine · balance' to be · draw. :-.-~:'";, - I 
• • •. ';'· •: • ' • • oi • I 

: • ;:_ ,, ; . {; T~~~ ·is m4t:; truth in tli ~ Jiayin~' th~{;{~~~;t know.i b>-' more than · ! 
: ·~ ·~""·.· __ ... _;~i. . .-.. ~_l.; ·-.= .. · .• ·- G-_ ... ·_ · ... - · ... ·,";-:-..._ ~ ... - .... · · ··· · - · i - .. f ': ·. -::-·:~ _--,~~.:-"":-:; :~-.. ~:: ... --:.:.=._-: .• ..=~.:: ... ...;. .. -~.- ~ ... ..-.:. . - . - i 

:::, - .. ·; -(~~ :=:~~ . . ;:_-~~~~ --PJ~n .is no loh&~ i~is~~;~~-}~y:}k~-~;~~-i~~--:~··:'./ -~ ~-~- : <: .··-~::-.... ~~~---~;:,~ > J 

.. : . . :-, .·.)_-. .- :-.. ·:_-_ ·- ---~~-·'· .~::-·· :: -. --. <~--:~:::1:;""::?-r~.:~~-> ... ·,· . .:. ... -... :·. ·._ .. :~-:::.; :-.-- . 
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Ho1v-ever, anything wich 15 of :5uch high secrecy that it cannot be 
·: . :. . . : <.:-~ ·.; .. :-;: .:· -·. . . ·, . . . - -

·.· giv en to those \'iho need it, · loses ~c~:npletely its pr~ctical 
.. ~::. \,.. -
. : ___ -:.. ·- :- .- ·-..... ·- . -

value. • 0 : · - ·<--~-~·::i~-:#~-~-=· _. ~:---- .. ---· ...---- ...... ... . . -· 
~- - · -: -_· ... _ .......... ·- -. ·· .... :::' :_• ......... :·-·. : -

• 0 • ··' 

. . .. . .. 

--This balance must be drawn with particular care in the case of 

ccmnunication intelligenc e operations, £or no £oro of militarx 

activity is more vulner able to crippling "dacage either from 

ca r eless or i ntentional disclosures. 

Because of t he tr c:-:~ endrua scope of c odern mi l i tary op~.cati on:J u.nd. 

th e great ·mobi l ity of uili tar-i !'or cc:J, n:ilit3.ry codes z.nd 

cipher~ mt:.st be u ood over \'tide: area!l . 
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Cowpr onises of such codes and ciphers , therefor e , s eldom have 

merely a local effect. 

-
Knowledge that secret messages are being read by the enemy leads 

to swift and S'teeping change.s whic~ ~y . nullify .months Of 

effort spent on breaking the cryptographic systems . 
.': .. -
·~.:-·. 
. '\ .•,\ \ 

. -' ' . : : . . . . . . . -. -. - ·~ 
--For the~e .~easons, .. strict ll.J:I)itations have been imposed by ·. ~' 

- - -~ . . . . . . . . . . . - . . . ~ . . . -: . . . . .. ' 
.. . .:.·. . .' •; ~ .. . - .... ,.. . 

-.--.. -.:::. J. ·e.~idi~_trat'i v~ action upon diss:~i~~:i:Q-n of· irrl'ormati~n . _;:;.'-;:.:·.:·./< 
-· .. ··:.·.-·--::_ ' '_.-_ .. . ,:; _.: . - .... : .. ·. ,- . . ;_._ ,~>;j:.··-~_·:.;.· .• :...: ._· _ _; __ ;· _:, .-~.-. _: . ....... - _,_.., . .,. ... :;· 

. . . -. ,· ~~·~~f~i~g .·to cOmmuni~atio~--~i~t er;_i~~n·~·e, even amo~ .those ~ ··:·; .:. 
~ ~ -~ . " ~ • • • • 1 • • .. . • ••• - .... _; •• : • _ ..... " ::· .... -::.. .... • .. -

. -~- ... : -.. . - . -- .. -_ ... : ... .. · ... · - ~ 
:.:.'' . who ·.are .. directly involved ~n its--pr~ucti~n . 

.. . 

.... - •.. - . .. ... . . 
· .. · ... .... . . .... . ;.~ ... .... 

Addi tiona.lly, the President of the. U~it-~d -S~~t~slapproved, on -

. -· - ... ·. 
13 ·May· 19 50, Public Law 513 . : .: :- .. · ·-· -= • 

# ~ . • .; ~ • • ... '\ • 

':. , 

. . .. . 

This law provides stiff penalties for those who disclose to 

unauthorized persons any classified information about the 

communication intelligence activities of the United States , 

or any foreign government, or information obtained by 

communication intelligence processes from foreign govern-

mental communications • 

- 2 -
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--\'iithin th e s ecurity limitations that have been imposed, it is my 

·hope .to give ·you first, . some insight into ~he part that 

comr.itulicatJon intelligence .has p~ayed in modern war, . and, 

s ecoridlv, some general idea ·of the means by which this 

-.. ....... . ..- - .. 
~ ... :"' ''-# ... -~ -

-. ~--~-: 
·--- .· - · .. 

meaning of certain terms used in connection therewith • 

--Communication intelligence (commonly called CO?{INT) is the name 

given to information derived from the s~udy or analysis of 

radio transmissions and other co~unications whose meanings 

are normally conc eal ed from ~~uthorized recipients. 

- 3 -
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· . . This conceaLi9nt is u sually ac'complished by C<?des ; ciph~rs ' or 

other s e cret means of \·.:r iting;, to l-.hich the c;eneral t erm 

The process of obtaining information in this manner is called 
.. 

traffic analysis.o 

It involves d eductions froo studies of traffic voltl.ii:e a nd routing, 

call-sign identific~ticn , direction finding, tran~itter 

i dent:t f icc..tion , ond simile.r procedures .. 

~~ 
""' 4 05 

\ ,.· 



· . . 
. · 
' . .... ..__ ·-.. · .... ........ : 

. ..:, ~ 

... 
··' 

. -..e.: 
::~ 
.. • '='..:.·-: 
~ ~~ 

- .·~ 

... 

.:_ .. 

In actual practice, we shall see, cryptanalysi~ and 

traffic and are· ·rre ... 

of a conventional corrmunication organization ara that; 

(1) Initial recepti.on (Ol~ interceptioid of messages must be· done 

on a c2tch-as-catch-can basis, i.e., no control can be 

exercised over the origir~ l means of tra nsm iss ion , nor ccn 

the intercept operatol~ ask for a r epeat 

J _ ·' -

5 

if he misses ..,.,..,ythl.. 'r,(:' . 
~! • ··o ' 

: , 
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ffiP.·oaS·-EGRffa~;_ -
( 2 ) ·rtluch greatGr effort , sk ill, ·. and f aci litie :J are r Gquired 

-~: ·• -.-;. .. ~:-::\ .. ·· -~~ -·. \"'~ - ~ : .: . ·-: ~ .. -. :~ :..: ... :;-.. ·. 

decodinG messages because the -s ender does not p:covide 

-: · .. : 

-... -..-
~ . -·-. -;;·_ 

for 

t he 

. ... ~ -... . . 
·-~~=--:-:-: .. _.: .. -

-.-:~""-·:i:::--,,?:~"-- ..... ":.~=--~:;a res sees ut <to in tel ip;ence -·consumers ·instead . ·:·-<:··,·.;_··~<o: ,~· '::.· ::.·.-.-: -~ · 

·;iliii~ii~Jtk,£t~~~SJ~;}~~iitr~fl~J~l~~~~--
{~~,;;..~tTith·_~some ~idea ·~of_~the-~general :nattll'e~·foT :c ·ojfuilunic.ation~intelligence;"':'.;;::-: 

;;r'd;~&~\~~!4~~~i%,~~,:i~~~~-t~~~. --i~~~~~;:~~ 
-~·-·..--::.:c~~~: ... _:·~'f-:~~~1fle .may ... no't-: •Consider- it s 'Bignifican • :J~;>I"-"'t-~·~$?.· -;.:::..:~-- h·Fti.-!J:.~'$f' .... --.:;.,a$!:,_-
;JlJ.-.'fE!.l5J.:-;~;:.- :J.::.:::.::-~.z...? ·~ . .--...!::-.:o~~~..-!.....;..:-:.- ~:~.:-..:.:.. .... -";;.;<::if--~~-*"'~~ .... ~~~~;irti~--~i-=~ -~1:~~~~';--;.:.:.:;..?;~.--. 

-~~liif-~~~~~~~7i11~;~.~.~~~~~-[~,-~.~iiiiii~jf~l¥· 
-~~t~;f!~;.;The~::::-steaeii 1;·:~increa·~i r)g-':i mp~r.·t.~:nce~f<>r ;r~fecofml·u:ii~tio;{5fa5~ 'iJ:t-;;j.'J;(;h~ · 

;~]r;~i:~~;~~~~~!8ii1~~},:fif~~~!i¥!Ilt~lr:~t~~1!1ff!~~~ilf 
:~:~~ss :~-· :·~ :::-;~~t-}~~:~-~~:=---~~~~~~~,~ ~~.- _- ~~- · __ ~ .- :; . -~ ~~~i;~~i~~~&.:~~~~~jRt~~i~3%:~~~~}~ ~:~~~< ~-:-::· :~~--: · 
~~--~:~;.:;:_,;.;;_ .: -- -·-:: mation ·has :_become apparent ,\clith . . the_~U9!dng _tempo :.of modern --:~ . -.. :- . 

~f~s-::h:~~::~~!-:~~~::1::3~~~~~~!~~~~::~~~:2~.:~;:L 
national and internatior~l affairs have created co~~unication 

~eq~ire~ents that only r adi o and other electrical ccmmunica-

tion systems can satisfy. 

Over t hese rapid c cmounicction cha~~elz of t he ~urld the vital 

plans, idGe.s , aYJ.d t houghts of nations are flo~·.d. n.g o 

r-ril __ _ 
b Ia d-:;~~·-
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defeat;:=.: . .- :_ .. :--~-.- · · .ference bet•,;een victory and 

• • - - - -.. . :-_ ,\.o..,.; ... . -: ~ . .. ... :-- .: · - .. ·-
. . .• "' ··--.':·· -- .. . ,.._ r. - · ·:-; · ~-- - · '"'- · ·· - · ·• 

COi8~utHCATION INr iJLLIGt:I:C E ~·:OHLD \".;AR I - < ·-· · - . . 

- aThere are numerous inst~ces in history of code solution to 

obtain info~qticn by 
-·· .r-) f) i .. ....__, f I 

cla ndestine me~~s, 

S2-GR~ , .... 
... 7 

but not until 
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- .. . : .. ... ·' ·. - ~r crt'* -SEC R.E T _:-<.;_~->\--~~<~ ,- --
l·'or ld \·.:ar I \·.os t h er e any - ~;g~ized --a~~ ~~~:~t:ai~e d effor t ··t o 

• • .. ·- ·~. o- .. . · . _ ·-- ~:':-.-., i - o- - . 

. ; -.. .. ~-.:>f.~::?~.:::--~-:~;,~~;:~.-~}:':' ··,~-~~:·;--.:~:-.... : 
procure m il~tary int~lligcnce · ~r6m __ · __ ~n_2illy COIIliilUP..ica tlons , ·Tor 

!'· .. : 

: . '·• "'l. "· • •• 

-r.!ore successfully. observed o " -· -_ --- .-· ... __ :~~ -:.: ·--- · 
•• ~, . .. ___ ..... . :-... -\;. -~ - :::... • : • .. : 0 

-. 
,.,. . ::-:·..:!· ·1~·;-.. :_-!t::-: . .... ---- --- .. 

' 

.:- . ·;-... -.-~ ::: ~:· .. - -· 
·_ .. · · .~-

--The f'r ench also rcpeat adly broke the Germa n cipher s in \·io.cld ~Jar 

I and obt a i ned in\~luab le inte~ligence~ 

09 ·. -. 
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·n ea inYhile ; the 
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Ger mans and 
; 

the · "1-i.u ssia n cipher s 

viith great s.1 cc ess \'ihich ur.doubted~y resulted in bringing the 

. :, .: . .... ·.: 

: · ... 

: .. : 

·-

cryptanalytic. ac~ivity 0 and Yardley, in protest pub~~shed ~1 
.:. .. 

account of Am~icen activities. ... . . ~ .. ·. ' 
.-

·. ·. 
f~. Stimson later explained his ection by saying that "GentlEWen 

do net read one another's mailo" 

TO? 
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--Tho misfortune of Yordl t::ly 1 s book \\ra s that, in addition to facts 

about the war, it r evealed our success \-lith Japanese codes 

dt;ring the ~iashinzton Armament conference in 1921. 

The book was widely circulated in Japan and created a sensation. 

--Daspito the!3e ha~icaps, the Army and Na~J had ·succeeded in 

breakinc; tho diplorw.tic ciphers of the Japanese th:lt enabled 

u.s t 'o follow in detail their secret diplomatic and political 

~ancuvers l eading up to the second World ~ar. 

- 10 -
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--~·/hile com.raunication intell i gence I!lade contributions of tho 

greatest value in \·.'orld War 1; it attained a pos ition of 

decisive importnnce in the conduct of operations during 

wrld War II. 

This conclusion is p ·obably b·cst supported ~y 'the following 
: :_ -·. :. - .:: ,_ . : .. .. . 

--This contribution is all the more extraordinary in the light or 

the meagre U.s. coill!:lunication intelligence effort at the 

outbreak of tia.r. 

Althou_sh both the U.S . Arr;r.y a:1d the U. S . navy had small organ i za-

tions in op0ration much earlior, and pl~ns for moderate 

11 -
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.. - · ~ .. .... . - . ..... .... --· . . ... : . ... . . ~ . ; ..... ..-..-.... ._ .... ·:- - : -· ,. __ .... .. __ . ... ,.. 

' wartiG:te e.xpan:3i on existed, there 'Has actually little appro-

.. ciation beyond t hose organizatior~ of t r~ potentialities of .. 
~ 

this typa of intelligence . 

Nor was there any r ealization of the enormous effort which would 

be necessary to produce it. 

In fact, it was only throogh tho timely advent of British-American 

collaboration 1n this field that some of our deficiencies 

--On 7 December 1941 there was no over-all directive assigning 

::. 
~: . re&~onsibility amon0 tho variou3 governQont depart~ents in 

the co~unication intelligence field. 

',;'ithin the Armed Services, by .in.fon.-:.al a grce.'3ent, r esponsibility 

.for t~e work on forcien encr-ypted CO!T2Unicatio~ !'>...1.d been 

: 'in ·1 -··a .... ·-». ,. ....... 
1 I I ~ '\ ' 1 pm . ' , - . l . ,-

. •. I .._. .... ~-~ i..-j 
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·. 

divided as follows: 

l-tili tary traffic - Army . 

Naval traffic - Navy 

Diploma~ic trnffic Divided between Army 

and tlavy 

Clandestine- traffic Coast Guard. 
·. ··~. ~:- - . . ·. . 

~ '* . -. 

As the war progressed, the work ~s restricted ·to th~ military 

Service5, with the FBI making a snail contribution toward 

counter-espionage activities. 

Tho Army and Ua v-.r cryptoloc;ic organizatio:1s expanded far b eyond 

expectation. 

In fact, by thei~ co~binGd efforts they produced such a large 

a~ount o f hi; h-grade wart~c intelliGence that t hey wore 

- 13 -
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unp=-opared t o a.f .!'ord t ho r.1a t crial t ho care fu l h..mdling 

t hat it r equired , and se rious s ecurity lapses c o~5 equently 

occurred. 

( 
--The battle · of I~1idv:ay provides one of the ~ples . of a vitally 

. . 
important cryptanalytic achievement which unfortunately was 

. publ~ely/reve.aled .dur~g -~e ~.· /-.:. . .· _ 

., ~- 0 • .. ...:~ • • · . .. • • - .;: ... • : 

)m official narrative of the Joint pombat _-Inte11igence Cen~er, ·-- ·._ . 
- ~... ._ .. .. ·.·· ·, .. -· 

_·,.· : 

Pacific Ocean Araas, in commenting on this cngagemQnt, con-

tains acxnc interesting recarks on the role of r adio i ntclli-

genco in the ?acific war. · 

I quot e , 11The f D. ctors t hat vitally affected the battle of 1-lidrtay 

.. C, 

-~:;;.-
Here oan y ar.d ca.:1pl ex, but it is undoub t edly true t ha t 

- 14 -
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. _ .,. ·- -·0 'h r - L ,.. .... z·:t~· .• . ,, .... ~co..-~ .. "a··-~,.,.~.... •a: M · :'Zf': "(...;..,~ ··~.A.·e-\···~c~ , ..... e=t ~t ' h O - · \l,.),J..-'.t---"'" · -r"'"-

' ... 

"It 

,. 

,.. 

\·lithout 

. . . ... 

radio int ellieence 

' . 
.. , - .. .. ·.~ . . ·. -.. . . . ... . . . 

l' ',.w,. • r o .. , / ~·· .~ :, "'' ::.:, '..; 0 \ ' 

.... • .. .. ~ ..... ) & • • • , • ••• 

~v~::·be~-~ - imp-ossible 
' ... " ~ : 

it ,,iQ~ld 
. • • ...... ~ ..... t: • • ..... . ··-

.. , , .. , .• . ..... 

I 

to 

have a chieved t he concentration of forces and the t.:icti~al 

these gua~ded comrne nts on the battle of_ t.-Iidway, which I quote; 
.. . .. -

is dii'ficult to e·xag{;erate the 
....... 

i!!lportam:e of this memorable 

Amer ican victcry, n ot cnly to the Unit ed States, but to the 

~~ole Allied ca use o 

15 -
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"The A!!lerica.n intollit;ence aystc~ was successful in penetratine 

t he eneoyt s mos t closely _gu.:u-dod cecrets well in advance of 

events. 

( 
\ "Thus A~iral NiQitz. albeit the weaker, was ablo to concentrate 

all the forces be had .in sufficient· at~ength at the right 

cerning a projected inspection trip by Yamamoto .• 

The rc3ult may be su.m:narized by an official Japanese Navy 

Depart~ent c~unicatian, reading in part as follow5: 

"Th~ C~Jander in Chief of the Co~ined Fleet, A~ral _ Yamamoto, 

died nn her oic death in ,\.pril o! this year ir. air coaba.t 

. - 16 -
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i 
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"lith the ene:ny tlhile directing operation!l fro.'ll a. forward 

position •" 

· Although the .facts were widely. circulated in the Pacific, the 

· Japanese apparently never £ound out until the Pearl Harbor 

l ~- ;··· - ~: ~-:~ ~: : . 
1 investigation that insec-ure ccmmuriications. -killed Yamamoto. 

, . = .. 
' ' :. - -..... . -

-J - - -__ ":-~ .. ~ ;·----~- ------- - .. - . -.. -~ ; . .----· --~·--. -

I~ : ~ 2 ~-: :O:ci}:·,, : .: I mi~~-~:·_~---~-~.:.-_ · ;_:_·;.:.h _paSsi~, that ~~:~~~~;~~~!.~~1i~~1~d£~~ :" ~~-,: 
~ - •• . , ~ :- c • ---:-: ~}tB::.-€e-"f-t-~~:-rr:.·:.·:;~--; ~~(( '7. :-~·-:. _.-.. ;;-. ·: 

fi ~ .. _ _. __ ~ . _ '"'~ ____ /~~~}!~~~kf.~-ctivc tcaml!.'Ork between-.tha·::Amy an-~ ~~~~ -~:~ the . . _:.':"' . 

. .... . ~ . . 
. . -· . . 

In this particular case, th~ Navy obtained ~·the "intelligence and -

- .. . . _ - ~~-~--~~~:~~~~§s~f.~ij~;.:::L~~:;~:,:}_~~~ . - --~ 

1~ set the trap; the Army Air _Fcirc( s~~a~ :~~~·~:C'·./:'7;: c ': / 

i . - . j • --Time does not percit QO to dwell any fUrther on t he nature and 
~ 

J 
1 ., 
• 

scope of our cryptanalytic results in the ?acific. 

Tf~ ATLAHric \·JAH. 

--Let uc now turn t o th e Atl.!tntic . 

17 
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~ 
'! 

1 

·. 

.;• 

There our p.rcbl er.a \vas of a difi'er cnt n o.ture ; the:re , ins t e;1d o f 

.1 

to confine t h eir o perations t o pr of itable areas . 

Convers_ely , i t ,,-as possible to di vert t he convoys from t hose a r eas 

\'!here t h e probahl.lity of att ac!< was high. 

Succ e ss a gni n s t. t r.s German s ubmariile wa s t hus in t he end prirr.E.ril~· 

the r e sult o f t he highl y efficie~t coordination of co~unica-

t ion 1nte llir;~mce , r a da r , scno.r, aircr aft and surface escorts o 

19 
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Fro~ '\:.i~ ·~·- time·: thi~;. 

."o • 

., . -·· . ... , . .. . . . .. . .· . . . - . 
coordination be~af!le ' ·~ffective , ' the _ene.wy' s 

submri ne losses our losses. in 

•.:' D/F PEOBLEI1!i 

as the finder prcved tc be~ its praeti ca.l 

I 

application pre sen~)3d a number of formidable t ec[l..nical 
I 
I 

problemso 

FixiP_g e. posi t~on \·:a .'3 rr:c :r e 
I 

a:. art than a scisnceo 

•r) 20 
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prescnc:- e of 
-. 

had to be evolved so that the results could be brought within 

prD.ctic~ 
J 

J • 

. · 
;,"• 

.· 

-· .. By use of direct! on. fi~1ders it r:a::; pos:si ble t o dete.rmine the 

·'
enmny7 s 1cca ·ti(m . 
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There still r .:;Iraincd , ho;~over, the question of his strent;th . 

For example, supposa fixes n-ere obtained on a do<>en transmiss ions 

( 
on a giv~n day, all of li'hich plotted in a small area. 

Were those all .from the aa:no suboarine, or were they from a ·wol.f-

pack preparing to attack'"{ - -.-
' I , i . This \<as a vitally important ~\lestion to ~nsw~r., .. · .... ' · · 

! .:~-.-.. :~~;;~;~.; t;S~os8 ~Z,-~(1~,;~ r~ ·.-~::p :i.ed . m.eth~s .. S~~t~~~1~11!~;:;~~~i,~-te~ .. :;:_~ ~;.-~ -. 
1 •. · ·•·• ,'--·::_·-~".; '· · ·· · . ~,-~·=- termed ·;· «radio finger printing " ~~ ~.: · · . . ' .'' :··· .. .. ··· -· ·· ·,.~ · · · · :-=.~:-,~:-::-~"'::.: 

j -~·. ;,; ~: c~~; ~~~r;;·t~;.~w :;: ' .. ::~#it; ~: . . . . .. . ·. .• . . •.. ... ; : ,'~~ ~f:~ ~? :\:~; . :· . ·. ~·: ·~_-..•. : ·. ·::~: :. : . 
I ~ .. ~::~~~-<~~-~:~::~:·.:'\:~;.~y~·:--~tll.~Y-~~~ :~_5c~i~~scope pictu~s . of_-.t~-~ -~-~ve" envelopes of enecy·~~;~~:=~ 
l ~··~ ·. ;..· · .. :. - ~ -~--~~-.~·-.c' : . . · · -~ · -·-· .• . · .·-r~···· · 

! :_· ·_· .. : · .. <~~~-~::":~:··.-- -- ~< · · .}: ;~dio ernis.s{ons, peculiar c~a~:~~:~-~~~s·. become ·apparent ·by : ·· 

1-;: .;'; . ', ;,:; ; ~ (: ,, ~~;.': ~i ~: i ; ; i " 1 b~ . . . . . . ~~'~i};i}: ('':{ ·;: :, .~ : ·. . . . . 

1· . . . . ' ·. : --~:: con:lfc:ti :n:~~f c:::e ~d=~:n?:=:~:~t::~:t~::~:~::~
5 

• . 

; cation of these various procedures. 
., 

That our procedures ware effective , is brough~ out in a 1944 

Ger::Jan analy:.>is of the causes of their subrmrine losncs, 

which h~ captured after the war; 

- 22 -
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- , ..... ---·----···· .. ~ .. - ..._ .. __ - ·· ·· .... , ... , 
~ .. ... ..:.. ... ':-- . ~..:. --

I quote: "It looks aD thcut:h the h1J?)l degree of efficiency o£ 

the eneoy's aircraft r adar, so oftan surpris~g, bao received 
.. 

r~.arkable 'and decisive assistance from directions based on 

the results of the D/F Service • . 

"It nlso looks as though a r~kable eoilaboration .. bet\~-een the 
. .· . . . ' . .; . . - . 

. . . .. -..... : ...... 
•. 

. . . , ... :. ·. -.· .·._·: ~~le. rsurface location system d~sc;ibed abov~ :a~d the A/S -- : ~ --
--- -.. ·--~·<--~=-:~:: •. :·:;~_:7:.: __ .~<-~~;\:=-:'·~?>~-- . _-_ -.. ~--~:·~~):·:'~:;:'·\~;;~:~~~}~::~--~~~j;-::.·:~:- -:_.,~: . -~·:··._ : . ·--~--

,_; L -j~ _.' ;: ~,~.: ;: j ~ ,' }::; . ~~-~;;:,~s-~ underwater locat:~~ . :~f:.ts:~as . ~~ as in~:~:, co>;o; . 

:} ~: ~ (:~~~t:i~~;~{ ;~~~~:K-e{ficiency in the cintr~l:it ~t.h~~~: A1 s grou p_s, is"'· ~~,~ _ .• 
... _ ......... . . - ~- ..... ::. : ,· .. -~ .... ~-

.. · ~-~ _ ... :· . . ~ ;:~---~_:> · beih·g achieved." Unquote. _ .. _ .. ·-
. 

1 .. -· .. I _.. _-

' J 

I 
I 
l 
i 
i 
~ 

! 

..... 

. . 

--If I appear to have concentrated on naval activities in .what has 

been aaid, it is merely because they are more .!'amiliar to 

me. 

But I can assure you that the Army also achieved notable successes. 

- 2) -
... ., ,., r" ·r.-- - · ·~ - -r 

...... I $ ' j - ,~ 
4 · - . !.,.::!... ~ ... ; ... • .. .J 
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Q;lGA!-lit.ATI ON 

--You are doubtlessly l'J:>nder-ing what sort of organization was re-

( quired to produce the result:5 that I have discussed. 

Perhaps I can give you some idea by explaining the naval set-up. 

I aelect this example because it was perhaps more clcar-cut .frOQ . -

countrio2, ~~d since radio waves do not reapect military 

boundaries, t.he problem CQ:;lpletely transcended all theatre 

limit~ • 

24 -
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A ~urld-wida organization therefore had to be set up so t hat any 

message, \'horever int~rcopted, could be immediately fon·rarded 

to a PrOCessing center for d~c~ion a~d then quick delivery 

in readable form to the operating commander who required it. 

.· 

. - ~ . ~-: . .. . 

: -To meet these problems, the mval communication _.intelligence facil-

-.~::;~~::-~~--~-:~-·:.,· , .. -~--~ '-~_: -~::/:·.>= ~)~: .. : -':-~~-\:.:. :- .- . . .. . .. .. - -~.: ~;:_:.:~:·>/i:~:-~·-·:_ -~·~;;:.j: :\f~~~;if:?~~~:: _::~- <~~-:[.: 
'<:(~~~~~~s:;~:.::: '"~--~~·::.~ .. .-:L~;.-· .·_ itie~--~Whe;-ever, loeated were placed. under ;_a.~_e_eii~r~- ~~~o~tr91l~ng 

,i~i.~J~~~·f~~!l~~~tJ::~~:~e~~~;'w~~i;~i~~~.'~tf'~iJ?f~ft~-. 
I T{{~~§~:f;:.;=FX>~>.-··~-~ ': .·.·; .· <~- . ·: ~: . . . ~ .. · ~-/~;~~.:~-~--} __ "·~~:..::: _{:{t~~~-· -.:~ _·;;: 
1 ~:~:.---~--... ~~:~~~~::_· <-<~~ --. . ·. _ ~hole by means 6 f a special c~_uni~~tion_-~ystem_, ~ sepa:r~~e -'-:: ~· 

j ;~~ ::~t;~ ~-~~?:·· .,, ,' ' ' ' ' .. . ~ · · · · :; ;~t!: ; ~:~'h~~~-'' ::~=;=: ;~c'~ -: .. ;, _ . 

1
. : . .. · · --~-~~~- ·. :. ·. /-_:.. i'rom -.~e regular naval co.:rnunication service. 

J . . 

i 
t 

DISSEMINATION 
i 
'• 
i . / 

--An important factor in success was the syste~ of diss~nating 

operational infor~ation . froo enemy communicationn. 

- 25 -
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No attempt was made at prior evaluation of such information in 

t 'ashington, except for local operating authorities, or as 
·. 

L ,. 
I 
. .,. : . . 
- .,i" : · ~ ., . . , 

I ~ ·::··. -: 
i"" :.::f 

.-
·,, 
. ' =:··· ... ~ ' 

each ccmm~cati~~ intelligence processing - •.: Information produced in _ _.. __ 4. - .... _. 

.· 

- :--::: ........ :· ~ ·: ·- ·- =:~-...:- ...... 
- · ~~~- -!..- ..... ~~-· ,_-- · I .. - ......... ; _ _:: -~.: •,-,._ .. "" • ..... .\.o 

····- .. :_ . . - ~:=.-~ .. -~·::---:;---:::,J :~ ... -
center ~ms immediately placed on this "flash circuit" and 

:· . -~ · ... ~ - . S"'~-. 
passed 

... -~-.. ~~ -.-~ 

.... · .. 

around to all of t.he main combat. intelligence centers. 

- hach of the latter tcok from the circuit all infornntion required 

for its use, then evaluated and disseminated it as intelli-

gence to the opera tine forces which it served. 

-~This system prezupp osed that the best place to determine the 

operational information required, and to evaluate that 

26 
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iriformation end disseminate it to· the 

at the theatre command centers. 

··-. -. . '~!--:" - . ..- ..... ~ 

their requirements exceptionally · \\'911. 

POST1:.'AR ACTIVI TI~S 
-.r .. 

--~ . ~ ~· 

, . 

op_erating forces, was 

. 
I' 

-. 

from 

.. __ ;l... 

--The bulk of ~the ~Brtime intelligence ·riat~ally came from the com-

munications of Germany and Japan, rut much useful intelligence 

- 27 -
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total 

srurces, 
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co~ieation "intelligence 
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.. effort. 

These studies eventually led to the _·creation- of .a · single· consoli- _ . -· .- - . . -~- ~'-~;'"'' ...... ·""':.~"" · -:-... :..-: - .. --- =~ ... 
r • .... - •• ::_ • '!' •• ~:• ?· .. ·'• ;:::..:- -- ,.; ~-.. t - .'":" -

.. ~... J 

' dated agancy, in order to place under one _aut~ority .the 

conduct of all canmunication intelligence and cOIIlllunicat.ion 

security activities within the Department of Jefense, except 

' certain fi old activities to be conducted individually by the 

Army: Navy and Air Force. 

The establish:nc=nt , in i'laY 1949, of the Armed Forces "ecurity Agency~ 

or AFSA as it is knov.'Il, was the result. 

28 
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AFSA's prlrnary function is to serve tho Armed Forces. 

Hovrevor, it has been al30 aS!ligned the responsibility of producing 

communication intelligence for the State Department, Central 

Intelligence Agency·, and the FBI. 

AFSA n~~ produces essentially all of the Ca4INT for the Federal 

Government • 
. \ 

-
Coordination between the various eoomunication intelligence activi-

v~ _,· , 

tiqs of the Department of Defenae am those of State, CIA,· 
···~·. ····. . . . . . . . . . . . 

·end FBI is effected by the United States Com1unications 

Intelligence Board, under the National Security Council •. 

General Bedell Smith, the Director of Central Intelligence, is 

. currently Chairman of this Board. · 

The Director, AFSA, is the Executive~gent·. and Coordinator for 

the Board, U3CIB. 

O:lGANIZATION AHD FU}iC'riONS Or THE Ailltl~D FC!WES SECUiUTY ACbNCY 

--The ba~ic directive fran the Secretary of Defense state3 that 

Nr"'SA shall consist of such facilit.ies, unit.;J and military 

·and civilian pe1·sonnel of t.he Armed Forces as are used for, 

- 29 -
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or engaged in, c~~unication intelligence or communication 

security activities, plus such other facilities, units and 

personnel as the Joint Chiefs of Staff cay determine as 

necessary. 

A Flag or General officer of the Army, Navy or Air Foroe, appointed 

by the Joint Chiefs of Staff, subject to the approval of tho 

Secretary of De.fe0!3e, serve a as the Director of the Anned 

Po~cea Security Agency. ·. . 

The tour of duty is two year3 and the Directorship is to rotate 

among the three Services. 

I am at present the Direct~, but expect to be succeeded next 

month by Naj or General R .J. canine or the Army. 

--To assist tne Joint Chiefs of Staff in discharging their respon-.. \., 

sibilities for the control of AFSA, the Armed Forces Security 

Agency Council (AF~AC) has bean established as an Agency of 

the J.c.s. 

The membership of this Council at pre~;nt includes the Director 

of A? .;A a5 Chair.=-:1n, the throe crd. of!:i of lntelliJcnce 

- 30-
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of the three Services, nnd the three chiefs of communications. 

The Council ·has advisory functions, and nlso has been delega~ed 

.. 

· .. 
:-... . 

. -·- . 
~~- --.···· :.,.--::;.~ .... 
-= ---~--· .-, ...... --~~:· ·:- :· -. ... ~ ..... .. ~ 

.. ' 

show slide no. '6 and go 
-- ... 

the big picture.) 

* * 

-- . 

·. 

into detail 'on th~ 
.) 

* * ·* * 

place of AFSA 

-. ·-· .. , 

- ·--This ne.xt chart shO'Jo'S the imcediat.e relationships of AFSA and 

AFSAC. (Here show slide no. 7.) 

--The Director, Armed Forces Security Agency, is required to 

in 

fcrr.mlHte, end after approval, to implement plans, policies 

- 31 
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(4) 

T 

.and doc.trine s rclatinG to communication i_ntell~gence.. He 

must also pe rform such other functions ·as the Joint Chiefs 

of training standards for AFSA P~!sonnel; provision ·or certain 
; 

·'":·-·- ·-., 
') 

specialized training- for personnel :or the services; 
- -~::::..::_ ~~ ~; _-:: -::.- -__ --~=- :-:: ... _ : ·.. .. - --·5-_-.. ·~-:-~ ~-.'-(:-. ~ ~_!-.... --... .- - ~ . 

.. .. - -.-:. ~~-
Army, of technical support. to the Navy and Air Force Provision 

in their cc:nd uct of co;UNT activities. 

--The Director, AF~A, is also charged with certain duties relating 

to our O\~n ccmmunication security including the design and 

production of the codes ar.d ciphers for the th~ee ~~vicss .. 

I shall net d:":.scuss th8ll1 because they concarn <!nether subj ect,~ 

(Her e sho-w slide no. So) Shcr..rs a simplified diagram of AFSA 

organizationo 

-----·- ·---

32 



..... 
. · 

.· 
., ... : ..... : 

., 

·- ; 

.· .... " 

-co The three Services hnve be:en ·directed by the Secretary of Defense 

·, 
to take necessary action t ·o facilitate t.~c efficient and 

, 

: ·- .... _ - .. · .. ~·:.-:-· 
·- ... . . ... . , 

ae\~'ith regard to research B.J."1.d development, which are among the most 

important functions of AFSA, the mission is 1iO support to 

the maximum possible degree our intelligence activities. 

The tremendous t echnical advances being made in all fields 

af.fecti!lg c:-.1.r ~1ork r equire the e~cpenditure of a large 

portion of cur effort en this function. 
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-----
--In this l ecture it has been necessary to con.fino myae1f essentially . 

to an historical treatment of communication intelligence. 

Such a treatment is useful, but we aro all naturally mora concerned 

about the present and .future. 

In World ~~ II, great thing~ were accOttlplished. 

This was due pr~rlly to the skill and energy of our communication 

intolligence personnel. · 

--The problems of intercepting and reading foreign communications 

have been vastly complicated by technical advances, even 

since the erd of Wcrld War II. 

The publicity ~oncoming our successos ·has also had its effect. 

Other nations are takinz increased measures £or security, and 

our difficulties have multiplied accordingly; therefore , 

we ca.nnot be confident ·c,r repeating the achievements of 

the last \'Jar. 
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Hm·1ever;· comm~ication intelligence 

t~e o nl~ hope o.f!~enetratinz ce~~n nreaa, and it is essen-
. - . 

. t.ial, 

· ,\.~All .knol-lledg; ·and .rience o£ 
"-1--:: . ........ 

~. . . ' 
-~· 

exploiting e~ery possible 

..... ·-
'·~ 

The tanptation is naturally very great 

use communication intelligence ~mcnever it is available • 

This may lead to carelessness W11ch will jeopardize the source • 

..... rn time of \<lar the full value or communication intellige.."'lce cannot 

be realized unless operational use is made of it. 

;• 
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~men the decision is made to take action basod on it, studied 

effort must be made to ensure t hat such action cannot be 

attributed to communication intelligence alone . 

Hhen possible, 5uch action must always be preceded by suitable 

reconnais53.nce or decep~ive measures. 

BRIEFING 

--Special care must also be used in briefing aviators or other 
,; 

,'.;: , .. ~·: ·· ~:;~~ . 
personnel engaged in missions or duties ttlich might readily 

... 
subject them to capture by the extmy. 

·;.:-. .. 

Extrema preswre can be brought to bear upon such personnel 1£ 

they fall into enemy hands, and it is both dangerous and 

unfair to burden them with secrete which they do not 

absolutely require. 

Usually a little ingenuity will indicate ho-rr to use CO:OUNT to ac-

ccxnpli.sh an operational taak without jeopardizing the scurce 

without killing the goose that lays the golden eggs. 

!NT£Gi1 ATIO~l OF CO:·ffiA1' AlnJ I NT.!::LLICi~NCE OPt;HATIONS 

--A curious Bituatio!l aro se durin~ t he \tar \thich poi nted t.o t.he 

ne ce~~ity for cloGe integratin~ of combat nnd intolli6cnco 

operations • 
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As t'le captured ~emy-hold positions and· sank enemy ship~, ~he 

number or communicating stations decreased correspondingly. 

~ .... 

other targets before ·too much damage was. done. 

-Normally the disruption .of enemy-land-line and cable facilities 

is much more effective tha~ the destruction of radio station~. 

Tne former vll.ll have three beneficial effectso 

38 
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First, more enemy traf.fic will be driven to tho air where it can 

be intercepted; secomj • this traffic \d.U then have to be 
, .. 

·...: ··-.. . 

. . 
•• _ .. . l 

. ·' 

munication intelligence is always wise where practicable. 

There is anot,her aspect of. communication intelligence that makes 

careful evaluation and interpretation essential. 

Nuch of the information is f'raetnentary, and not a little is 

indirect. 
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The pieces com2 "from the horse's mouth," but the pictur~ they 

make often depends intoll.igence 

.· 
:----...:. .. -·-.:;;;-. ·~.;;-=- -:··.· - -. . 

· .... It is such a comp~ex 'and comprehensive one . that ; itf the t-ime 

·_.-:' 

·. 
·. 

alloted, 

picture. 

.. .... --:-.: -_.- --- - .. ... ~ t'~ ~...r.:~~ ~~- .... _-:,. .: . . 

I. ~~id gi~~ ;;;;~ ;~i£~/~<~~~te~~~~~h~~t~~~~ 
• • • . • - . ._ • : ~ • -. . .. : 1-:. ·-

- .. .. 
·. "' -

But, I trus t that you have seen how radio is truly a two-edged 

Without it, coa~,d cannot function, but its improper use may 

br ing dise..ster, a s 1 t did to our enanies, or at least prevent 

t he a chievement of surpris e, as it occasionally did fer us . 

- 40 -
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As sor::eone has aptly eaid, "If you usa radio you are very likely 

, I 
.. , 
~ 

to attract a lot of undesirable cornpany.n 
' .-

--Above all, I hope you have gained some appreciation or the im-

porta."lce of cormuunication intelligence to the futuro defenae 

of our nation. 

With t.he advent of long range air .fleets am guided missiles wich 

. .. 
etrike oventbelmingly and without nrning, it ·has become 

. . 

obvious that peacetime intelligence ia no ·longer merely a 

strategic ·protection, but. a tactical . one as well. 

The devastation of the .first ato:U.c bomb crystallized t his thought 

as nothing else could have dooe. 

·- . ·, 
' . I 
i,: 

It is now appare~, with a spacial clarity and urgency, that 

• 
.:: COCipletsly effective intelligence is imperative for the 

safaty of our country, 

--If our nation is to bo protected in the future, anticipation of 

att~ck alone is not enough, becauae av~ack cay be too 

ov~r-tthel..r:linb to combat. 
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In these ti~es of total war, every field of national enterprise 

;~ 

must be scrutinized for tho slightest si~s that may ~am 
;' 

of hostilities. 

Iroubles "biust ~ detected befor~ they £!!!. ,&ail'\ ~·momentum that 

leads ~ !!!!!'.• 

This is the misai~ of intelligence, and especially of eommunlca~ 

~ion "intelligence. 

~ weaker ~ military establishment, ~ etronP.er ~ .es_ ~ 

intelligence safe~ards • 

.;_'lie are not alone in approciating the significance of communication 

intelligenco. 

As evidence of this fact, let me read for you an extract fr~ a 

Soviet docum~nt that was captured from the Germans at the.:.. 

end of tr;orld ·.-;ar II: 
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"Study the enemy 0 

the f.;rmy. 

a 

improve intelligence ·- the eyes and ears of 

I. 

"Ilemamber that, \'dtho..1t .this, it is certainly ·impossible to 

., 

- ., .. 
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