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\.-'hen, 1n Cctobcl .. 19� t:, plllils VOI"' t1ret t!.e.do for- tb.o 
�OP-U't:.tion of c c�p:-c.hcnsive J-:1:itory of' t�o Si[llG.l Soe
'Cl'ity J1CE::.c;, 1 t. Va.:J intcud�d. to !.ncluclo thc.roln c.:1 cccou.nt 
of tb� 1Ji8'�or!.c�l rocJ�:::;'Ot.:.ncJ of' tllo k;c..'1.cy L�·(:1Ln1.."lt; vith 
tha enrlic:Jt r-oc.o� of tl1c u�o o!.' cry-p·�or.re�:,y by tho l.J.."!it� 
Stntcs l'u·-:y- • !..:J t:he t:.!lte!'ia.l v� r::atne:rcd 'Co;:Gth�r, llet:cvCl"• 
.S. t bcc�o !Z:lcroeoi!l.l'?.ly cle:nr thu.� to �o thi� ·.;mll.d r{;::;ult 
ill ezp.:m:i.1ng �a b"...tll= of t.!;o .U!.story to sucb proportions 
ea to tii�coUI'a:--o t::c.!lS ·!'(;Mer�. F07' this :-�c.3on, the hi..C3•. 
tori.� b.:lcl�"';t'Oun:i l"Jcn bo(;Jl pl"'p.:lre<l tus n cepa.rate -work in� 
��eo volUQCo, � �o�l��e: 

Volur:e onea 

·volur::s �ot 

CcdGs nnd Ci�ors prior to 
World �ar I l776 - 1917 
Yorld 'War I 1917 - 1919 

• 

. Volu::lOS Cno and �0 cr .this s�:-iea ·ere p�16e.tt V!.th 
1.nec�es coveri!l� t.�o c�tc:nt ct cccll r-co�ot1vely. Zn..o 
�ch 1n Vol� �hl'oo, hol1ever� co\"c-r� t.!le text and .fcot
notea of. the en tiro eer1o:l .or t!mco VQJ.'.CC!l. 

. . 
It vas not 'Pl� in th� ber.,nn1nt; to include e.:o.y 

tab t:l!ltCl'j.a.l 1n the .l:U.ctorical B.:lc£:r�ot:n.1 or the S�?s.l 
Security Jl •. r:cncy. Aftc:- th.3 vork \'e!l f'in1ol.:wd, hovever, 
e nx"':o�m- o1' cccu::1ente \lera !'ou.rul vb.1ch Dec�� vol'tey of 
note, cncl thoea Yore cit:pl:; li�teO. £l.lld at!c!od aa e.n e.ppcn-
CU. to volu=.e � .  
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H!ST(P..ICJJ. BACKGROUliD OF T"i.E SIGl� SECURITY .ACZli:rr 

VOI.lJlJ:E Olm: P.?.ICR TO T,'ORID W� I · 

CHAP1'ER I. mE J.l!E?.ICAN SISID.�S Dl THL BLVOWTIO!U\RY PE:Riool 
; 

A. �onoalohabetic Substitutions 

The sim?lest fonn of substitution cipher �s, o! course, the 

monoalphab etic 1 so it is not surpri�ing to find that ciphers of 

-· this type were used by Americans in the ?.evolutionary period. 

Such a cipher appears in the letters of tiilllam Lee2 and. another 

was \!sed by John Jsy in a. letter to Robert liorris dated 19 Nt?vember 

·· 1780 in which Jay alSO suggestS Utbe USe 0! Entick1S dictiOnary' 

paged bad'"l\-ards 1 to be supple!!lented by the use o! a. tra.n:spose4 
alpbab�t.n3 

l. T'nis chapter and the one !ollorlng present a. su..cm.ary o! what 
i� now lmo"'l'.n concerni.:lg t he crypto.£Taphic :'!ystems in use 
during t he P.evolutio:la:-y Period. The sources are in ever'!' 
case s econdary in character: no att�pt hc..s been 1:1ad.e to 
examine the or:lgin.ll docu:nents in the Library o! Congress 
and the National Archives. lior has a..'ly exhaustive attempt 
be en made to exploit the volt::::U.n01.!s literature on the period 
!or incidental references to cryptograp�. 

2. Ed.:::ru.nd C. Burnett, "Ciphers o! the "Revolutionary Period, 11 
The knerica..'l Historical Re·.riew, vol. AXIl (1916-1917), 330, 
citing Ford's edition of the lette:-s � ·.1illia:1 lee, vol. n, 
417, 666. . 

•. 

3. Burnett, 330. Jay is referring to a dictionary code (see Sec.C ). 
A ntransposed alph.:lbet•• � eppa.:-ently a substitution system in 
�ch the cipher alphabet � a reversod standard alphabet. 
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The A=erican S�ste�s in tho Revolution��· Period 2 

Another type of cipher, essentially monoalphabetic in charac-

ter if not. in origin, \'o'a.S used by several persons in this· period. 

Tnis employs a sentence or paragraph--all that is necessary is a 

passage long enoush to contain e ach of the twe�ty-six letters at 
least once-in which the letters are nu:nbered in order. Toen each 

plain fetter is replaced by the n�ber of that letter. Toe effect 

is to produce a cipher alphabet �T.ich is a co�pletely mixed sequence. 

�oreover, variants are providad for the more frequent letters in 

direct propo�ion to their respective treque�cies in the pass�ge chosen. 

as the key. This type of substitution is said to be fou.'ld in the 

papers of Benja.'lli..n Frar-� in the .American Philosophical Society. 4 

The key there used lias taken from a 1006 passage in. French, contain

ing 682 letters nucbered consecutivaly, which resulted in provi� 
�y variants for the mo�e frequent letter�. 

.Another form of 1t0nalphabetic substitution was employe� by James 

Icvell, when he was a member of the Co:;:;aittee on Foreign Affairs, in 

letters to Joh.'1 hcii?.ns, J.bigai.l Adans, and others. In this case the 

plain cl.phabet "fias cixed by v.Titing a key word first and then adding 
the remainins letters, including the �persand (&) as a letter after 

z. The cipher alphabet nus apparently a series of n�bers, probably 

4. BurnettJ 3.31, citinc vol. L(i), p. 21t. cf the: Franklin Papers. 
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Th� .!.::erican Syste:::; in the iievolt;.tiona.ry Period 

in nucerical order. Burnett (331) de.scribes one example of his use 

_ _ of this al_!:habet as follows: 

let�ers in Which it is used are f ound in the Adacs manu
s·cripts, June to Decc.::::ber, 1781. Tne key, as sugeested by 
Lovell, was "the first sixth part of t!':at f a..."Li.ly na.-:1e where 
you and l spent our last ZveninB Y:ith your Lady before we 
sat (sic) out on our Joa...-ney hither." The key turns out to 
be 11C ?.11• The na.::.e lla.s prob��ly C:-anch. A letter fro:n lovell 
to General Gates, !.::arch 1, 1779 (1:. Y. li.ist. Soc., Gates 
Papers), uses the key-word uJames." 
. 

Robert Livingston used this cipher in his first correspondence ltitb 

John Ad.a.:!s, who apparently Cid not understand it. 5 Thomas Jefferson 

had also used a cipher of the saJ::le type at an earlie:- period in lYrit

ing to 17illie:n Short, the key word then being "Hicholas.116 · James 

�dison wrote to Ec!:nund P..andolph during the sUJI:ner and the autucn of 

1782 'Yihat ·�proved to be the z;:ost note,·:o:th� series ·of letters in this 

cipher. Errors made by l!adison in llri ting the cipher texts prevented 

Randolph from deciphcr_ng them, but the alphabet was reconstructed on 

the assu-uption that certain cipher letters stood for the \rord 11comis-

eion," as proved to be true. 'l'b.is is probably the first e.xe.mple of the 
.,....._ ___ ______ __. .. . ---. 

usc of t.he probabl..jre..-li'ord liletho<i in America. l!adison':� .footnote7 givi.og 
-----·---

the key lrOrd was la�er found: it v.-as probably, accorciine to Brunett., 

·s. So Burnett, 331, citing r.harton. 

6. Burnett, 331, citin£ Southern Bivouac, new series, n, 425-4Z7· 
Burnett (332) does not state ''ihere the foot note was .found but it 
see!:l.S probable th .::.t the key l·:as concealed someHhere in the letter 
itself. 

• 
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I. The k!erican .Svst.e.::-.=; in t::e ;tevolut.io:1.:.rv Period . 
·-� 

"Cupid, n the n.a:ne of a slave lffio used to serve lladison. 8 

B. �1o�as Jeffe�son's Cioher Device 

4 

In the papers of Tnooas Jefferson nor. in the Library of Congress 

there has been found a description of a cipher device designed by him 

at some unY�o�� date.9 The device, Y��ch anticipated the basic features 

of· ano'ther invented independently in the late nineteenth century by 

Commandant Bazeri�s, the e::U.nent French _cryptozrapher, and a third in-
/�/3 . 

vented, also independently, in 191? by Parker Hitt, now Colonel, Sig-

nal Corps, United States Arm:y, retired, n-as designed to encipher plain 

l 1 
I ' l text by providing twenty-five diffe!"ent ciphe� variants f� 

.

sipgle
--:'> 

r= ... �
·
·,>'·�; 1 

pl.E.i.n sequence. Esse�tialiy, the device Tlas a series of t_:r�ty disks, ,.�··-JJ·- 1 

on the periphery of which mixed cipher alphabets were lettered. 

disks could be arranged on central shaft in any agreed upon order, 

generally according to a key. Then, by revolving each disk, the plain 

sequence could be formed. Following this 1 any one of the twenty-five 

cipher sequences £ound on the other lines could be set down !or trans-

Jrission. This device was of so high a security that, in the form designed 

s. On this point Burn�tt cites a letter of Randolph to Uadison, 5 July 
17821 Library of Congress, Ac. 1081. . . 

9. Jeffer�o� Pa�ers, vol. CCXXXII, ite� 41)75, reproduced in a photo
grnph in Articles £::! Cry-cto�r<!.ohy and Cryntan.al�·sis, reprinted !rom 
The Si:-::!'21 Co�r.s :�ulletin (;:a.shil1gton, 1742)., PP• 190-191., trans- • 

cribed, �· pp. 1Cl-102.. • 

. . 

.. 
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I. The k:l:erican Svsterns in the Revolutior.a..�: Period 5 

"10y Colonel Hitt#·it �adopted for use by the United States Ar.cy as 

Cipher Device lJ-94 which beca!:le obsolete at. only a recent date. Tnougb 

both Bazeries and Hitt worked without knowledge of the Jefferson paper, 

the resa�lance between the three designs is striking, ��d to Jefferson 

must be attributed great credit for designing a device far ahead of its 

time. 

. . 
C. .!!:!,! Di"ctionar:y � 

Another well-kno-rin cryptographic syste:11 the dictionary code, was 

exte."'lsi vely used during the Revolutionary period. T'ne dictionary code 

;�'·differs from the ordir.ary code in one respect o.:Uy: instead of pre-

paring a list of plain equivalents and equating them ·with a series of 

arbitrary code groups, a published dictionary is used, the lo-cation of 

the desired word being ineicated by the nucber of the page, column and 

line desired, a method used by some governmen�s �s recently as the First 

World tlar. 
. 

T'na.t such a syste.!ll be used v;as proposed by Arthur Lee in a letter 

dated 3 June 1776 addres�ed to the �ttee of Secret Correspondaoce10 

10. 

t\� • 

'"•\!' I :. 
Burnett, '330, citin; Force, A�eric�., Archives, 4th series, vo�� VI, 
p. 686: vl,bartcn� t?.evolutio!larY Di::llc::.<:!.L.ic Corresoonde!lce, 'vol. II, 
95; Paoers of the Co:1tinental Con�ress, i�o. 83, vol. I, p. 21. • • 

•• 
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The A�erican Svste�s in the ?.evolution�� Period • 6 

One form of the dictionary code used an ara'::lic n\l.:leral for the page 

symbol, the letters a or b for the colurr., and a rooan numeral for 

the line. A syste� of this kind was e�pl�yed in the correspondence 
of the brothers, Arthur, Richa:-d Hen..-y, and 11illiam lee 1 in the years 

. . 
1777-1779, the base chosen being the 1777 edition of John z,tick's . . . . 

� Spe��g Diction�,ll a dictionary suggested. for this purpose 
. 

also by John J�.l2 
' 

Instead of using a dictionary in this way, other published works 

could be used, but there is no evidence of any American using such a 

�rk except in espionage actiVity (see Chapter II). 

D. Codes . 

No example of the t�e code bas been found prior to the autumn of 
. . 

1781 lmen P.obert Livingston beca..Qe Secretary for Fore;i:gn :.!fairs under 

the government of the Continental Congress. At that time Livingston bad 

lJ.. See the letter of Arthur I.ee to Richard Henry Lee1 25 Hove.::Per 17771 
in the Life of A-rthur Lee, vol. II, p. 117. In this work the letter 
b of the cipher text is usually printed as 6 thro·..tgh error in read
ing the hancr(,Titing. J..n edito:-ial note in the Letters of l,'Uliam 
�e, val. II, p. 4l7, deals ;d:th thi!i and other ciphers used by 
Tlillia.!ll lee (so B�nett, 330). 

12. See above sec. A. 
.. 

. .  

• 

r.�o 010 

• 

I 

• ! 



·-
'· 

................. _. _ -- _.,._ __ _.. __ . 
--------�--. -·.-..L.o---......... 

� 
��-�---� 

I. The A.-nerican S":"Ste=:s in the: Rc·.rolutic:U!.!"Y Period h • 
· .. \ 

7 

l¥:..d so!!le form.s printed,. on one side of \'lhich were the nu:nbers trOI:1 

1 tc 17001 and on the other, the alphabetical list of words and sylla

bles. Corresponde�ts then prepared two identical copies of their code, 

using these convenient bla."lk fo:"l:lS for the purpose .13 The Virginia 

delesates to Congress in 1762 �ote officially to their gove�nor in such 

a n�erical code_,U th e code groups being th
.
e n�ers l-646. A great 

deal of the private correspondence between James �dison and John Ran

dolph during the 7ear · l7S2 was transmitted in this code.l5 .A dictionary 

code r.a.s used by Jefferson and l!adison ch.l..-ing Ja.'1uary and Februa.ry 1783� 

but fro.:n April 1783 to l!ay 17851 a numerical code was e:nployed, nthe key 

to Yihich has not been found.1116 A code r.as reconstructed, Burnett does 

not say by whom,·· !r6i.l �dis on •·s · decipherme."lts of some of the letters be-

tween Jefferson and uadison and this aided in the deciphe�ants of other 

letters. 

In the Uritings of Jefferson (ed. Ford) s�e attempts toward 
decipherment have been made, but r.ith indifferent succes�. Not to 

' speak of erroneous renaerin;s of cip�ers,. SQ�e mistaken editorial 
interpretatio� call for correction. A foot-note to Jef!erson1s 

1.:3. Burnett (3.32): "A good many ciphered passages in the diplomatic 
correspondence of the period re�� undeciphered. In particular 
may be oantioned the letters of Livinoston to Jay fZ:Q11 November 11 
1779 to April 16, l762.a 

14. Burnett (332): "The code is found among the Executive Papers in 
Richmond. 11 

15. Burnett (332). 
. .  

• • 

16. Burnett (3
�
.3..::.2-....:3::..:3...:)�. ------- -----"'a 
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letter to lladison, l!a.rch 18, 1785 (;·r:ritin:s, IV.:35)1 suggests 
that the paregraph relates to Patrick Hcn17. Jefferzon is 
actually- speakir.g of Lafayette. In his le.tter of August ll, 
1793 (VI. 367), he says: 11Just as I had finished so far, 812.15 
called on me. 11 A foot-note s�ys: "Ed.=.und �dolph. 11 The cipher 
ceans 11the President111 that is, �'iashi.ngton. In the letter of 
April 25, 1784 (III. 470) sever�l ;�rong renderings give quite 
erroneous suegestions. ·· ! .. 
During the salle period l.!onroe e.:1ployed· a n"l1.!:lerical code of licited 

extent 1n a series of letters to lladison. Burnett ()))) state3 that 

"the interpretation of Llost of these ciphers Ylas found in the text o! 

the letters," but lihat this statement means is not clear. It probably 

means that th e plain text of the letters '\o\'as v.Titten under the cipher 

text in the extant original.s. No key has been. found, however 1 for the . 
letters liritten by Ua�son and !lo:u-oe .between l!ay 1785 2nd uay 1786, 

but even in these cases it was possible to decipher the text.s by re-

constructing the code fran e.xt.a.nt cl.ecipbements. The codes by Yihich 

Jefferson and llonroe corresponded between Uay 1784 and uarcb 178� are 

still in existence17 and permit the reading �f letters otherwise 
I 

undeciphered. Using the printed forms lihicb Robert. Livinl;ston e,.-

17. Burnett (:33:3): 11In the Jefferson Papers, 2nd ser., vol. LVII., 
fol. 172, are three codes, one marked 11lst cypher, 1 1  another t12d . · 
cypber, ft and a third endorsed: "Cypher sent in Col. llonroe 1 s lre 
(sic) of April 12, 1785." In fact, the latter is a copy ol .a • 

cipher sent to Jefferson by t:onroe July 201 l?S4. At the same · 
place is fou..11d the alphabetical pa...-t o! the "2d cipher.� 1be .. . • 
11alphabetical part': is1 of course, the encode. · .· 

. .. 
.. . 

·''� 
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· __ tablished in 17811 Jefferson constructed a new and more extensive 

code i.n the spring of 17e5, -v1hich nas then used in correspondence 

rith l!adison and lJonroe.lS 

tfThe Culpers" 1 two. American patriots v.nose identity nas con-

·cealed under this designation engaged i.n espionage for r:ashington 

9 

and used a numerical code in �mich the group 729 stood for Setauket, 

.- tong Island.l9 

Shortly after the government of the United States had been set 

up under the Constitut�on in 1789, an elaborate code, called a cipher 

after the terminology then current, was made for official diplomatic 

use. There :is no record of the _person. or persons who made this code, 

but�as it was .. said to be based on the ''Rossignol cipher,1120 there is 

some probability that French ex_perts lent their assistance. 

The American code cont�ed nearly 1600 digit code groups provid

ing every possible �glish syllable, several variants for each letter, 

punctu.a tion marks, and a considerable number for worc!s. Though small., . 
. . . 

this code at first rendered good service, and Yras used by :the tevr 

• 

lS. Burnett (333): 110ne copy of this code is in the Jefferson papers, • 
5th ser., vol. XI., fol. 35, and another in the gonroe Papers, vol. j :: lXII., fol. 2926. See Jefferson to llonroe, Uarch 18, 1785, and to 
lladison, llay 11. Jeffe�son was still using this cipher with .�disoil ·.l' in 179.)." � • . . 

19. John C. Fitzpatrick, The Dio:-ies of George r;ashinc;t�n 1748-1:799 •.. 
.. 

20. 

(Boston 1925)1 vol. II, pp,20S, 214-215. , • 

Antoine Roesignol, a sixteenth ccntury.cryptoerapher. See Fletcher 
Pratt, s�cret and Ur�ent (Garden City, 19��), PP• 127-128. 

l 0 .. , · n l., . • w .., .�--
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-�sters our gover�ent then sent to foreign countries. These men 

understood the crypto&raphic processes a.."ld knew the value of s_ecurity 

but \ri.th the close of the Napoleonic !'!ars, diplooatic matters lost their 

ttarti.me urgencj'• );ben dispatches were sent during peace time, the 

ordinary diplo:n.atic mails could cc...-ry them in co!!lparative safety 1 

as ships· r;ere no longer held up by the navies of warring powers with 
' 

the consequent seizure of all dispatches. On account of this changed 

situation, the �ericao diplomatic code fell into disuse from 1815 on, 

to be revived for a sho
.
rt time in J.B66. 2l 

A good illustration of the lack of interest in crypto6raphic matters 

in·t.."lis period is to be.' found in a letter of George .Washineton to the 

Rever�nd Tiilliam Gordon, dated Uount Vernon, 23 Decembe� 1788: 

21. 

22. 

As it is really so long since I have had any occasion to cake 
use of a cyph.er or key to CO!:l:::unicate r::xy sentiments to my Corres
poncients j  anci as it \':as so little probable that I should ever have 
any occasion to express them by such modes in future, I have ab
solutely mislaid or enti:-ely lost yours, ·with others. i3esicies, I 
have not a single idea to cor:l.rnur.icate to any person nhile in Europe; · 
the kno�·:1edge of '·:hich cocld give any advantage to those .-;ho should 
be curious enough, or .mean enouzh, to inspect my letters.22 

Ibicl., 128-129, l89-190j John H. Haswell, 11Secret writing: ths 
ciphers of. the ancients and some of those in mccern use,11·!!:!! 
Centu_� Illustrated �onthlv Ea�azine, vol. �� (1912), p. 88. 
Tne source of this ·�nfor:r.a.�ion is unknown. . � . 
John C. Fitzpatrick, T'ne 17ritinr;s of Gco:-ce �':ashinr;ton (United· 
States GoYernment Printing Office, �J.::hi.. ... �ton, 19.31-1944) ,· .• 
vol. XXX, P. l69. • ; • . 
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•\ 

. Here is a cu:-io\!S anticipation of the cor:=�on idea, prevalent in the 

first decade after the First Uorld �ar1 that the desire to read diplo-

�tic correspondence exhibited traits of a low character. 

E. Secret� 

Prior to the sailing of Silas Deane for France in June 17761 John 
Jay 1\!:.-nished him \'lith a supply of invisible ink rihich Jay 1 s elder brother, 

Sir James Jay, an English physician., had invented. Later, Sir James 

wrote. to Tnomas Jefferson, stating that although ·work in sympathetic inks . 

was not un..lmoim, it still was highly necessa....-y that a ne\v invisible ink 

be invented before the actual outbrcal� of hostilities l'z'bich were tten 

clearly foreseen. He !e.lt that "a fluid tight possibly be discovered 

for invisible Tiritine, l1hich r.oul.d elude the generally knOl'ffi mean.s 0! 

detection, and yet coul.d b e  reqdered visible by a suitable counterpart.23 

Sir James not only furnished supplies cf )lis invisible � and a 

<?he.mical preparation for making it legible to his brother John, who 

gave the:n to Silas Deane !or his French �sion, but he also supplied 

General t:ashington "''iith this ink. From England, Sir Ja!!les conveyed 

2.3. Victor Hugo Paltsits, 11'I'he Use of Invisible Ink for Secret r-;riti.ng 
during the A:z:e:-ican ?.evolution, 11 �!ew Yorl� Public Librarv Bulleti!l, 
vol. XXXIX (1935), P • ,362; Hasr:ell, p. 87-SS. 
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in invisible ink 11the first authentic account y;hich Congress received, 

of the deter.cination of the British �nistry to reduce the Colonies 

to unconditional submission. 24 By the same means 1 Franklin and Deane 

lrere infaroed by m.rll from L::mdon to Paris that Burgoyne was plannine 

to head an expedition from Canada do�m the Hudson River. 

All of the first letters were addressed to 11John Jay, Esq., 

.Attorney at la:rr1 "  as be was the only one who knelf the secret. After 

a. time, Sir James 'f.-as afraid suspicion would be aroused if he t'll"Ote 

only to his brother, John, so letters were r.ritten to other members 

of the ·.ramily as well. Three or !our linP,s \vritten in black ink Jlould 

constitute the visible letter. ··Tne re�L�g blank pa�ts of the sheet 

of paper would be .filled -.·:ith invisible m-iting, contai.niilg intelll

gen.ce and matters useful to the .American cause. 

Deane's secret messages were at first boldly addressed to the 

Co.:nmittee of Correspondence but later Deane r.as advised that be had 

better �end the letters to individual ·members. In the end, he even 
• 

. 
�TOte to fictitious persons. All of these lette�s were then sent to 

John Jay \'ThO had the developing nuid and 'WOuld forn-a.rd the �etters' 

to the c���ttee. 

.. 

"The Culpers" also used a secret ink w{lich required a. chemical 
• • 

reagent to produce the secret writing. 
• 

-------------------------- ------------------�·�·----�.-.---------. 
24. Paltsits 1,_:::3,::62:::•:._ _____ ..,... ____ --ra l ' 

, 
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TIB BRITISH SYST:::'!S Dt.T:U�!G Ti-\L �'"VOWTIOH 

A.  � Clinton Pacers 

• 

In! ormation concerning types of secret '\'7ritin.g used by the British 

during the Revolutio� is available in the papers of Sir Henry Clinton, 

no7r pr�served in the 17illi� I.. Cleoents Library 1 Ann /..rbor 1 l!ichigan. 

A short article on these ciphers written by Howard H. Peckhruu1 then a 

member. of the staff of the library, appeared under the title, "British 

Secret \'.'riting in th.e Revolution, 11 in the 2.:ichigan Alumnus Qu.art�rly 

Revimv, n ·is sue of the winter of 193S (9 llovember 19.38) 1 a reprint of 

'Which is available in the Pa:i?hlet Excha."lge Collection, Library of Con-. 

gress .  Peck.�am' s  specialty was not cryptography: his article lrould have 

been :i.J:lproved had be been a cryptographer; sillce iii some instances it 

is difficult to c4ssi.fy the system be is describL"lg fro:n the scanty de-

tails given. 0o the other hand1 for most of the British systems Peck-

ba.m1s paper is the only available source. So far as can be detennin.ed1 

the BritSh used during the Revolution the· follo1'ling types of secret 

a. llonoalphabetic substitution; 
b. An unidentified type (possibly a moeified Vigen�re 

Grilles; c .  
d. 
e .  
£. 

The dictionary code; 
• Codes; 

Secret ink. 

� -. -�-· ' 

. ' .  

table); 
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B. l!onoalnhabetic Substitution 

: :  ·.· . 

J.n exar.1ple of monoalphabetic substitution found in the Clinton - - . .  
Papers is the following : ...... ·.-: 

plain : 
cipher :  

A · B C D E F G H I K L ll H 0 P Q R S . T U 
51 52 53 54 55 60 61 62 63 64 65 66 67 68 69 70 71 72 73 74 

plain : V 11 X Y Z 
cipher : . 75 76 77 75 78 

t:ote the absence of J and the repetition of 75 as the cipher equivalent . 
of both V and I. The following message as deciphered exhibits the same 

type of systu but the key is not quite the same: , 

ciphe r text : 
plain text : 

cipher text. : 
plain text : 

- cipher text : 
plain text : 

· cipher text : 
plain text: 

75 62 55 57 77 68  74 69 71 68 69 68 72 55 54 73 62 55 
11 h e n- y o u- p r o p o s e d- t h e-

66 5l 73 73 55 71 73 6S 66 55 63 73 62 68  74 61 62 73 
m a t t e r-· t o- m e- I- t h _ o u g h t-

63 62 51 -54 60 74 65 65 77 55 76 69 65 5l 63 67 55 54 
I- h a d- f u l l y- e x p l a i n e d-

66 77 72 55 65 60 
m 1 s e 1 t 

i"ec� quotes a manus cript note found in the Clinton Papers � 

�e Decypher of Ur. L . 
Reversing the alphabet, using the last as the first letter, 

in the first line, in the s econd line, usin3 the last but one 
· as the first continuing to drop a letter each line in that manner · 

to o inclusive , then beginning again as at .first. . . 
The des c.ription is far !rom clear but it see:n.s possible that· the .: · 

idea � to use a kind of Vigenere table containing a reversed stan� . 

1 
ii l 

i 
J 
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alphabet instead of a direct alphabet arid to use only twenty-four 

alphabets., the following twelve repeated: 

� .  

·� 
I .. · .;. ... •• ' '· . ZT£;','VUTS?.�o;·r!Ll�JD1G: :::DCBA 

rr:.VUT .3R:]'O: �-.TI\ JlliG:EDCBAZ 
Xi"NUTS���:·rill�Jir.Gf:sDCOAZI 
\'N:JTS?-1FO: !:.:!.X JIEG? L:DC3.� 
VUTS.?r�O: r> 'T 1-�JIEG?3iX::a;.z:ar: 
UT3�·�p�:!:.2..!\JI:lG:'�C3l2Y'£iN 
TS.?..:}...':>QJ"' -; ._:JIHGF;:DCOAZ'.CC7VU 
S?..QPO:Z:.I.t:JinG3'i:DC3AZTA'. ,'VlJT 
R:;?OiW�JIIrG;:-:::uC3.��·;vu'lS 
QFOlr!LK JIHG?.SDC3.:.ZYX'. :'VUTSR 
PQ;.;-'i ,KJDi-:3.: .:z>C3Az-,-:c:IYUTSR� 
o:�JIHG? .::OC�:·.'VUTS?� 

-. .  I 

' 

!1' this is the correct explanation, 
'
a key v;ould be necessary but no 

key is m�ntioned. llorcover, i! only twelve alphabets are used, the keys 

can be co�pos ed of only. the letters 0 to Z inclusive; i! s o ,  why there 
. 

should be a need for a repetition of the square is not clear. Finally, 

Peckha� calls this a transposition. It is therefore impossible to 

classify the cipher. 

Peckham suggests that the 'IJ.ir. L. " may have been either a · British 

agent named lanre�ce, or William Lee, an ��erican agent abroad, of wh� 

mention has already been made in paragraph l, above, o� even James 

lovell, the member of the Committee on Foreign Affairs \mo!ll Peckham 
. 

credits nith deciphering "nearly all, i! not e�:ll, of the British code 
.. 

messages intercepted by the Americans . "  As Peckham suggests, � 
. . 

paper may have been an .American do�ent captured by the B:::'i tis h. : If 
. . "' 

so, it does not seem to bear any relation to Lovell ' s  monoalphabetic • . . 

• . .. 

. 

� l . . 
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substitution. The probleu needs considerably more investigation of 

the primary documents. 

, .  
D .  � Grille 

·. 

The grille was not used ·by the Americans but was employed by 

General Clinton to inform Burgoyne that he had sailed to Philadelphia, . . 

and that Burgoyne v;ould have to fight his way to Albany end south of 

that city without the promised reinforcements.  like many other grilles, 

·· the letter \\"aS prepared so as to involve also the� use of opeo code. -The 

grille was placed on the paper and the secret message written in the 

openings. Then the grille was r�oved and the remainder of the par-� 
. 

!illed with innocent \'TI'iting.. In this case the grille lt-as an hour 

glass figure, a particularly weak arrangeaeot, since fairly lone frag

ments or the secret text would re� continuoU3. 

That the British also used a grille cipher of a different sort is 

clear frorr. evidence in the Clinton Papers 1 so Peckham says . In t.his 

case the grille \\�s the form of the message which \\"aS transmitted. 

A ne,7spaper o:- book known to be in the possession of the addressee-

, was marked in such a Yray as to make the cipher text. Tbeo a grille . 

'Yiould be cut so as to reveal only the cipher text Yrheo 'it r.as placed · 
. · 

on the page. The difficulty of cutting such a grille would seem to · 
. ; 

make the idea impracticable .  If no book or paper was knoTm to be in • 
• 

the possession of tho addressee, the grille and the printed text �uld 

have both to be sent to him, perhaps by different messenGers ��d routes. 

I l 0 :. v DZO . 
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17 

like the A�ricans1 the British also employed a dictionary c�de and 

actually us ed the ver·y sa.I:le dictionary for 'this purpose, John Entick 1 s  

� S::>ellin�; Dictioncrv in the edition of 1777. Doubtless, this t:as 

th� 4!lost coc:non dictionary ava.il.able t o  both sides. 

F. Codes 
• 

t· . .  .. . -. 

Peckham (127-8) also mentions a small dictionary containing ' 

app:-oxima tely 700 T:ords , includine personal and geographical names, 

2.rbitrarily arranged so as to have sooe one-part and so:ne t�part 

characteristics. The sample he gives is as follows : 

above 50 
· about 51 

abound 52 
abroad 53 

Tne a..'!'Tanee.ment continued to be appro�tely one-part until the number 

200 was reached, llhen the code looked like the .following: 

destroy 199 
detach 200 
dis courage l 
determine 2 
dispatch 3 

Security would have been increased by introducing thoroughly tlfo-�- . .. 
characteristics. I! th� code were used by spies, then it lrould haVe . . . . . 
the disadvantage or being in daneer or capture, a.�, of course, it was 

eo small as to limit the vocabulary l'l'bich "Would be transoi tted, s�ce, . 
it apparentl�t had no spelli.11g r,roups . 

. � 

. . 
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G. Secret � 

ThoUbh Sir James Jay's  secret ink \;as actually prepared for the 

A:nericans in mgland, the British themselves seem not to have had much 

success with such in...'<. The state of chemistry at the ti.rne T•as by no 

means advc.nced, and consequently, it tlas necessary to use the greatest 

�e in handling the secret documents. A letter dated 31 llay 1779 

!ro:il Jor.athan Odell to llajor .John Andr{, of whO!l more in the
. 
next 

paragraph illustrates the result of neglect and bad handling of secret 

ink messages : 

I assay 1d  it (the s ecret inl: letter) by the F:t:-e, when to 
m..• ine):pressible ve;,:a.tion, I found that the paper_, having by 

·: . .  
· 

� · ·· . . some: accident · t;ot cia;np on the way� had spread the Solution in 
, __ · .: ._ suc.'i .rn.a..rmer as to 6al�e the ·writing all one inciistingu.ishable · 

blott (sic),  out of nhich not the half of any line can be made 
�egible. I shall use every diligence to for;·,-ard a letter to him 
(the ..,.,-:-iter) , and to instr-..:.ct him how to guard against the like 
accident in the future, snd hope it vd.ll not be long before I 
sr�ll receive a retu.�.2' 

H .  � Arnold-Andr� treason 

The history of the relations of General Benedict Arnold ��th Uajor 

John Andre· are too well known to require repeating in this connection • 

The reader is referred to an excellent \'.'Ork by Carl Van Doren, � · • 

Secret Historv of t�e A�erica� Revolution (New York, 1941),  which is 

largely based on the papers of Sir Henry Clinton already mentioned as 
. . 

preserved in the Willi.am L. Clements Library, Ann Arbor, l!ichigan. . l!a.cy 
. . . . ..... .. 

25. PecyJuun, 127; Carl Van Doren, The Secret Historv of the American _ _  .;.;......;..;;...;�-
Re::volution (He-.·T Yor:�. lnJ,1 '  ..,Q,:....,;.:...oa._ _____ ,. r - - - - -� � -- . ! 
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of these papers contain messages in code and cipher, and some 1n 
. 

t ink 
26 

e ecre • . . · . ·: ··.· ··t • . • •  

An<U-e�··While still a captain, had corresponded in cipher with_ "a 

r.i.ld, pliant m.a.n11 naoed Joseph Stansbury, who kept a slass and china 

shop on Front Street in Philadelphia, and Stansbury was selected �s 

one · of the intermediaries between Arnold and Andre. The key was chosen 
. . 

fro� the fifth �/.ford edition of Blackst·onc� Co��entaries � � Laws 

££ �.,�land, in four ·voluces,  or frc�_ some other equally long book. The 

·- method we.s-· that already described as . a dictionary code, except. that the 

. operation of encoding involved a search through the book until the de- . -�--
. . 

sired word was found, whereas, if a dictionary, alphabetically a_�anged, 

had been used, the search v;ould have been much !aster. . !n some instances, 

invisible ink was also used and in these cases the letter F (for tire) 

r.as marked at the top o! the letter to indicate that heat was to be applied, 

or the �etter A, to indicate acid. Later 1 Nathan Bailey ' s  E.'1glisn 

Dictionary, in the tY;enty-!irst1 tr.enty-third or tnenty-!iith editions, 

was also used to supplement Blackstone� Co��entaries. 

Another intermediary was the Reverend Jonathan Odell, a graduate 

of the College of New Jersey (novt Princeton} and a grandson of iw 

first president. On 26 llay 1780 Stansbury wrote Odell that the cipher 

See also Peckham, £E.f cit . ;  Oscar She:nri.n , Cichers used E:l U · . 
as told in "Benedict .\rnold 11 (llew Yorl-:, 193l) ; The x::\erican liis- � . 
to:-ical Record (Philadelphia, .1672) ,  vol. 1; John C .  r"itz�tr.l:ck, . 
The lliz.ries of Georr·e ;·:azhin-ton, 171.;.3-1799 (Boston, 1925� vel. II ·  
li'i71-1785).l ---1- . 
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of tv;o. letters 1 nor: missing, y,nich he had sent, was based o:-1 the· twenty

fifth edition of Bailey 's  Dictiona�·. � 9 June, Odell rep�ed: 
. 

11Stick to yo\!r Oxford Interpreter 1 n in other words Blac'Y...stone t s Co;...-:len-

taries. Stansbury \n-ote from L!oorestol'ln that same day, telling Odell 

that Blackstone had its disadvantages and that Bailey was to be pre

!erred.27 

These correspondents devised a small code to conceal the �es of 

pro:ui.nent persons and places . The following appeared in the list: 

27 .  

Plain � 
Philadelphia 
Detroit 
Pittsburgh 
Susquehanna 
General Washington 
General Sullivan 
Gene:-al Gates 
General Bird 
Indians · 
Cont:ress 
Delar.are 

Jerusalem 
Alexandria 
Goznorrah 
Jordan 
st. James 
St. �atthew 
St. Andrew 
Judas lscariot28 
Pharisees 
Synagoeue 
Red Sea 

Peckham (131) makes t.he undocumented state!llent tbe.t the German 
Foreign Office in 1918 used Clifton ' s  tlouve�� Jictio��ire Fran
cais in the sa:ne 't.'a"J -.·men sending the fa..::1ous Zi..10er.";l3.M mes sage 
�he Ge�n ambassador in �exico. This statement is co�pletely 
faJ.ae. .. 

·' 

2.8. J� inappropriate nace !or a man "relatively har-mless and innocent . u  . .  
See Peckhm (178); Sherrrin (278). 
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CH.AP1'.tR ill . Tr!E F!:0�·UL SYST�� IN Tm; CIVIL iu\R 

A. � Sources ··;.�: 
.... · . .  �· .' 

The sources !or the present chapter and the next are !or the 

tlOSt part the WO�A Of eyewitnesses and are, in those instances of pri-· 

mary value. Tnough they are ion� since out of print and difficult to 

obtain! no s erious attempt has hitherto been made ·to assess their value 

in te� of modern cryptography. They are as follows : 

a. l!ve:- 1 s Ua.""lual o� Signals .-General Albert James lJyer (1827-1880) 

the .first Chief Sisnal Officer of the J..:rroy and the man !or To'he!:l Fort lqer 

was Ila!:led, served during the Yl"ar as signal officer with the A:rr:rr; of the 

Poto.!:laC -and wo· -as Signal Officer of _the Ju-my1 ·t�e latter position being 

roughly cocparable in scope to that of the present Chief Signal Officer. 

l.!yer 1 s earlier career had been as assistant surgeon, but in the yea;-s 

inmediately preceding the war he had been experimenting �tb signals, 

aided, among others 1 by tiio young officers who later served l'lith consider-

able distinctio� in lee ' s  Army, z. Porter hlexander, signal officer under 

Beauregard at the .t:irst battle of Uanassas1 later Chief of hi-tillery of 

!J:lnestreet 1 s  First Corps, J.:rmy of N�hern Virgi.nin, and J. E. B. s;:.uart, 

the fa;ilOU9 Co!lfederate cavalry com.cander. l!y!3r 's career as Signal Otticer 

of the Army l'Tas stor::ty; ·he v;as relieved on 10 November 1863 and did not re-. 
gain the position until much later. Tne sto�y is interestingly. tel� in 

considerable detail b:v J. :·:ill.ard Broml (see below) • 

. � . . , . . - · ..... � · . -
· 'q . , 
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Relieved from active duty, Colonel l!yer_, as be then was1 

apparently decided to ultilize th� time for the preparation or a 

field manual on s ignals, a sUbject on Which he was Wldoubtedly the 

leading authority then livine on this continent . In any case_, there 

s�on appeared, ��th · a  prefatory note dated January 1664, a pamphlet of 

148 pages _, of which a copy now exists in the P..are Book Collection or 

the Library of Congress.  Tne title page reads as !ollo·us_: ".A l!anual 

E.f.. Si rnals : !£!. � � of Sirrnal Officers in the field. By Col. 
-

Albert J. Uyer, Signal Office:r of the Arr:ty. Tiashington_, D. C .  1864. " 

The prefatory note already mentioned -is printed on a slip attached 

to the c over and states that a comprenensive l·rork on sigc.al.s was then 

. in preparation but t�t the urgency of the war had made . it .imp!r').tive 
I 

that a part of it be printed in advance for the use of Signal officers 

in the field. Even so 1 there �s a space to include a good deal o! 

t heoretical information on signals but the s ection on cryptograp� . 

(pages 11.4-118) is relatively sm.a1.l and is , for the most part, limited 

to a description of the cipher disk. The author found space, however, · 

to reprint an art�cle on 11llodes and Curiosities or Cipher" llhich had 

originally appeared in Haroer ' s  1':eel--..ly, 19 Dececbe: 186;3 (the article 

was also included in the se cond edition of the l!anual, pages ;302-:317) .  
This. pamphlet was, then, the first edition o.f the Yanual; only the : 

eecond has been used in the preparation of this paper, since it is muqh 

larger than the first and is identical on everJ essential point. 

... a:c o2s ' 
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Tne second edition appeared in 1866 and was published by D. Van 

Uostrand, New Yo:-k, "1. t.h the .followin& title : h_ l�e.nual £f. Signsls, 
for the � of SiP.nal Offi cers in � field, � for lLilitary � 

t:aval Student s ,  Eilitarv Schools ,  �· Subsequent editions, of l'ihich 
1 there were_ several, need not concern us here. It is interesting to 

note that in the library of the Office of the Chief Signal Officer 
. 

(then Colonel Uyer himself) there '?l-as in 1872 no copy of the .first 

edition (� Catalo�e of the tibraro, Offi ce Chief SiEnal-Cfficer, 

United States �.;y, ;:ashinP,ton, June 2Q, �: liiashin£ton, Govel"n!nent 

Printing Office, 1872) . The material on cryptography in the second 

edition appears on pages 256-317 an d  includes two plates of illustra-c; . 
\ . - � . -

tions •. . :..It· should be  ,pointed out that the plan of the work excluded 

the historical poi.."lt of view: l!yer was interested only in methods, 

not in historic events. 

b. PlUI:l' � his tor., .-In 1882 U. R. 'Pllll:l1 a former captain in the 

l!ilitary Telegraph Corps, published a two-vol\l.t:le lrork entitled 1!!!. 

lli.litarv Tele �rranh duri..'1f! � Civil War in the United States, "''ith .!!! 

exnosition of anc ient and modern means of co�unic ation, and � � 

l. In 1868 tvro e ditions, one in 18711 one in 1872 and one in 1874, . 
all published by Van Nostrc:rrl; an edition appeared in Hashington: • 
in 1870, and two were printed by the Goverll!Ilent. Printing Office· · 1 

(1877 and 1879) .  

. . . . . . 
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Federal an� Confederate cioher svste�s ; also � r��.ing acco��t ££ 
!:b.!: liar bet"t.·een the St<ites (Chicago : Ja."lsen, l!cClurg & Co. ,. 1882). 

Plum' s  primary interest rras, of course, the telegraph, but since the 

tele0raph operators had, duri.ne the \::ar, assUIO\ed the function of cipher 
. 

clerks, he gives a good deal of information concerning Cij�tography. 

His style, however, leaves much to be desired ��d the material is not 

well o:ganized. Specialists in .Arcerican History regard hl..m as highly 

inaccurate . 'llie chief passages dealing wtih cryptography "are the 

second chapter (3.3-61) and the appendix (370-377) ,  both in the first 

volume. 

c .  Bro'l'i!'l 's histor-r.-J. T1illard. Brown, who began the war a e  a 

private in the Signal Corps but ultimately rose to the rank o£ 
. . 

lieutenant, wa� the author of a one-volume record ( 916 pag:s qua.. -to) 

of his experiences , together with much historical material, entitled 1h! 
Sienal Corys, u . s . J.. . , in the i7ar of the Rebellion, 'i'ith numerous 

illustrations � � (Boston: U. S .  Veteran Signal Corps }..ssociAtion_, 

1896).  Lil;e Plum, Bro\m we.s primarily
. 
interested in preparine a vol�e 

ot reminiscences tor the Union vetera.n61 but since he was in the Signal. 

Corps, rather than in the 1!ilitary Telegraph Corps, his work supplements 
. . . 

rather than duplicates Plum ' s  tTro volumes . Neither Browe nor Plum were 

historians j their work is a rich source for historical research, . 

rather than history itsel!. 
. . 
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d .  Bates ' re�iniscence s . --David Ho�er Bates . (died 1926) had 

been from 1861 to 1866 a telegrapher and cipher clerk in the tele.g:-aph 

- -office maintained in various rooms in the old Tiar Depart�ent Building, 

located on the site of the present State Departnent. He there came into 

daily con't.act with President Lincoln and v:as an eyevlit!less of ma.ey 

bportant events in the course of the war. In 1898 he published a short 

article in Har;:)e:- ' s r;eeklv (pages 105-109) entitled 11A Rebel Cipher Des-

patch", ·\'Thich has some infom.ation on Confederate cryptography. later 

he published his re�niscences in a book called Lincoln in the Tele �aph 

Office (New York, Centu..7, 1907)1. 
e. Has·.-:ell1 s article .-John H. Haswell, for many years a State 

Departr.lent employee, published in the Ce:1turv Eae"azine, ·1oluroe ImiV 

_(19�191.3 ) ,  pages 8.3--:9.2, an .article entitled 11Tbe Ciphers o! the 

Ancients, and so!lc of those in zaoder:l u s e . "  Haswell is a primary source : 

be COm?iled an unpublished history of State Departoent c��unications 

of which the article is probably an_ abridgement. 

!. Pratt ' s  book.--Fletcher Pratt, the author of numerous articles 

and books on military subjects, . published in 1939 a work cslled Secret 

� Ur�ent (reprinted, Garden City, 1942). This book is entertainingly 
' I  

l'ITitten and Pratt follo•·;ed the laudable practice of checking statemeryts 

found in his sources, even to the extent of making certain that the 
• . .  

.. 

• 

.· • 

1. Parts of this book had already appeared in e s eries of articles -� 
the Ccntur·: l�ar.azine, volume LXXIV (He\'/ series vol. LII) 1 l!ay to . 
October 1 19J7. Lincoln in the Te"' e !!r�oh Cffice \·;as o.ttractiv�ly l'e
printed in 1939 by D.  A�?letOn-Century. 
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Crj�togr� used as illustrations are deciphered correctly : his 

_ _,. text is frequently more correct tha."'l those he has followed, but 

Pratt possessed no infor�tion concerning official cryptogra�hic 

systems not available in the pu�lished books or articles alrea� 

cited) except that he ��s much better informed on the histor,y of 

cryptography than ��y of the others. . 

B. � llilitarv Telegraoh Corps 

When the Civil War bega.!l1 the electric telegraph had been in use 

for less than a quarter century (the date of Uorse 1 s  patent was 18�7). 
!n the Crimean ;7ar of the preced.inc; decade telegraphy had been used !or 

military purposes �or t?e first time ;in history: . it was noi'i to be given 

its first thorough trial in combat operations on a l2rge scale. With 

the development of the milita.� telegraph the present paper is not con-

cerned: the reader is referred to the works of u. R. Plum and David 

Ho:ner Bates cited in the fore-nord. l�evertheless, since the personnel 

of the llilitary Telegraph Corps served also as cipher clerks and on 

occasion even as CQQpilers and cryptanalysts, it n� be well to give 

a short account of the founding of the corps .2 

2. Apparently, the word "corps II lias adopted by the members Without 
authorization: see Plum, vol. I, page vi; , .  
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When the y;ar broke out, David Homer Bates tras e.!llployed as a 

telegrapher by the Pe��sylvania Railroad at Altoona, P��sylvania, 

• 

About 22 April 1861 he received a message from Andrew Carnegie, the 

Superintendent of the Pittsb�g Division of the railroad, then t�por-

ari.ly in Washington v;ith Colo:1el Tno.cas A. Scott, .Assistant Sec:-etary 

or y;ar and General l!a.nager of W.litary Railroads and Telegraphs. 
. ·: 

Carnegie and Scott were organizing goverr�ental control of railroads 
. 

and telegraphs, and ord'ered Bates to proceed to ilashint;ton ;d.th Dlvid 

Strouse, Samuel M. Brown, and Richard O'Brien, also operators for the 

*r�oad, to enter the .. military telegraph se-rvice . These four m.en 

reported at once to Colonel Scott and were followed by additional 

�� operators in llay and June.
3 

l. These four operat'ors for:::�ed on 27 April 1661 the nucleus of the 

\ 

United States Ui.l.i�ary Telegraph Corps, · l'ihich had a .t:a.:d.m� strength of 

over 11 500 me�bers, and rendered much important service to the Federal 

Goverment during the Civil Via:r. T'ne first superintendent was David 

Strouse, one of the original four operators, T:ho held that post unt� 

October 1861, shortly before his death which was caused, apparently, by 

tuberculosis, co�plicated, so Bates. implies, by overwork. Strouse was 
.l. ·,· 

3.. See Bates, Centurv, 123-125, and his article, ttA Rebel Cipher · ·  
Despatch, one \thich did not reach Judah J:.  Benjamin, " in Harper.1s· · 
Weekly, June 1898, 105. 
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succeeded for a short period by Jaoes R. Gilmore, and he in turn by 

- Sho::.as T. Eckert, who ·remained in cha:-ge fro::1 1861 to 1866. Eckert, 

first a captain, was prom�ted to major and ultimately to Brevet Briga

dier General before the '\'l'a.r was over; he took a large pa....-t in the appr� 

hension of the p::rsons charged v:ith the Lincoln assassination plot. After 
. . 

the ttar he b ecar:1e preside:1t a.,d later chairman of the b oard of the Western 

Union Telegraph Company and ·was still livi...ng at � advanced age in 1907. 

Bro\'m and O 'Brien were soon sent else;·ihere as operators but Bates remained 

in the War Department Telegraph office until 1866. He had thus an 

- - -:: ·.:- · unusual oppo;-tunity to · observe President Lincoln and to gain a first-

hand knowled.3e o:: the c ryptogr�phic syste.cJ.S used for enciphering Lincoln 1 s  

·. · dispatches • . '�- H� . was aid� d . also by Charles A .  Tinker and .Albert ·B. Cha.."'ldler, 

'Who after the war long occupied influential positions in the c om:4lf:rcial 

telegraph
. 

companies, 4 as did Bates hics elf . 

Tnese men continued to serve as operators of the telegraph through

out ��e W3r1 but they did not participate in the field activities of· their 

comrades in the corps : they laid no \':ires and were not subject to the 

dangers of battle. Instead, they mastered the t echnique of enciphering 

and deciphering cryptographed dispatches and at times succeeded in solving 

Confederate ciphers . Bates alone of the four War Department operators 

has left any memoirs . 

. . 

4. Bates, Century, 127, 132; Harper 1 s  105; Pl��� I, 66-68, 79� 
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J...t this point it i'tould be i'iell to point out that the friction 

\'l'hich on both sides so  freque:1tly interferred i'ci.. th the efficient · 

prosecution of the t;ar did not fail to inf·ect even the llilitary Tele- . 

graph Corps . Plum (I, 59) goes so far as to express in detail his 

opinion that the telegraph operators ·\�ere more competent to serve � 

cipher clerks than staff officers . Surprisingly enough, he suggests 

that staff officers had during lulls in campaigns very lit�le to do, 

and therefore att�pted to usurp the functions which Plum, rightly or 

�Tongly, believed the privilege of the telegraph operators . 5 Certainly 
it can be said at this- l.a.te date, with the advantage of the experience 

1 • - ·  

( l 
of two r."orld t'ars, that assignment of technical functions, sqch as . 

. .  cipher nork, · ·to persolllfel not required to d o  anything else �es for 

greater efficiency. 

Co:n.r:\a.Ilding generals the;-c.selves undertook on occasio!l to handle 

cipher matters ��th unfortQ�ate results. General Grant, . for example, 

when at La Grange, Tennes see, sent a message in cipher. to General Hamil-
. 

6 ton at the front. Hamilton was unable · to read the message and asked 

for a repetition. Grant then insisted that the encipherment be had made 

5. 

6. 

See the letter of Colonel Anso!l Stager to General Halleck, 21 January 
1864 (Plu."D. II, 171-172) which confirrilS Pll..l!J 1 s  feeling. Stager signs 
the letter as superintendent of the tili�ary Telesraph Corps, q post 
Yfhich Y/3.5 held, accordin[; to Bates a11d Plu."!l, by l!ajor Eckert� · Stager · 
seems to have served in a confidential .capacity, not. clearly defined. . · 

I 

PlU!ll1 I, 59-60. 
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was correct but handed over the message to his operator. At another 

· - t�e , Grant we�t to Y�oxville fro� Nashville and left his operator, 
. . . 

s .  H. Beck-with, at headquarters in Nashville . .l.!eanwhile, several 

cipher telegrams arrived at Knoxville , and Grant, unable to read them, 

gave orders to his oper�tor to give the cipher key to Lieutenant Colonel 

Cyrus B. Co�tock of his staff, s o  that all future messages coul� be 
. 

read. At this juncture , the operator, Bec�i.ith, refus ed to turn over 

the key to Comstock. 

: :r- . .. ,... #: 

stating that his orders from the War Department were not to give 
it _w anybo�v-the co:::ll':'landing general or arv one else . I tolC. him 
I t:ocld see Y:ilether he would or not .  He said that if he cliO. he 
wo�ld be punished. I told � if he �d not he most certainly would 
be pu."'lished. Fii'lally, seeint; that pwtis!-...ment was corte-in if he re
fuse d  lonr;er to obe:.; P...V order, and being sorceY:hat re.:1ote ( even if he 

, . :' ,:: : ,:r;as not .protected altogether fror..1 tbe .consequence� oi his dis obedience 
.to his orde:-s ) fro::1 the ·�·:ar · Department; 'he Yie lde,d. r.ben I returned 
from Knox�ille I found quite a co��otion. Th� operator h�d been rep
rimanded very severely ��d ordered to b e  relieved. I informed the 
Secretary of �ar, or his assistant secretar)· L� charge of the tele
graph, Stager, that the man could not be relieved, for he had only 
ob eyed my orders . It was ebsolutely necessary for rne to have the 
cipher, and the .can \·rould most certainly have been punished if be 
had not delivered it; that they would have to punish me if they 
punished anybody, or words to that effe ct . 7 
The operator, Beckrcith, was unfortunate enough to b e  1n a position 

mere tT;o jurisdictions conflicted. General Grant Y.-as ,  surprisingly 

enough, unacquainted ·with the follo-.·d.ng acir:ri.rable ordert 

7. U. S. Grant, Pers onal Henoirs (New York; 18CO ) ,  ll, 103-10.5. 
Grent 1 s memory was then faulty: he calls Comstock a captain. · 
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r;;._� D:::PAR!'l.!SHT 
Washingt�n Cit:,·, Ja:lUe.ry 1st, 1�4. 

ORDmED: 
. ;.c· .. , • , . 

TI1at the cip�er booY� issued by the Superintendent of Mili
tary Telegraphs be ent:-ustc.:i onl:: to the care of telc ::::re.oh e:>..-:)erts_J 
selected for the duty by the Supe!"inte�de�t of Telegraphs, and 
approved and e.c�ointed by the Secretary of :�a!" for auty at the 
respective headquarters of the Eilite.ry Dep�rt�ents ,  and to 
acco=pany the aroie s  in the field. T.,e cip�ers fu:nished for 
this purpose are not to be imparted to anyone, but r:ill be kept 
by the oper�tor to whom they are entr�ste d, � strict confidence, 
and he ''ill be held responsible for the ir privacy and proper use .  
Tney Ttill neither be copied nor used by any other person, without 
s_pecial pe:nnission fro:J the Se cretary of '.�ar. Generals to::l!!landing 
\'rill report to the �·:ar Departm�!lt ar1y default of duty by the cipher 
operator, but will not allo;·t any staff or other officer to inter

fere l·:ith the operators in the dis c�arge of their duties .  

By order of the Secretary of War. E. ·n. ·Townsend. 
Offi cial: T. s .  Bowers , !• �· Q. . !· !· .Q. 

Had Captain Beckwith presented this order to General. Grant, ·the fric-. 
tion would have been avoided; why Grant himself bad not already seen 

it is not clear. In any case, General Halleck ' s  letter to Grant is a 

masterpiece of exposition: 

Head-quarters of the Army. 
Washington, January 22, 1864. 

�jor General Grant, Chattanooga: . 

I enclose here��th a copy of a note f� Colonel Stager,· in 
re3ard to his instruction to llr. Bec�·dth re s?ecting the new cipher. 

!our telegr�gs in regard to Lieuten��t Colonel Co�stock ' s  orders to 
lli'. Beclc-;.-i.th have been submitted to the Secretary of. \'lar. It r.as 
kno�-:n that the contents of telegra':lS cop:nun:icated by means of exist-

B. Just when BeckYrith y;a.s made a captain is not knO\m, 

- . . ---
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ing ciphers, had been made public · ��thout authority. As these 
ciphers had been ccr.:muni.cated to a nu:nber of persons, the De
par�ent was unable to discover the delin;uent inciividual• To 
obviate this di.:' fi cultr 1 a new and very co:1plicate d cip�er was 
prepare d for cow::'..!..'1icatio!1s betwee!l you and the �·iar Dep::lrt�ent, 
l'lhich, by the di!-ection of the Se cretary of �'iar, was to be cac
r:unicated to only two individuals-cne at your head-quarters, 
and one in the 1�a!' Department. It was to be co:r.r:ru.nicated to 
no one e lse--not even to me or any oe�ber of �v staff. Mr. 
Be clc·."ith, who was sent to your he ad-quarters , was directed. by the 
Se cretary o! ::ar to co.u:.=runicate the cipher to � �· In obeyi.ns 
C9loncl C�stock 1 s  orders, he disobeyed the Secretary, and has 
been Ciscissed. ne should have gone t o  prison, if Colonel Com
stock had seen fit to put him there . Instead of forcing the 
ciphe r fro:J hii:l in violation of the orders of the ·,:ar Department, 
Colonel Co�tock should have reported the facts of the case here, 
for the inform.tion of the Secretary of ";Tar, who tal:es the per-

, ..... - -, - , . .  ... ..... �.... " sonal supervision and dire ction of the ulitary Telegraphs .  On 
·a:·ccount of this cipher having been ccr:.municateci to Colonel Com
stock, the Secretar.f has directed another to be prepared in its 
place, whi ch is to be co�unicated to no one , no t"...a.t ter '\".'hat 

( 

\ 
. / 

his ��' ritho\;t his spe cial authority. The Secretary CiOeS not 
· perceive the ne ces zity. for CQ�•�'licating a special cipher, intend-

·� ... .. . .  � , ed ·only .for · telegra� to ·the \·.:ar Departr.ent, to members of your 
staff , a."ly more t!:a."l to mecbers of my staff, or to the staff 
officers of other Generals co�Cine geographical depar��ents. 
All your co::=.U!'ications -:.·tith others �·1ere conducted through the 
ord.ina::-y cipher. It lias intended thc..t Hr. Becl:.-::i.tj:l should accQ'D
pany you wherever you required hilL-transportd.tion being .furnished 
for that purpos e . If by any casualty he should be separated from 
you_, com::runications l7ould b e  kept up by the ordinary cipher until 

· the vaca."lcy could be supplied. It is to b� regretted that Colonel 
Coo:stock interferred -..d.th the orders of the �"iar Department in 
tl1is cass. As stated in £o�er instructions, if any telegraphic 
e.T.ployee should not give satisfactio:1, he should be reported, and 
1£ there be a pres sin� necessity, he may be suspende d; but as the 
Corps of Telebraphic Operators receive their instructions directly 
!rom the Secretary of t,'ar, their instructions should not be in_ter
ferred '1·.-i.th, except under very extraordinary circU!llstances, whlch 
should be :iJr.:nediately reporte d. 

Very respectfully, etc. ,  

H .  W. Halleck, 
Gene�al-in-Chier. 

1 
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P. s. Colonel Stager is the confidential agent of the Secre-
tary of r.'ar, and directs all telegraphic zr.a.tters under his .orders. 

.. .. 
;..�.;. 
.. . · .. . , .· . 

.. • . . .. 

Grant 1 s  reply, like��e1 is of g�eat interest : 

Head��uarters tilit�ry Division of the rississippi, 
Nashville, Tenn. , February 41 1864. 

l!.ajor General H. W. Halleck, 
General-in-Chief 1 1lashington, D. C. : 

Your letter of the twenty-second, ' enclosing a copy of Colonel 
Stage r ' s ,  of the twent:;.r-first, to you, is received. I have also 
circular, or order, dated Ja,uarj· 1, l€641 post-u.a.rked iiashington, 
January 23, and r�ceived on the. twenty-ninth. I "\7ill state that 
Bec�·�th is one of the best of men. ne is competent and indust�i
ous .  In the matter for "o'lhich re has been dismissed, he only obeyed 
lilY orc!ers, a."ld. could not have done otller-•ii.se tha.:J. he did and re-

. m.ained. Be ckwith has a!.wa:.·s been employed at head-quarters, as an 
operator, and I have never ·thou5ht of . ta!:in; hio with me, e�cept 
Trhen head-quarters "o'iere r.�oved. · On 'the occasion of ey g9ing to 
l�oxville , I received 1;ashin;ton despatches which I could not read · 

until my return to tr�s place. To remedy this for the future, I 
· 

directed Colonel Comstock to acqu.E.in.t himself v.-ith this cipher.
Bechi•;ith desired to telegraph Colonel Stager on the subject before 
comply-i_nc; with r:ty d.L-r-ections . Not lmo'::i.ng oi any order defining 
who and who alone could be entrusted with the :�ashington cipher, 
I then ordered Bec:·::\'d.th to give it to Colonel Comstock, and to 
inforn Colonel Stage!' of the fact that he had done so. I had no 
thought in this matter of violatin£ a.11y order, or even Yti.sh, of 
the Secret.�ry of �·:ar. I couJ.d see no reason lihy I was not as 
capable of s�le cting a proper person to entrust \'lith this secret 
as Colonel Stager; in fact, thought nothing furthe!' of the matter 
than that Colonel Stager had his O?erc.tcrs u:�der such di�cipline that 
they were afraid t o  obe;,r orders from any one but. hlr.lself, :;i.t.hout knoii
ing first his pleasure . Be ckwith has been d.is:nissed for obeying my 
orders. A better man can not be select€d for the position. r · re-· 
spectfully ask that Bechi'iith be restored. r.hen Colonel Stager ' s  .. 
directions were received here, the ciP.her had already been corr�
cated. The order ,·,-as signed b�· hi,.nself and not by direction. of the . 
Secretary of \'Jar. It is not necessar1 :for me to state that. ;r am 
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no stickler for fom but rd.ll obey a.n:t order or wish froo B.rJ:S 
of ·r:IY superiors, no natte:- h o;·: conveyed, if I r.no\7 or only think 

� - it con�s fro� tha� .  In this inst��c e, I supposed Colonel Stager 
was acting for himself, and 'r'l'ithout the kncr,;led.ge of any one else . 

I am, General, very respectfu.lly, your obedient seryant, 

U. s .  Grant, l!aj. �· 

c. 
The -loork of the Signc..l Corps , as org<?Illzed and directed by l.!ajor 

(later Colonel) Albert J. Byer, has been already described in other 
. . ' 

publications to l'Ihich the reader is rafe�ed for .ft4). accounts. 9 It is . . 

·sufficient here to point out th�t there ��s a sharp cle�vage �et��e� the 

assignment o.f the Signal Corps and that of the �tary Telegraph Corps, 

C. _ 

·the .former oreanization con.fi."'ling itself to pro-..rid.i.ng signals by I:leans 

o.f .flags; lights, and even electrical I:leans .for the use of units in the 
J I 

field, Tihile the latter concerned itself primarily with telegraphic com:nuni-

cation between less mobile stations . . �t there was ri-ralry 1 at ti=:es ill-

natured, bet are en the tvro corps 1 - appears occasiona.l..ly in the narratives of 

Plum and Bro'l'ln. 

ll.yer's  great achieve:nent was not, o.f course, in the field o.f c·ryp

tot;raphy:10rather is ha to be cre�ted r.ith developi.ns in only a .fevr · .  · 

9. See Historical Sketch of the Si �al Coros (1860-1941),  Eastern 
Sien�l Corps Schoolz P�;hlet l�o . ;;_2, Fort. l.:on:louth, H�w Jersey,: 
1942, PP• 1-17, and J.  �:illard Bro•m, The Si -:-n�l ��' U.S.A. , ! 
1861-1865 (Boston: U.S. Vetcr<lns Si�nal Cor�s J·�ssoci�tion, t896 ) - · 

10. Brown (24) says th:tt l!yer discussed metho:is o! deciphe:::1ent ,;ith 
Horace Porter at :. :est Foint in lC:�O but he -ives no details. 
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years time the science of signals 1 and ,:lith orga:'lizing an efficient 

- - Sit;n�l Corps . His l�a:1Ual is c o:1cerned prirna::·ily t:i. th visual signals j 
' 

when he sp�aY� of encipher�ent, he does so only incidentally because 

messages to be transmitted often need to be enciphe:-ed. He apparently 

did not realize the fact that the problem o� encipherin0 plain text, 

r.hether the message was to be sent by telegraph , by visual signal, or 

by c ouri�r, was largely the s ame .  Had he re.ce!Ilbered this simple fact, 

his description of crJ,Ptographic devices Yrould h�ve been cuch easier to 

!ollo�. As it is, in illustrating his methods he often. conve�ts letters 
P./ 
� to signals and then reconverts signals to lette�s before en�ipherment, 

finally reconverting e�ciphe�ed lette�s once oo�e to signals. 

c · . O'olr kncnvledge of !ede�al syste.::s not based on transposition is 

\ 

. : . .. . 

confined t o  l.r.ycr 1 s l:anual : this is because the llilitary Tele6�aph Corps 

unifo=mly us e d  transpositions . � desc�iption of the Federal systems 

becoces therefore, except for the sections on tr��positions, large� 

a s��ary of the pertinent paragraphs in Uyer 1 s  Uanual. 

D .  �onoalchabetic substitutions 

The term Yrhich heads this paragraph Y�as ,  of c ourse, unknmm to 
. l!ye r '  s c ontemporaries but the section of his boo!c e:1ti tled ncryptogra.c.s 11 

. . 
�gcs 2.56-266) contains no cipher not included in the term. A lrord 

must be said of l.!yer 1 s type of signal code, the best e.x.alilple of lvhich, . 

for illustrative purposes, is his "Code of TYro El.ements 11 (paee So) thlch 
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is fundamentally not dis si.r:Ular from the l!orse Code. Each letter is 

indicated by a syr.:�bol composed of t)·io elelllents, in this case ,  the 

digits l and 2 .  Tnus ,  A = 11, B :  1221; C = 212 ,  etc . ,  an d  in this 

way the letters can be converted to a flag movement, a colored light, 

or any other mediuw, including the elect=ic telegraph, w�ch the signal 

officer eight choose. But in i+J,ustrating his crJ?tographic systems, 

}Jyer selected an eight-element code in Vlbich the digits 1 to 8 fonn 

dinomes, one for each letter of the alphabet, i . e .  A = 12, U = 52, etc. 

At this point l.!yer digresses for the mo:1ent fra..1 the visual sigoa.l to 

one l7ritten on paper and carried by nand .• - He suggests that the arro�'- " .. · 

bead may be used as a sy:Jbol: two sizes of arrowheads ;;;e.y be e:nployed 

. c· . .  t o  represent the tr.o-eleme:nt symbols, an d  by changing the direction of 

the arrol'lhead.s, sy:nbols for the eight-element croe may be
. 
provided.ll 

In enciphering, the process begins first with the conversion of the 
plain te:d t o  the eight-element code, that is, to a series of dioomes, 

and then converting the dinomes to a sequence of arrowheads. He points 

out, however, that if a tv:o-element code be used, then the large arrow-

heads could reprasent one element, the small ones the other 1 and the 

direction could then be
.
varied �t will to provide !or confusing the· 

. . . 
en�. Instead of the arrowheads, a succession of �traight' �d curved 

. . . 
ll. This idea se�s t o  have been derived from the cuneiform inscriPtions · 

of �bylonia and �\.s�yria which, ow:ine to the fact that they. na� . . . .  ·. 
only recently be cowe lmo�·.n in America, were enjoyine a· g:-:�t. vo�e .  
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lines uay be used, or the message may even be sent in a bouquet of 

flowers, certain types having been aereed upon in advance or by using 

different size nails in the shoes of t�e messenger.12 He · al�o gives 

an illustration of the use of his "�neral Service Hooographic Code11 

(lfanual, pases 130-149) to send a message disguised as a cOCl.Oissa.ry 

memoranduo (page 261) .as follows : 

OFFICZ OF TOE A.A.C.S.  

lle!!lorandum of stores issued. 
Pork (bbls . )  • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • •  

Beef (rations ) • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • •  

Salt (sacY�) • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • •  
Rations - Coffee • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • •  
P.ations - Hard-oread • • • • • • • •  ; • • • • • • • • • • • • • • • • • • • • • • • •  

2251 
33, 531651 

1154 
33, 424143 
42, 22)254 

The digits ·at the right when paired off in twos can be deciphered free 

( . ' , · the· Ho:nographic Code as \-r'E l.iOVE �T l.O:DrliGHT. 
Still another means of transmitting a message on paper is to draw 

a series of dancing men, after the manner of the cryptogram in Sir Arthur 

Conan Doyle 1 �  Story of the DancinG llen (see the illustration on page 262) . 

It is possible that Doyle got his idea from Uyer' s  V.anual. 

That the use of vari"ants increased the security of a message was 

'Well understood by l!yer Ytho suegests that a cipher based on a two-element 

: . 
·12. llere such methods actually used during the War? 
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code bu: using several symbol s ,  either letters or digits, as variants 

- -would be preferabl e .  He gives an illustration of a five-e��ent code 

(�ual, paees 101-lll) using letters as variants .  This l\orked as 

follow s (pages 264-5 ) :  

ele=1ent 1 :  
element 2 :  
elerr:ent 3 :  
ele.:1ent 4 :  
elenent ; : 

A F K P U V 
B G L C'. W  
C H M R X  

.D I N S  Y 
E. J :o T Z 

Note the progress ion in the �olumns and the position of V. The letter 

.�, - �hich in the five-element code has the value of 121 may be enciphered 

by ' any letter in the f?-rst line follo�·;ed by any letter in the second. . 

Thus, there are 30 per�utations of a digraph .for a single letter. :ben 

(_ � the first elei&ent is not involved, then the per.�r.utations are only 25 . 

·. 

To illustrat e :  

plain �ext : F L E z 'l' 
.five-ele�nt : 12. 23 51 51 ' 54 
one vari�t :  FB· C':l! TA ZP EY 
another: 3 1m LR OF· JR TI II" 

and so on. 

The final �noalphabetic substitution is J:Je nt ioned by lO'er not be cause 
. 

he regarded it as worth recoumending but because "it may �omet�e be 
. encountered" . The alphabet is l'll'it ten as follows z 

' .  ' · . . ,,. . 

. . 

. . .  

Thus, the '\':ord FIEEI' might have been enciphered by 4 , 687', 500 differ-
ent ten-letter co!tbinations '\'d.thout a repetition identical• � aJi .  . . . .. • 

ten letters. The !act t r�t E is repeated reduces this figUre �om 
117 ,187,500. 
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A B C  
1 2 3 
J K L 
1 2 3 .,, . 

·;.;-· . � .. - . 
S T U  
l 2 ;3 

D E F  G H I  
1 2 3 1 2 3 
1.: li 0 P Q R  
1 2 3 1 2 3 
V \I X  y z 
1 2 ;3  1 2  

Each letter \ns indicated by its nu;�er inserted in lines indicating the 

proper angle , e . g .  A = JJ, U =0 etc.14 

E. !h! Ciohe� Disk 

Uye r 1 s  s ection on the cipher disk is entitled "Signalling in Cipher? 
(l.!anual, pages 266, 278, l5 plates ylh and r;�7) and the description is as ·, 
follows : 

Descriotion of Si cn�l Disk.--On a soall disk of cardboard, or 
other oat.e�ial (?1. V, Fig. JJ; s.:-e ..,-:ritten or printed the letters 
of the alphabet in irregular seq_uence and a:-ra.nged around the cir-

. cu.c..ference of the .disk • . Tnese letters are so olaced that \'ihen the 
disk is prope rly held, all the letters are upright . On this small 
disk are also printe d  t!;ose cambina:.ions of letters rthich frequently 
occur in \7ords, as "tion", 11ing11, 11ous u ,  etc . ,  and a si.;n t o  mark 
11the end cf a word" . On a lc.rger disk are written or pinted arrang
ed arounds it circUI:l!erence in the sane Il"-'lil.'1'�r, either the lett ers of 
�he alph;;.bet or the sy;:.bolic numbers of signals which are to be used. 

The disY� are fastened concentrically togethe r  in such a manner 
that one may revolve upon the other, an� that they may be cl�ped in 
any positi�n . They are of such sizes that, �nen so fastened1 the 
letters, e tc . _  upon the :i.I1ner disk, will each appear close to and 
directly opposite one of the signal combinations upon the outer disk. 
(See Plate V, Fig. 1) . 

14. This type of cipher is called the "Rosicrucian or pig-pen cipher." 
by Fletcher Pratt, Secret � Ur3ent (G�rden City, 1942),  l42. 

15. Reprinted, without acknowledgment, by Brown, 99-101. . . 

• 

16 .  See Figure l. 
. . 

17. See Figure 2------------!"'--....._, 
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. The figures 11lt1 and 118" are so::tetioes used instead of the 
figures 11111 and 11211, to s;,'Ulbolize the eler.1ents "one11 and 11tlro" 
because the figure 118" is uprieht in I:lost positions on 'the 
disks . 

Having a disk arr��ged an� cl�ped as at Fig. 1, Plate V, 
it \·;ill be clearly understood by any signalist that · so provided 
he h·as befo:-e him an alphabetic code; \',·hh every letter opposite 
its siGnal symbols . And he n�ll co�pre�end that, by referring 
to the disk, he CQn t:-ans,�t it in s e cret signals or cipher by 
�ov�1g the disks upon each other, and so � · changes in the 
code • .L8 

Tne use of such a disk requires ,  of course, that both the s ender and 

the re cipient know the key.· The �ost secure v:ay of effecting this 

would be .to have the keys deter:rined by a central bureau and made known -
to the signal officers by some p�lication. This possibility was not · 

overlook
.ed by lJ.yer but, surp:-is;ngly .en.ough, he seems to have intended 

the keys to be chosen· at will and the .key ·.indicated'· t o  the recipient 

at �he beginning of the transmission of a mes sage l Under the conditions 

of field s ignalling du..-i.ng the Civil l7ar, it nould often happen that an 

enemy s ignal officer might easily intercept such a message, key and all. 

Taa.t th e Confederates were unaware of the general character of �er 1 s  

systems of s ignalling is impossible . The CorSederate �ignal 3ervice 

was organized at the outbreak of the y;ar by Captain (later General) 

• 

18. Rules for the U.S e  of the disk are given in the Ea.rlUal, 269-2:73. 
�ore cooolicated disks than the one des cribed are discussed: 
they all· utilize the same basic principles .  J. i'iyatt Reid · 
(!:anu.ll, 287) had p:::-epared a brass disk in llhich the letters iiere 
deta chable !or cha!lg� the alphabetic sequences . 
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E. Porte:- �oxander, l'l'ho had. been associated with i�ajor ryer in the 

old Ar=Jy rlhile the latter v;as devisinc hls signals.l9 �oreover, it 

_ _seems improbable that at no time the Confederates captured one of the 

cipher dis ks . If 1!.yer knew of this, then his confidence in the security 

. .  of the disk after the \rer shows how little the pos �ibility of cr]ptan-
.. 

alysis r.as understood. at the time. 

One of the weaknesses of the disk Ttas, of course, the abnormally 
. 

high fr.equency of the signal standing for 11end of word" . Sereeant 

Francis li. 1�etcatf2° realized this and called attention to. it in 1864. 
. . 

To obviate the difficulty, one had only to eli..minate the signal� running 

the words together, but this seems not to have occurred to �etcalf, �no, 

instead, invented a four-disk device,21 the first and second having the 

letters (an alphabet plus &, 11tion", "i-'1g11 and "end of word11) ,  fifteen 

on each disk, and the third and fourth the signals i but before co!:!plet-
.. 

ing his experiments liith the disk, he discovered that it would be· better 

to place all the letters on the inner disk and the signals on the three · 

outer disks, ten on each. In fon-ard.ing Metcalf 1 s cipher to Washington, ·  

Captain L. B. Norton e=.:iphasized the weal-..iless of the 11end of word11 signal 

and his suggestion that it be o�tted was apparently adopted • 

. .  
! 

19. See Brov:n, 213. 

20. See BroYm, 118-119. 
. .  

. •. 
• 

21. This may have been si.l!lilar to the fi ve-d.isk device shown in lJyer 1 s 
}�Cinual, plate V, fig. 5,  \·;hich has a second alphabet on the outer
most disk. 
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··· ···\_ F. Pol .al-oh:!..betic substi tutions 

let the vulne:-ability of oonoc:.lphabetic substitutions such as would 

be produced by the cipher disk ��s to s ��e extent . realized--Poe ' s  st ory, 

Th e Gold Bu-;, probably uas sufficient de::�onstration, for l!yer (pages Zl'J-

277) advises the user of t_he disk to change key in the widdle of the 

messaze, and specifically, at th e .  end of each word. 22 T'nis would produce 

a kind of _polyalphabctic substitutioz:, and would delay a cryptanalyst to 

some e;d;,ent. J.n alternative \7ay of changing the key ·would be to use a 

key ·word�er calls this a 11countersign woro11--such a.s B..UTlliOR3, 

G3?.1.:A!O:C HC37S, and the like. In this -.·,'ay, each letter of the key 

would deten::rl.ne the setting of the disk for a single trord or .for two 

consecutive r;orcis . Care should be taken to choose keys in t:hich letters 
. 23 -

\vere not repeated. l�ye::- advises t�at · the ·sentence be reversed before 

enciphering, or that at le�st the clauses be reve�sed. He appears never 

to have reached the point rmere he realized that the ob servance of the 

ll'Ord lenzths \72.S a treakne s s .  The following .is his illustration Of the 

cipher disk used with the key y;ord !.:OHICAN: 

Key 0 H I 
Plain text : Tn e �nem:r have crossed the river. Send a 

.. 
22. �uch to the su:-prise of the modern reade�, Cyer (pa�e 278) actua� 

mentions as a pe�itted practice the inclusion of plain t�A� in a . . 
cipher .t:lessaeel 

"': . 

23. Co1uederate keys (see Par. 13) overlooked this poin�. 
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Key: c A N 
Plain text : cavalry force to his rear. 

rrnen the cipher disk is set at N = ll, the following is the cipher text : 

FIV GV";;VNH GH.Pii�GZUS:a:U:J�Y. I;I!.JGK �!!FO:;zz:c. UD!l &�NJD.JITEXn..'THZ 
INGIJTIO:t . .  -Q I.QFL 

Note the repetitions of ING and the co!:lbination TIO:·; which result from 

the fact that the outer ring of the disk, having the two-ele::�ent code 

written · on it, has been used as the plain alphabet, and the i��er ring, 

l'lhich has the co.uiliinations Tro;� and · IHQ, as a cipher alphabet. 'nle !our 

examples of cipher ING stand for different plain letters in each cas e .  

Another ��y o f  prcducing this kind of polyalphabetic substitution. 

involves the signal on the disk called "end of t:ord11 which llyer call.s 

nthe front signal11 fro:n th e .cotion of the flag indicating it. In the pre-

�eding exat1ples, the · 11end of ;1ord11 signal would have its obvious plain 

value� but it could also b e  us ed as the cipher equivalent of whatever 

letter happens to b e  opposite it, and_ some other combL�tion be agreed 

upon as the signal for "end of r.ord11 1 and also as a switch group. 

The possibility of making rines !or special purposes is me�tioned 

and also of using Greek and Hebrew letters in place of the Roman� {Pre
sumably, the chaplains would be called upon to assist signal office.rsl ) 
Moreover, it is suggested that rings can be made to be used acco�g to 

the days · of the week, or the disk may be p:-ovided l'l'ith variants . .. • 
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G. Hawlev ' s  Cioher Device 

Sergeant Ed·,.d.n H. HaHley, of the Signal Corps, devised a. nvery 

int;enious and valuable plan of cipher" .  

T'ne ap;>aratus consists of t-.·;e:l'ty-six long and narro;1 tablets 
fastened together at o�e enc, arranged as the tablets or strips of 
so�e kL�ds of wooden fans . On each tablet is inscribed an alphabet 
��d the nuce�al sibnals for its lette�s, and the co=bination of 
letters t;e!'le�c.lly u sed. The alphabets a:-e so arranged t!lat the 
alphabet on the first strip ccr.o:iences -.ii.th the lette:- A and its 
siznal at the top of t!.": e strip ; the letter B and its si3nal are at 
the top of th e second strip � and so on. In encipherin5 a cessase, 
a key-l;ord bein,; given, the alphabets a.."'ld sienals upon these tablets 
are u�ed, e�ch bein; t�<en L"'l such sequence as are indicated by the 
letters of the key-Ymrds. 

Tne device produc ed, of cou:se,  no other effect than tr�t ot polyalpha

betic substitution using different sliding alphabets based on a key word.24 

: H. A."lton 1 s Cioher Device 

Private John C.  Anton, of the Signal Corps, Vr-as the inventor of a 

cipher table25 lihich he intended .to be marked on tin or leather; or some 

other durable cate:-ial. The table is nothing more than a series of direct 

standard alphabets to which the polygraphs tion, ing, �� and a dash 

have been added. These are placed as follows : 

24. 

25. 

I .  F"'.R.IJ:m.J;O?"'..J>.STUV;J:YZ tion ing and - .A3v"'DE 
ll JlCU��:O?:';.a5TUT::::·:YZ tion ing and - A3CD�"'GHI 
ill ST'v"T.:t::tz tion ing and· - JB(;�Efi}�IJiJ.:::OPQR 
IV OP2.STt.rv:.:az tion ing and - A3CD::FGEIJ"lillill 

V uv:·.-xrz tion ing and - A:SCD.:FCP..IJl�lOP�T 

l �anual, 267-Sj Bro'lm, llB. 

l:anual, 286-291. 
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J.bove tiJcse five alp:.abets is a rort containing the signals , e . e. 11 B, 

11, 18, etc . ,  and below the;u a ror1 contain.s nU!:lerals, e . g. 101 201 30, 

_ _  etc . ;  1, 2, 3, etc . ;  200, 3001 400, etc . ; up to 20,000. A final r� 

contains sisnal3 for "J..:e you ready?" and the like ,  The trans:nitter 

establishes co�unicatio3 ��d first signals the nucber of the initial 

alphabet, or it has been ar;reed 'that alphabet 11!11 •·d.ll be used tc start 

every message. T'nen the first letter of the plain text is found in 

alphabet "I" and the signal taken f ro.Q the top rem of that column. The . 

second plain letter is found Md the signal like;·rl.se taken !roc the top 

rovr of that c olu:m. Be!ora and after n'W!le::-als or abbreviations, tne signals 

are, raspectively, 11811 ��d 88188. Tnis ci9her tabl� ��11 have the same 

effect as that produced by Hawley ' s  device, but is inferior to  it in that 

c:nly five cip.�er aJ.?habets are \!sed, i-;heraa.s in Hawley 1s device there 

are t\;enty-five li1.ich can be chosen according to a ke:r l.rord, per::d.tting 

a large variety of po�lphabetic substitutions . 

I. T'ne Y.!::..Yv Cioher Disk - .___.._ -
26 . 

Haswell st".tes, without citL�� his a\!thority that du:-ing the Civil 

Uar and until tha eighties the United States l�vy used a cipher di..sk. 

The description shorrs that this vras identical td.th the sil1lpler disks 

�6 .• Century LXXXIV (1912),  90. . .  
"' . • .• . .· . 
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described by �er and produce d only monoalphabetic substitution. It 

was supplantec!. by a dit;it code. 

J. Route Trans�osition 

Of all the ciphars su�geste d  by �yer, route transpositions are 

ostensibly., at least., the weakest, since the units transposed are not 

let ter.s but \or hole liords . Basically, the r.:�thod \',C.S thi s :  by pre-

concerted arrangement it has been decided that a rectangle iour columns 

�de is t o  be used; and the number of ro�s is determined, of course, by 

the len.;th or· tbe message Ylhich it is desired to send. In addition., the 

route has been agreed upon and is1 for this illustration_, dovzn the fii-st 

colU!!:Il, up the .fourth., do;m the s econd, a.'ld up the third. Every fifth 

word is t o  be a null " ( "blind r.ord11) inserted to cause cor...fusion. Myer ' s  

exaztple i s  as follO\Ts : 

The 
enemy 
·has 
changed 

Plein text inscribed 

night . 
Deserters 
say 
that 

S:rl.th 
retreating 
is 
be 

the 
during 
position 
his • 

Inscription is according t o  the route agreed upon., transcription is nor.mal. 

The c ipher text, with the null.s inserted., as as foll:ows in �er 1 s  version: 
.: . 

Tne night. S�th the att�cking ene� Deserters retreating 
�ur� s��er has say is position unchanged ch�eed th�t he his him. 

The l70rds "attacking., " ''sum:�er" _, "unchanged" and 11hi!t11 are nulls., b'..lt.)Iyer 
• • • • • • • • 0 , • 

.· 

hes inadve::-tently transposed " chan8ed11 with "unchanged". The }l.S e  of capi'tal- • 

• 
: . ....... 
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'-\ 
ization and punctuation is, of course, very vulnerable .  The capital 

letters of 11The" and of 11Deserters11 show that these words begin sen-

tences, the period after 11night11 shows tr.at this word is final. Even 

without these telltale hL�ts, the i�enious reader could easily proceed 

with the analysis and soon reach solution. 
-· 

· In  spite of the criticism ·-v.-hich can be justly made of the weak 

security in this type of transposition, the Federal cipher operators coo-

stantly made use of only slightly more complicated fo!"!JS of the system 

and with great success, as they claimed, since they never knew of aJ'lS' 

solutions made by Confederate agents .  The syste.:n lias .first devised by 

Anson Stager, 27 a telegrapher uho nas later com..'"Tlissioned and rose to be ·c· . a G.=neral Officer. In -1861 Governor. Dennison of. Ohio had asked Stager to 

arrange telegraphic facilities and to prepare a cipher so tr�t the governor� 

of Ohio,  !nclia!'la, and· ll.linois , could conduct secret com:nunications one 

uith another. All that is knovm of this cipher-Plum and Bates apparently 

never. s aw it-is that it tfaS lldoubtless the first telegraphic cipher use d  

for y,·ar purposes". 28 

Stager was a little la�er asked by General UcClellan to prepare a 

cipher !or his use during the campaign in tiest Virginia, prior to the . 

general ' s  co!lli.ng to 1
:
1ashint;ton in the summer of 1861. It is knovm that. 

Stager based this UcClell� cipher, which �as afterwards adopted a� the 
• . .  

27. Plum, I, 44; Bates, Centu�, · 290. , .  

_,. 28. Evidently, Cipher had not been used by tcl<:._�aohers in the Crimean 17ar. 
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official cipher of the i1ar Department, on his earliar work made at the 

instance of Governor Dennison.29 Fro� the des cription, it is clear that 

- oasically the new cipher \'ias similar to modern colum.'1.2..r transposition ex-

cept that it was a transposition of \iords, not of le tters, and it used 

nulls . One of the first copie s v:as given to th e famous detective., Allan 

C. Pinl�erton, for use in Kentucky.30 

Judged by the standards of its ov:n day, this cipher was adequate : it 

was not �oo co�plex to be practicable., and yet it delayed solution for a 

sufficient time . Though �yer 1 s illustration of the system involves nothing 

but word transpC?sition nth the insertion of nulls , the system as · actually 

used during the \',-ar added to this the ele::ent of code , thol!gh. that word .was 

not used at the time . A list of code r;ords., in the .modern sense, called by 

.cont�porary Ttri ters, 11arbi traries, 11 ·was pre pared, and the users of the 

ciphe� assigned to these code words values made froc lists of place name s ,  

personal names, and, on occasion, frequent co�n nouns ��d phrases, Stager ' s  

system, then, was really a combination of code and route transposition 

cipher. The user was given a printed card, .about three by five inches 

in size, on '\'/hich were printed the code words and the keys . T"ne keys were 

known as 11co:ll:lence.rnent Trords " ,  a term v.·hicb also �eluded the 11check words U 

l'ffiich was the designation of what are noi'7 called nulls .  The first column 

29. See · P1U!ll, I, 44; John H. Haswell , "Secret 1'/ritine"., The Centurv 
lllustrated 2-:onthly l!aga.zine, U:xn' (1912) • P• 91. 

. . . . . . 

. . . 
. .  

30. Plum., I, 44-45 ; · Pratt, Sec ret a�d Ur�ent 178. 
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contained the key words indicating the �uber or lines in the message, 

the second colurnn the nulls� while the re:uain.ing columns cc.ntained the 

code words which� incidental+y1 included in so�e cas es variants for words 

of such :frequent occurrence as the na..rnes  of the President, cabinet offi-

cers,· important generals, and tlie like. The · heading of the �:essa&e \Yas 

regularly subjected to encipherment as well as to the text. In addition, 

the route of the transposition was indicated on the card. rmy it was 

thought necessary to indicate the number of lines in the message is not 

clear; since the number _ of columns � in each message the same (six), 

the di.mensions o:!' the rectangle, which was always filled by the addition 

of the necessary number of nulls at the end, could be deter.cined without 

an indicator of the nu�er of lines . - If;· for exaople, a message of 54 

vords were received, it r.as a foregone conclusion, even without �� indica

tor !or the number of lines , that there would be nine lines in a11.31 

Had the compiler intended the us er to construe� rectangles of varying 

width, as was certainly done in later writing, then the indicator would 

be necessary, but i.n that case additional. information as to route must 

also be agre ed upon. 

Plum (page 44) makes the "definite statement in regard to the cipher 

devis e d  by Stager for UcClellan that in this case the route, numoer of 

columns, e.nd nal:les of the holders did not appear on the card, being o;;al.ly . . 
• • 

31. Bates (Centurv, 290) shows cle.:.rly that . he understood the essentially 
rectan[;Ular nature of the transposition and he also realized that the 
syste.'":l was crude. He wrote, however, over fo!"ty years after the war, and 
as he 'vas then a telegraph official, he was in a pozition in 1907 to 
knov1 so!:'lethint; of the advances rr.3de in cryptobraph:r during tbe. interim. 
H7 ':ecarded �lun 1 s ·work a:; b ciequate and therefore confined )d.r.:�e�_,.t9-
g�v�g such aetails as bore directly on his subject, Abrah� ��� 
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c�unicated1 but Bates (Ce�turv, page 292) prints a facsimile of another 

- of these cards us e d  as early as 1851 which doe_s have indication oi' the 

route and instructions as to us e .  It is probable that Stager at first 

o�tted such significant details because they could be orally arranged :  

TmEm this type of system i;as p::-oduced in quantity 1 then the necessary 

details were added. 

Colonel J. J. s .  11ilson, one of the officers of the Uilitary Tele-

graph Corps 1 car:-ied the small card Y:hich Tras used not only during l.!cClella.n 1 s 

campaign in iiest Virginia, but also in Anderson 's early operations in 

Ke:1tucky, and in Fremont I s  campaign farther west. It seems certain that 

this card was identical with Stage r ' s  cipher prepared for McClellan. 'lbG 

: t · · .  · .;follcnd.ng is an · exact copy (see Pll.un, I, 44-45) .  
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CO�ZilCC:.rstiT i'.'O!IDS . 

f (  Cipher ;·:9rd.s . 
l lJail. Check• . 
2 l!ay. C"narge . 
3 August. Change. 
4 l.!arch. Cheap . 
5 June. Church . 
6 April. Caps . 
7 Jul:,r. Show. 
8 Tele£;raph. Sharp. 
9 �arine. Shave. 

10 Board. Shut . 
ll Accou..l'lt. Ship. 
12 Dh·ector. Shields . 
13 President. Poles . 
14 Central. Tools·. 
15 January. Glass.  
16 B-.lf i' alo • __ Pet. 
17 Pittsburg. Vile. 
18 Cleveland. Base .  
19 Rochester. Eis creant. 
20 Audit • Scounarel. 

. 21 Cor:1pany · Sca::1p .  
22 Station. Tnief. 
2.3 Report . Puppy. 
24. December. Gentlema!l. 
25 Boston. Nobleman. 
26 Balance.  Just. 
27 Refund. 
28 Debtor. 
29 Creditor. 
30 Abstract. 
31 United. 
:32 Annual. 
33 Duplicate. 

. 
No . lines .32 

51 
.., 

J...tBITAARY l'lORDS. 

- ) 
Scott. 1 >Bagdad. ' .. 

. 
Dannison. 

�cClellan. lJecca . Curtin. 
Steed!n.an. B:-e:nen. Private. 
Kelly. Berlin. Bird 1 s  Pt .  
Yates . Dublin. Colunbus ,  Ky. 
Bates . Turin. l:eu.phis .  
}!orris . Venice . Pad'.lca.'-1. 
Cox·. Erussells. l�OU..'ld City. 
Washington. N i.r::lrod. !\a¥7 Yard. 
Parkersburg. Cain. Pillo\7o 
Corm:allis . Abel. Ben. li1 CulloU,£b 
S!nithton. Kane . Fremont. 
Ch.rksburg. Uoah. Hunter. 
G:::-afton. Lot. Grant . CUT.be:::-land. Jonah. G-en. S!lli. th . 
i',beeli.l'lg. Peter. Ge!l. Payne. 
Fai=mou..'lt. Paul. Gen. l.:cCellan. 
F.o:::-ner 1 s  ?err:;. Judas . Gen. Allen. 
Cu::lberland.. Job� 
l:artinsburg . Joe. 
Richmond • Frank. 
Cairo. Sam. 
St. l.IJuis. Ham. 
�arietta. She.-:1. 
Prentiss. Uary • . 
rv·on. France. 
Blair. Rome. 
Pope. l�agara. 
lJorton. Peru. 

J, t-
London. 
Vienna. 
Star. 
Uncle. 
Danube �  
Darien. 
Darb;r. 
Geneva. 
�ex.ico. 
Brazil. 
Grenada. . 
Paris . 
Uoscow. 
Arabia. 
Baltic. 
Britain. 
.Egypt. 
Negro . 

·. 
32. Tnat is , the words above are the indicators of the nuober o.f lines. Cer

tain traces of one-part arranger::�ent .rn.e.y be seen in the second column. 
TI1is is probably accidental. It is possible that the second colu� of 
11cipher wo:-d.s 11 was oeant to be used as nulls, rather than a,s . va.,.-.j_ants 
of the indicators for nl..ll:lber of li.-1cs . The use of "check " as the first 
word suegests this. 



III. 

< -

' t.......__

· 

----- ------........:1 
The Fed e :-.;. l 5·: s t e::s in \..h:.::e;,_:C;.:i�Y.:::.::l_:..;·· i.:;:a.:..r ______ ...:5:;.;;.2 

The . follo;,-ing is an ex.a.::ple (Plum, I, 45-46) of a message encipher-

- -c.d by this syste.:n: 
. .. 
;:r 

Text as received b., addressee - - ........ ���..;;;..,;;...;. 

.. :·� 

� �  Purkersburg, Va. ,  June 1, 1861. 
To l�j . Gen. G. '\'i. �c:-'i•,.':..lan,-' ... Cincinnati, Ohio : 

Telegraph t.�e have be not I h·ands profane rig.'1t hired held 
must s tart cy conarCJ.y to an responsible C:-itte:-.d.eo to at polite 
as.certain e�ine for Colonel desiring der:E.nds ·.curse the to success 
by not reputatio� nasty state go of supersede � C:-ittenden past kind 
of up this being Colonel my just the road division since advance 
sir kill. 

' 

(Signed) F. W. Landor.34 

The recipient proceeded to the decipherment by noting frc� his card 

--

the L�dicator ol the n�er of lines : Tele�raoh • ei�,t line s .  A rect��gle 

· or six col��s ��d eight lines y;as then constr�cted, and a seventh col� 

was added to provide for the nulls t;hich were ever7 seventh word. Then the 

. .  ' cipher text was writte:l in the rectansle in normal order as follo11s : . .  
1 2 2 4 i. 6 nulls 
the have be not I hands .Profane 
right hired held must start my CO'itardly 
to an responsible Crittenden to at polite 
ascertain engine for Colonel desiring demands curse 
the to success by not reputatio� nasty 
state go of superseded Crittenden past kind 
of up this being Colonel my ·just 
the road division since ad•rance sir kill 

The message was now read by columns : up the sixth, down the first, up the 

•. 

33 .  Note that HcClellan 1 s  middle initial is incorrect. 

34. See Plum, I, 45-46. ���------------------�� 
• 

. . 

·. · . . 

I 
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fifth; down. the second, up the fou..�h, and down the third)5 

- �e cipher text then beco�es in plain l���ase the foll�r.ing: 

Sir: · 

�y past reputation de�ands at my hands t�e right to ascertain 
the state of the adv�nce . Colonel C�ittendeo not desirL� to start, 
I have hired an engine to go up road. Since being superseded by . 
Colonel C�ittenden, must not be held responsible for success of 
this division. 

In this eX2:1ple , no word has been intentionally misspelled, but as 

�he cipher operators developed maturity, the device of nonstandard spell-

ing .... -as frequen�ly used to increase the confusion, e . g. meet becomes 

meat o:::- even flesh, � is used in place of would. 

Stager, the originator of the syst�, appears to have continued to 

compile new editions of his route-transposition cipher as necessary, 

aided by the practical experience of men like Uajor Eckert, Bates , Chan�er, 

and Ti��er, and also by operators in the field, like Bec��th. Successive 

editions e�odied constant icprovements ,  �eluding ever-increasing lists 

of code words, longer lists of nulls,  and variations of the routes. 1�n-

standard spellings were probably used at the dis creti_on of the cipher clerks 

since the interpretation of such a spel.ling l7ould be comparatively easy, 

once the route was kno;m. As the ciphers increased in complexity 1 the 

old fonn of a ·card was abandoned and a pamphlet substituted for it. T\ielve 

pocket-sized editions were print�d, the first �ontaining sixteen, the last 

of the series 48 printed pages .  . .· 

.. 

35.  Plu:n states that this 11vras the only route used in this cipher. " He 
means , of course , the only route used ;·,i th tl:is particul-ar card. The 
facsimile alre:.dy rcferr�d to (Bates,  C.zntu.:-v, page 292) e:nploys a · 
route quit7 different : up the third, d�)\.n the fourth, up ���� s�hS do'rm the f.J.rst, up the fi.fth . and down the second. " · ) ... , , -.. ........ v . ... . 

l ·l ., 
· '  . I -

I 
" . 
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The earliest l'iere d
.
e signe.ted Ciphers Nos. 6 and 7:36 and were in

troduced �� 1861 . They �er� patterned closely after the first cipher 

devised by Stager, and were use9 fo� General Buell ' s  e&rly operations 

in Kentucky and Tennessee, and also for General Halleck ' s  operations 
" 

prior to the occupation of Corinth, l!ississippi. Cipher l�o . 6 was a 

s�ple elaboration of the original cipper, the colunn routes and the 

general arrangement being left the same. The indicators, however, no 

longer represented the nw:iliers of lines but the m.m.ber of Y:ords in the 
. . 

message, e . g. rail lilea."lt si:r.; Ha;r, t-.,.;elve ;  .hugust, eig.�teen words in the 

l!lessage; :in modern parlance, they llere a group · oou.."lt . This change proba-

bly reflects ·realization of the fact that .,.hen the number of colU!!!lls did 

not vary, there was no real need for an indicator ; the compilers were 

apparently not yet ready to abandon �heir indicator s.rst�, so they used 

it for a group count. 

Cipher No. 7· �as very s�r to Cipher No. 6 but the indicators 
I 

once more were u�ed to represent the n��er of lines and there �ere 

indicators £or as J::artY as twenty lines :  evidently dispatches �ere 

getting longer. Both of these cip�ers �ere discarded in 1862 when one 1 

of the operators was captured \'Jith the ciphers on his pers.on. 37 

36. Pluc, I, 47-48. . . 
. . . . . 

37. This was Brooks , c aptured �y General John' H .  Uor6an at Gallatin, 
Tennessee, �'1 �ueust 1862 ( s ee Pluc, I ,  47) • 

.. 

c 
----��---.. � . - ·  .. .  
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An exaople (Plum, I, 47-48) of a .rr.essa�e enciphe:-ed by Cipher No. 7 

is as follows : 

Text as received b., addressee - - -'- -��� 

Colo:1el Anson Stager, �·:ashington:38 
Austria av�it I in over to re�uirin£ orders olden rapture 

blissful for your instant cc�and tur�ed and i�structions and 
roueb looking further shall further the �den me of ocean 
Septe.'iiber poker twe:�ty I the to I co::ma."ld o'::>ed.ience repair 
orders quickly pretty Indianapolis your him accordinsly. � fourth 
received 1€.62 wounded nine have twenty turn have to to to 
alvord hasty. 

Tlilliam H. Drake .39 

The word Austria was the. indicator of a message in nine lines , ttith the 

route up the first, doil.l the sixth, up the second, down the third, up the 

filth_, and down the fourth colUI:"�"l· \lhen the text as rec�ived had been in-

s cribed noi'lJ'lally, t:::-anscription of the plain text was by the route indica-

ted, T'ne plain text is as follC';iS : 

louisville, Ky • ., September 29, �862. 
liaj .-Gen. Halleck, General in Chief: 
I have received your orders of tbe 24th irs t . ,  requiring me · 
to tur� over � co�and to �j .-Gen. G. H. ThQ�s . I have accord
ingly turned over the c��ci to him, and in further obedience to 
your instructions, I shall repair to Indianapolis and await .t:urtber 
orders. ;· , .  

D. C. Buell, 
Cajor-Genera1.40 

. 
. • 

38. For some time all telegrar.e sent to officers in ·.·:ashingtorl vrere 
addressed to Colonel Stage::-. They ,-;ere then deci_;:-!"lcred by the clerks . · 1  
and the te>..t forwarded to the addressee who�e name had been enciphered. J 

39. 
40. 

'lhe Zlar.le of the ci nher clerk ''ho breo:.red_i1.�P !:'lessaee. 

PlUiil, 48. r 
' 
(. • 
t 

. .. 
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Cipher No. 12� 1 adopted in 1S62, · �rked a great improvement over 

its predecessors and remained in force until August 1864. !t · contained 

cod� words �or each hour and each half-hocr of the . day; for the na.:tes of 

all prominent Federal and Confederate civil, military, ��d naval offici�ls ; 

for th e names of all the States; ��d even for ��rds ��d phrases in c�on 

use in messages. Stephen L. Robinson, a cipher cl�rk Ydtb General Soith, 

was captured in July 1864 by guerillas .Csee Pl�, I, 49) and Cipher No. 12 

l'l'as thus comprc:ci.sed and abandoned. In addition to abundant provision for 

indicators of the ni.lr..ber of lines, there was a page of indicators to be used 

��th � transposition not based on routes - of the type already discussed but 

a s omewhat different route to be described below. . 
The follo��g is an ey�le of a .message enci�hered by Cipher No. l2 

using a route of the more conventional type: 

Text as received bv addre ssee - - _._ .;;.,;;..;;;;....o.;;.�-

To George c.  l:aynard, Washington 
Regulars ordered of cy to public out suspending received 

1862 spoiled thirty I dispatch con�and ( sic) of co�tinue of 
best other ... 'ise worst Arabia my co::.--...a.nd ciisch.<1rr;e duty of my 
last for Lincoln Septe_�er period ��ur from sense shall duties 
the until Se:;!!.rd ability to the I a re.:ncval evening Adam herald 
tribune. 

Philip Bruner� 
Vihen deciphered by the route and re ctangle prescribed by t."I-Je indicat�r ·. 

"Regulars11 this message become� 1 

41. See Plum, I, 48-52. 

Plum, I, 49-50. rr---.----------=--1': 1.2. 

. . 

. . 
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Louisville , Y�. 1  September 301 1862. 

- - Gener�l Halleck: 
I received last evening your di spa�ch suspending �· removal 

fro!!! c o:r..-r.and. 0..1t of a s ense of public d:.rty, I shall con:inue 
t o  disch� rge tC.e duties of my co�d to the best of roy ability 
until othe:n·d.se ordered. 

D. C. Buell, 
llajor General. 

Hote that in the case of this .r.1essage the encipherer ins crib�d the plain 

text normally and t rans cribed it according to the route : up the fourth, 

dorm the third, up the fifth , do1-m the second, a."ld up the first colu:p.ns . 

Tne nulls were placed at the end of each colurn!"l. �ore over, this message 

in Cipher No. l2 wc;s sent or.ly one day after Buell 1 s message of 29 Septem-

ber 1862 Y:hich r.as en ciphe red by No. 7. Perhaps the two l'iere used simul-

tane ously at Buell ' s  head�uarters. 

_ In J�"luary 1863 it was considered advisable for security reasons to 

subs�itute for Cipher No. l2 a nev; system, but distribution of the re-

placement wa:; apparently confined to the l"iestern De�rt.ment. Cipher No. 

943 was therefo:-e compiled c.n d  delivered, but No. l2 was left in general 

use, No. 9 being l'CJ e d  only in 
.
the Western Department . 44 The code wor-ds 

for intervals of time in No . 9 were girls 1 names, end there vras provision 

for th e  na�es of all Federal governors . A wide variety of different routes 

was provided. • • 

. . - .. . 
Tnis cinher is printed in full in the append.ix to Plutl I s  first volume 
(370-377 ) .  See also I ,  52 for Pl�� · s  des cription. 

44. No. 10 follo·;:cd a few rnr�nths later. 
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One of these was devised by Stager, so Plu= (I, 50-51) says, as 

the result of a conversation he had with a refcrn::ed gambler. Tne gambler 

had told hi..t::l of a card trick by which he was able to identify cards 

through the use of a key seq�e r.hich was as follaHs: 

13-S-4-2-12-7-9-5-11-J-6-1-10 . .  

Apparently the gaT.bler had used this key sequence to effect a transposi-

tion of a simpler type : 

Key: JJ .  8 4 2 l2 7 9 

Plain text : 1 am going home on today ' s express. 

Key: 5 11 3 6 � . lO 

Plain text : Please meet me on arrival there. 

Transposing words , th� cipher text becomes : 

8 9 

Jack (indicator) 

lO ll 

l 2 
arrival home 

am express there meet 
12 13 
on 1. 

3 4 5 
me goine please 

6 7 
on today1 s  

Stager developed this simple idea much further and inserted the device into 

ciphers nos . 12., 9., and 10 in the following manner: 

llesSAC8 OR PART OF t�.c.mf+5 

45. Plum, 1, 51. 

Six column route 
Indicators : Stanton 

l!cClellan 
lJcDowell 

. . . 

--------
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X X X X 
6 17 27 J6 26 l6 
7 ; 28 J5 25 1.5 
8 18 4 34 24 l4 
9 19 29 3 23 13 

10 20 30 33 2 12 
ll 2l 31 32 22 1 
X X ·x 

1 
,,ce 

59 

The letter x marY.s the location of nulls . Note the diagonal across the 

rectangle . Tne route then folloited the progression of the nu.cl>ers. 'lbe 

i'ollo\dn.g is an example of this cipher: 

Text as received bv addressee 
·- - ...... --------

To i'l. G. Ful.l.c r ,  lle!lphis , Tenn. : 
Clara 1�cClell.an applause query spare safe occupied for 

.present s ufficiently yo�r forces pren��ss if the world valley 
the render have caught bear line you to he hard chorus to all 
to zebras run if ·  the can operate wafers lean towards on send 
�-ley bl�bber up. 

T. T. Eckert. 46 

In this message, the word "Claran meant 10 :30 A.ll. and 'fl!cClellan11 was the 

indicator. The decipherment becomes therefore: 

'Vlashi.ngton1 10.:30 A.�. , July 15, 1863. 
For Genl s. A. Hurlbut, Memphis : 

If Gen. TI. T. She�an ' s  movements have sufficiently, occupied 
the ene.ey to -render your line safe , .  s end all the forces you can 
spare to Brig. -Gen. Prc�tiss to operate on Price ' s  rear if he 
advances to��d Uissouri. 

H. rz. Halleck 
�aj .-Gen 11. . . 

f 46 . Plum, I, ;1. 

- - -
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Captain s .  H. Bec�'�th, cipher operate� for General G�ant, �mile 

at M��phis made a single key bock to contaL� all three ciphers , using 
black ink for No. 121 blue inX for tlo . 91 and red in}; for No. 10. Since 

the' key indicators and the code words were identic�l in all three ciphers, 

all that was necessary to change frO!Il one key to the next was to use the 

m-iting 'in a different color. Bates (Century, ;293) reproduces as an 

illustration two pages of Beckft�th ' s copy of the last cipher used. At 

the botto.ll of the page are two phrases with digits as follows : 

Paee 1! 
4 2 6 s 

: K I s s A L A D y 
l 9 5 . 7 ;3 

'• Pa�e X - -

2 6 4 10 s 
T I E H E R s H 0 E 

9 5 ·  l 7 3 

This is probably only an ingenious method · of indicating the route. He 

also was able to :;uggest ma.."ly plain equivalents for .future editions . 

Cipher No. 9 was suppl.a."lted by Cipher No . 147 in which vr�re sent, 

so Plu:n states ,  more inportant telegrar.l.S than i...'l any other cipher. Com-

piled in 1862, it did not come i.nto general use until February 1864 • 

. . 

47. Plum, I, 52-55. 
with No. 9. 

Apparently No. 10 was not abandoned simultaneously 
. .. . 

,\ 

' 
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The pamphlet in which it was printed contai"ned tl'1cnty-five pages .  One 

pato \'l·as devoted to code words for tine intervals i six contained indica-

tors, and there were variants for each indicator, and nearly 900 code 

words 1 of which the follo· .... ing are a few: 

Adam 
Animal 
Apple 
krno 
Attica 
Berlin 
Bologna (and seven variants) 
Bruno (and fi.ve variants)  

.liaine 
Fort Uonroe 
Fort Sumter 
Ark9.nsas 
Potomac 
Red River 
President Lincoln 
Secreta� of liar 

There were also code r.ord..s for �' brie?adier general, !?z � o'f, ca\ralry, 

defeat-ed-in�, move�ent, suro!'ise, re��ent, troo�s , encountered the enegy 

in strong force, etc. This code had cl�arly passed the rudLT.entary sta3e. 

Cipher Uo. 2, not so 'Widely distributed as Uo. 1, was ide.."ltical in code 

words and indicators but the values ltere assigned differently. 

An interesting message enciphered by No. 2 is as !ollow:J : 

New Orleans 1 June 191 1864 
To Albert B.  Chandler, �ar Department, 11ashington: 

l!cDowell unsound retu.-ned vessel period v;as pine squad also 
store this nay of r.�ssell hot ginger revenue for leave to  brocade 
this each revenue at \'ionderful feat your tulip flower Baker violet 
side date houses at of by fo:-mer he cant auc.it bale they in pos sibly 
quack about sun bale mason Saint Luke f bu:-ninz shreve byrne an'd 
party place F shreve Fre�ont Dayton law cipher Austin black at picked 
propos es a happy �rriage Cupid made fork French etc. �1d o� in about 
the same port T yardstick 'h'i.lby Honduras and port the . T l:organ . sailed 
'for Peru spit \lith boats fraction Arnold male like is volu."lt.eer.s re� 
� surnrise so�etines good Stephen of � on Ben freckled or cleaT7 
Do\·mins s\':allo-.1 recently Stephen little nose hand deal. th�:r feel hot 
poplar spits inside the above scars s�op slin George Clarke phased 
has prob�bly and sulphur of a close c�ll 1'.'indhc;.n all thum head ere 

> 
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spit as S":allow swallow Jonah inches Ero\·.ne cut side behind and 
spit while ware roo� e>wful in he on at hec.d leave tash slender 
girl built mouse tl':o topoph also also y�cht ;·;ilby rr:astiff flov;cr 
pistils conversing the four the and so· hare high flyer. 

s. P. Kimber.48 

Tho first \'iOrd 11�cDowell" :indicated a rectangle of ten COli.l.tL:Ils; the 

second 11W1sound" that it had ·tr;o lines and the third "returned, " that it 

had e.ight, rr.aking_ ten in all. (By inadvertence Plum' s text oi!litted the 

· 1rord "returned . " )  The route used v;as up the fifth, dov;n the first, up the 

tenth, down the sixth, up the fourth, down the second, up the ninth, down 

the ei..ghth, up the third, a.."Xi down the seventh. This rectangle was, horr-

ever, not large enough for t_he whole message, even when the nulls at the 

end of each col\l!!:n were discarded, b?t at the point y;hen the rectangle has 
.. . 

been -c�pletely filled occur the three !!O�d_s volunteers res ist surPrise, 

�ch are a new set of indicators :  volunteers indicates a nine-column 

recta."lgle, resist and surprise add to nine lines. Therefore, the re.r:ainder 

of the message was enciphered by a square of nine columns and nine lines, 

and transc�iption followed a difi'eren� route !rom the first : up the second, 

down the third, up the ninth, dOl'i'n the !irst, up the aixth, dov.n the !'ourth, 

up the eighth, down the seventh, and up the fifth. 
.. 

i1ben these directions are followed, the plain· text becomes:  . 
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New Or leans, La. 1 June 19, 1864. 
To Gen. Halleck, Washington, D. C.  

Lieut. T. F. Beal, of rebel secret ser7ice ,  made a lieutenant 
for burning the 11Sunny Side " near l:emphis , proposes to leave Shreve
port about this date wit� ten picked assistants to burn ��d destroy 
storehouses , boats, etc . ,  at Louisville, Cinc�Jati, and St. Louis; 
possibly also at Le.mpb.is and Cairo . This party will be in squads of 
two or three at each place .  Tney correspond by mail in cipher. 
Lieut . T. F. Beal was forUJerly a lev;-yer at Shreveport, La. He is 
about five feet six or s even inche s high , light built, slender, 
slim faced, freckled, light bro;·,n hair, light mustache. Has been 
recently cut so as to leave s cars, probably on left side and near 
top of head, above and a little behind the ear; also at the junction 
of nose and forehead; also on insid� of left hand near the thumb. 
He spits a good deal l7hile conversing. iU.l vd.ll be in citizen 1 s 
clothes ; so!!letimes they wear pistols. 

E. R. S. Canby 
llajor-General 

The first of a n�7 series of three ciphers, No. 3,  nas introduced 

25 Dece.:!lber 1864 for use at headquarters of Generals Grant, Sherman, Tno:Je.s, 

Sheridan, and Canby.49 Although intended for western stations as well, 

it is believed that it never reached the West . In fact, after No. 4 lfas 
adopted on 23 Uarch 1865, No . 3 was little us ed. Plum says that No. 4 

was the last cipher used in the war. Upon its adoption it was sent to 

Captain 11. G. Fuller. at Headquarters , Uilitary Department west of th� 

Uississippi; to Captain s .  H .  B eckvdth at Grant 1s  Headquarters ;  to C. G. 

Eddy at Sherman 1s Headquarters; to Captain W. R. Plum at Toomas 1 s  Head-

49. One of the more int�restine features of the co�pilation was· an attempt • 
to choose code words in such a way as to reduce telegraphic garble� 
to a �nirnum. (see Pluc, I, 55) . 
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quarters , and one copy y;as kept at the �·;ar Department. Apparently, it 

had been prepared s o:ne time before and was available in the Har Depart-

ment. It had been used by the Tiar Department operators in 1663 to 

encipher a famous message fr�n Lincoln to Simon Ca�eron, t�porarily at 

lJeade 1 s  He_adquarters shortl:r after the · Battle of Gett:tsburi;. The n:essage 

referred to is des cribed by Bates (Centurv, 291) as in cip!'ler Ho . 12, 

�ieh, h�1ever, had an entirely different route. In any ease, �hatever 

the explanation of the incor�istency, the message is highly intere�ting 

both from the point of view c� historical significance and as an example 

of unusual cryptography. 

T'ne i'ollcrNing illustration of the messase is a co:nbination of the 

versio.:1s gh·en b�r Bate� (Ce:i.turv 1 • 291) and PlU!ll (I, .58) ,  v:hich ill .fer in 

minor details . Tbe pl.ain text was first V.Titten by the operator io a 

rectangle seven c9l�s by eleven lines, using nonstandard spelling, as 

.follO\iS : 

1 2 3 4 lo 6 7 
i1ashington July 15 � :J for . 
Sigh man Cammer on period I �.-ood 
give much Toby relieved of the impression that . 11eade COI:l."l\a Couch co:n:.oa Smith and 8'111 
corn:na since the battle of. Get ties 
burg Corma . have striven only to get . . 
the enemy oYer the river v.�thout another .fight period 
please tell me ,  . .  if you Imovr who 
was the ohe corps commander who was . 
.for fiehting comma in the counsel or "war 
on Sunday ni£}1t sienature A. Lincoln Bless h.iin . . . . - I . -.. -.:· · l. ·t 

. t 

. 
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Note the. introduction of punctuation, which has a modern appearance, 
·. 

and the position or the postscript. 

Tne clerk then substituted code words for such ideas · es appeared 

in the code, produci.ng the follo;d.n,g te:>..-t which i s  merely a mi.):ture of 

plain text and cods words , still in noriJal order, the code words being 

underlined: 

Incubus Stewart BroYm Norris K!"lOY. Eadison for 
sigh man Car:l.71er on flea l TrOod 
give much Toby tra .. :n.r:1eled se:-enade i.!hpres si6n that 
Bun van bear ax cat ci1ildren and a"Nl 
bat 

-
since the knit of get ties 

laree ass have striven only to get 
Villasoe skeleton tt:rnio '\'d.tbout another o::.tic hound 
Please tell roe if you no \ribo 
'\'fas the Harrv }.2drid locust who was 
for oooressins bitch CU<!il counsel of l.'ar 
on T:vler ?.us"tle uo:-i�ht .�d:ian Bless hie 

The next step was to transc�ibe the te:>..-t according to .the route pre

scribed, prefi.:d.ng the indicator of the route ( 11:0lond.e11) to the beginning : 

. . . 

To A. Harper Caldwell, . 
Washi.n.ocrton, D. C. 

Cipher Operator, A-�Y of the Poto�c: 
Blonde bless of who no optic to get and ic:tpression I lladison 

Square 59 ·· -Bro..-m CC!.r'....!:ler Toby ax the have tumip ne Harry bitch rustle 
silk Adrian counsel locust you ano't.he:- o:Uy o: ci1ildren serenade flea 
Knox County5� !or wood that a\·:1 tie� get !.�und Tiho WE:.S ?:a.r him suicide 
on for \Ta.S please village large . bat Bunyan give sigh incubus heavy 
Norris on tran:meled cat lr.nit striven \·,i.thout if l:acirid quail upright 
martyr Stewart man rnuch bear since ass skeleton tell the oppressing 
·Tyler monkey. · • 

D. Horner Bates. 

'· 

50. Toe word 11square11 apparently stood in the code after "Uadi.Son" but· · 

51. 

nas ooitted in inscription. 

Tne t/Ord "Knox" was probably followed in the code by 11County11 which 
does not appear in the rectat:ul�e�·�--------�Pq ... _ 0 i 
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As was seen from the te,.t of the messege o! 15 July 1S6Ji Cipher 

52 
No . 4 had code l'lords for a fei'i phrases, the tot&l nuwber of code \';ords . . 
being 160S, exclusive of the indicators .and . nulls. The indicators occu-

p:\.ed twelve p:.t;es.  The book was devoid of instructions: if captured 

it l'las hoped that the lack of directions
. 
would p:-ove ca:!!pletely ccn!Us-

ing to the Confederates. Page 7, for exat:1ple 1  appeared as !ollol'ls:  

J 7 "  4 2 

8 10 11. 12 

13 ll I 9 

6 5 1 . 
Bedroe»n. 1. Lazy. Blonde.  ll. Liniment. 
Bedstead. .2. League. Bloody. 14· Lion• . 
Beverage. ' . 3.· Leather.Bosa:n. 13. Liquid. 
Beyond. 4. Legacy. Boy. 14. loafer 
Big. 5 .  Le.!.lon. :Ore ad. 15. log. 
Bill. 6 .  Lesson. Bride 16. Lomax. 
Billiards.  ?. Let . Brush. 17. Long. 
Bilious . B .  Library . Bulk. · 18� Lucky 
BU:.nket . 9 .  Life . Bushel. 19:. Luscious 
Bliss .  10. Linen . Buxom. 20. Luxury. 53 . 

52. Cipher Ho. 4 · '\':as abandoned on 20 June 1865, 'V:hen all existing ciphers 
were discarded by the Federal Government and supplanted by No. 5 
which was then sent to over 19 operators. 

53. This is copied from PlU!Il, I, 57. 
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Acco:-di.ng to Plum, the square at the top of page 7 of the cipher 

book indicate s  t he route : the r oute to be follo;;ed in this case . vas 
- -

up the colu:nn Llarked 6 ,  do;m that marked 3 ,  up that I:l2.rked 5, dmm that 

marked 7" up that oarked 1, down that marked 4 and dovm that marked 2. 

The blank c olumns Y.-e re inserted to coi".fuse the ene.r:zy, as y;ere the 

figures plac ed in t he s e cond and third ror.-s . Only the digits on tha 

top and bottoo lines were significant . T'ne highest figure in the top 

or bottom line indicated the number of colu::ms to be us ed. 

On occasion, need would arise for special ciphers .not t� be given 

wide distribution ��d a cipher would be compiled for a single dep� 

ment of the Ar:ny. The Department of I.:issou.ri used these so-called 

11Departoeffi.al Ciphers " ,  \ahich ?:ere basically similar to the earlier 

ciphers devised ·by Stager, DOre than any other depar�ent. 

K. Other Transoositions 

The .foll0'\1ing passage describes a transposition cipher o.f a some

lihat different type which ?ras devise� .for a spc�ial purpose :54 

Duri!'lg Burnside r s Frederid:.sburg carupaign in 1862, the 1':ar 
Department operators discovered indication of �� interloper55 on 
the lr.ire le ading to his headque.rters at Acquia Creek. Tnese in
dications consisted of an occasional irresular opening and closing 
of the circuit and once in a •·.hl.le strange signals, Yrhich ?rere • .  

. evidently not made by any of our O\m operators. It is proper to · 

·. 
54. Bates, Ccntcrv, 292-296. •. 

55 . This is c ertainly one of the ea.rliest inst:mces of an atte...'llpt at · 
interception by electrical oeans. 
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note that the characteristics of ea.ch l.!o�se operator ' s  sendihe 
are just as pronoQ�ced and as easily recognized as are the charac
teristics of ordinary handr,Titing, s o  that ;·;{len a message is being 
transmitted over a wire, the identity of the sender may re:idily be 
kno·.-m to any ot.he:- operator \vi thin hearing who has ever worl-=ed with 
the sender of such signals . ;. so."ne'.·;hat si.Ti.lar L:le:.ns of personal 
identification occurs every day in the use of the telephone • 

.At the til::le referred to, therefore, we were certain that our 
·wire had been tapped at an un�arded point . In so:ne way or other 
the· Con!'ecierate le;:.rned that we suspected his presence on the wire, 
and he then dis closed to us the fact tiiat he was fro!J Lee 1 s  army 
and had been on our y;ire for several days , and that, havine learned 
all that he r.anted to know, he was then about to cut and run. 11e 
gossiped \,'ith him for a while and then cec:.sed to hear his signals 
and knew, or believed, that he had gone . 

l!eanwhile, we had taken measures to discover his . whereabouts 
by s e!ld.ing out line::ten to patrol the line; but his tracks \7ere well 
concealed, and it i;as only after the intruder had left that we 
fou.."ld the place where our \7ire had been tapped. He had made the 
secret cormection by means of fine sillc-coYe:-ed .tiL?.gnet wire, so
called, in such a manner as to concee:J. the joint al14lost entiraly. 
Ueantime, Burnside ' s  operator was te�porarily absent fro� his post, 56 

and Tie Vlere obliged t o  have recourse to a crude plan for conceal-
ing the text of telegrams to the Amy of the ?otomac, which \'/e had 
followed on other SO:.leWhat similar occasior.s When Tie believed the 
e.cidrasst::e or opera:tor at the dista.'lt po; nt (not provided. n'ith ti1e 
cipher-key) was particularly keen and alert. Tnis plan c�nsist.ed 
prioarily of s ending the messa3e bac��rd, the individual words 
being misspelled and other.·:ise garbled. \'ie had practised on one 
or tv;o despatches to Burnside before th� Confederate operator Ttas 
discovere� to �e on the tdre1 and we were pleased to get his pr�t 
answers , couched also in the same outlandish language, Yihich "WU.S, 
however, intelligible to us after a sho:-t study of the text in each 
case.  The general and ourselves soon becaT.e quite expert in this 
ho�e-made ciphe r ga�e , as we all st�ove hard to clothe the despatches 
in strange , uncouth garb . 

Replacer.�nt pools \/ere evidently unknoim at this date. 
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·. In order to deceive the Confederate operator, however, we sent 
to General Burnside a nur..ber of ciphe r-me s s ages 1 eas:,r o� tran::lation, 
and \'lhich contained all sorts of bogus info:-.7.ation for. the purpose 
of misleading the enemy. General Burnside o� his ope�ator at once 
sur�wised o� purpose , �1d the gener�l thereupon s ent up in reply 
a lot of 11balcierdash , "  also calculated to deceive the uninitiated. 

It was about this ti!ne that the follo·;d.ng specially important 
despatch fro:n Lincoln was filed for transmission : 

.. 

November 251 1862 • 

UAJOR.-Gsi3:t.U BURHSIDE, Acquia Creek, Va. : If I should be in 
boat off J.cq,uia Craejc at darlc to-morro-.·,· (Yiednesday) evening, 
could you, ·;,"i.thout inconve:1ience, Lleet oe and pass an hour or 
two with me ·--� . Lincoln. 

Although the Confederate operator had sa�a good-by several daya 
before the date of this me ssa.:;e , we \iere not sure that he · had 
actually left. �� undertook therefore to put Lincoln ' s  telegram 
in our home-made cipher, ·•;o tru..t if the i'o�eign operator were 
still on our Y:ire, the nessage might not b e  readily .made out by 

.the eneicy'. At the sa.rne time extra pre cautions •·1ere taken by the 
. ,  Washington authorities �o gua:-ci against any acc ident to the Presi

dent while on the visit to General l3u::"Ilside . · Uo re cord is no-" 
found of the actual teA� cf this c�pher-despatch, as finally . pre

pared for transilision , but go in� back over it word for Ytord, I 
believe the following is s o  nearly like it as to be called a tnie 
copy: 

Washin!!ton, D. c; 
Noveo.ber 251 1862. 

BUR.NSID�� .kcquia. Creek: Can Inn Ale me withe 2 oar our J.nn pas 
Ann me flesh ends N. V. Corn Inn out r.ith U cud Inn heaven �y 
nest Wed roe lloore Tom cb.rkey hat Greek Viny Havlk of abbott Inn 
B chewed I if.--Bates.  .. 

·' .  • 0 • • 
By re�din� the above bac�nard, observing the pho�etics , and bearing 
in mind t�at flesh is the equivalent of meat, the real !!leaning · 

' is easily fo��d. It cannot be said that .this spe ciMen� exhibits 
especially clever \vork on the part of the War Dep<:rtment staff; ·not: . 

is it likely that the Confederate operator, if he overheard . its . . 
tr��nis sion, had much trouble in unraveling its meaning. As ' to · · . • 
this we ca.� only conjecture. 
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Burnside readily translated thi� cryptog�am, if it may be 
dignified with so hifh-s ound.in.:; n�e 1 and replied in si:.U.l.ar 
gibberish that he would mset Lincoln at the place a.'1d ti.rne speci
fied. At that meetin� on the steamer B:;.ltir.:o:-e v:as dis cus sed the 
plan ·or a move:nent against Lee 1 s intrcnch:!l�n�s \·rhich was made 
three weeY.s later, and lthich resulted in cur arr.� being repuls ed 
with the loss of many thousands of lives . 57 

Another special transposition of this type was used in 1865 ��en 

.Lincoln rras s taying at City Point and Richi::lond. .After 6 April the route 

tr�position ciphers were no longer used for presidential dispatches. 

T"ne reason for this abandonment of ci pher is not clear: the oper:ators 

may have felt that now that the v:� was believed practically over-Lee 

surrendered three days later-cipher c ocral.¥lica.tion uas less imperative. 

In any case, t elegrams were s ent in plain text thereafter. 

For an important message s ent by. lincoln on ) �pril a special type 

of cipher was used, clos ely res e�lL� t�a.t to Burn�ide . The reason for 

the '.:nusual enciphement "1'\"a.S a desire to c onceal the ne\<S from cipher 

operators nho might happen to s e e  it -while relaying it to t=ashington. 

The· ruse res�rted to r.as SU..'"Prisingly siople : the o rder of the words 

was merely reversed and nonstandard spelling adopted! The text is as 

follows : 

57. The battle of Fredericksburg, 1.3 Deceober 1862. 
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City Point , Va. ,  8 :30 A.�. , Ap�il 3, 1€65. 
Tinker, ��·ar Depart.":lent : A. Lincoln its in fu.oe a in hy::.n to start 

I a:roy traating ti: e�e possible if of cut too for.·:�d pushing 
is He is s o  all :Ucr.t.t:lond aunt confide is Andy e·:a.cuated Pcters
bu�g reports Grant morning tf.is :;ashil\;ton Secr.;tar.7 •;:ar. Beck
with.5S 

L. Civil � Terr.dnolog:y; 

During the Civil �·:ar certain ter.cs were used in senses different 

from those in use at the present time ; likewise, tec���l te� denoted 

. 
ideas non designated ·by different names. The follo1ri.ng is a glossary or 

such terQS :  

._ � . . .., 0 .... � • • • � .. 

Civil 1:iar term - -

adjustment - letter 
arbit�ry 
bulled 
check nord. 
ciphe::-

code 

co!n.":le.'1cecent word 
countersign word 

to put up 
translation 

modern equivalent 

letter indicating key position 
c ode word or code g=-oup 
garbled 
null 
both code and cip�er in the 

- modern sense 
in general, a signalling code1 

not used in the modern sense 
of cryptographic system 

key indicator 
key '-:-ord in polyalphabetic · 

substitution 
to·  encipher a message 
decipherment 

. 58. Bates , Centurv, 296; Plum, I, 35. The latter actually se� to 
attribute tne encipher.ment to Pre sident Lincoln hioselfJ A 
photo�raph of the messatie in plain text is printed by Bates 
(Cent�ry, 295) s o  it sae.cs cl:!ar that flum is ;.:rong about this. 
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�. An A��raisal of Federal Cr:�to�raphy 
Uodern cryptographers will be impressed by the insecurity of all 

. . 
the systems in gene�al use by the Federal forces duri� the Civil �ar. 

These systems include mo�oalphabetic substitutions, polyalphabetic sub-

stitutions, and route transpositions . The way in 'l'lhich polyalphabetic 

substitutions c;re mentioned suggests that' these ,..-ere not in much use; . 
indeed, they �y not have been used by the Federals at all. I! so, �ei 

mentions the=n sicply because the Confederates used them, and they were 

solved by Federal experts with ccoparative ease. In any case,  no Federal 

system would long have resist�d attack by co�petent crypt�lysts possessed 

of a sufficient body of traffic .  Though not inherently more secure tean 

the substitutions, the transpositions proved to b e . in actual �ractice 

adequate against the very ine�ert Confederate cryptanalysts. Both Plum 

. .  and Bates cake the stat��ent that no Federal message was ever solved by 

a Confederate expert :59 indeed they claim that the Confederates actually 

published intercepted messages in the nettspapers in the hope that some 

one wo'Jld co:Je forn-ard vti.th a solution. It must be rez::embered that Pl\un 
· am Bates were northerners, interested very naturally 1 in lOl.aki..ng the 

a�hieveoent of the union operators se�� more notable. Yet it must be 

presuoed that if the Confederates had succeeded in reading intercepted . 

traffic, they '\rould have ·recor�ed this fact to· their own c�dit. So 

59. Bro·.m {2.13) q�tes Lieutenant Frank llarkoe, Confeder.:lte Signal 
Officer at Ch ... rleston, as sayinr: th::..t he h:ld re.:ld many Federal 
messa�es, b-.1t the contc:-:t clc2rly shov:s that t hese were unenciphered 
signals. � ; . . . ·. ;: .  
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careful · a  histo�ian of the Confederacy as D. S .  Freeman says nothing of 

My solution in his seven voluoes on the ca:;�paigns of Lee and his lieu-

tenant s .  This fai lure of the Confederates is the core surpri,sint; when 

one learns that they were aware of the relatively advanced system known 

as the Vigen�re cipher s quare . Perhaps the real reason l':hy the Ccnfed-

erates failed was that they never intercepted sufficient traffic to 

·develop a competent cryptographic bureau. 

The route transposition; as outlined by l!yer in his l!anual1 seems 

D0\7_,· at any rate , a childish systec, but it must be · reJ'Il.e.r:loered that the 

illustration given by liliJ y;as · s e le cted for training purposes only: in 

actual practice the true meaP� of the cessa.ges appeared much less cb-

. vious• c��a�e, for �ple, the cipher text of the famous message .!ran 

Linc�ln to Cameron dated 15 July 1863 (see page 33 above) . �ithout eu!-

ficient coverage � modern methoc!s , how would any one gues s  that "Adrian" 

stood for Abraham Lincoln and that 11incubus11 ns \7ashington? And r;ho Ttould 

have supposed that President Lincoln vrocld have used the Ytord11bless" in 

a telegram? 

The Federal code, called by its use�s a. "list of arbitraries" was · 
• 

· th e oost secure feature of Federal · cryptography. I�. ·had been deve'loped 
.·. . . 
from a rudimentary fore in Stager ' s earliest cozpilations to the po�t · 

where later editions were including such code words as cuail • in the. 

'. i'" · 
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\. Had th e ·war lasted longer and the de:Jand for great er se curity been in-

creased1 it is probable that before long the Federals would have been 

- -using much larger , and therefor.e much better codes than these,  end with 

the continued use of the route t ransposition the Fe deral sys.t em would for 

all intents and pu�poses have r eached the stage of enciphe red code, one . 

not achieved during the First World l':ar by most gove rn.-:1ents1 and not even 

in the Second by all. 
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CHAPI't:."t IV. Til£ o:::Ur.::>�.:� .. x;:; SYST.::i.:S Ii� 'irii CIVIL WAR 

A .  Tne Vi�enere Table 

The mo:;t 't.idely used Confederate cipher was that known to modern 

cryptographers by the �e of Vigenere cipher square and was thus a for.m 

of polyalphabetic substitution contro�ed by a key word or phrase .  No 

Confederate or Federal Y�iterl actually calls the cipher by Vigenere 1s 

name : probably none of them knew that it was first published by Blaise 
. . de Vig�nere in his Traict� � c��ffres � secrets rnanieres d ' escrire 

(Paris 1586) .  That a copy of Vigenere 1 s  book y,-as still extant duri..ng 

the war in some Southern library is possible, �ut it is not likely that 

it \>as consciously used by Colonel J. H .  llexa.'lder Ytho devised the first 

Confede�ate cipher in the spring of 1862. Alexander �-as the brother of 

· C�neral E • .  Porter Alexander, already �entioned as an associate of 1zyer · 

in the old .t......-my before the l'l'ar. In the spring of that year he \72.s assigned 

the task of preparing a manual for Confederate signal officers, which in-. . 
eluded "a table i:cr co.:npiling cipher dispatches • 112 This sounds very much 

like the Vigenere table which the Confederates were known to be usi.ng 

in messages successfully solved by Federal cipher clerks • . 

The earliest dated Confederate cipher, h�fever1 is a message s ent b1 
.. .  L 

l .  l!.yer, �'lual, 298; Plum, �� .38; BrO'.m 211; Bates, Centui"V, 296. · 

2. BrO\m (206-207) prints a letter froo Alexander dated 6 JWle 1888 in 
which the writer given no further details. · 
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! • 

. ·' 

-1 • Fl . " :)al  � ;.; . . . . 
- 75 ·-

. . --,-- · - - - - 'f 
------------------------- - --

; 
.! >. 

· i:z 

• • ·» 
,.� � ' . ., 

� , ... 

�� � IO 

I � " .1 
� 
� . .  
�, 

·� .'i ... " .. 
) 
·a 
� 
� 
':"! 
�· P: 1 
·� '· .,.; 
' !  . . � � 

':J 

B 
!J 
r] 

� 
;; f' ,: 
� 
� �� 
·1 
l'f 

I� :... 
., 
. .  
J'-! 
iJ 

l ;  
t 
l 



•,I . 
\ 

( 
\ 

I .. . • . . .. . 

· · · - · .·- . . .... ... . -·· . - . . -.. ,.. _1 . . 
... 

IV � The Confederate .S·,·st.e:::s in the Civil i:a-:-��----------��� 
'. 

Beauregard after the Battle of Shiloh (8 April 1862), giving the nuober .. 
and condition of his forces at Corinth .) The text had been enciphered 

11by merely putting the last half of the alphabet first, that· is,  sub-

stituting ll for A, N for B, 0 for C, etc . "  The message first reached 

Richmond in a ·northern ne· ... spaper, for it \":aS intercepted by Federals. 

From Br.oYm ' s description it see3S clear that the method \·:as mo:1oal.pha-

betic sUbstitution ��th the cipher alphabet a reversed standard alphabet, 

thus : 

Plain : 
Cipher: 

ABCD:s?GHI.JI.Il.J·!O�T'uVi'TXYZ 

zn::,WTS?..:;FO:·:.::LKJIHGFEDCBA 

This Beauregard lUessage thus probably a.ntedates the appearance of Alexan-

der' s tl.anual, which accounts for the abn:.pt change in type of system. 

The Federals prepared cryptographic syster.lS in 1861, r.·hereas not until 
. . 

1862 did the Confederates make any syst�tic attempt to prepare compre-

hensive systems . This is surprisin& in view of the widely held view 

that the Confederate Ar.mi�s included a larger percentage of abler officers 

of the old Federal .• �y th�� did their Northern o��onents . Brovm says, 

however, that all Confederate signal officers were instructed in cip�er 

. and intrusted l·iith the key word. 4 · 

;1 .  Br6Y!D, 212. 

. ·  
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Only four keys are YJlO\'m tc have been used by the Confederates j 

others may have been used in traffic not solved. Tnree of the four 

appear to have been cons tructed by the s a.":le co:1piler: 

co;,z iEI'.U3UTION 
CO:..PIZT3 VICTORY 
DJ l Ct< .i.S TE.� B VJ FF 

l�ote t�at they all contain fifteen letters, �,d th�t there are repeated 
. 

letters, at least two in each key, and in the first, several letters 

(E, I, o, R, and ·T) . T'nis lias a defect which was recognized by }!orthern 

cryptographers-see lzyer 1 s l:am.:al, 'page 273. The fourth key ,·,-as IN GOD 

Tt'E TRUST, and shows no affinity with the others : it does not have fifteen 

letters . Bro;m (page 211) calls this 11the Court cipher11 and says that 

it �as been ouch used in diplomatic correspondence. It the�efore seems 

pr�bable tha.t s ome one found it in an earlier Ytork on cryptography and 

adopted it for �onfederate use . 

l�er 1 s  illustration of the Vigenere table (pages 298-299) is based 

on the first key and is as foll��s : 

Plain text : 
Key: 
Cipher text :  

'I� iL� Yln..L !.!0\TZ TO HIGHT • 5 
W:.! PIET LVIC TOJ.Y CO!_l)mT. 
VV� PC� J..DTN FC';.IC VCZXR.ll!. 

Note that the l'rord lengths are retained, a vulnerable feature . '';hat is 
" 

more, the Confederates enciphered only parts of their messages, leaving_ 

the remainder in plain text, a fact which led to successful solution. 

. 

• • 

5 .  T'nis is l!yer ' s  favorite text; he uses it in most of his illu.stration.5 . 
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Had the c ipher disks been less cl�sy1 it is probable that their �essages 

�ould have successfully resistod solution, for it is doubtful i! any 

Federal cryptanalyst was aware that polyalphabetic substitut ions can b e  

solved by factoring the interval between repetitions of pOlygraphs. 

The follo�ing e�ple will illustrate - the Confederate methods : 

Jackson, �y 25th, 1863 
Lieut . Genl . 'pe�be:-ton: � XJ:FV. USLX l'fas VVLJ:LSJP by the B?.CYA 
(1) J 200 OJO BJT . su:.J. NEP..?. Zlr""'l! It will be GFo:;cszo (Q) D 
a.s they liTY'..:·JX. Bragg �T?Hll�� a (R (K) c:.Y.ES l:ben it D�GJXI \Till 
YOIG .  J.S .  �;rr. lriTI'lr do you ITI� the �. VFVEY. .  How and where 
is the JSr:';!!LGUJSFTVE. 1-G:'Y is your ROEEL . 

J .  E. Johnston. 

This me ssage r.as intercepted by Grant a..."lc! for.farded t� �7ashi."lgt�n on the 

day it -was sent by John::ton� Grant revealed in his accompanying letter 

that e ight men had been captured r.hile attempting to get through the 

Federal lines and that they had 200,CX>O percussion caps on th�. 
. 

The message �as assigned at once to the cipher operators in the Uar 

Departoent who soon solved it, but Bates, "Who ·must have participated in 

the \':o:-k, fails to .record the steps. It should be obvious, hol'tever, that · 

�ne of the point s for attack was the word VffiT, follOldne 200 000, l'lhich 

i.II:mediately suggested the plain text CAPS. Bate s '  description of the · 

method of encipher�ent used in this messege is incorre ct : he state� that 
. . 

the key was t:.ANCHESTER BLUFF , as indeed it \vas, but he then goes on �o . � . 

say that the letters o! the key �ere found on the top line o! �be square, 

t he plain letter� in the column headed by the key letter, and the c iph�r 

letters at either end of the line · in  which the plain occurred. This is 
. .  

.· 

·• 

probably only a con!u.sion, in the mind of Bates, o! the operation o
Q
! !� 

• - Jdtt> 

• 



.�-

�( 

.. 
( 

\ 

!V. S>ste::..s in the Civil Y.1ar 79 .· 

cover5.J:� a key 'lll·hen both plain arxi cipher are known, with the opera

tion of encipherment : John�ton actually found the plain letter at the 
· ·' 

top of the ' square, the key letter at the left , and the cipher letter at 

the intersection. }iote that the key '\':as not YITitten over the e ntire message 

but o:lly over those letters �;hich were to be enciphered . By using this 

method, the following pl.ain te>..-t �as reached: 

Jackson, � 25th, 1863. 

Lieut . Genl. Pemberton, Vicksburg: 

l!y last note was returned by the bearer. 200,000 caps have 
been sent . lt Y11ll be increased as they arrive . Bragg is send
ihg a cliYision. l.'hen it c�z.:es 1 will I:i2:lve to you. 7ihat do you 
think the be st route? How end where is the en� encamped? \1hat 
is your force? 

· J. E. Joh.."lston. 

Three other Confederc.te messages were received in the autU!I:Il of 1869 

by the ciFh�r department at new ·Orleans, of which Captain TI. R. Plum was 

then officer in cr.arge .  The first TiaS an old telegram partly in cipher� , 
. 

not hitherto seen by the Federals, which had been sent on 26 December 1862 
\ 

by Pemberton at Vieksburg to Johnston at Jackson, a.nd had been intercepted 

about the time it was sent. The second telegram in plain text was, accord-

ing to a note attached, found w.ong Confederate papers after the fall of 
• 

Vicksburg in J� 1863, and it waa suggested in the note that it was the 

plain text. of the first telegram, inasmuch as the two messages weN
; 

ideriti-. . . 
. 

cal in date, corre spondents, phraseology, and letter count. Plum, WhQ 
, .. . 

.· . 

rl - a· n .1'r!': � . . -� .. 

----------------- - - - -
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knew the essential features of the Vigenere table, did not take long to 

prove that this assunption \'ias rieht . The following will illustrate : 

1!essage No. 1: 
l!essage lJo, 2: 

I prefer O:J.VVR, 
I prefer Canton. 

it has reference to XP.Vr� �CEFF IBPZE 
It has reference to forti ficat ionsa 

l.JL� Z'.'ll!YK to prevent Fl-11JZ3 YJ.Si:s TF.r.': at that point . F..C::zl. FSGHV ELvrz 
tYazo oCity to prevent passa goefr iver at that point. Force lande dabou 

FIL�L ILhSL TLHIF NOIGT s��l-� GCCAJ n.6 
tthre ethou sanda bove� outho frive r. 

By searching for the plain letter at the top of the Vigenere table, and 

running dolm the column to ' the cipher letter, the r�y letter would be found . -

at the left hand column. Thus, it was shown that the key used l'fas l::ANCHESTER 

ELUFF. 

( J.n attempt to read the third message by usi.z'l.g the key !.1l-.'iCHr..STER BUJ?F 

(_ 'nas a failure : .. it · had not been enciphered wit� _that key. The text VIas as 

follows: 

llon t go�ery, 30th ( Se ptewber 1864. ) . ) 
To Gen'l E .  K. Smith, 

Shreveport, La . ,  via lTi • 

,, 
L 

1'1hat are you doing to execute the instructions sent you, to 
HCDUV\'r-r....::.'f-IG-JC.:�3I-D!!\','I-JN-VAS-I'Glr�UED�.TID .-If success l'till be 
more certain, you can substitute-EJTEIC.:PG-O?G::zvl'-Y.:F &t>J2-'::':.G-B-;EPZZN
BB'1,Y?HDN-Cl :o;.;r:'":'::G-By whlch you may effect c-TP:G:::xYl�-above that part 
HJ-O?G-K':.i:CT-patrolled by the ��m-c.ca:.'L-C'.·;..E,':13NDLXL. 

Jeffn. Davis • 

. The cryptanalysts were asDisted by tlto fact s :  (1) the plain text suggested 

probable values for the cipher; and (2)  the l'lord lengths had been indicated 

. . . 

... . 

by the dashes. The sequence 0 TP� following, as it does, "you � , 
. .  . . ·. . 

effect, " suggested the plain text A CROSSING; likewise, the, cipher t ext  

6 .  Plum, I, 37 .  r oa sus;e c:J.: 

- l..___.O_tt'tt ct _..___......_....., 
' 

et d am = ·{ 

:·, 
. ·· • 

o � � 
. w  Dd'S 

,, � 
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"above. thc.t part HJ-OPG-K\".1�CT11 suggested C: · TfB RIVER. Having attempted 

t� 
.
�ecover the key used 'Kith the first passc.ge, PlU.Gl found .• · • •  TE VICTCSI 

C •• • : from the other passage , the result was • • •  ORY co�. . .  By join-

ing the two fragments, the entire key T:as recovered: CO�LEIL VICTORY. 

The Complete decipherment ��th the key c.nd plain text is es follows:? 

Cipher text : 1'.hat are you doing to execute the instructions sent you, 
Key: · 
Plain: What are you doing to execute the instructions sent you, 

Cipher text : 
Key: 
Plain: 

Cipher text : 
Key: 
Plain: 

Cipher text : 
Key: 
Plain: 

to P.CDLLVi7 :n�,�IG KE GCZI D:::::1 �! VAS IXHi�UHD!!ITD. 
CO�.!PI.ST EV!CTO RY cc;.P I..:ST::S VI CTO RYCG�Ul'EV 

. to FC...�7iJ,RD TRCO?S TO EJ..ST SIDE OF T:5 DSSI.SSIPPI .  

If success will be more certain, you c an  substitute 

If success 'Will be more certain, you can substitute 

EJTFKlTG OPG:::ZVT K0i' JJL� T;.G E .. :2?:Zi·! B37,"Y?HDN Cl!O!.m�� 
ICTC;tYCO l?El'.:.V ICTC:..";tYC 0� ' IZ?i!.'"VIC TC:;tYCCt:P LET.u'VICT 
i'J!ARTCNS C .. WALRY CO�JJ@ FCR 1�'l.Jl.::..S l.NF:J;TRY DIVISION 

Cipher terl : by "Rhich you may effect 0 TP(X;::::x:!K above that part HJ OPG 
Key: 
Plc.ln : 

Cipher text : 
Key: 
Pl.a.in: 

0 RYCOl?LE TE VIC 
by nhich you may effect A _C?.OSSTiiG above that part OF THE 

K\'�CT patrolled by the ZHGRIK GGIUL C'J E".'lBlmLXL. 
TCRYC Ol.PlZI' :EVICT 0� YCCll'LET 
RIVut patrolled by the L..:;:"iER CL.�S OF GtniBOATS • 

Plum gives enother .cessage sent to Smith, this time by Lee, 'tihich was 

also enciphered by the key CO�U:l'Z V!CTCRia . 
I • .  I 

7. Tihere the key is not written, no encipherment took PLace. 

·. 

. . 
. . 
. . 

·-. 
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Head-quarters, C .  S .  Armie s ,  �ch 24, 1865. 

Gen. E. Kirby S:llth, corr..::l.g .  Trans-l�s s .  Dept . ,  Gen. :-VVt". 
ECill;J.!.1>!.: RVCCG UI LE0:.:arzs KFCP. K9? �'.AS?"l'F US TFCFSTO ABXC 
BJX hZJ!��J �I�.!.nsc:� r:B IJJZL Ui::ISU nT KFG .�trr:D �H OPC1: ill'S 

UVJ.J':iH XRY!:c:.-.ci YU t'vXT�J'T IU ICJ:.r:?XT ES VVJ;.U !.:vr'Jt T'.',nTC 
t;g£ IU :SOI:BJ 0 RD�7. E'J UC?. PV l:TIP'r!'XEC R:::Vi.Rm3 RGZ� P.S?Z 
F.i-�SJC?H PT J:X. RS? L:!:ZZ Jt:,SCDSTP.ZPT l:Z:-:S� ;.CGG NSFC'VVF l!C KFG 
S�� ITF.F ·,:H �r:VV Ki:GE FYH ?E?� C!�.LI!;l'TYIL Y.J JT33X P.� HI':ill 
'KOHZ A't.',VV FD l.CGJ J.'vx:;:VV YCI:.G o::; I::Y F;:;T Wl.J. SCUH. 

I � oost respectfully 1our obdt . servt. 

R. E. Lee. 

In this �essage, Lee 1 s cipher operator.,· enc iphered the entire message, 

except for the salutation and relatively roe�gless complimentary close, 

though he kept the word lengtr.s. l!oreover, since ca��LEIE VICTC.P.Y -was .a 

key kno-.m to be in use by the Confederates, it could be tried and was found 

· .- -correct • . ·Yet, even if that key had not been knoi'.n, this message, probably . 

the most secure Confeder�te cessagc extent, �ould have been speedily solved 
. -

by a J:t:>dern cryp�a!"talytic u.."lit . Note that there are repetitions of the 

!ollovd.ng polygraphs : 

, ABXC 
KFG 
IU 

and 105 letters later 
and 165 letters later 
and 30 letters later 

The !actors are as !ollOYlS :  
I L 

. ·. · 

105 : 5, 7; 15 " 
:30:  5,  6, 10, 15 

l6,5: .5, 11, 1.5 

ABXC 
KFG 
IU 

• 

Both 5 and 15 appear in all three intervals-. Solution could proceed c;>n · • • I 

. 
. . . 

either ass�ption; actually, the number of alphabets was 15, since COMPLETE 

--- - - - -

·-
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VICTJRX has 15 letters in it . 

- - By performing the decipherment, the reader will discover that the cipher 

reads as follows :  

The President d e �  it advisable that you should be charged with 
tbs Dilitary operations on b:>th banks o! the !.:is s . , and that you 
should endeavor as prc�ptly es possible to cross that river with 
as large a force as r:.:.y be p:-udently v:ithdra·,,n froo. your present 
Dept. You will acco�-L�gly extend your corrnend to the east bank 
of the �!is s . ,  and Ir-E.ke arran8e;::e:1ts to bring to this side such 
o"! you:- present force as you may deem best. 

Le� ' s  cipber clerk wa� not always so C2!eful as to eliminate !rom 

his telegr� plain text of a revealing nature. The .following message, 

enciphered by the key CO!.!E P3TIUBUTIOH, (ominous , ih viert of the date) 

�111 serve as an illustration : 

Confederate States of �rica, �itary Telegraph. 
Dated Head-cuarters , Febrtiary 25, 1865 . Received 
at Richwond, Va . ,  12:25 minutes, A.U. 

To Ron. J. C. Breckenridge, Sec ' y  of ;7ar :-I recom:1end that the. 
TSYS!.SE FN ()JUT",:? ?.F ;..TV"J1..':? Uo.:J.'::3�T� "£:12V"£J and IS'.'iJ.J\TRlJ KT�'l'!. 
are not of imoeC.iate necessity, UV KFCF'.:.3PGR l.PC Tffi!LFL LEQ}iT�P. 

R. E. �e . 

At once KT}ITL suggests VtHICH, and this is correct, as will be seen from 

the decipher�nt : 

s. 

I recommend that the removal of public property, machiner,y, 
stores, and archive s which are not of �edia�e necessity, be 
cozr.;nenced .  All po�:der should be secured. 

The orD_y exaopleS of the use of the key Dl GOD Y:E TRUST ls found 

Brown, 211-212. 

. .... . .  · 
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in .a message of "Y:hich the date and correspondents are unkno·,m: 

Key: 
Plain: 
Cipher: 

n:CJ-)D".'.'".::I'RUSTIJ::;cD::ETRUSTD!GC!:r:."ETR 
LC�:J.ST?.3:.:."TIS:.:;.Rc;rn:Xirr-'IS!-G?.SHILL 
TBTU\'XVXVX;.L Ui D:,.J2ZFHXBJ. UKFVD!.:EC 

This cryptogram differs froo others in that the encipherer found his key 

letter at the top, the plain letter at the left, and the cipher letter at 

the intersection. 

During the trial of the acco ... plice s  of John 1'/ilkes Booth considera-

ble attention l'ias given to evidence tending to shol7 that Booth' s  inten-. . 

tions were known to President Davis and other Confederate leaders . On 
· • ·�- - - Booth ' s  body -ani also in his trunk in the National Hotel there were .found 

( · 

. (_  

I 

atter his cee.th copies of 11an e.lphabet square cipher" • This is described 

by Bates as identical y:ith those lmol'm to have been used by Davis and Con-

.federate g�nerals, as well as with another .found on 6 �pril 1865 by Charles 

A. Dana, �ssistant Secretary of War, in the office of Judah P ,  Benjamin, 

Confederate Secretary of State. This evidence, so Bates (page 298) says, 

.m.akes it "inconceivable that Booth was not supplied with this cipher-code 
. . . 

by the Confederate government . "  The evidence does not now seem so con-. 

elusive : if Booth merely had a cipher square oi the Vigener3 type, his 

knowledge of the eystem may have been independent. If, hortever ,. Booth 
·. . . 

also possessed one or more of the key phrases mentioned, the �idence 

is much better. 
•. 

' < 
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B. The Ch:h�r C·:l.inder 

T'nc Con.federa te s fotL"ld th?. � the ope:-a tions of encipheri.ng end de-

' 0 
ciphering a r:1e ssaee using the Vigenere s qu.:lre y;ere laborious, and Captain 

' 

17illiam U. Barker 1 of the Confederate · S�gnal Corps 1 devised · a cipher 

cylinder 9 by nhich this type of ope:-ation could be speeded. The cylinde:-

?l'?.s nounted in such a r;ay that it could be wade to revolve horizontally 

on · a shaft fitted ,·.i.th a crank. . . ' 
On �ts outer surface a V�genere square 

was pasted and a fixed pointer ·r.as a.tt�che d in such a tta.y as always to 

. point to the left hand colU::n.n. There v."?.s also a movable pointer vrhich 

c ould be slid along a bar to point ·to any .other colu::m. T'ne operator 

began encipherwent by turning the c:;rlinder until the first line of the 

( square � opposite the novable pointer. He then slid the movable pointer 

( \Ultil it indicated the key letter. .The ·cylinder \'!-as then turned until the 

: 

fixed pointer ,iould indicate the cipher letter to be used. lJyer illustrates 

this cylinder on Plate �� figure 4.10 Another illustration (Bro\·:n, p.2J.2) 

is entitled uconfederate Cipher l.!:achine . "  This machine is much si.Dpler, 

and lacY...s the pointers . T'ne cylinder is enclosed n'ithin a box whi�h ha3 

·a slit to per:nit the opera.t.or to vielT only one line at a time. Obviously, 

9. See Figure 2. One of the cyl.i."lc!ers is on erhlb:..t in the ASA lluseum; 
another is in the Lincoln l.!useu:n, Tenth Street l!orth·.-,·est, ·;:�shington. 
It is described as h�Yin; been foun� in the Confsdcra�e ::ar Department 
in P..ich::lond, and p:rob3.bly is the cylinder referred to by Brorm as in 
the �·:ar Departl.'lent at 1'!ashington. 

· · 

10. See Figure 2. 

. 
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the operntor using such a device �ould be forced to mark the proper column 

in sor.:�e "'·ay. Brov.n says that 11a model of thi!l apparatu3 is · preserved am::>ng 

the CcnfederC1te records in the r;ar Department at l7ashington . 11 He hi.tr.sel! 

possessed another. 

l��ither device involved any cryptographic principle different !roo. the 

' 
hand-operated Vigenere square . 

/. . . .. c. � Running Key -� · 
Following his des cription of the Co:llederate Vieenere table, i�er 

describes (pages 300-302) enother cipher which �y have been used by the 

Confederat e s  though lzyer does not specifically say so . It is perhaps the 
. . . . 

most interesting cipher in the l�anual. The procedure is as !ollo·Hs: 

' . : . the 1ett�rs of · the alphabet ar� numbered consecutively !ro: l to 26: 

A B C � E F G H I J K L U N O P n R S T U V TI X Y Z  
1 2 3 4 5 6 7 B 9 D ll���� ��E � �a�a ��� 

Then, by using these nuobers, the key is converted to digit s, t hus :  

· Key .in letters: 
Key in digit s :  

A D I S C 0 V E R Y 
1 4 9 19 3 15 22 5 lS 25 

Eneipherrr.ent is perfor-med as follows: 

Plain text in letters: s E N D 11 E p 0 'W 
Converted to digit s :  19 . 5 14 4 13 5 16 15 23 

D 
4 

N�ericc.l key: 1 4 9 19 2 12 22 2 18 22 
By addition : 20 9 23 23 16 20 38 20 41 29 
Subtracting 1 :11 19 8 22 22 15 19 37 19 40 28 
'Where more than 26, 

subtracting 26: 19 8 22 22 15 19 ll 19 14 2 
Converting to letters: s H v v 0 s X s N B 

11. Thie i s  done merely to cdd con�lic&tionsl 

E R 
5 18 
1 4 
6 22  
5 21  

5 21  
E u 

the 

Q - n i! q 2  
. •  '"' "' w  
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The de 9ipherment proceeds as !ollow s i  

Cipher text in letter s :  
Converting to dit;it s :  
}�ev in c irrit s :  
su'btracting:.l2 
.Adding 1 :  
Converting to letters : 

S H V V 0 S K S N B · E . U  
19 8 22 22 15 19 11 19 14 2 5 21 

1 � 9 19 3 15 22 5 18 25 1 � 
18 4 13 3 12 4 15 14 22 3 4 17 
19 5 l..4 4 13 5 16 15 23 4 5 18 

S E N D M E P 0 W D E R 

The operation is co�plicated, but s�ys ]�er, it can be speeded in direct 
( 

propor�ion as the Ofer.atar is able to co1i t the num::>ers to .me:-...::>ry .  Thu s ,  

if the operator can through �emory subtract digits from letters , some o! 

the operations · can be omitted. 

D. Confederate Esoion a �e Svstems 

( -
As is well known, Confederate agents were active in Canada, perhaps, 

( � · · · as -was suspected by the Federal· Goveri'-":l Emt at the til:e, v:ith the con."livance 

\ 

o! the Ce .. :n�dian authorities. la'ith these agents com:nunication t1as maintained 

by means of a s e cret Iilessenger llho regularly passed through 1·:ashingt.on on 

his -wa:y from Rich::lond to Canad.a.13 I! not a member of the United States 

Secret Service, this messenger lias at least ltill:i.ng to permit il_"l.sj>ection 

in l7ashington of the content:; o! his messages. It is possible that like 

m.a..ny another spy, the man was wilJ.ing to sell �elf to both s ides at 

the 
.. .. . 

12. 

13. 

same time and that he also furnished the Confederates the results of 

t:he re minuend is less than subtrahend, 
. 
add 26 before subtrc.ctir.g. 

Bates, Century, 298-299. . .  

, 

0 .. n - ,.., ('.3 . ... "-' � \ .  
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In any case, Bates (298-299) 

88 

.cakes the claim that the cipher messages in his possession \�ere from tin:oe 

· to t�e solved by the �ar Depart�ent cipher clerks, thoU&h he does not give 

either the text of the messages or details of the solution. ·  

In De ceJlber 186.31.4 the Post Office in New York intercepted two 
' 

letters addressed to a �n named Alex . Keith, Jr. ,  Halifax, Nova Scotia. 

The first )':as dated 18 December a.TJd. the second the 22nd. Both '\'iere in 

cipher using arbitrary symbols. The te,._-tl5 is printed in. BatesJ articl� 
in H.e:oer' s (June 1898) , and another transcriptiop is printed by ?lum 

(I, ·41) : whetr�r either is a photograph of the original letter is  not 

cleat; p:-obably both are transcriptions . .According to PlU!:l, the first 

message �as passed around the �ar Departwent to various clerks who co�ld 

do nothing "'ith it until it came to the cipher �peratcrs l;ho -,;ere able to 

solv·e it·. As Plum l'\as not an eyewitness of the events, it see.ll:S better to 

follow Bates, one o! the �en who did solve the message, and state tr�t the 

letter reached the cipher clerks without mUCh delay. The docuoent was 

obvi9usly a letter, beginning 'Vtith th� place and date, the r..ame of the 

addressee, and ending with a signature in three s;;1nbols. The symbols, 

ho.,.,ever, llere a mi.:dure of �:any types :  there were so::1e which resembled 

script; some were geometrical figures, cusical notations, dots and dashes 

•. 

l.4. Bates, Cerfturv-, 299-302. 

15. See Figure 3. 

• 
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of the �orse code, and at least one B)�ol was a caricature or a man ' s  

!ace. Perhaps by error, near the bottoo of the letter the �r�ter had 

failed to encipher two words "reaches you" and this proved the entering 

?ledge . In Plum' s version .the words of the message are set off l'lith 

commas; in Bate s ,  they are rWl together. J..s Bates, Tinker 1 and Chandler 

studied the �ssage, with President Lincoln looY3ng over their shoulders, . 
it appe�ed that the encipherer had used 'symbols or a single type for each 

�ord. It \'\'as therefore possible to ruark the l'lord lengths by noting r.here 

different types began and ceased . In· front of the words "reaches you" 

was another �ord o! four letters and in front of that another of si% letters 

in r.hich the second was identical with the sixth: i.e. it for�d the 

!ollo\ri.ng pattern ASCIJ.:.B. On the basis of this pattern ani the plain tlords, 

the experts hit upon the priase "b�fcr� this reaches you, n �hich proved to 

be right . From that point on, solution r.as rapid, the entire solution taki.ng 

only four hours. 

The letter -w.hen deciphered "tias as follows : . .  

• 

Hon. J. P .  Benjamin: 
17illis is here. The tl'.'O ste2.!!lers will leave here about 

Christoas .  Lamar and Bov:ers left here via Bern:uda two weeks aeo·. 
l2,000 rifled muskets came duly to hand Wld were shipped to Ha.li!a:x 
as :instructed. ;ie ·will be able to seize the othe:- tv1o stee.rners 

· 

as per progra=me . Trowbridge has followed the President ' s  orders. 
Y:e will rove Briggs under arrest before this reaches you; cost · 
t-2,000. �·.e l'iant more money; hoY1_e'shall �e draw? Bills are ror-=. · 
l'iarded t o  Slidell a.nci receipts received. i:rite as before. 

J . H . C  • 

... 

---------------------------------------------------------- -- ---

. . -
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This oessage ��s, of cours e ,  intended to be fo�erded from Halifax to 

Richr.lond, an
.
d the initials sighed t o  it vtere those of J. H. Cammack, 

a Confederate agent in He·n York City. Acting upon the. intelligence ob-

tained frora the letter, the Federal authorities ,.,ere able to prevent 

th e accomplish-:1ent of the designs which Ca.onack and the others had in 

mind. 

Four days after c�ack mailed his first letter, he s ent a s econd, 

this tine addressed to Benjamin H. Hill, another member of President 

Davis ' s  cabinet. Tne text of this message is not preserved by any of 

the sources , but the same syste:n was in use as with the lette� to Secre

tary Benja.c.i.il. Thus, the solution was rap!.d and resulted in the folloi7-
• ,. _,. • • · •• • l 

ing decipher.ment : 

New York, Dec. 22, 1863. 

Hon. Benj . H. · Hill, Rich�ond, Va. : 
. Dear Sir :-Say to �e:--'inger t:-..at Hilton will have the machine 

all finished and dies a� cut ready for shipping by the first of 
January. The engraving of the plates is superb, They will be 
shipped via Halifax a:1d all accordine to instructions . The main 
part of the work has been under the i.cmecliate supervision of Hilton, 
who Will act in good fai.�� in consequence of the large ��ount he 
has and will receive. The work is beauti.i'ully done and the paper 
is superb . A part has been shipped and bala.""lce will be for"ltarded 
in a few days . Send. s ome one to Hassau to receive and take the machine 
end paper through Flori da .  ;·;rite 1:1e at Halifax. I leave first 
week in Ja.'1uary. Should Goocban arrive at Nassau, please send vrord. by 
your aeent that he i s  to await further instructions. : . 

. 
Yours truly, J. H. C .  

---------......-�--- . .. .... 
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After the capture of Richmond in April 1865 , the Assistant Secre

tary o! l7ar, Charles A. Dana, .found in the Confederate State Departl!:ent 
16 . 

� docu.:nent which proved to be the !'ey to the Cam:nack letters . The system 

is, in effect, polyalphabetic substitution, though the .fact that each of, 

the six alphabets is made up of symbols of a different type defeats the 

fundanental purpose of that type .of substitution, namely, to conceal the 

identity of the different alphabets and thus prevent the �reparation or 

a honogeneous frequency distribution. c�ack had used the alphabets in 

en enept way: he had used1a single alphabet for each �ord, but had he 

been more skillful and mixed ·the alphabets thoroughly, still the essential 

difference of the various alphabets would have aided solution. 

The nature of these alphabets Tlill be .clearly see!l in Figure 4. SO!!le 

confusion . .might be experienced in separating the fourth f:-om the fifth 

alphabet in a message : a few characters in each resemble some in the 

other. A good deal of attention is paid by all the writers to the fact 

that ·a !ew o! the symbols s:·.ow sooe resemblance to the cryptogram sdd to 

be on a tomb stone in Trinity Churchyard, New York, in which the Ro�icrud..an 

or pigpen c ipher appears, but the resemblance is merely accidental�the • 

Cacmack letters are definitely not in the Rosicrucian cipher. 
. . 

• . . 

16. a photograph o! the document, reproduced as :: . .  Bates, Cent��. )00: 
Figure 4• . . • . . . . 
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The Vigenere square cipher \7as of a .  type of cryptography considera-

bly �ore �ture than the �onoa.lphabetic substitutions and route transposi

t ions in use by the Federals . 1','here the Confederates failed was in their 

clumsy use of the device l'ihich had many m:>re possibilities for security 

than they ever exploited.  One of the \'iorst faults v;as the failure to 

encipher the entire message: onl7 one eAtant Confederate ci?her message 

avoids this .fault, and even that has an unenciphered address and compli-. . 

meotary close .�hich aids the cryptanalyst, at least to a limited extent .  

Secondl.y, there were too feYI keys and these were not changed with regulm--

· ity. Furthermore, the c ipher clerks made no effort to see t hat repetitions 

of the same plain te:;..-t nthin a message did not fall into the same phase. 

The skillful cipher clerk who uses such a polyalphabetic substitutioh �ill 

first underline ell repetitions in the plain text of the message. He l:ill 

then take the time to c opy th·e text into columns unC.er the key word or 

phrase and make sure that none of these repetitions appear in the same 

colu::Jn. If they do, all that is necessary i_s to insert nulls to throw the 

repetition out of phase . But such skill v.aa beyond any Confederate cr,ypto

. grapher. In their favor, it should be pointed out �hat , except for .'the 

single letter from Colonel J. H. Alexander, all of the test�ony concerning 

the Confederate system co�es from Union sources. 
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An apprais�l of the espionage system used by Cammack has been 
· -

given above in paragraph 15. That such a device was thou&h.t suitable for 

a letter which T�uld have to pass through the United StGtes mails shows 

· . ....... 

cons iderable naivete on the part of the conpiler. i� open code �ould 

have been m�re suitable . Possibly the Confederates did not cons ider the 

possibility of a thorough censorship, or of t he ir cover address in 
. 

Halifax becoming known to the U . S .  Secret Service. Their ovrn inability 

to solve cryptograms may have led them to a trustful confidence that 

relatively weak systems llere "absolutely indecipherable, " as in the case 

ot ma.I".Y c:.nother beginner in cryptography. 
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CHAPTER V. A DIPLC�Tlp SYST� CF Tn:::.: CIVIL -;:�q F:RICD 

Little is known of �erican diplo�t ic syste� from the Revolu-

tione.ry period until the invention of the telegraph and t he  laying of 

the Atlantic cable provided a means o! rapid co�unication between ?!ash-

in�on and the European capitals. Nor i s  it possible to say much about 

the diplo=atic systecs used with the first messages sent over the cable 

-when �t Yras first laid in 1866. For a full account, the files o! the State 

Department would be necessary. 

Ha�;ell, whO was a State Department eriploye e  for many years discus ses 
. 

. in the ·article already rnentioned,l7 the stat� Depart�ent systew of the 

period ( pages 88-90) . His statements are to be accepted wit.h extreme 

caution, as it is not kno·.m how he obtained his info:rm.ation or �hether it 

is authentic. The following is a transcription of tr.e pertinent para-

grephs: 

· Shortly after this18 another cipher was adopted by the Govern
ment , which continued to be used by the Department of State after 
the inauguration of the Gover��nt under the Constitutiou, down to 
as r.e.cent a date as 1867. It was very seldom used, ho;·;ever, after 
the "ar of 1812. It r;as constructed upon the principle of a combin
ation o f  nunbe�s ran;ing fro� 1 to 1600� each n�er representing 
either p��ctuation-�rks, letters, syllables, or in so�e few instances 
complete ·word s .  It Tias a cum�ersome, laborious cipher, suited, per
haps , to ordinary correspondence, with the merit of being easily 
deciphered by an e::>..79rt . It was found not only very inconvenient 
for corresponding by means of t he cable, but exceedingly expensive. 
J.. similar cipher, however, is now being used by at least one of the 
principal powers of .Europe. 

----------------------------------�- · . .. 

17 . Centur,y, �� (1912-1913)1 83-92. 

18. 
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In 1864 the French govern.ent under the Eoperor Napoleon III, 

tnking advantage of the C ivil ·�:ar in the United States, occupied 
l!exi co and placed 1�aY.ici.lian on the throne as emperor . · i-.s soon as 
the war "'l'ias over, l!r. Seward took steps to forca the French to re
t ire fro� that country, and by that �e�ns enabled the people to 
choose betvJeen �ili.an as e!Jpe:::-or and Juarez as president, ••it� 
out being influenced by the presence of the French military forces .  
J.. cabinet meeting \';as called, at ,·;hich General Grant was present 
by invitation. '.the re sult of the conference was tmt � instruction 
y,·as prepared b;; Secretary Set;ard to our z:U.n.ister at Paris that plai..nly 
stated the sentimer.t. s of the Unit ed States, v;hich -was t o  the effect 
that the French must evacuate �exico at once, or the United States 

.nould seni her troops into that country and help the forces of the 
republic . The htlantic cable had only just been completed, and the 
pres ident of the company r-anted the patronage cf the Governcent to 
aid the ente.rprise .  He called U?on ::..:r. Se·,o;e.rd and requested hi1ll to 
use the cable, promising that the r�tes would be entirely sat isfac
tory to the Government , r.otwithsta..""lding those to the public were 
ten dollars per word. In addition to the ordi.ne.ry charge, the cable 
company imposed double rates upon all ruessages in l;l".ich a cipher code 
Ylas used . The instruction was given to the writerl9 to put it ·into 
cipher, when he called th� attention of the secretary to the great 
e>..-pense that Vlould attend its trans!:'ission by cable , as each syll�ble 

. in  the instruction 11ould be rep�esented by four figures , 20 and the 
· cnble co!!lpany considered each fi£Ure as an e�uivalent for a \?ord, 
and charged double rates accordinGly. Having in view the assuran�es 
of the president of the co�pany that the charges would not be ex

cessive, !.� . Sev:ard gave directions to have t.he instructions put in 
cipher and sent by cable, which was done , The instructiOn would 
o ccupy in print about a page and a suarter of an ordinary consression
al docu�nt. The bill of the cable company was a.fterv1arci submitted, 
and it em:>U!'lted to over �23, 000, l':hich l.:r .  Seward, not considering 
it reasonable, refused to pay. The rates were soon reduced to the . 
public one h�f, and several other reductions fo�m�ed, but the pill 

, which l.X. Sel':ard refused to pay was never paid • 

During the occupation of �exico by the French, cipher telegrams 
l'lere sent to General Bazaine , co::.7.ander of the French forces.- Some 
o f  these cordng into the possession of the authorities of the United 
States were deciphered by an arcy officer and much valuable informa-

- • .tion was obtained. 

. . 

19. Haswell was evidently a State Department cipher clerk. 

20. This "'as obviously a forl� of di.�ol!':iU!J.2,.�ili . ......,���w of a dinome 
!or a syllable o4 
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The value and importance of secret ��iting is of course obvious , 
but the advant<iges \·1hich have accrued from it , v1hile easily surmised, 
have become knoY.n only in a vague and general way. ;. specific il.lus
tra�ion of a particular benefit c erived from it by the United State s 
in a very impo�tant matter an1 at a very critical t�e relates to 
the tre aty of 1871 betv;een this co'..lntry and Great Britain, whereby 
the so-called 11J..lDbaoa Claims" v:ere to be adjusted by a tribunal of 
Arbitration at Geneva ,  .snd \'lhich ca.-:;e ve:-y near being nullified in 
consequence of our presentation t o  tto..at t-ibunal of t;hat l"l.?.s known as 
"indirect clai.II:s, 11 r.c.I:ely, cla� not for actuc:.l loeses, but for the 

, deprivation of prospe ctive profits, etc . Great B�itain sought to use 
the pres entation of the se claims as a gro��c for setting aside the 
jurisdiction of the tribunal, and conse�uentl] subverting it. Our 
agent before �he tricunal, Judee J. c.  Pancroft Davis, devised a 
plan for saving the case of the Unit ed States and preserving the 
.;...fte tribunal. 7he nature of this plan was such us to reouire the 
approv.al of the President before it could be put into op�ration, 
and had to be co::r:unicated to him quickly as l:ell as secretly. In 
anticipation of so�e such emergency, the writer, at llr. Davis ' s  
request, had prepared for him, just before his departure for Geneva, 
a cipht7.r which, while perfectly secret, could be easily m:.naged end 
the key of \';hich could be me!:!Orizeci . l:r. ·Davis and Secretary Fish 
had recourse to this cir;her for the purpose of the important 
correspondence above referred to, which could not have been conducted 
o penly and '\','hich re sulted in the maintenance o f  the Geneva Tribunal. 
kn amusing feature of this corresp:mdence \'las the perturbation it 
caused our minister at London, General Schenck. The messages �ere 
relcyed through his office and he, not being in the · secret of the 
cipher, insisted upon having th� repeated, because, as he said, he 

.found them to be only 11a j argon of unmeaning 'Words. n 
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CH:.?T:::t VI. CRl.'"'I'CGR.i.PiUC Pfi,.N?.WS 1865-1917 
... -\ A. � Tele�aohic Code 1885 

Following the Civil \'iar the Hil.ita.ry Telegraph Corps was abolished. 

ln the Sign:U Corps, however; �er, by this ti.rJe a Colonel, continued as 

Chief Signal Officer until his death iri 18801 soon after he had been pro-

m:::>ted to the rank of Brigadier General. The use of cryptography for mili-

tary purpo ses went into a decline during the long period of peace, broken 

only by the short Spanish-American -=:ar of 1898 • . 

'l'he e arliest exta.�t ;-:ar Department Telegraph Code lias one called 

"Telegraphic Code to Insure Secrecy in the Transmission of Telegrc.lu5, a 

compiled in 1885 anci publ ished by the Goverru.:ent Printing Office in the 

following year. It was issued by the authority of the Secretary of r:ar 

. _ and was . the work of �ieutenant Colonel J. F. Gregory, A.D.C.  It was not, 

however, a cooPletely independent compilation but a revision and adaptation 

o! a �dely used, public code prepared by Robert Slater, Secretary of the 

French �tlantic Telegraph Company . The code contained 25, 000 nords, numbered 

consecutively from 00001 to 25000. The vocabulary proper extended from 

OX>Ol to 242001 the remainder being geographical names� personal names, 

naoes of forts, etc. There were no blanks for addenda. The co�pller 

intended that only the \'lords and not their equivalent serial or code 
. .  

numbers be used, a .limitation \'Jhich meant, of course, that only e:1ciphe.red 

c cxie messages could be transmitted. The procedure ttas this : each ""ord . . 

in the message was looked up in the code book and its serial number �Titten· 

· · ·� .1 
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down.·· Then a fixed number was added to or subtracted from the serial 
'· 

number, and the � standing opposite the result was transmitted as 

the code group. If the additive were such that the min�e�d was smaller 

than the subtrahend, then 25000 had to be added; Y.hen ·a subtracter was 

used, a sioilar cocpensation Ylas necessary. In addition to encipherment 

by addition or subtraction, l.t was suggested that encipherment could be 

by t�ansposition of the digits of the serial number. The resultant trans-

position would the!'l indicate aihich liord -was to be sent. Apparently, no 

one thought of sending the serial nU!Ilber instead of a word. Had this been 

done, the code would have possessed a greater secu:ity than most, if not 

all, of those systems in use by governments during the First iior1d riar. 

, C This is the only Arerican code knov.n to have been used betv1een the Civil 

War and the Spanish-American ':!a.r, a period of thirty-three years. 

' '· ' 

( •. 

B .  !h.!:, Soa.'iish-J�erican !!£ 

During the Sp.anish-American 17ar a .telegraph and cipher bureau was 

maintained at the Executive Office of the President !or communications 

between the Corr..mander in Chief of the Army and Navy and his subo�inates.1 

This office, which not only performed telegraphic seryices but also was· 

responsible for encoding and decoding all traffic, was under the direction 
• 

. 
1. Re00rt o� the Chief SiP.n�l ·orrice� for 1900, p. 50; Report- for �901, 

p .  23j P.eoort for 1902, P• 42; Reoort for 1903, P• 33. 
· · 

' .·. 
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of Captain (later l!ajor) Benja..t'lin F, JJontgomery, of the Signal Corps 

Volunteers, v;hose special report is printed as .hppendix tlo. 112 of the 

Reoort of the Chief Signal Officer for 1901. The report, however, gives 

no in!'ormation concerning the cipher l;ork perfor.:1ed by the bureau, 

Little other information concerning the use of cryptography dUring 

the Spanish-Ar.lerico.n War has survived, and that little is to be !ound in 

· the pages of the annual nenorts of the Chief Sicmel Officer beginning with . - -

the year 1898. The following passages are taken from the Rep:>rt !'or 1698: 

[Private] Cipher dispatche s by mail were also forbidden to and from 
any part of the West Indies, as otl:erwise information i."'ljurious to 
the United States 'tlould have been p:>ssible • • •  The Chief Sigrull Officer 
�as not oblivious of the fact that secret infor�otion could be sent 

· ·. in plain text 'by concerted code , 3  but it is to be saiq. that 'While 
- such messages were frequently c.ccepted, it l�as often the case that 

they went quietly i."lto the · waste basket and not over the \',ires to 
the proposed cestination. On the other hand the Chief Signal Officer 
appreciated fully the advantages to be derived from careful e�a
t ion of the thousands of messages of u_�friendly or neutral character 
that passed throu;h the hands of his subordinate s .  Fro� he'Wspaper 
corre spondents ,  blockade runners , Spanish agents, co�aercic.l message s ,  
personal dispatches, etc . ,  there was reaped a rich harvest o f  infor
mation , 4  

The report goes o n  to refer specifically t o  special messages in 

"cipher11-'What type is not ;tate d-but presurnable what was really meant 

2 .  Pp. 1.44-147. 

3. "Concerted code" is now ' called 11open code," 
.. . 

J.. Reoo!"t o f  the Chief Sirmal Officer to the Secret�.rv of 1'/ar for the 
Fiscal Year end.i.'1 3_  June :P, lS93 t ·:;ashin�ton, Gover�?t �rintin:: O��ice, · -
1693 ) .  pp. 21-22. �ubstanti�ly the s��e facts are g�ven by Capta1n 
Howard i .• Giddines in his book, EY.Dloits £f the Sit!nal Cores in the 
� t:ith Soain ( f:D.m:as City, Huc::on-t�lll.":lerly, 1900) ,  pp. llJ-120, 
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was the code of 1885 1 though reference lias made to a new code to be 

described below. 

Herbert 0. Yardley, whose testimony should be accepted with the 

g:-eatest caution for reasons to appear later, alludes5 to "the so-called 

additive or subtractive method for garbling a code telegram ( used during 

the S�sh-lurerican T:ar) [ as] about as effective for maintaining secrecy 

as the simple substitution cipher which as children we read in Poe ' s  The . . -

Gold Bug. " This probably is a reference � the type of system already . . 

described as er.podied in Grego::-y' s Telecraohic Code of 1SS5 . Yardley goes 

on to tell ho1v he had attempted to educate "a higher officer of the Signal 

Corps who had j ust been appointed a military attache �o an ' Allied country" 

in bette� security �easures . The attache �as not �pre ssed by Yardley ' s  

contentions and said, so Yardley quotes him: 

That ' s  a lot - of nonsense . T.hoeve::- heard of going to all that 
�rouble? During the Spanish-.t.merican \:ar v;e didn ' t  do all those 
thinbs . �:e just added the figure 1696 to all ou::- figure code words, 
end the Spaniards never did find out about it . 

If any credence can be placed in the story, this Y:as �hat would now be 

ca.l.led a fixed additive, a very insecure system indeed. 

At this point it will be well to note the solution of a num�er o! 

cipher �essages sent by the Filipino insurrectionist, Emilio �guinaldo, 

to  v�ious chieftains under him in February 1901.6 
.· 

I • 

5 .  The k:erican Black Cham�er (Indianapolis, Bobbs l!.errill, 1931) PP• U-42 • 
.. . 

. � ·6 . Frederick Funston, l :c�ories of Tl•o ::a:-s (Hew York, Scribner ' s, 1911) 1 
chapter vii : 11The Ccpturc of L.:::il.io :!�uin.::.ldo. 11 
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· - The messages had been brought to General Funston froc Lieutenant J . D .  

Taylor, Twenty-Fourth Infantry, ..,.ho had succe eded in capturing the bearer, 

one Cecilio Segi�uundo, at Pantabangan,
.

Luzon. · 

The cipher letters co�pl etely balked us for �ny hours. They 
seened to be �3de up of a j��le of letters of the alphabet, �ing 
words in no particular la:1gu.aee . Captain S::ri.th, Lazaro Segovia, 
the v ersatile and courageous Spaniard who :fo-:- nearly a year hc.d done 
such excellent se cret-service \;ork for �e, and I took off our coats 
and even other things ,  in fact, stripj)ed for action, end Ytith pencils 
and pads of paper seated ourselves around a table and rc.cked our 
brains • • • •  Dalm Ytas at han:! before the peerless Segovi<l, whose 
knO\dedge of both Spanish and Tegalo noH stood us in euch good stead, 
found the key r.ord of the ciphe-:-, which \':as in the latter language, 
having done it by rans<!.cking his brain for every word in that lhlay 
di.elect that he had eve-:- heard of . �...ccng us , \7e then slo·.·;ly ·unwound · 
the mess, and mess it was \';hen there are taken L"1to consicerc.tion 
the d ifficult ies of reducL"1g a cip�er ��d of rendering it ttrough 
two languages to get the letters in which · it lias V�-ritten into English. 

Unfortunately, General Funston gives no more details but goes on to explain 

how the decipherment helped to �ocate Aguinaldo and bring about his capture . 

c.  !b! �ar De�art�ent Tele �ao�ic Code 1899 

In the Report for the year 1899 appears 7 the fc:>llowing paragraph.: 

Under !.he provisions of Generu Orders ,  No. 9, J.djutant-General ' s  
Office ,  January 16, 1899, the Chief Signc.l Officer of the Army bas 
undertaken the p-:-eparc.tion of a suita�le telegrap�ic code for t he 
offici.a.l use of the f..rrny. The e:x:traorC.inary telegraphic expenses 
t o  llhich the ::ar Department has been lately subj ected made this a . 
matter of &reat importan ce . Unfortunately the conditions were ·such 
that the prej)aration of this work devolved upcn the Chief Si3nal 

Officer of the i.rr;ry personalJ.y, this re sulting frOl:l the fa�t that 

. . . .. . 
7. P. lB. 
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a satisfactor�· pe:-for.::.ance of this l'iork required a practical 
knot;ledge of telegraphy 1 a thorough fa::iliarity ·with the hecessities 
of the speci=.l vocabularies to be used; also a knov:ledc;e of v.·orking 
�ethods in vogue and re�ulations in force on the various cable lines 
of the world. It l'ias evident that nerfected work of this kind could 
not be completed e:.:ce pt a.fte:- zr..:.ny ;�mths of labor, but on the other 
hand, it was iopo!"t�t that te�tative and te�?orary steps should be 
taken to reduce the enor�ous cable expenses then devolving upon the 
Department . The fir::;t e.ct \>as to adopt, te:::po:-arily, such co=.�ercial 
code as might be best suitea to the uses of the i-.rrcy, lihich proved 
to be a neYI code knom1 as n�·:estern Union Telegraphic Code. 11 

By assiduous personal applicztion the Chief Signal Officer of 
the k:cy succeeded in constructing within si.A-teen days after the date 
of order a publication for emergent use, y;hich, l::noYm under the title 
of 11?relicin;::y i','ar Department Telegraphic Code, 11 has been prl.nted 
and distributed to the hrmy. This code contains general �d special 
instructions concerning the pre�arations of ordinary .messages, as well 
as those in code and in cipher, and also points out to officers con
cerned the z::ost i.tr.porta."lt features for k:-::iy use of the ''i;estern Union 
Telegrap}"l.ic· Code . 11 The 11Prelici.nary 1ic.r Departnent Telegraphic Code" 

·. ·· .. . .. conta.ins, alphabetica.lly arra�ged, nearly 4 , 0X sentences that are 
of more or lees fre�uent use in �ilitar.f c�rrespondence.  It is be
lieved that the savings �de to the United States by this code for 
the e ight mon�hs ending Sept�:ber �' 1899, exceeded the s� of �50,000. 
In one case a single cipher word conveys a sentence of t1,enty-four 
�ords, a phrase frequently telegraphed :  Cn an average each cipher 
word represents about seven ·words in plain text . 

'Ihe Chief £ignal Officer still c ontinues,  as rapidly as is possi
ble, his pe rsonal labo:-s on a perfected code , i7hich, it is hoped, 
r.ill be cve.ilable for distribution by Dece:1ber 31, 1699. As a saving 
to the Government this code will utilize as supplementary the � 
body of the rr,·:estern Union Telegraphic Code. " 

· 

In the preparation of the per�ent �·:ar Dep?rtment Telegr?-phic 
Code very great care has been taken to o::it l'iords l'lhich, either in 
the Continental Code or �rican �orse , are o� such character as to 
lead to errors, whether in the transcription of the cipher messages 
or !rem defective transcription. 

The copy of the Preliminarv Y{ar Deoartment Tele�7a!Jhic � l'lhich 

has survived shows that the plain equivalents included a few frequent phrase� 

end geographical and military terms . Its use, of course, gave no securi�y 
· . . 

Q - u 1 1 1. 
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\'lhatever, the only object in ·adopting it being, as  the neoort quoted 

admits, the effecting of economy in telegraphic expenses and in code 

CC>:lpilation� A.s lvas predicted in the Reoort, the new War Deoartrnent 

Tele �rac�ic � appeared either late in 1899 (the date on the title

page) or on 16 January 1900, as is indicated by a stamp on the leather 

binding. '!'his code was · in use at least as late as 24 Deeernber 19041 

!or an unknown officer znarked the copy now under examination (l;o. 445) 

as reeeived _by him on that date.  Paragraph 2 o! the introduction is 

as follows :  

Through lack of time it has been icpossible to incorporate in 
the War Depart1:1ent Telegraphic Code all desira�le phrases , a.'1d in· 
consequence the first 471 pages of the 7iestern Unicn Telegraphic · 
Code no•� in use by the J..rrr.y will continue in use as c. supple::1entary 
code . This affords the ;�� the telegraphic use of 100,000 code 
r.o::-c!s ,  of v.·hich nWLbers 1 to 7o, i.11clusi ve are in the �:estern Union 
Telegraphic Code and n��ers 78, 201 [ sic] to 100,0� are in the 
V:ar Department Telegraphic Code . 

This code was one-part in arrange:!lent and employed as · code groups 

both bona fide 2.Ild artificial words of irregular length. The bona fide 

words were :in lr.al1Y different languages ( e . g . N.:;VIG.!.B..'.T) ,  w!-lile the a.rti-

ficial l'lords tended to be constructed so as to make the::J. seem authentic 

( e .g. NAVISSET) . They probably l'lere te.ken from the Berne (International) 
/ 

v-Ocabulary. That part of the code which was a new cor:pU�tion ·contained-
. .  

the following sections! 

a. 

b. 
c. 
d. 

acknowledgements ,  inquiries,  and references to telegra-�j 
annuo..l and quarterly accounts, returns, esti=.ates, etc. j · .• 
errors and corrections; - · · 

mi/cellunecus phr�ses i.:::,�_;<!.tin::._
t��;: hoU!"ly, l'ieekly, etc. ;  

f ···�·· . .. ' 0 - � 
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n�erals to be used in c abling arno�ts .. weights .. qu�tities1 etc . ;  
quc:.ntities; 
cipher phrases; 
aooendixes 

'" ( i) military orgnnizations; 
(2)  �it�ry posts1 et c . ;  
( 3) officers ' n�es (not co�plete �ist) . 

.·: 
. •·. ,�-: .. 

After these sections1 a copy of the �7estern Union Tele ;::ra-chic �Ttas bound 

in the same volume . The security reached by such a mclceshi..!'t affair was 

not high ; it lias one-part and uhenciphered1 but even the security which 

would have been achieved with a code of this type, if an entirely new 

co�pilation, was vitia�ed by the fact that the public could easily obtain 

a ccpy of the vocabulary used. Cnly the spec:...al sections would have re-

quired any cryptanalytic study for solution. 

. This code was again referred to 'in the Re!X>rt of � Chief Sirnal 

Officer for 19JQ. 8 The chief point that is n:.ade is again the econooy effect-

ed by its use. 

From t�e to t�e appendices have been issued1 as the code is 
.not yet in its perfected condit ion • • •  ;,',hile primarily a code for 
co.::z:ercial purposes, yet the i:ar Depa.rtt:ent Tele graphic code is BO 
arranged that it can be used for enciphering import�nt confidential 

·mess�ges where secrecy is desired. Each code ��rd has a nun?,er, eo 
that � ms�hod of enciphering by key numbers can be re�dily used, 
ei t.l-ter simple or c omplex. 

· 

The Re oort for 19019 cites paragraph 1741 of -:.r:r.y Regulc.tions for the 

authority granted to the Chief Signal Officer to prepare the � Decart�ent 

8. Pp. 47-48. 

9 .  P. 22 .  i 
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Tele£raohic Code, but the other details there given are largely the same 

as in the preceding year. The Reoort for- 190210 again re�eats the same 

statements and so does the Reoort for 190; ,11 

D. � Cioher of � ;:ar De!)artment 1902 

Some sort of dissatisfaction may have been felt with the 1899 code, 

!or in 1902 another �as issued by direction of llajor General H. C. Corbin, 

Adjutant-General of the J..rmy. This was inaccurately called 11The Cipher 

of the r:ar Departn:.eht" in spite of the !act that it was a cod�. It was 
. 

prepared by �. H. Allens\·,·orth and i·:. G. Spottswood, of the Adjuta..Tlt-�neral.' s 

Office, and �as printed at the Governcent Printine Office in 1902. Th� 

arrangement in this code was also one-part, e.nd each plain equivalent was 

give� two code groups, one of y;hich v.·as a five-digit group, the other a. 

word. For emple1 the plain nord abc.ndonins could be transmitted as 

either 10077 or aberrance .  The compiler� e:xpressed their opiniool-2 that 

digit groups were preferable for traffic trans�tted by cable, since •i! 

the • word code is �sed1 ve:x.stious and otl-£r serious mutilations of original. . . . 

messages are c�tted by operators ignorant of each other' s ·language."  

Each page has a hundred groups, numbered by the digit sequence OD-99, and 

the fir.st page .is numbered 100. The l!la.in vocabulary stops liith the' Plain 
. . 

�ord Zouaves Y.hich has the digit group 7713B. Then there are blarlk .lincs 

10. Pp. 65-66. 
ll. P. 21. 
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to 77999, and after that an appendix, dated 1 tarch 1902, Yrhich contnins 

lists of arsenals, banks, days of the y�ar, · co�panies, headquarters, 

units, and organizations dolm to and includin& companies, stations, officers · 

of the hr�1 railroads, phrases of reference, ste�ship c�panies, s�ety 

cocpanies, telegraph and cable companies, and transports. The last page 

in the b�ok is bla�� and is nunbered 850, so the size of the code, includ-

ing the blank lines, is 75,100 groups� Following the vocabulary is a 

spelling table, l'ihich is a normal . Vigenere square except that the horizon-

tal plain alphabet is a reversed standard, rather than a direct standard 

cl.phabet. The method r:as to search for the plain letter in the horizontal. 

alphabet, the key letter in the vertical al�h�bet, and the cipher letter 

at the intersection of the row and column. The keys '\'Jere to be distributed: 

they were not included in the code book. This code mc..rked a .distinct im-

provernent over its predecessor in that it �s an_ entirely new compilation 

and showed n� relationship to any public code; it was also superior in 

having either code nords or digit code gro':.lps for each plain equivalent. . . 

The sections also were the most elaborate of any that had appeared in a 

i'lar Department code up to that time. 

E. The t'ar Deo<:.rtrr.ent TeleF:ra�h � !2Q2. 
. . 

Tpe code just mentioned is the only one ever published by the Adjutant 

General ' s  Department. By 1904 the Chief Signal Officer (General A. ·��. · Gree�y) 
. . 

. . • . . 
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. 
�as planning a revision of the i:ar De��t�ent Telegra�hic � of 1899. 

His Reoort for the year 190413 mentions that durinc the current fiscal 

year (19J4) Appendix No. 3, 'Which "Was nothing more than a list of ;.rmy 

officers with code groups for- each, had been issued. 

A IU'J.ch-needed general revision of the code is now under con
sideration. Steps have alre.:.dy been taken to utilize the extended 
p:-ivileges as to code \'iords authorized by the International Telegraph 
Conference of 1903. It is planned to use only zuch code words as 
are free fro� characteristics that facilitate telegraphic errors in 
e ither the hmerican or continentcl hlorse alphabets • .  

The new code had a slightly different title, �ar Deoart�ent Tele��ach Code, 

a designation �hich �as destined to remain constant through �'ny revisions. 

The vclume "Was bound in leather with gilded edges and a nap.-- It is 

expressly stated in the introduction t�t the purpose of this code 'Was to 

produce both secrecy· and econo�. For s ecret messages the code was to be 

enciphe red-how is not stated. The code clerk was permitted to use 

synonyms Yiherever the exact word did not appear in the text. The use ot 

co�ercial codes by the � 'Was also permitted �hen desired. The users 

might also co�pose a message partly in plain code groups and partly in 

enciphe red code groups. Perhaps benefiting by acquaintance with the 

ncipher11 or 1902, General Greely $Upplied 'With each plain equivalent a .  

six-letter code group and a digit group for an alternative . The arrange-

n£nt is one-part except for the sections at the beginning, which inclUde 

. - . 

13 . Pp. 41-42 • 

.-------��------�-�.���-�-�--�·�.�-�-� 
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an � list (names of officers ) , �ilitary organizations, posts and 

stations , n�erals, arrivals and departures, dates, indorsements ,  letter 

acknowledgments , requisitions, telegran ackno'l';ledsments,·  mails, shipments, 

transport s ,  miscellaneous items,  vessels, geographical, and radio stations. 

The vocabul�ry begins on page 89 ��th. l0467 = /J�FIK, the two co1e 'groups 

!or the indefinite article � or �· There are .many blanks left tor 

addenda . The last group is 62000 =. TE9ADU, so the size of the code is 

62, (X)() groups, incl ud.ir.g t he blanks. 

F. The l'lar DePart!:!ent Tele craPh Code 1915 

For the n'ext nine years no nert code appeared, 1.4 but in the Reoort 

of the Chief Si�nil Officer for 1913, there appeared on � li . the state

ment that the Chief Signil Officer had taken up the tGsk of revising the 

i:ar Departrr.ent code book, that is, Greely' s 1906 edition. The old code 

was regarded as inadequate because there Ylere too many letters in· the 

groups, and, besides ,  revision was needed to bring the material up-tp-date .·  

14. 

., 

That is, so far as is now knor:n. There still exists a typewritten . 
copy of an "Insular Bureau Supplement, prepared in the Insular Bureau 
of the 17ar Department, October 1909. 11 The code groups are for..:ed o !  
digits rangint; from 84025 t o  1072.44, a nd  the l:!.rrangement is one-part. 
The nature of the code groups makes it unlikely that this suppl��nt 
was intended to be used either \'iith t he code just des cribed in the 
teh� or with the Tabular Code issued by the Office of Istr�n Adcin
istration, �'iashin&ton, .:>epte.ll'.ber 1905., since both of these u�ed wo�s . 
as code groups . P..ather "1as it intended, it would see:n, to be used · · 
as a suppleoent to the so-called Cin�er o! � ��r Deo�rtnent , issued 
b::- The l:djutant Gener.:;l in 1904, the hi;hest code r.roup in 'l'ihi ch was 
77J.38. 

•.. . 1 
· .. 
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Jm "expert in code work" had been obtained for this purpose. His name 

is not stated� and his identity is lonb since forgotten. On the follow-

ing page the Chief Signal Officer proposed that an Interdepartmental Code 

be prepared for use by the 17ar Departz:1ent ., the Navy Department., and the 

State Department. He reco.::::1encied that �1010:>0 be appropriated as the i'iar 

Depart�ent ' s  share in this task. Evidently a co�ttee ��s elready study-

ing �he project, for representatives of the Office of the Chief Signal 

Officer are stated to have . served on the co��ttee thus far • 
. . ' 

In the P.eoort of � Chief Si�nil Officer for 1914 is .a state�entl5 

that the nel1 � Decart�ent Tele9ranh � was then being completed., 

and that it was to have 30,000 new phrases., 10,000 of the older code phrase 
I 

being eliminated as obsolete .  The principle of the two-letter di!feren-

tial was to be used and the pages �ere to be printed on loose leaves to 

permit revision. An expert had been worY�g for several months on the 

Tactical Code, but this code was to be only a shorter form of the larger 

code . The Tactical Code was to l;ave 25, 000 groups and be distributed 

t o  all officers above the .grade of lieutenant . Little progres3 was 

reported on the !nterdepart�ental Code end the appropriation o! $10,000 

-was again recoiilluended. 

In his Re oort for the year 1915 the Chief Signal Officer announced 

that the Y�ar Department Tele�r::!Dh � had been printed end was ready.. · 

. ; 

0 .. - G. l! & 
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!or cistribution in the fell of 1915, but no !u:ther progress had been 

-�de on the Interdepartmental Code, for �hich the app�opriation of �10,000 

"'as recoiiDended a third time . No. mention is Jr.ade in this reFOrt o� the 

Tactical Code : it was probably abandoned and in eny case was not used dut-

ing the First World War . 

The �� Deoart�ent T:1e �eoh Cofe 1915, prepared under the direction 

o !  the Chief Sig�21 Officerof t he hrmy and published by authority of the 

Secreta.-y o f  \':ar, bears on its title-page the imprint of the Government 

Printing Office ,  but it was actually printed in a co�ercial e stablish

�ent in Clevelanq, Ohio! In addition to t h e  possibility that the code 

wes compromised even before it Y:as issued-note that the :E...:.ropean phase o! 

the .=:ar lias already in progress before the printing began16-the cede Tias 

also insecure :L"l bein£ one-part in arrangement. The code groups were com-

posed of f ive-letters, and the code contained 114, 000 groups, the last, 

a blD.nk, being YSGKH. As was predicted in the Reoort of the Chief Simal 

Officer for 1914, the two-letter differential was used, and t here .,,as a 

mutilation t �ble, but the propo sed loose-lea£ feature was not �ed. The 

groups were not pronol.tilceable , and the feilure to have the groups conform 

to Interr..ational Tele6l'aph Regulations resulted in great cost to ,the . .  

Government. I 

l6. On this point see Chapter II, note ) .  

.1 .• I ' . . 
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In addition to the general vocabulary there were sections for the follow-

·ing: 
a .  blanks for e�e�geneics; 
b .  . organizations; 
c .  ciep?.rt!:Jents, etc . ; 

, d .  radio rmd telegraphic stations; 
e .  vessels; 

. f. Naval officers; 
g. geographical names;  
h .  Eexican geosraphical �es; 
i. specic:.l persons and firms; 
j .  dates, etc . ; 
k. hours and �utes;  
1 .  numerals; 
m. railroads; 
n .  cables and cable companie_� . 

'· 

.·· ·· 
. � .. 

' ' 

' ' 

The presence of a special section for geographical names in Uexico reflects, 

of course, the �ising interest of the United State s  in Mexico at that period. 

· - · :. · · This code then represented all the preparati6n for the security o! 

major circ.uits of United States krey co:ruGI.ll1ications which had been made 

prior to the outbreak of the First World War • •  For low echelon traffic there 

was a ' cipher system knoV�n as the repeating� svstcm·, which used a simple 

celluloid device called the 11Arlr.y Cipher Disk, " the basic principles o! 

�hich were understood and des cribed as !ar back as the ye�r 1500; � a 

cipher syste:n called the Pla:rfair c ioher, which h.a� been fra.-n.kl! copied 

froQ the British, who had uSed it as a field cipher for many years before 
. 

�he [First] llorld '\7ar and continued to use it du;�g the war. s l7 �ith such 
.. 

inadequate preparation in the field of compilation the Army en�ered the 

greatest war ever fought up to that time. . . . 

17. l'/illia:11 F .  Friec:im.an, h!:�e::-iciln .!.gv Fj eld Codes in the ;...;-:erican Ex-. 
peditionnry Forc�s d�i�-; t.he� �· irst \ .o:-16 · a::- ( "l;ashington ,!!

Uni_t�� ?Q  
States Goverru.1ent Prmt�ng 01f�ce1 1942 ) ,  P• �. ·.., - -
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. :-. G.  SurP.estions f�o� Inventors 

The �·:ar Department, from time to ti::e, has received from indepen-

dent inventors outlines of cip�er devices and other cryptographic systems, 

believed to be 11absolutel:-r indecipherable. 11 One such device is lr..nown t o  

have be e n  subnit ted for adoption during the period und�� discussion.l8 
. . 

The inventor "as Benjan.in :i��ick Des Jardins and his patented device was 

subrritted by R. E. Kimball & Co . ,  274 �·:abash .hvenue, Chicago , illinois, 

who wrote on 7 July 190.5�· to �jor �7. D. Beach, General Staf!, !:ashington_, 
. . . 

D. C.  enclosing an o�tline of the Des Jardins invention. Tne device �as 

known as the 11Peroutator11 ar:d the usual claim of ir.:.ieciphe:-ability r.as 

made .  The Per=rutator was a l'iatch-J.ike affair with t�o sta!'ldard alphabets 

. (_ printed on the circw:U'e�ence of two revolving disks, each of v:hich could 

be fi.�ed at · any juxtaposition. No matter what juxtaposition lias ch?sen, 

only oonoalphabetic encip�e:-ment lliould result. Des Jardins appears ·not 

\ 

\ 

\ 
' 

to have been aware that his device differed only in unessential �etails 

fro� the cipher devices used by the Federal Jumy in the Civll v:u. Need-

�ess to say, even though Des Jardins car.le to lie.shington for an interview 

with Captain ( af�erwards !iajor General) R2J.ph H .  Van Deman, la.l�tuy In-· 

telligcnce Division, �neral Staff, and with tte Chief Signal Officer, 

his device was not adopted for krmy use. 

lB. See IR 

- ··- ··- - ,.., 
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H. The Eve of the Confiict 

If the � �as �ithout ·ade�uate cryptographic systems for preserv-

� the security of its own co�unications, it also possessed no crypt-

analytic bureau, though there were among its officers a n�ber who had 

studied this phase of cryptology t o  sooe eA�ent. Certainly as early as 

the school year ending in June 1913, and continuing until the outbreak o! 

the First !!orld �·:ar, cryptography had formed FQ.rt of the curriculum of the 

Ar:rry Signal. School, Fort Leavenworth, Kansas . Cn 10 July 1916, the Chief 

o! the l'iar College Division, Brigadier General !!. ll. l!.a.co::b, wrote the 

following paragraph in a letter to the .Army Service Schools at Fort 

Leavenworth : 

2 .  The l.ar College· Division is frequently called upon to 
decipher various me ssages cmd, as it has no one l'Jho is G.Il expert 
in 'r:ork of this description, \·;e -would li.ke to have t�1e names o! 
such officers as have sho�·.n s;:>echl aptitude in such work. in 
order to utilize their services.l9 

This request ultimately reached the desk of the �cting Director, � 

S ignal S chool, Fort Leavenworth, who · replied on 13 July 1916, by the · 

following second "indorsement: -. 

1 .  Captain Parker Hitt, 19th Infentry, is undoubtedly the best 
cioher man in our service. 

· Lieut. . Joseph 0 .  1!auborgne, 8t h  In!'antry, has done some excell
ent l"iork in this .line and should be of value to the �·iar College. 

Lieut. ChC'.rles ;... Lewis, 9th Infantry, has taken an interest: :in . 
cipher l';ork and if given scmething to do in this line should deTelc;>P 

into a valuable man. 

19. Letter 4131-1.4 , copy now filed in IR 421J.. 

r-· ·1 
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Lieut. Ed.tnu.11d R. l.ndretis, 13th Infantry, made a goqd record at 
the school end conducted the class in ciphers d�ing the school year 
ending June , 1914. 

Lieuts. Charles E .  Swc.rtz, 22n� Infantry, Clyde l .  Eastman, 
20th Infantry, a.'1d ::arl Truesdell, 25th Infantry, shelled talent as 
cipher men while c.-v the school. · 

Lieut. Fr an .. � :�o�r.:7i:m1 18th Inf<!.ntry 1 is interested c.n:i "'ould 
be glad to uncert:.ake the l"lor� of this kind. 

Had this indorse.:lent not be�n signed by Lieutenant �oorma.n as 

Act�1g Director of the �my Signal School, it is probable that his 

n.?.me l'iould have appeared higher on the list and i'lith a more positive 

statement of his abilities. Captain Hitt (now Colonel, Signal Corps, 
-

retired) was the author of a text on cryptanalysis entitled 11l2nual for 

the Solution of l!ilitary Ciphers, 1120 a broch\ll'e of 101 pases, l'lhich was 

the first text of its. kind . in the E..'1glish language and ·excellent for its 

dar! It exhibits considerable acquaintance Tdth the literature of cryp-

tography, and discusses the solution of both transposition and substitu-

tion ciphers. 

Lieutenant l!auborgne, afterwards l!a.jor General l!auborgne, was Chief 
I 

Sisnal. Officer at the time of his retirer:1ent in 1946'.. Lieutenant Clyde L ; 
..1 

L. Eastman, aftert;ards Colonel EastJr.an, was Executive Officer to the 

Chief Signal Officer before his retirement early in the Second riorld liar. 

Of the othe� mentioned, only Lieutenant Boorman had any connection with 

the cryptc.nalysis or ene.oey CO.ILiltunications during the First i:orld War. As 

20. Fort Leavenworth, Kansas, Fress  of the A:r� Serv-ice Schools, 1916. 
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., 
a lieutenant colonel he was Officer in Charge of the Radio Intelligence 

j .  I 
'Section (G-2, A-6 ) ,  of the General Staff, at General H eadquarters, Ameri-

can Ex?editionary Forces, in France, 1918 . Colonel Hitt, though he served 

pr�ily as Assistant Chief Signal Officer in France, was as such respon-

sible . for the work do�e in Code Co�pilation and �as one of the inventors 

of the U-94 Cipher Device, noy; obsolete.21 

The 1Jexican E)..'J)editionary Forces, Tlhich occupied parts of Northern 

l!exico from 15 �rch 1916 to 5 · february 1917, greatly increc.sed the grow-. . 
ing interest 'in liexic?-n co�r:unications . 22 From tice to t� arrests along 

the border produced information concerning t he type s. of l:exica.n cryptog

. raphy currently in vogue . The e arliest such arrest now known took place 

on 5 October 1908 . At times e spionage activity produced furthe� infer-

znation. llist of these syste!!l.S 1'1ere monoa1phabetic substitutions using . I 
letters or arbitrary sY«Jbols for the cipher !orms . A favorite type was . !  

.. \ 

a �ipher table in w�ich letters placed in the cells, were enciphered by 

t�o digits representing the row and the col� of the letter de sired. 

The monoalphabetic substitutions were in some cases based on key words, 

that is, tr.e cipher alphabet was generated by l'·Ti ting do'l7ll a word and 

the remaining letters after it . On occasion, Uexicans 1':0uld be .found 

to be using corr...rnercial codes or short lists of code '\7ords especially . . · · 

prepared for their purpose. 

21. See Chapter VIII . 

22. On this topic, see IR 5049 : 
1929, a paper (1945) of t.�e 
Agency. 

; .. 

Ucxic<ln Cryot:o;ranhic Svste:r.s Prior !:2, 
Historical Unit of the Signal Security 
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:In 1916 an agent of the Depart�ent of Justice1 Victor Yieiskopf, lfas 

sent to Texas and in Septe.ober he succeeded in intercepting �nd solving 

some simple monoalph�betic substitution ciphers of a �itary nature. 

v:eiskopf remained in Texas at least until October 19171 for in that 

month he solved some financial .cessages of the llexican l.!onetary Co=rission. 

His work in 1iexico would n�t no\'i be Y:orthy of note were it not for the 

!act that dur �g the war he was a member of the starr of the Cipher Bureau, 

which �iJJ be described in succeeding chapters, and until 1929 maintained 

his activity as a Governcent cryptanalyst. 

During the Ue.xican expedition a nu::ber of l:e:d.can ciphers were in-

tercepted and solved by various intelligence officers on duty in the 
( (__ South�rn Depa;toent.23 _ Yet the experience ��th �exican . systems was not 

such as to develop much skill in cryptar�ysis. Th� ciphers the�selves 

l'iere far too simple to be cha.llengi.ng. 24 Persons havL"lg slight acquaintance 

�ith the basic principle s of cryptography could, ��th a little practice, 

solv� any �exicen S,Yste� then current: Captain Hitt and. his colleagues 

at Fort Leaven��rth had already advanced far beyond this stage in their 

training program, even though, when compared with m:>dern developments, 

their cryptanalysis VIas ruc:lilnentary. 

23. See IR 4450 for t he keys and circuits. 

.. 
.. 

2,4. The cryptanalysts o f  the Riverb�� Laboratories ( see Chapter II) · · ·  ·. 
did lllllch l':ork on this type of intercept and had nearly ·100� ·success • . 
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transposed • • • • •  
·
• • • • • • •  l 

Alphabetic code • • • • • • • • •  40 

· American diplc:n.atic code lO 

Anton 's Cipher Device • • •  44 

Arbitrary • • • • • • • • • • • • • • •  7l 

"Arb�traries1 list of" • • •  73 
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109, 110, ll2 

two-part • • • • • • • • • • • • • •  17 

Atlantic cable • • • • • •  96, 97 

Bailey 's Dic�ionary • •  19, 20 

Ba:-ker 1 11illiam N. . . . . . .  85 

Bates, David Homer 

, .. .... 
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l:orris ,  Robert . . . . . . . . . . . l 

O 'Brien, Richard • • • • • • •  27 

Odell, Jch4than • • • • • • • 181 19 

One-part arrangement • • • • • • • •  

17, 51, 106,107, 
. ��?� 110� 112. 

Open code • • • • • • • • • • • • • • •  95 

PeckharJ1 Ho·,-;ard H. . . . . . . .  lJ 

Pemberton, J. c • • • • •  ; . 781 79 

Pen:rutations . . . . . . . . . . . . 38 

"Per.cutator" • • • • • • • • • • •  ll4 

Pinkerton, Allan c�  • . • . • • . 4B 

Plain letter 45 , 84, 108 
I , 

.. 

---·--·---

. .. :. � · .. · . I , 

.. 
' 

. . 
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I 

(_, 

"f!!- - ..._•ISl'il!li- •oo� -� 

Plum, �·;. R • • •  

- .... .. 

'· . 

2) I 
47 ' 
62, 
72, 
89, 

26, 29, '54, 
49, 58, 60, 
63, 64, 67, 
79, 81, es, 
90. 

Poe, Edgar '·_Allen • • • • • • • • 102 
'· 

.· 

., . j 
Secret Ink • • • • • • • • • • • •  11, · 13 ,  

18, 19 

Secr� t Service , 
United State s • • • • • • •  87, 

Secret \'oTiting • • • • • • •  • .  • • • 13 ·: 

Polyalphabctic substitution Segis�unco, Cecilio . � · · · ·  10.3 
42, 43 , 44, 45 , 72, 
75, 78, 92, 9.3. Segovia, Lazaro • •  ; • • • • • •  10.3 

Potomac, �y of the • •  21, 68 

Pratt, Fletcher • • • • • • • • •  25 

"?rel.i.-ninary �'Far Department 
Telegraphic Cod.e " • • • • 104 

Randolph, Edt:ru.nd • • • • •  ;38 

Ra.ndolt, John . 7 • • • • • • • • • 

Rep�:.ting key system • • •  ll.'3 
• 

Riverbank I..aborator�es • •  llS 

Robinson, Stephen L • • • • •  56 

trRosic:-ucian or pig-pen 
cipher" • • • • • • • • • • • • • 39,92 

Ro�signol, Antoine • • • • • • •  9 

Rossignol cipher • • • • • • • • 9 

Route transposition � • • •  � 
46, 113, 72 
7.3, 74, ' 9.3 

.. .. . 

cipher • • • • • •  48, 5J, 70 

Running key. . . . . . . . . . . .  86 

Scott, Thomas A. . . . . . . .  27 

Sheridan, Philip H • • • • • •  6.3 

Sherman, TI.· T • • • • • • • •  59, 63 

Signal, Visual • • • • • • • • •  

Sigha.l-
' 

Corps • • • • • • • • • •  24; 34; 35 
44, 99. 

Confederate • • • • • • • • • 85 

Corps Volunteers • •  · • • • •  100 . 

Disk • . • • . • • • • • • • • • . • • • •  39 

Officers , Confederate75, 76 

School, Army • • • • • •  115, 116 

Signals • • • • • •  21, 22, 34, 35 

Slater, Robert • • • • • • • • • • •  99 

Saith , z. Y��by 56, SO, Sl, 82 

Spanish-:l!!leri can '\7ar • • • • • •  

99, 100, 101, 102 

Spottswood, .�. G • • • • • • • •  107 · 

Square • • • • • • • • • • • • • • • • •  • 78 
· Se cond �·!orld :·:ar .  • • • • • 116 ���--�--------------� . : . ... . ·· -1 

' 

; 

., 

. ! 1 i 



' 
1, 

( 

\ 

- - - _.,_,__ ....._ . .  

• ,.... ... •A I &til- . . • .  

Square 
. . . . .. . .  

Cipher . . . . . . . . . . . . . . .  84 

- - v · ' l.gencre . .  e5, €6, 93, 108 

Visenere . .  cipher . . . . 73, 75 
:. ·· 0 I 

Stager 30, 31, 33 , 47, 48; 
49, so, 53, 54, 55, 
58, 67, 73 • 

. 
Stansbury, Joseph • • • • •  19, 20 

Strouse1 David • • • • • • • • • •  Zl 

Stuart, J.E.B . • • . • • • • • • •  2.1 

Substitution 

�onoalphabetic • •  13; 14; 15, 
16, 
46 

35, 38, 
. . 

. . Polyalphab�tic • • •  43, 44, 75, 
92, 9.3 . .  

Substitution .--:·. : . . . . . . . .  2 

Cipher • • • • • • • • • • • • • • •  1 , 102 

Ciphers . . . . . . . . . . . . . .  116 

Substitutions.-

Sympathetic ink • • • • •  ·- · . .  •ll 

Tabular code · · · · · � · · · · ·  110 

Tactical code • • • • • •  lll, 112 

Ta:;alo • . . . . . . . . . . • . • • · 
10) · 

Taylor, J.D. . . . . . . . .  • • • · 103 . . 

Telegraph • • • • • • • • • • •  241 26 

Telegraphic Code of 1865 
99-100, 102 

11Teleg:"a;:>hic Code to Insure 
Secrecy in ��e Transmission 
of Telegrams" • • • • • • • • • •  99 · 

· Tel7grapby • • • • • • • • • • • •  ."� ., 2h 

Text 

plain 

• • • • • • • • •  3; 1.4; 43, 
46; 53;  73 , 

• • • •  

81, 87 .  

. 4; 1.4, 3 5 ;  :;,6 .  
55, 57, 5S, 62, 
70, 77, 79, eo, 
S1, · s3, eb, 9.3, 
101, 104. 

Tho�s, G. H • • • • • • • • • •  55, 63 

Monoalphabetic l, 21 421 721 Tinker, Charles A. 261 5�11 89 
76, 93, 117 

Polyalphabetic • • •  42, 45, 72 

: .. . 7S, 118. -

Subtractive • • • • • • • • • • • • • •  102 

Swartz, Charles E. . . . . . .  116 

Symbols • • • • • • • • • •  881 89, 92 

two-ele.:1cnt • • • • . • • • •  .' • • •  36 

To put up • • •  ; . . . . . . . .  7l 
Traictl des chiffres oll 

secre�s na�eres d 'e-scrire 
. 75 

Transposed alphabet . l . 

Transposition 15, .35, 47,. 49, · 
56, 56, 67, 70, 
72, 180. 
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Transposition Vit;enere 1 s  book • • • • • • • • •  75 
·. . 

Col��r • • • • • • • • • • • • • •  48 p� 

Route • • • • • • • • •  46, 48, 72, 
73, 74, 93 

'· .. 
'l'ranspositi��;-

cipher . • • • • • • • • • • •  67, ll6 

Truesdell, Karl • • • • • • . ll6 

�7o-eleoent code • • • • •  37, 43 

• • • •  36 

Two-letter 
ci:i.fferential • • • •  111� 112 

Tt1o-part 
a.rra.ngei:lent 

• 

• • • • • • • • • • •  

United Stc:tes Uilitary 
Tele£raphic Corps • • • •  

17 

24, 26-:;4, 99 

Van Deman, Ralph H. • • • • • ll4 

Van Doren, Carl • • • • • • • • 18 

Van Uo�tra.nd, D . •  � ; . . . . .  23 

Variants . • • • • 2, 9, 37, 38 
43, 49, 51, 61 

cipher • • • • • • • • • • • • •  4 

Vieenere, Blaise de • • • • •  75 

·Vigenere-

Cipher square • •  73, 75, 84 

table • • • • • • • • • •  13, 14, 75 
77, 80. 

table, Confederate • • • • •  B6 

Civil • • •  21--98, 26, 27, 40, 
45, 71, 72, 75, 96, 
97, 99, 1CO, 114 

Crimean · • • • • • • • • • • • • • • • • 26 

First i','orld • • •  74; 100, 112, 
11.3, ll5 

11ar of 1812·. • • • • • • . • • • • • 96 

Second 1'iorld • • • • • • • • • • ll6 

Soanish-��erican· • • • • •  · . 
99' 100-103 

·, 

T/ar Colleee Division 115 

17ar De-;:;art:r.ent 
Tele!:'::".:l';')!": Code 1906 • • • . - -108 . ll0 . , 

i'!ar De D2.rl!!lent 
�el�?=-�cn Code 1915 • • • 

- ---:ll0-113 

17ar Depart.Ci1ent 
Telee;raph office • • • • • •  2S 

i7ar De na.rtrnent 
TeleFTra::>hic Code 1899 • • •  

. - 10,3- 107 

\':ashington , George 8, 10, 11 

T:eiskopf, Victor • • • • • • •  118 

'"Western Union 
Teleciraphic Code, " • • • •  

. 104, 105, 106 

\i"ilson, J, J. S • •  • • • •  . .  SO 

Yardley, Herbort 0 • • • • • 102 

square 23. 108 .• •. .  -···· ,_, 0 0 . . . 
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